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c:\HKTools>ipconfig

Ethernet adapter 4<% 4 4:

Connection-specific DNS Suffix . :

e |PAddress............:166.66.66.203
e SubnetMask...........:255.255.0.0
e Default Gateway .........:166.66.66.66

Ethernet adapter 7<% 4% 3:
Connection-specific DNS Suffix . :
IP Address. . ..........:192.168.86.128
SubnetMask . ..........:255.255.255.0
Default Gateway .........:
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| B
SR T -] x| {@ Capturing from 2 interfaces [Fireshark 1. 106 (vl 10 6 fro N - & x|
Pinging 192.168.86.12% with 32 bytes of data: =l Ble Edit View Go Capture Analvze Statistics Telephony Tools Internals Help
Feauest tined out. e dm f EDXE Ae»aT L HE QA @DB % B
Reguest timed out.
Reguest timed out. Filter j Expres=ion. Clear Apply Save I3
Request tined out. Ho. [Tige [Somrce [Destination [Protocol |Length |Info’_' N
Ping statistics for 192.168.86.129: 123 85.25168570 166.6|M‘ 55.0.0.3 PPP Con 287 compressed data
Packets: S8ent = 4, Received = B, Lost = 4 (1882 loss>», 124 120.000056 55.0.0.3 166. 66.66. 203 FRTF 70 echo-request
125 120.00%9134 166.66. 66. 203 55.0.0.3 PPTF 74 Echo-reply
C:work>ping 192.168.86.129 126 120.145186 55.0.0.3 166.66.66.203 TR 60 1028 > pptp [ACK] Seq=405 Ack=253 wi
127 145.168257 166.66. 66. 203 55.0.0.3 PPP Con 87 Compressed data
Pinging 192.168.86.12% with 32 bytes of data: | 128 145.257728166. 66. 66,203 95.0.0.3 PPP Con 287 Compressed data
mpressed data
Reply from 192.168.86.129: hytes=32 time=18ms TTL=1! mpressed data
Reply from 192_.168.86.129: bytes=32 time=4ms TTL=12 mpressed data

Reply from 192.168.86.129: bhytes=32 time=-ims TTL=12 Fle Edt Wiew Go Capture Analyee Statistics Telephony  Tools  Internals  Help mpressed data
L mpressed data
Ping statistics for 192.168.86.129: 06 44| BRS¢ DT 2 ||EE| QAP @®ms%| 8 mpressed data
Packets: Sent = 4, Received = 4, Lost = @ <(Bx 1 - = mpressed data
Approximate round trip times in milli-—seconds: Filter: I j Expression. . Clear  dpply Taps mpressed data J
Minimum = ims, Maximum = 1Bms. Average = 4ns capsulated PPP E
Ee. | Do | N = |
G:work>ping 192.168.86.129 308 469, 876585 166. 66, 66. 203 55.0.0.3 PPP Com 115 Campressed data | intertace 0
300 470,894425 55.0.0.3 166,66, 66,203 PPP Co 111 Compressed data 1st (Ffffiff:ff:ff:ff)
Pinging 192.168.86.12% with 32 bytes of data: 310 470, 894403 55.0.0,3 166, 66, 66, 203 pPP Con 111 Ccompressed data
311 470.895062 166.66.66. 203 55.0.0.3 PPP Cor 115 Compressed data n
Reply from 192.168.86.129: hytes=32 time=ims TTL=12{ 312 470.895046 166.66. 66. 203 55.0.0.3 PPP Com 115 Compressed data ¥
Reply from 192.168.86.129: hytes=32 time=Ims TTL=12{ 313 471.888534 55.0.0.3 166. 66, 66. 203 PPP Com 111 Compressed data
Reply from 192.168.86.122: hytes=32 time=4ms TTL=12{ 314 471. 880616 166.66. 66,203 55.0.0.3 PPP Com 115 Compressed data
Reply from 192.168.86.129: hytes=32 time=3ms TTL=12{ 315 471.888402 55.0.0.3 166,66, 66. 203 PPP Com 111 Compressed data 1
316 471. 380638 166. 66.66. 203 55.0.0.3 PPP Com 115 Compressed data -
Ping statistics for 192.168.86.129: 317 472, 890174 55.0.0.3 166,66, 66,203 PPP Cor 111 Compressed data EEE
Packets: Sent = 4, Received = 4, Lost = 0 <Bx L 18 472, 891162 166, 66, 66. 203 55,0.0.3 pPP Con 115 compressed data
Approximate round trip times in milli-seconds: 319 472.890135 55.0.0.3 166. 66, 66. 203 FPP Com 111 Compressed data
Hinimun = ims. Maximum = 9ns. Average = dnms 320 472.891185 166.66. 66. 203 55.0.0.3 PPP Com 115 Compressed data |
321 480.741900 55.0.0.3 166.66.66.203 PPP Com 280 Compressed data |PrDﬁ\e: Default
C:work> | 322 480.741851 55.0.0.3 166, 66, 66,203 PPP Com 280 Compressed data . % 1409 |
e @@ 323 480.742355 55.0.0.3 55.255.255.255 BROWSEF 243 HoSt Announcement ROUTER, workstation, 02 i% S 0 |
_I 324 480.334436 166. 66.66. 203 55.0.0.3 GRE 60 Encapsulated PPP :L 0 O =@ G (2 @Rt corl
325 480.834474 166, 66. 66,203 55,0.0.3 GRE 60 Encapsulated PPP =
1 . | TR | | |
67 . (=] 7] |2 interfaces; <lve capture in progress= File: | | Packets: 325 * Displayed: 325 (lDDﬂTfn) | Profile: Default
442 EWindows WBEHEE—_F2VEN (D s B m e 4 Er————T— N T T LERT
=L -

QoRSsaa@

Eight Ctrl

OFTH Zo6d, o1& (% FouFmE)
|~

3.5 At S L it

44



VPN-Server &~ [4E B

[(# Capturing from 2 interfaces [Fireshark 1.10.6 (¥1.10.6 from master—1.10)] =

Fle Edit Wiew Go Capture gnalyze Statistics Telephony Tools Internals Help
©©® 4 W | glaesaTi@Eacan| d0m % &
Filter: j Exprez=iomn. .. Clear Appl Save
Ho. _H_lTiJn!e_J_ |SJ_0urc_eJ_ S I]_E\_esti_nftio_n _ |I‘I'_1"Ioto.co:||._||Lenzth |ILr‘\Ifo‘ —— T |;I
245 516.171887 192.168.586.129 192.168.86.255 BROWSEF 243 Local Master Announcement SERVERA, workstation, server, Dialin Server, NT workst
246 516.171268 166, 65.66. 203 55.0.0.3 PPP Con 280 Compressed data
247 520.207249 166, 66.66.203 55.0.0.3 FPP Com 87 Compressed data
248 540, 0837095 55.0.0.3 166.66.66. 203 PPTP 70 Echo-Reguest
249 540, 083872 1lae. 66, 66. 203 55.0.0.3 PPTP 74 Echo-Reply
250 540,233342 55.0.0.3 lea. 66,66, 203 TCP 60 1028 » pptp [AcCK] Seqg=517 Ack=393 win=53848 Len=0
251 580.3429548 55.0.0.3 1466.464.464, 203 PPP Con 111 Compressed data
252 580,34306% 166, 65.66. 203 55.0.0.3 PPP Corm 115 Compressed data
253 581.34226955.0.0.3 166.66.66. 203 PPP Con 111 Compressed data
254 581.342553 166, 66.66. 203 55.0.0.3 PPP Con 115 Compressed data
255 582.353997 55.0.0.3 166.66.66. 203 PPP Con 111 Compressed data
256 5B2.354422 166.66.66.203 55.0.0.3 PPP Com 115 Compressed data
257 GB3.355545 55.0.0.3 166.66.66, 203 PPP Cor 111 Compressed data
258 583, 355870166.66.66.203 55.0.0.3 PPP Corm 115 Compressed data
255 600, 098548 55.0.0.3 lea. 66,66, 203 PRETP 70 Echo-Reguest
260 900, 098535 164, 656,64, 203 55.0.0.3 PRTR 74 Echo-Reply
261 600, 2595995 55, 0.0.3 166,646,646, 203 TCP 60 1028 > pptp [ACK] Seq=533 Ack=413 win=53828 Len=0 ¥

Frame 1: &0 bytes on wire (480 bits), &0 bytes captured (480 hits) on interface 0
Ethernet II, src: CadmusCo_36:72:8a (08:00:27:36:72:8a), Dst: Broadcast (ff:ff.ff:ff.ff:F
Address Resolution Protocol (reguest)

oopo FF 7 7 7F 1 ff 08 00 27 36 72 8a 08 06 00 01 ........ I
0010 08 00 06 04 00 01 08 00 27 36 72 Ba a6 42 42 42 ........ 'Gr..BEE

0020 00 00 00 00 00 00 aé 42 42 cb 00 00 00 00 00 OO0 ....... EE.......
0030 00 00 00 Q0 00 00 00 00 00 Q0 00 Q00  LL......

@ @’|2 interfaces: <live capture in progress= File: | Packets: 261 ' Displayed: 261 (100.0%) Priofile; Default
fb'ﬂ:ﬂgl e @ E ! mﬁ@ﬁiﬁ ||4 Capturing from 2 in. .. @| 0. ? g# %? 14:17
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4.3 3T 5

SRk B IPSec VPN (&)

« H M 22413 (Internet Protocol Security,
4659 IPsec) , FEIEIXNTIPERYL CH KK
BRSO B0 2H AT A A UE SR OR P TP F

WY H?%Féiﬁu TP (— L840 B o2 B i)
WHIEE)

Jhy
9’

5 — B IPsec Bl 7E RFC2401—2409 1 & X .

AR IPsec s B AR TE SRS 7E 20054 ) A
T SCRY € AERFC 4301—RFC 4309+,

o
* S5
Yo
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IPsec il TAELEOSI AR [ 25 = &2

. IPsecT)ULX_J’ETtOSI R ZE = F (M%) 5

TCP/IPF LI IP/Z ﬁ—irﬂé@ﬁ T 3&E 1
%FJ@H:TCPjZUDP EI’J L ( ﬁu;zé?éi@z%%‘

(SSL) A RERITUDPR (S IIL) o XA
vk, 5 f 2 B B2 PSR B, IPsectH
PO ZIAL B AT SR A o )R, 3K [ P8
T ERR I TEA AL B4 .

m

E

VPNHE A

JL

M5, SSL/ITLSAKHE S = 2 TCP (OSIT
=) REFR]FEMSM D o
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4.3.1 IPSecH)4H il Fl TAERR

* IPSecsz — M IF BRI bR, *)‘?ﬁﬂ iOR7INNEN S
Hop e EZ WA =4 Ik Sk AH
(Authentication Headers). 3% ﬁ%ﬁ RN #K AT ESP
(Encapsulating Security Payloads) fll 2 4= Bt 7 SA
(Security Associations). &AL T

e (1) PAIEZLAH (Authentication Headers): AHA
| P A S T 42 Y 52 BEVE AN B s T IR T BE
AR R AN Y G

VPNHE AR 48



IPSecH)2H 3%

e (2) HIEZEHWEESP (Encapsulating Security
Payloads): ESPSEIL{RE . HAEIFIANIE. ok
) e A L RPN B AR 55 (— PR BB P
B 56 A ) A IR FRY Do) 28 3 ) PR
. (3) Z4ELHASA (Security Associations): SAZHIE
AR SRS, LLIA AHERESP )3 (R 52 4 24 2T

SR, AR RS H A UUISAKMP ( Internet

Security Assoclation and Key Management Protocol )

fefit T INIEAI B P He I HESE o IZAEZESCRF T TR

B P 2 B DL RO I A 7 IR RIS 1, I

VR BFG: InternetZ FHAC R (IKERIKEV2 ML) -

KINK (Kerberized Internet Negotiation of Keys) .

IPSECKEY DNSicx,

VPNFE A 49



IPSecff] T4E

LS

|PSecH P Fi

AR R M e

1. fEHiE =

1 TP & BN 2B REE,

e EHL—THLHI 704

2. |3L ER Y

] TPAM 2 B8] jiER,

e o S X 5 IR 4 4, AT g A 4t

.

Internet) 5

P S AR A B E A 2, S

EIPJ= 3

{EIPJ= &
[0

QI

SCI R A ) 2 TR) ) BB . AHARTESP

JINGE S5 22 4= D) e

VPNFE A

CHLAUEART (B
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4.3.2 INUE P AH

o IPIATESLAH (IP Authentication Header)
T N AERFC4302, SCIIPEHE 4% B IE |
SEHEEA A0 B AL

o AHEHE R B R B SEAEIPE R, IR IP

BRI FE ﬁm,%%w%sz
—AAHSL

« AHHTESP [F] B} PR P 20 HE B, 27 L,
AHLAEESPL Y )5 .

VPNHAR 51



A15(a) AHRE R

JRIGIPE SR L | JRIPSL | TCP/UDP-=k G

Y Y
HrP=L AH-=L TCP/UDP=kL A€

- INIETE R >

e sCAH: BNIPk# IUE JRIPL, R i Bk
51, JREMLEFECHE DLRIAHSL IR R —4 3k,

VPNHAR 52



5(b) AHHJEETERLZ

L3
FEBIPE RS | JEIPL | TCP/UDP3k B
v v v
Pk AH=k JFIPSL | TCP/UDP3L B
IAIEVE >

<

BriE I NAH: EEIPL, FHIPLAIPHbE 2/ O 1 1P HE
Hk, FEBOR51, AHSKHT R — ANk 4841 (T
IPv6) , JRinEdE i N RAHLZ 5.

53
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6 AHSL %

0 ! 15 23 31
i |
Ak | B K R B
2z HER 5| (SPI)
Fo15
SEELMEISUF B R ICV (K 1] 4R)
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@ F—/3k(Next Header): 8-bits, #RIRAHk 5 IE M

(PO RAL, EAR4mELE T r y6( TCP)Ek17 (UDP);
TEBETE R T K 2 4(1Pv4) 541 (IPV6).

@ #H K Z (Payload Length): 8-bits, F/mAHLA B K
B, LA32-bits N EAT .

3 %”(Reserved) 16-bits, 1R FE, KB ik
0

@ %4Z¥Z 5|SPI (Security Parameters Index): 32-bits,
T F T hm VRO B Y 22 42 KB (SA) -

® JF%1'5 (Sequence Number): 32-bits, & — ™[ 1 1
PTtEEs, REPLERRTIE (anti-replay)

© SEEMIGUFEAEICV (Integrity Check Value) —
/\TEEJ&T“ (AZFE 32 LU F B B A% ) B3k, JL<T“EEI

Eﬁ'ZIKEI’JB’ﬂIE VR E . SEREMIGUE AR ICVESIE IPEUE
AR FEEN:, KILICVRITT RS T EMNPEE G

VPNHE A
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4.3.3 £ 352 % e ESP

» IP3He 22 43 ESP (1P Encapsulating Security
Payload) & X 7ERFC 4303+, ~‘L£J'|P§&TETE‘<H@
vAtE SEELME . PLEINBGEAINE . ESPA] LLSK
HAHBFTE ThRe, A1 ?AchESPL%HE
B, AHZES KK,

s S5AHMY —FE, ESPRIZIR 1 B2 H 25 7EIP
BEHod, wRIPEHE O F B NS0, %Eﬂ%
|P;&Z):E~AESP£&%E%E’< ESP# & i He
FH, Al Sk AR U@EﬁESP;%)
%nESPMH&%E
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A7 (a) FeHiE UM ESP

J

JFIIPHR S | IP3k 1 %%
e \
XaEmFFZ fﬁg‘ 1Pk ESP:L Uik=" ESPE | ESPEIEEE
— N —p
- WIEYE F >

R NESP: #TIPLEE Dl B RIPL, Wil 7B e 50, RPN 7B #E Dl
FIESPEHIF—1 k.
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S

7 (b) FEE L TESP

JR B 1P S 1Pk 39

'y

=

SEESPRRAHY wpsl | Espik 1Pk ik ESP)E | ESPHiF4dR
R IPFI 3L
- I Va1 >
- WIETE >

BB RESP: EZEIP, FFIPLAIIPHIE B N S B IPHlE, B B 50, ESP
BT —A-=k 484105 T 1Pve), RGP S MESPEIN% J5+ N RB|ESPL 2 )5 .
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X8 ESP I TR A% 2\

0 7 15 23 31

| | | .

TZRZH RG] (SPI)

ESP-=L

ISRz %
~ A |ir
Y75 15 (0~255) %
vy

S Bk | FAk

ESP4& I 4 W% (ICV)




324 BRI SPIB2-bits): 1E IKE A o FE e it H AR - =)
B, 5Pk B0 bR HhE DL P o e,
IR b 17 FE T AL PSR 60 7 52 0 A0 22 456086 . SPIZ
SR, (IR

. BB (32-Dits): TR — MHE— B T, 1
AHZETL, SR BEIEHT o B h

o HFRI(0~255 bytes): HEAA KN BVE P 5E -

B KIE(GOIS): RO DRI SR AR 15
o F—A-3L(8-bits): FRiHRZESPAEIHIEAH (Bl 2K

R, (EARME R $ UL 8 FIPEE R L P BB sl 78
[ TE AR 2R A A4(IPv4) 541 (IPV6).

o ISTFEIE (GREBEMRIGIEICV): — N S AH A FR ) B8
B, WukyoE B FEESPLES. #trdr 1 EdE LL A ESPEHE
HKESBARPSUESEIEG L, (EAAIE32bits ) B 5

VPNE A 60



4.3.4 ‘R Z 2T

g

AT

« ZEAHAIESP 3k 1 — > 32bits i) £ &= 23

Z 51 SPI, H T #x 1R I8 15 1 P ot K F Y
IPSec 224> 5= BESA(Security Associations).

* SATRAY T I8 (E XU 28 A R B A o
SAMRYE Z 4 K& F LEk H g, Z4K

WK AR AE 42 A S AU P o

524 5 0E € X AERFC 4301

‘2724 RERSA
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(1) 4Rk A IR

o ZAERER(SA) BHAEESEH U BRI
—FhZz e, #lhm, IPSechril (AHEBLESP) .

IPSec ) EEERL (
AN = R %ﬁﬁ&

LR AN FR E AL )
HEL AR TR S

A CERSAR BT CRIBA M) , %y A

NHR S %ﬁé@_LEI/JSA

o SARIHE N IKEZHE B AE IR XU 2 (8] 2K )

A, PR e R

JBE DT A = AE AT 2 4
IR 1ZSASE

RIRH % ( SAD)A

VPNFE A
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— AN AR T H =N S EE e

L RESHRIB(PY: 1 GSAMKMLLE
AHRIESPYEH, i 3 B2 07 i 3% 238 K
SAULFE AL (3.

2. IPERHE: HEG AR Ry iR —hbk, RoR
SAR) H L,

3. ZAEW AR brIRZSAEAH %2 4 S B BY
ESPZ 4 KK

;&/MA % B TA LR SHI, A NTHNS

Qs it Eds: — 3206 ME, HTAEMAHE
E%E%% I ?Ex, ERGR AL <A b
i) 3o

VPNHAR .




(Q)F Bt TSt AT, JEAE 55 i =)

MUAWE, ZEEIEERE T — 1 SAL AT ok Ak 7

R
CPLEE M AT #E — D ARIAHEESPE & 52

EN

(HAHEE . AHVGIESE . %5480, 44 A A HAth AH
PIAE RS HL

(5)ESP{E B.: ESPUIEA N &L, 4. WIGE{E . &4
A AR H AR ESPHIAE = S5 .

(B)SARIAEFH: — SARKBEFAE I [R] . BB} [A] f5,
—/NSAITH— 1) SAE #eal 2k,
(MIPSecthridizt: PRIE. 1L BT (PBBRERA. 1%
LRI

(8)E&AEMTU: (ERRIERL I K4 F IPSech], @A 204k KF 1 #ff
PIPMTU(E B, DMEXTIX AN R AL 34T A0 B2 43 B




(2) 2 = TR s A 22 2= TS 23048 % SPD

* LARMEYE TN AN AR AR P % IR
uf%ﬁ?t;zé SIS IR ZESPDH ., SPD YA —
N4 RIS H ~@wﬁi§ﬁ&?&@ﬁ&,
BRI T2 31 PR B 45T

o A SRS AR E (SPD) i T IPEUE I (R4
ﬁw\amw\igwuu&mAﬁmmu>m
)24k, B — 240K 0E 2% B n] Ge Xt N & 2%
8 % 5k SAk H %Tﬁﬂ~Aﬁ%4ﬁ%ﬁﬁ
%E%*/\SA/T\ H -
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IPSec 7t VT 1 108 BE 7

(1) HEJIPHb Ak v Pl Ak . ok v [ Bl im

[LTRE

(2)JEIPHEIE: B DL F AL bE . HonlkyE F Bl A A
5 o

()R H % H .

(HHID: #AERGETHIH AR,
(5)Z s U I -

(6) &%= il

(7)IPSectr i (AH, ESP, AH/ESP).
(8) Ik 552L 2 (TOS).
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4.4 Windows¥# 3= T [{)VPN

» H BTAT YWindows 5 48 % Wit A< 24 SC I A2 1 11
VPNZ i, Windows Server sz #7is F2 17 7] ik 5%
K IPSechi %5

o AFVELTA B 25— N VPN ZEWindows R 15 T
PIBC & A J?/%

« WindowsIA 38 T B zc B2 17 1] VPN L4.4.1

VPN AR 67



4.4.2 FHHWindows20035Z ] X J6— VPN

« HH

 HIPsech% i 77 s\ HC B W - RVPN,  IEFEH
Internet gt ) Wi/l\ﬁ Y [¥A (VI\/I netl 1V Mnet3),
iz AT =Z21EE, SLHEBRIRE M T

.‘[R‘[/

. ‘VI\/Iware7F§'§'§TW‘7§/I\5ﬁZH$D*/\}~ fa ) (

A o B REN G E T m%):'m
A — 4 Windows server 200340 k. E AR ¥t

AR G B
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S S8
Client A
— N VMnet5 VMnet6 | |« @
S S S S
NS NS
% ServerA nouter ServerB
S B 28
Q BRI Client B
Jry 5} 1 Jey 38 2
VMnetl VMnet?2

o [EHLIN RV Mnetl FIVMnet2 45 FIAE I A Ja) 380
VMnet5. VMnet6 A1RouterfEdl [k CHH ServerAF
ServerBAR 4 Bk M 72 AR 55 28 (32 7 1% zr&),
%jIPSecﬁi‘%ﬁuﬁﬁ%ﬂﬁﬁﬂ%iﬁ% FARIE S %2




PL.E8 44 R K& BRI | IPHLLEE B
IP: H 5h3kEL
Client A Windows Server 2003 VMnetl Subnet Mask: 255.255.255.0
GateWay: 192.168.86.56
IP: 192.168.86.56
Subnet Mask: 255.255.255.0
. VMnetl GateWay:
Server A Windows Server 2003 VMnets IP: 55.55 55 56
Subnet Mask: 255.0.0.0
GateWay: 55.55.55.55
IP: 55.55.55.55
Windows Server 2003 - Z‘;tt’g\‘j\fa'\j_“k' 253.0.0.0
Router W2 2 Wireshark B A :
http://www.wireshark.org/ VMnet6 IP: 166.66.66.66
Subnet Mask: 255.255.0.0
GateWay:
IP: 166.66.66.67
Subnet Mask: 255.255.0.0
. VMnet6 GateWay: 166.66.66.66
Server B Windows Server 2003 VMnet2 IP: 172.16.0.67
Subnet Mask: 255.240.0.0
GateWay:
IP: H #h3k B
Client B Windows Server 2003 VMnet2 Subnet Mask: 255.240.0.0

GateWay: 172.16.0.67

.....




1.6 % ServerA [1]1PSec s i

XY BQ BEW Emg X
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i Ay MR It BRSASR arrares HEH .
- ;mmla .
FR It AEBENALERT @)
WEES D
BE
(1) & T HE AT wo
”zliimﬁé H]%”“ o
2’5 i7" TP 22 4 SR 7
A HL T AL — <01
P22 A5 IS, W
277~ ) » -,
R 1 R .
LEiey [ wEiaR L=

K27 6| 2 IP2E 4> S

VPN AR 71



IF 2 ERBHEHS

IF 1+ EREH
arEiZE- T IF SPEwEH g — T m st

SRR M
AL

Jeid: (D)

TFSec Foliey for Serwerh to Serwerk .

< _b—&E) I"F—**_E (H) }'-I B

K128 FTIF“IP 2 KM [F]-F”, RF XK IS fr 44 8" AB”
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IF L ERHES d

oo LT e .
BT R B A0 2 B AN E R IR e
-

SATA IR iy B e B MERAT » AhFskE 2 ainisi T E AR IR .. 3
TEEHBE W TELEIN 2 B W R .
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— SRR
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IF ZLERKAS ed 4
§. IEfERE 1P FEERRS
e

IZEREThH RIS EIZREr 1P SRR .
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JFEE “FER .

1FRE “ToR” FAHIEF.
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VPNHI A

2 x|

AN |=a |
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(2) M “UsIN(D)...” s FTH Bk Jg 4", ZeFEE Pl g% 5k”
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O EEIELL ST E STkt
O Fif 1F iR ERT BN kit
Emo... | ®sEe. B ® |
W mE | aEw

UNHA 132 LR IPTE L EL B2 B M T "
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Meor, Bl ind)...”, EEEAE I 55
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IF FEMHE | mas | SrRiEy MERE |Eman |

T BRI
(5) ATTFH AN I
P, EPEBRIN B - oo mse mt
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4, pingillji&(Client A)

o f£ Client A [Jcmd H %y A ping 172.16.0.67 ( B,
Client BRJIPHLAL) , B FEClient BHIcmdH i
Aping 192.168.86.56 (= Client ARJIPHEHE)
WIS 77 1 IPsec R Bg ¥ A L B EWH, A <spingid .
{01 R TE A DU BH R A R ) B B B GE

o 7E % H %5 F wireshark far il 21 1) 52 ESP T £,
R W SEEL T RO (14 58 4 (R85 A
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(+1.10.6 from master—1.10)]

apturing from 2 interfaces [¥ireshark 1.10.6

File Edit

@ @ & m O

Wiew Go Capture Analvze  Stafistics Telephony  Tools  Internals  Help

ZglacsaT (e acaan| @dumas|B

Filter: j Expression. .. Clear Appls Save
Ho. 1ame . Sourc.eoo. ala ] |Djejsi:1j1;.5u:_1%- pla] |P|:ro'i;ocol |Lﬂithollhnf'o_’ LSFISURIC3UNOLE ) Iﬂ
2828 6860,.83253 55.55.55.58 166, 66.66.67 EsSP 126 ESP (SPI=0x72a6e375)
2829 6860.81575 1645, 66, 66,67 35.55.553.596 ESP 126 ESP (SPI=0x1c306d18)
2830 6880.83294 55.55.55. 56 166, 66, 66,67 EsSP 126 ESP (SPI=0x72a6e375)
2H831 6BHD9, 51201646, 06, 06,67 35.55.553.596 ESP 126 ESP (SPI=0x1c306d18)
2832 6880.513065 55.55. 55,56 1la6. 66, 66,67 EsSP 126 ESP (SPI=0x72aGe375)
2833 6889, 51224 1645, 66, 66. 67 55.55.55.56 EsP 126 ESP (SPI=0x1cC306d18)
2834 6880, 51308 55.55.55.56 1la6. 66, 66,67 ESP 126 ESP (SPI=0x72aBe375s)
2835 6890.522501645. 66, 66. 67 55.55.55.56 EsSP 126 ESP (SPI=0x1c306d18)
2836 6890,52422 55.55.55.56 166, 66.66.87 ESP 126 ESP (SPI=0x72a6e375)
2837 6800, 52248166, 66, 66.67 55.55.55.56 EsSP 126 ESP (SPI=0x1c306d18)
238 6890,52423 55.55.55. 58 166, 66.66.87 ESP 126 ESP (SPI=0x72a6e375)
2830 6891, 52441 166, 66, 66.67 55.55.55.586 EsSP 126 ESP (SPI=0x1c306d18)
2840 6891,52611 55.55.55. 56 166, 66.66.67 EsP 126 ESP (SPI=0x72a6e375)
28471 6891, 52439166, 66, 66.67 55.55.55.586 ESP 126 ESP (SPI=0x1c3060d18)
2847 6891,52613:55.55.55.58 166, 66.66.67 EsSP 126 ESP (SPI=0x72a6e375)
2843 6892, 52481 1645, 66, 66,67 35.55.553.596 ESP 126 ESP (SPI=0x1c306d18)
2844 6892, 52637 55.55.55.56 166, 66, 66,67 EsSP 126 ESP (SPI=0x72a6e375)
2845 6892.52470 1646, 66, 66,67 35.55.553.596 ESP 126 ESP (SPI=0x1c306d18)
2846 6892, 52638 55.55.55. 586 1la6. 66, 66,67 EsSP 126 ESP (SPI=0x72aGe375) j

HEHENBEEEE

Ethernet II,
Internet Protocol wversion 4,
User Datagram Protocol,

MetBIOS Datagram Service
SME (Serwver Message Elock Protocol)
SME Mailslot Protocol
Mmicrosoft windows Browser Protocol

sSrc:

Src Port: nethios-dgm (138),

D=t:
Dst:

Frame 1: 243 bytes on wire (1944 bits), 243 bytes captured (1944 bits) on interface 1
Src: CadmusCo_1b:93:00 (08:00:27:1k:93:007,
55.0.0.3 (55.0.0.3),

Broadcast (ff:ff:ff:ff:Ff:ff)
55.255.255.255 (55.255.255.255)

Dst Port: nethios-dogm (138)

o000 fF £F £ £f £Ff ©F 08 00 27 1b 53 00 08 00 45 00 ........ e E. N
Q010 00 e5 00 21 00 00 80 11 ca e5 37 00 00 03 37 ff P
0020 fF ff 00 8a 00 8a 00 d1 fe 2c 11 Qe 80 10 37 00 ........ T
0030 00 03 00 8a 00 bbh 00 00 20 46 43 45 50 46 46 46 ., ...... FCEPFFF
0040 45 45 46 46 43 43 41 43 41 43 41 43 41 45 41 43 EEFFCCAC ACACACAC :J
[aTal-¥a A1 A2 A1 A2 A1 AT AT AT A1 it TN AE AR AE AAd A AT AT AT AT A Lt el el Y

@ F_’f|2 interfaces: <live capture in progress:= File: 1 | Packets: 2846 * Displayed: 2846 (100,0%) | Profie: Default

K&l44
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