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Key Points

• AES is a block cipher intended to replace DES for 
commercial applications. It uses a 128-bit block 
size and a key size of 128, 192, or 256 bits.


• AES does not use a Feistel structure. Instead, each 
full round consists of four separate functions: 
byte substitution, permutation, arithmetic 
operations over a finite field, and XOR with a key.
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1. Introduction to AES

Motivation

• Security of DES


• Brute-force attacks based on 56-bits keys

• A Solution: 3DES, with 168-bit keys


• Pros: robust against brute-force attacks


• Cons: Low computational efficiency 

• Another solution? 


• AES
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1. Introduction to AES

History

• AES is a subset of the Rijndael block cipher developed by two 
Belgian cryptographers


• Vincent Rijmen and Joan Daemen, who submitted a proposal 
to NIST during the AES selection process.


• AES has been adopted by the U.S. government.


• The Advanced Encryption Standard (AES) is defined in each of:


• FIPS PUB 197: Advanced Encryption Standard (AES)


• ISO/IEC 18033-3: Block ciphers
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2 The AES Structure

Recall

• Product cipher (乘积密码):


• Definition: the execution of two or more simple ciphers in sequence


• Feature: the final result or product is cryptographically stronger 
than any of the component ciphers


• Substitution: Each plaintext element or group of elements is uniquely 
replaced by a corresponding ciphertext element or group of elements


• Permutations: A sequence of plaintext elements is replaced by a 
permutation of that sequence. 


• That is, no elements are added or deleted or replaced in the 
sequence
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2 The AES Structure

Recall
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Implementation

Subkey generation algorithm 
(Next Page)


Round Function F

(Next Page)
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128 bits

128, 192, 256 bits

i.e. 16, 24, 32 bytes

Rounds：10, 12, 14

Subkey generation 

Round  
function
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2 The AES Structure
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3 AES Round Function
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3 AES Round Function

Example:  AES-128

• The cipher consists of N 
rounds


• 10 rounds for a 16-byte key


• 12 rounds for a 24-byte key


• 14 rounds for a 32-byte key


• When N=10


• 16-byte key


• 11 subkeys are generated
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3 AES Round Function

Example:  AES-128

• Round function


• Input


• state （16 bytes）


• subkey （16 bytes）


• Output


• state (16 bytes)
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3 AES Round Function

Recall
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6mvQm JB�Q q2M+?�Q >m�M; *?�Ti2` 9 6BMBi2 6B2H/ kykR ଙ Ry ์ 8 ෭ 9k f 9N



huangwc@ustc.edu.cn

• GF( )


• Irreducible Function


• Example：

28

3 AES Round Function

GF( )28

m(x) = x8 + x4 + x3 + x+ 1

A = (a7a6 . . . a1a0) B = (b7b6 . . . b1b0)

A+B = (c7c6 . . . c1c0) ci = ai � bi

{02} ·A = (a6 . . . a1a00), if a7 = 0

{02} ·A = (a6 . . . a1a00)� (00011011), if a7 = 1
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3 AES Round Function

Example:  AES-128

• Observation


• The structure is quite simple


• The subkey is only used in 4th stage


• Each stage is easily reversible


• The decryption algorithm is not 
identical to the encryption algorithm 


• The final round of both encryption 
and decryption consists of only 
three stages 
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SSubBytes

State

State

State

State

State

ShiftRows

MixColumns

AddRoundKey

S S S S S S S S S S S S S S S

M M M M

r0 r1 r2 r3 r4 r5 r6 r7 r8 r9 r10 r11 r12 r13 r14 r15

Figure 5.4 AES Encryption Round

identical to the encryption algorithm. This is a consequence of the particular
structure of AES.

9. Once it is established that all four stages are reversible, it is easy to verify that
decryption does recover the plaintext. Figure 5.3 lays out encryption and
decryption going in opposite vertical directions. At each horizontal point
(e.g., the dashed line in the figure), State is the same for both encryption and
decryption.

10. The final round of both encryption and decryption consists of only three
stages. Again, this is a consequence of the particular structure of AES and is
required to make the cipher reversible.

5.3 AES TRANSFORMATION FUNCTIONS

We now turn to a discussion of each of the four transformations used in AES. For
each stage, we describe the forward (encryption) algorithm, the inverse (decryption)
algorithm, and the rationale for the stage.
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Substitute Bytes Transformation

FORWARD AND INVERSE TRANSFORMATIONS The forward substitute byte
transformation, called SubBytes, is a simple table lookup (Figure 5.5a). AES
defines a matrix of byte values, called an S-box (Table 5.2a), that
contains a permutation of all possible 256 8-bit values. Each individual byte of
State is mapped into a new byte in the following way: The leftmost 4 bits of the
byte are used as a row value and the rightmost 4 bits are used as a column value.
These row and column values serve as indexes into the S-box to select a unique 8-bit
output value. For example, the hexadecimal value3 references row 9, column 5{95}

16 * 16

3In FIPS PUB 197, a hexadecimal number is indicated by enclosing it in curly brackets. We use that
convention in this chapter.

s0,0 s0,1 s0,2 s0,3

s1,0 s1,2 s1,3

s2,0 s2,1 s2,2 s2,3

s3,0 s3,1 s3,2 s3,3

s0,0 s0,1 s0,2 s0,3

s1,0 s1,2 s1,3

s2,0 s2,1 s2,2 s2,3

s3,0 s3,1 s3,2 s3,3

(b) Add round key transformation

(a) Substitute byte transformation

S-box

x

y

' ' ' '

' ' '

' ' ' '

' ' ' '

s1,1

s0,0

wi wi+2 wi+3

s0,2 s0,3

s1,0 s1,2 s1,3

=
s2,0 s2,2 s2,3

s3,0 s3,2 s3,3

's1,1

s0,0 s0,2 s0,3

s1,0 s1,2 s1,3

s2,0 s2,2 s2,3

s3,0 s3,2 s3,3

' ' '

' ' '

' ' '

' ' '

s1,1

s0,1

s2,1

s3,1

wi+1

s0,1

s2,1

s3,1

s1,1'

'

'

'

Figure 5.5 AES Byte-Level Operations

3 AES Round Function

Stage 1: Substitute bytes
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Table 5.2 AES S-Boxes

y

x

0 1 2 3 4 5 6 7 8 9 A B C D E F

0 63 7C 77 7B F2 6B 6F C5 30 01 67 2B FE D7 AB 76

1 CA 82 C9 7D FA 59 47 F0 AD D4 A2 AF 9C A4 72 C0

2 B7 FD 93 26 36 3F F7 CC 34 A5 E5 F1 71 D8 31 15

3 04 C7 23 C3 18 96 05 9A 07 12 80 E2 EB 27 B2 75

4 09 83 2C 1A 1B 6E 5A A0 52 3B D6 B3 29 E3 2F 84

5 53 D1 00 ED 20 FC B1 5B 6A CB BE 39 4A 4C 58 CF

6 D0 EF AA FB 43 4D 33 85 45 F9 02 7F 50 3C 9F A8

7 51 A3 40 8F 92 9D 38 F5 BC B6 DA 21 10 FF F3 D2

8 CD 0C 13 EC 5F 97 44 17 C4 A7 7E 3D 64 5D 19 73

9 60 81 4F DC 22 2A 90 88 46 EE B8 14 DE 5E 0B DB

A E0 32 3A 0A 49 06 24 5C C2 D3 AC 62 91 95 E4 79

B E7 C8 37 6D 8D D5 4E A9 6C 56 F4 EA 65 7A AE 08

C BA 78 25 2E 1C A6 B4 C6 E8 DD 74 1F 4B BD 8B 8A

D 70 3E B5 66 48 03 F6 0E 61 35 57 B9 86 C1 1D 9E

E E1 F8 98 11 69 D9 8E 94 9B 1E 87 E9 CE 55 28 DF

F 8C A1 89 0D BF E6 42 68 41 99 2D 0F B0 54 BB 16

(a) S-box
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y

x

0 1 2 3 4 5 6 7 8 9 A B C D E F

0 52 09 6A D5 30 36 A5 38 BF 40 A3 9E 81 F3 D7 FB

1 7C E3 39 82 9B 2F FF 87 34 8E 43 44 C4 DE E9 CB

2 54 7B 94 32 A6 C2 23 3D EE 4C 95 0B 42 FA C3 4E

3 08 2E A1 66 28 D9 24 B2 76 5B A2 49 6D 8B D1 25

4 72 F8 F6 64 86 68 98 16 D4 A4 5C CC 5D 65 B6 92

5 6C 70 48 50 FD ED B9 DA 5E 15 46 57 A7 8D 9D 84

6 90 D8 AB 00 8C BC D3 0A F7 E4 58 05 B8 B3 45 06

7 D0 2C 1E 8F CA 3F 0F 02 C1 AF BD 03 01 13 8A 6B

8 3A 91 11 41 4F 67 DC EA 97 F2 CF CE F0 B4 E6 73

9 96 AC 74 22 E7 AD 35 85 E2 F9 37 E8 1C 75 DF 6E

A 47 F1 1A 71 1D 29 C5 89 6F B7 62 0E AA 18 BE 1B

B FC 56 3E 4B C6 D2 79 20 9A DB C0 FE 78 CD 5A F4

C 1F DD A8 33 88 07 C7 31 B1 12 10 59 27 80 EC 5F

D 60 51 7F A9 19 B5 4A 0D 2D E5 7A 9F 93 C9 9C EF

E A0 E0 3B 4D AE 2A F5 B0 C8 EB BB 3C 83 53 99 61

F 17 2B 04 7E BA 77 D6 26 E1 69 14 63 55 21 0C 7D

(b) Inverse S-box

1 0 0 0 0 1 1 0x=8 y=6 0 1 0 0 0 1 0 0 s=44

S-box
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Table 5.2 AES S-Boxes

y

x

0 1 2 3 4 5 6 7 8 9 A B C D E F

0 63 7C 77 7B F2 6B 6F C5 30 01 67 2B FE D7 AB 76

1 CA 82 C9 7D FA 59 47 F0 AD D4 A2 AF 9C A4 72 C0

2 B7 FD 93 26 36 3F F7 CC 34 A5 E5 F1 71 D8 31 15

3 04 C7 23 C3 18 96 05 9A 07 12 80 E2 EB 27 B2 75

4 09 83 2C 1A 1B 6E 5A A0 52 3B D6 B3 29 E3 2F 84

5 53 D1 00 ED 20 FC B1 5B 6A CB BE 39 4A 4C 58 CF

6 D0 EF AA FB 43 4D 33 85 45 F9 02 7F 50 3C 9F A8

7 51 A3 40 8F 92 9D 38 F5 BC B6 DA 21 10 FF F3 D2

8 CD 0C 13 EC 5F 97 44 17 C4 A7 7E 3D 64 5D 19 73

9 60 81 4F DC 22 2A 90 88 46 EE B8 14 DE 5E 0B DB

A E0 32 3A 0A 49 06 24 5C C2 D3 AC 62 91 95 E4 79

B E7 C8 37 6D 8D D5 4E A9 6C 56 F4 EA 65 7A AE 08

C BA 78 25 2E 1C A6 B4 C6 E8 DD 74 1F 4B BD 8B 8A

D 70 3E B5 66 48 03 F6 0E 61 35 57 B9 86 C1 1D 9E

E E1 F8 98 11 69 D9 8E 94 9B 1E 87 E9 CE 55 28 DF

F 8C A1 89 0D BF E6 42 68 41 99 2D 0F B0 54 BB 16

(a) S-box
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y

x

0 1 2 3 4 5 6 7 8 9 A B C D E F

0 52 09 6A D5 30 36 A5 38 BF 40 A3 9E 81 F3 D7 FB

1 7C E3 39 82 9B 2F FF 87 34 8E 43 44 C4 DE E9 CB

2 54 7B 94 32 A6 C2 23 3D EE 4C 95 0B 42 FA C3 4E

3 08 2E A1 66 28 D9 24 B2 76 5B A2 49 6D 8B D1 25

4 72 F8 F6 64 86 68 98 16 D4 A4 5C CC 5D 65 B6 92

5 6C 70 48 50 FD ED B9 DA 5E 15 46 57 A7 8D 9D 84

6 90 D8 AB 00 8C BC D3 0A F7 E4 58 05 B8 B3 45 06

7 D0 2C 1E 8F CA 3F 0F 02 C1 AF BD 03 01 13 8A 6B

8 3A 91 11 41 4F 67 DC EA 97 F2 CF CE F0 B4 E6 73

9 96 AC 74 22 E7 AD 35 85 E2 F9 37 E8 1C 75 DF 6E

A 47 F1 1A 71 1D 29 C5 89 6F B7 62 0E AA 18 BE 1B

B FC 56 3E 4B C6 D2 79 20 9A DB C0 FE 78 CD 5A F4

C 1F DD A8 33 88 07 C7 31 B1 12 10 59 27 80 EC 5F

D 60 51 7F A9 19 B5 4A 0D 2D E5 7A 9F 93 C9 9C EF

E A0 E0 3B 4D AE 2A F5 B0 C8 EB BB 3C 83 53 99 61

F 17 2B 04 7E BA 77 D6 26 E1 69 14 63 55 21 0C 7D

(b) Inverse S-box

1 0 0 0 0 1 1 0x=8 y=60 1 0 0 0 1 0 0 s=44

Inverse

S-box
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3 AES Round Function

Stage 1: Substitute bytes

• How to build S-box and Inverse S-box?

158 CHAPTER 5 / ADVANCED ENCRYPTION STANDARD

of the S-box, which contains the value . Accordingly, the value is mapped
into the value .

Here is an example of the SubBytes transformation:

EA 04 65 85 87 F2 4D 97
83 45 5D 96 EC 6E 4C 90
5C 33 98 B0 4A C3 46 E7
F0 2D AD C5 8C D8 95 A6

The S-box is constructed in the following fashion (Figure 5.6a).

:

{2A}
{95}{2A}

b0

b1

b2

b3

b4

b5

b6

b7

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 

=

1 0 0 0 1 1 1 1

1 1 0 0 0 1 1 1

1 1 1 0 0 0 1 1

1 1 1 1 0 0 0 1

1 1 1 1 1 0 0 0

0 1 1 1 1 1 0 0

0 0 1 1 1 1 1 0

0 0 0 1 1 1 1 1
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0

0
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1

0

 

 

 
 
 
 
 
 
 
 
 
 
 
 

 

 

 
 
 
 
 
 
 
 
 
 
 
 

Inverse
in GF(28)

Byte to bit
column vector

Bit column
vector to byte

Byte at row y,
column x

initialized to yx
yx

S(yx)

(a) Calculation of byte at
row y, column x of S-box

(a) Calculation of byte at
row y, column x of IS-box

Inverse
in GF(28)

Byte to bit
column vector

Bit column
vector to byte

Byte at row y,
column x

initialized to yx
yx

b0
′

b′

b′
b′
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2

3
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b5
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b7

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 

=

0 0 1 0 0 1 0 1

1 0 0 1 0 0 1 0

0 1 0 0 1 0 0 1

1 0 1 0 0 1 0 0

0 1 0 1 0 0 1 0

0 0 1 0 1 0 0 1

1 0 0 1 0 1 0 0

0 1 0 0 1 0 1 0
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′

′

′

′

′

′

Figure 5.6 Constuction of S-Box and IS-Box
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of the S-box, which contains the value . Accordingly, the value is mapped
into the value .

Here is an example of the SubBytes transformation:

EA 04 65 85 87 F2 4D 97
83 45 5D 96 EC 6E 4C 90
5C 33 98 B0 4A C3 46 E7
F0 2D AD C5 8C D8 95 A6

The S-box is constructed in the following fashion (Figure 5.6a).

:
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Inverse
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Byte to bit
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Bit column
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Byte at row y,
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initialized to yx
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(a) Calculation of byte at
row y, column x of S-box

(a) Calculation of byte at
row y, column x of IS-box

Inverse
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1. Initialize the S-box with the byte values row by row


• The first row contains {00}, {01}, {02}, … , {0F}


• The second row contains {10}, {11}, etc. 


• the value of the byte at row y, column x is {yx} 


2. Map each byte in the S-box to its multiplicative inverse in the 
finite field GF( )


•  Specially, the value {00} is mapped to itself. 


3. Transformation: Consider that each byte in the S-box consists of 8 
bits labeled , compute   

4. Bit column vector to byte into S(y,x)

28

(b7, b6, b5, b4, b3, b2, b1, b0) b′￼i

3 AES Round Function

Stage 1: Substitute bytes
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1. Initialize the S-box with the byte values in ascending sequence row by row.
The first row contains ; the second row contains

, etc.; and so on. Thus, the value of the byte at row , column is .
2. Map each byte in the S-box to its multiplicative inverse in the finite field ;

the value is mapped to itself.
3. Consider that each byte in the S-box consists of 8 bits labeled 

. Apply the following transformation to each bit of each byte in the
S-box:

(5.1)

where is the ith bit of byte with the value ; that is,
. The prime indicates that the variable is to be updated by the

value on the right. The AES standard depicts this transformation in matrix form
as follows.

(5.2)

Equation (5.2) has to be interpreted carefully. In ordinary matrix multiplica-
tion,4 each element in the product matrix is the sum of products of the elements of
one row and one column. In this case, each element in the product matrix is the
bitwise XOR of products of elements of one row and one column. Furthermore, the
final addition shown in Equation (5.2) is a bitwise XOR. Recall from Section 4.7
that the bitwise XOR is addition in .

As an example, consider the input value . The multiplicative inverse in
is , which is 10001010 in binary. Using Equation (5.2),

H1 0 0 0 1 1 1 1
1 1 0 0 0 1 1 1
1 1 1 0 0 0 1 1
1 1 1 1 0 0 0 1
1 1 1 1 1 0 0 0
0 1 1 1 1 1 0 0
0 0 1 1 1 1 1 0
0 0 0 1 1 1 1 1

X H0
1
0
1
0
0
0
1

X ! H1
1
0
0
0
1
1
0

X = H1
0
0
1
0
0
1
0

X ! H1
1
0
0
0
1
1
0

X = H0
1
0
1
0
1
0
0

X
{95}- 1 = {8A}GF(28)

{95}
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Hb¿0
b1¿
b2¿
b3¿
b4¿
b5¿
b6¿
b7¿

X = H1 0 0 0 1 1 1 1
1 1 0 0 0 1 1 1
1 1 1 0 0 0 1 1
1 1 1 1 0 0 0 1
1 1 1 1 1 0 0 0
0 1 1 1 1 1 0 0
0 0 1 1 1 1 1 0
0 0 0 1 1 1 1 1

X Hb0

b1

b2

b3

b4

b5

b6

b7

X + H1
1
0
0
0
1
1
0

X
(¿)(01100011)

(c7c6c5c4c3c2c1c0) ={63}cci

b¿i = bi ! b(i + 4) mod 8 ! b(i + 5) mod 8 ! b(i + 6) mod 8 ! b(i + 7) mod 8 ! ci

b2, b1, b0)
(b7, b6, b5, b4, b3,

{00}
GF(28)

{yx}xy{10}, {11}
{00}, {01}, {02}, Á , {0F}

4For a brief review of the rules of matrix and vector multiplication, refer to Appendix E.
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of the S-box, which contains the value . Accordingly, the value is mapped
into the value .

Here is an example of the SubBytes transformation:

EA 04 65 85 87 F2 4D 97
83 45 5D 96 EC 6E 4C 90
5C 33 98 B0 4A C3 46 E7
F0 2D AD C5 8C D8 95 A6

The S-box is constructed in the following fashion (Figure 5.6a).
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Example: input Row 9, Column 5


1. The value of byte: {95}


2. The inverse of {95} is {8A}
={10001010}


3. M*[0 1 0 1 0 0 0 1]’+[1 1 0 0 0 1 1 0]’


4. S(95)={2A}

3 AES Round Function

Stage 1: Substitute bytes
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of the S-box, which contains the value . Accordingly, the value is mapped
into the value .

Here is an example of the SubBytes transformation:
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of the S-box, which contains the value . Accordingly, the value is mapped
into the value .

Here is an example of the SubBytes transformation:
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The result is , which should appear in row column of the S-box.
This is verified by checking Table 5.2a.

The inverse substitute byte transformation, called InvSubBytes, makes use
of the inverse S-box shown in Table 5.2b. Note, for example, that the input 
produces the output , and the input to the S-box produces . The
inverse S-box is constructed (Figure 5.6b) by applying the inverse of the transfor-
mation in Equation (5.1) followed by taking the multiplicative inverse in .
The inverse transformation is

where byte , or 00000101. We can depict this transformation as follows.

To see that InvSubBytes is the inverse of SubBytes, label the matrices in
SubBytes and InvSubBytes as and , respectively, and the vector versions of con-
stants c and d as and , respectively. For some 8-bit vector , Equation (5.2)
becomes . We need to show that To multiply
out, we must show This becomes

H0 0 1 0 0 1 0 1
1 0 0 1 0 0 1 0
0 1 0 0 1 0 0 1
1 0 1 0 0 1 0 0
0 1 0 1 0 0 1 0
0 0 1 0 1 0 0 1
1 0 0 1 0 1 0 0
0 1 0 0 1 0 1 0

X H1
1
0
0
0
1
1
0

X ! H1
0
1
0
0
0
0
0

X =

H0 0 1 0 0 1 0 1
1 0 0 1 0 0 1 0
0 1 0 0 1 0 0 1
1 0 1 0 0 1 0 0
0 1 0 1 0 0 1 0
0 0 1 0 1 0 0 1
1 0 0 1 0 1 0 0
0 1 0 0 1 0 1 0

X H1 0 0 0 1 1 1 1
1 1 0 0 0 1 1 1
1 1 1 0 0 0 1 1
1 1 1 1 0 0 0 1
1 1 1 1 1 0 0 0
0 1 1 1 1 1 0 0
0 0 1 1 1 1 1 0
0 0 0 1 1 1 1 1

X Hb0

b1

b2

b3

b4

b5

b6

b7

X !

YXB ! YC ! D = B.
Y(XB ! C) ! D = B.B¿ = XB ! C

BDC
BX

Hb0¿
b1¿
b2¿
b3¿
b4¿
b5¿
b6¿
b7¿

X = H0 0 1 0 0 1 0 1
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0 1 0 0 1 0 0 1
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0 0 1 0 1 0 0 1
1 0 0 1 0 1 0 0
0 1 0 0 1 0 1 0

X Hb0
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b4
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b7

X + H1
0
1
0
0
0
0
0

X
d = {05}

b¿i = b(i + 2) mod 8 ! b(i + 5) mod 8 ! b(i + 7) mod 8 ! di

GF(28)

{2A}{95}{95}
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The result is , which should appear in row column of the S-box.
This is verified by checking Table 5.2a.
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of the inverse S-box shown in Table 5.2b. Note, for example, that the input 
produces the output , and the input to the S-box produces . The
inverse S-box is constructed (Figure 5.6b) by applying the inverse of the transfor-
mation in Equation (5.1) followed by taking the multiplicative inverse in .
The inverse transformation is

where byte , or 00000101. We can depict this transformation as follows.
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SubBytes and InvSubBytes as and , respectively, and the vector versions of con-
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We have demonstrated that equals the identity matrix, and the ,
so that equals the null vector.

RATIONALE The S-box is designed to be resistant to known cryptanalytic attacks.
Specifically, the Rijndael developers sought a design that has a low correlation
between input bits and output bits and the property that the output is not a linear
mathematical function of the input [DAEM01]. The nonlinearity is due to the use
of the multiplicative inverse. In addition, the constant in Equation (5.1) was
chosen so that the S-box has no fixed points and no “opposite
fixed points” , where is the bitwise complement of .

Of course, the S-box must be invertible, that is, .
However, the S-box does not self-inverse in the sense that it is not true that

. For example, , but .

ShiftRows Transformation

FORWARD AND INVERSE TRANSFORMATIONS The forward shift row transformation,
called ShiftRows, is depicted in Figure 5.7a. The first row of State is not altered. For
the second row, a 1-byte circular left shift is performed. For the third row, a 2-byte
circular left shift is performed. For the fourth row, a 3-byte circular left shift is
performed. The following is an example of ShiftRows.

87 F2 4D 97 87 F2 4D 97
EC 6E 4C 90 6E 4C 90 EC
4A C3 46 E7 46 E7 4A C3
8C D8 95 A6 A6 8C D8 95

The inverse shift row transformation, called InvShiftRows, performs the circu-
lar shifts in the opposite direction for each of the last three rows, with a 1-byte
circular right shift for the second row, and so on.

RATIONALE The shift row transformation is more substantial than it may first
appear. This is because the State, as well as the cipher input and output, is treated
as an array of four 4-byte columns. Thus, on encryption, the first 4 bytes of the
plaintext are copied to the first column of State, and so on. Furthermore, as
will be seen, the round key is applied to State column by column. Thus, a row
shift moves an individual byte from one column to another, which is a linear

:

IS-box({95}) = {AD}S-box({95}) = {2A}IS-box(a)S-box(a) =

IS-box[S-box(a)] = a
aa[S-box(a) = a]

[S-box(a) = a]

YC ! D
YC = DYX

H1 0 0 0 0 0 0 0
0 1 0 0 0 0 0 0
0 0 1 0 0 0 0 0
0 0 0 1 0 0 0 0
0 0 0 0 1 0 0 0
0 0 0 0 0 1 0 0
0 0 0 0 0 0 1 0
0 0 0 0 0 0 0 1

X Hb0

b1

b2

b3

b4

b5

b6

b7

X ! H1
0
1
0
0
0
0
0

X ! H1
0
1
0
0
0
0
0

X = Hb0

b1

b2

b3

b4

b5

b6

b7

X
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• The Rationale of Stage 1


• Resistant to known cryptanalytic attacks. 


• low correlation between input bits and output bits 


• The output is not a linear mathematical function of the input 


• The nonlinearity is due to the use of the multiplicative 
inverse


• No fixed points, i.e., S-box(a)=a
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1. Initialize the S-box with the byte values in ascending sequence row by row.
The first row contains ; the second row contains

, etc.; and so on. Thus, the value of the byte at row , column is .
2. Map each byte in the S-box to its multiplicative inverse in the finite field ;

the value is mapped to itself.
3. Consider that each byte in the S-box consists of 8 bits labeled 

. Apply the following transformation to each bit of each byte in the
S-box:

(5.1)

where is the ith bit of byte with the value ; that is,
. The prime indicates that the variable is to be updated by the

value on the right. The AES standard depicts this transformation in matrix form
as follows.

(5.2)

Equation (5.2) has to be interpreted carefully. In ordinary matrix multiplica-
tion,4 each element in the product matrix is the sum of products of the elements of
one row and one column. In this case, each element in the product matrix is the
bitwise XOR of products of elements of one row and one column. Furthermore, the
final addition shown in Equation (5.2) is a bitwise XOR. Recall from Section 4.7
that the bitwise XOR is addition in .

As an example, consider the input value . The multiplicative inverse in
is , which is 10001010 in binary. Using Equation (5.2),

H1 0 0 0 1 1 1 1
1 1 0 0 0 1 1 1
1 1 1 0 0 0 1 1
1 1 1 1 0 0 0 1
1 1 1 1 1 0 0 0
0 1 1 1 1 1 0 0
0 0 1 1 1 1 1 0
0 0 0 1 1 1 1 1

X H0
1
0
1
0
0
0
1

X ! H1
1
0
0
0
1
1
0

X = H1
0
0
1
0
0
1
0

X ! H1
1
0
0
0
1
1
0

X = H0
1
0
1
0
1
0
0

X
{95}- 1 = {8A}GF(28)

{95}
GF(28)

Hb¿0
b1¿
b2¿
b3¿
b4¿
b5¿
b6¿
b7¿

X = H1 0 0 0 1 1 1 1
1 1 0 0 0 1 1 1
1 1 1 0 0 0 1 1
1 1 1 1 0 0 0 1
1 1 1 1 1 0 0 0
0 1 1 1 1 1 0 0
0 0 1 1 1 1 1 0
0 0 0 1 1 1 1 1

X Hb0

b1

b2

b3

b4

b5

b6

b7

X + H1
1
0
0
0
1
1
0

X
(¿)(01100011)

(c7c6c5c4c3c2c1c0) ={63}cci

b¿i = bi ! b(i + 4) mod 8 ! b(i + 5) mod 8 ! b(i + 6) mod 8 ! b(i + 7) mod 8 ! ci

b2, b1, b0)
(b7, b6, b5, b4, b3,

{00}
GF(28)

{yx}xy{10}, {11}
{00}, {01}, {02}, Á , {0F}

4For a brief review of the rules of matrix and vector multiplication, refer to Appendix E.
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distance of a multiple of 4 bytes. Also note that the transformation ensures that
the 4 bytes of one column are spread out to four different columns. Figure 5.4
illustrates the effect.

MixColumns Transformation

FORWARD AND INVERSE TRANSFORMATIONS The forward mix column transformation,
called MixColumns, operates on each column individually. Each byte of a column is
mapped into a new value that is a function of all four bytes in that column. The
transformation can be defined by the following matrix multiplication on State
(Figure 5.7b):

(5.3)

Each element in the product matrix is the sum of products of elements of one row and
one column. In this case, the individual additions and multiplications5 are performed

D02 03 01 01
01 02 03 01
01 01 02 03
03 01 01 02

T Ds0,0 s0,1 s0,2 s0,3

s1,0 s1,1 s1,2 s1,3

s2,0 s2,1 s2,2 s2,3

s3,0 s3,1 s3,2 s3,3

T = Ds¿0,0 s¿0,1 s¿0,2 s¿0,3

s¿1,0 s¿1,1 s¿1,2 s¿1,3

s¿2,0 s¿2,1 s¿2,2 s¿2,3

s¿3,0 s¿3,1 s¿3,2 s¿3,3

T

s0,0 s0,1 s0,2 s0,3

s1,0 s1,1 s1,2 s1,3

s2,0 s2,1 s2,2 s2,3

s3,0 s3,1 s3,2 s3,3

s0,0 s0,1 s0,2 s0,3

s1,0 s1,1 s1,2 s1,3

s2,0 s2,1 s2,2 s2,3

s3,0 s3,1 s3,2 s3,3

s0,0 s0,1 s0,2 s0,3

s1,0 s1,1 s1,2 s1,3

s2,0 s2,1 s2,2 s2,3

s3,0 s3,1 s3,2 s3,3

s0,0 s0,1 s0,2 s0,3

s1,1 s1,2 s1,3 s1,0

s2,2 s2,3 s2,0 s2,1

s3,3 s3,0 s3,1 s3,2

(a) Shift row transformation

(b) Mix column transformation

2  3  1  1
1  2  3  1
1  1  2  3
3  1  1  2

!"

' ' ' '

' ' ' '

' ' ' '

' ' ' '

Figure 5.7 AES Row and Column Operations

5We follow the convention of FIPS PUB 197 and use the symbol • to indicate multiplication over the
finite field and to indicate bitwise XOR, which corresponds to addition in .GF(28)!GF(28)
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3 AES Round Function

Stage 2: Shift rows

• The Rationale of Stage 2


• The State, as well as the cipher input and output, 
is treated as an array of four 4-byte columns.


• A row shift moves an individual byte from one 
column to another


• The transformation ensures that the 4 bytes of 
one column are spread out to four different 
columns 



huangwc@ustc.edu.cn

6XEVWLWXWH�E\WHV

6KLIW�URZV

0L[�FROXPQV

$GG�URXQG�NH\

5RXQG�L
RXWSXW�VWDWH

5RXQG�L��
RXWSXW�VWDWH

6XENH\

162 CHAPTER 5 / ADVANCED ENCRYPTION STANDARD

distance of a multiple of 4 bytes. Also note that the transformation ensures that
the 4 bytes of one column are spread out to four different columns. Figure 5.4
illustrates the effect.

MixColumns Transformation

FORWARD AND INVERSE TRANSFORMATIONS The forward mix column transformation,
called MixColumns, operates on each column individually. Each byte of a column is
mapped into a new value that is a function of all four bytes in that column. The
transformation can be defined by the following matrix multiplication on State
(Figure 5.7b):

(5.3)

Each element in the product matrix is the sum of products of elements of one row and
one column. In this case, the individual additions and multiplications5 are performed

D02 03 01 01
01 02 03 01
01 01 02 03
03 01 01 02

T Ds0,0 s0,1 s0,2 s0,3

s1,0 s1,1 s1,2 s1,3

s2,0 s2,1 s2,2 s2,3

s3,0 s3,1 s3,2 s3,3

T = Ds¿0,0 s¿0,1 s¿0,2 s¿0,3

s¿1,0 s¿1,1 s¿1,2 s¿1,3

s¿2,0 s¿2,1 s¿2,2 s¿2,3

s¿3,0 s¿3,1 s¿3,2 s¿3,3

T

s0,0 s0,1 s0,2 s0,3

s1,0 s1,1 s1,2 s1,3

s2,0 s2,1 s2,2 s2,3

s3,0 s3,1 s3,2 s3,3

s0,0 s0,1 s0,2 s0,3

s1,0 s1,1 s1,2 s1,3

s2,0 s2,1 s2,2 s2,3

s3,0 s3,1 s3,2 s3,3

s0,0 s0,1 s0,2 s0,3

s1,0 s1,1 s1,2 s1,3

s2,0 s2,1 s2,2 s2,3

s3,0 s3,1 s3,2 s3,3

s0,0 s0,1 s0,2 s0,3

s1,1 s1,2 s1,3 s1,0

s2,2 s2,3 s2,0 s2,1

s3,3 s3,0 s3,1 s3,2

(a) Shift row transformation

(b) Mix column transformation

2  3  1  1
1  2  3  1
1  1  2  3
3  1  1  2

!"

' ' ' '

' ' ' '

' ' ' '

' ' ' '

Figure 5.7 AES Row and Column Operations

5We follow the convention of FIPS PUB 197 and use the symbol • to indicate multiplication over the
finite field and to indicate bitwise XOR, which corresponds to addition in .GF(28)!GF(28)
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Stage 3: Mix Columns
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in GF(28). The MixColumns transformation on a single column of State can be
expressed as

(5.4)

The following is an example of MixColumns:

87 F2 4D 97 47 40 A3 4C
6E 4C 90 EC 37 D4 70 9F
46 E7 4A C3 94 E4 3A 42
A6 8C D8 95 ED A5 A6 BC

Let us verify the first column of this example. Recall from Section 4.7 that, in
, addition is the bitwise XOR operation and that multiplication can be per-

formed according to the rule established in Equation (4.14). In particular, multipli-
cation of a value by (i.e., by {02}) can be implemented as a 1-bit left shift followed
by a conditional bitwise XOR with (0001 1011) if the leftmost bit of the original
value (prior to the shift) is 1. Thus, to verify the MixColumns transformation on the
first column, we need to show that

For the first equation, we have 
and

. Then,

The other equations can be similarly verified.
The inverse mix column transformation, called InvMixColumns, is defined by

the following matrix multiplication:

(5.5)D 0E 0B 0D 09
09 0E 0B 0D
0D 09 0E 0B
0B 0D 09 0E

T Ds0,0 s0,1 s0,2 s0,3

s1,0 s1,1 s1,2 s1,3

s2,0 s2,1 s2,2 s2,3

s3,0 s3,1 s3,2 s3,3

T = Ds¿0,0 s¿0,1 s¿0,2 s¿0,3

s¿1,0 s¿1,1 s¿1,2 s¿1,3

s¿2,0 s¿2,1 s¿2,2 s¿2,3

s¿3,0 s¿3,1 s¿3,2 s¿3,3

T
{02} # {87} = 0001  0101   

{03} # {6E} = 1011  0010   

{46} = 0100  0110   

{A6} = 1010  0110   

0100  0111 = { 47} 

(10110010)
{03} # {6E} = {6E} ! ({02} # {6E}) = (0110 1110) ! (1101 1100) =(0001 0101)

{02} # {87} = (0000 1110) ! (0001 1011) =

({02} # {87}) ! ({03} # {6E}) ! {46} ! {A6} = {47}
{87} ! ({02} # {6E}) ! ({03} # {46}) ! {A6} = {37}
{87} ! {6E} ! ({02} # {46}) ! ({03} # {A6}) = {94}
({03} # {87}) ! {6E} ! {46} ! ({02} # {A6}) = {ED}

x

GF(28)

:

s¿3, j = (3 # s0, j) ! s1, j ! s2, j ! (2 # s3, j)

s¿2, j = s0, j ! s1, j ! (2 # s2, j) ! (3 # s3, j)

s¿1, j = s0, j ! (2 # s1, j) ! (3 # s2, j) ! s3, j

s¿0, j = (2 # s0, j) ! (3 # s1, j) ! s2, j ! s3, j

{02} ·A = (a6 . . . a1a00), if a7 = 0

{02} ·A = (a6 . . . a1a00)� (00011011), if a7 = 1
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It is not immediately clear that Equation (5.5) is the inverse of Equation (5.3).
We need to show

which is equivalent to showing

(5.6)

That is, the inverse transformation matrix times the forward transformation
matrix equals the identity matrix. To verify the first column of Equation (5.6), we
need to show

For the first equation, we have and 
. Then

The other equations can be similarly verified.
The AES document describes another way of characterizing the MixColumns

transformation, which is in terms of polynomial arithmetic. In the standard,
MixColumns is defined by considering each column of State to be a four-term poly-
nomial with coefficients in . Each column is multiplied modulo by
the fixed polynomial , given by

(5.7)

Appendix 5A demonstrates that multiplication of each column of State by
can be written as the matrix multiplication of Equation (5.3). Similarly, it

can be seen that the transformation in Equation (5.5) corresponds to treating
a(x)

a(x) = {03}x3 + {01}x2 + {01}x + {02}

a(x)
(x4 + 1)GF(28)

{0E} # {02} = 00011100
{0B} = 00001011
{0D} = 00001101
{09} # {03} = 00011011

00000001

{09} ! ({09} # {02}) = 00001001 ! 00010010 = 00011011
{09} # {03} ={0E} # {02} = 00011100

({0E} # {02}) ! {0B} ! {0D} ! ({09} # {03}) = {01}
({09} # {02}) ! {0E} ! {0B} ! ({0D} # {03}) = {00}
({0D} # {02}) ! {09} ! {0E} ! ({0B} # {03}) = {00}
({0B} # {02}) ! {0D} ! {09} ! ({0E} # {03}) = {00}

D 0E 0B 0D 09
09 0E 0B 0D
0D 09 0E 0B
0B 0D 09 0E

T D02 03 01 01
01 02 03 01
01 01 02 03
03 01 01 02

T = D1 0 0 0
0 1 0 0
0 0 1 0
0 0 0 1

T
D 0E 0B 0D 09

09 0E 0B 0D
0D 09 0E 0B
0B 0D 09 0E

T D02 03 01 01
01 02 03 01
01 01 02 03
03 01 01 02

T D s0,0 s0,1 s0,2 s0,3

s1,0 s1,1 s1,2 s1,3

s2,0 s2,1 s2,2 s2,3

s3,0 s3,1 s3,2 s3,3

T = Ds0,0 s0,1 s0,2 s0,3

s1,0 s1,1 s1,2 s1,3

s2,0 s2,1 s2,2 s2,3

s3,0 s3,1 s3,2 s3,3

T
• Inverse mix column transformation
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It is not immediately clear that Equation (5.5) is the inverse of Equation (5.3).
We need to show

which is equivalent to showing

(5.6)

That is, the inverse transformation matrix times the forward transformation
matrix equals the identity matrix. To verify the first column of Equation (5.6), we
need to show

For the first equation, we have and 
. Then

The other equations can be similarly verified.
The AES document describes another way of characterizing the MixColumns

transformation, which is in terms of polynomial arithmetic. In the standard,
MixColumns is defined by considering each column of State to be a four-term poly-
nomial with coefficients in . Each column is multiplied modulo by
the fixed polynomial , given by

(5.7)

Appendix 5A demonstrates that multiplication of each column of State by
can be written as the matrix multiplication of Equation (5.3). Similarly, it

can be seen that the transformation in Equation (5.5) corresponds to treating
a(x)

a(x) = {03}x3 + {01}x2 + {01}x + {02}

a(x)
(x4 + 1)GF(28)

{0E} # {02} = 00011100
{0B} = 00001011
{0D} = 00001101
{09} # {03} = 00011011

00000001

{09} ! ({09} # {02}) = 00001001 ! 00010010 = 00011011
{09} # {03} ={0E} # {02} = 00011100

({0E} # {02}) ! {0B} ! {0D} ! ({09} # {03}) = {01}
({09} # {02}) ! {0E} ! {0B} ! ({0D} # {03}) = {00}
({0D} # {02}) ! {09} ! {0E} ! ({0B} # {03}) = {00}
({0B} # {02}) ! {0D} ! {09} ! ({0E} # {03}) = {00}

D 0E 0B 0D 09
09 0E 0B 0D
0D 09 0E 0B
0B 0D 09 0E

T D02 03 01 01
01 02 03 01
01 01 02 03
03 01 01 02

T = D1 0 0 0
0 1 0 0
0 0 1 0
0 0 0 1

T
D 0E 0B 0D 09

09 0E 0B 0D
0D 09 0E 0B
0B 0D 09 0E

T D02 03 01 01
01 02 03 01
01 01 02 03
03 01 01 02

T D s0,0 s0,1 s0,2 s0,3

s1,0 s1,1 s1,2 s1,3

s2,0 s2,1 s2,2 s2,3

s3,0 s3,1 s3,2 s3,3

T = Ds0,0 s0,1 s0,2 s0,3

s1,0 s1,1 s1,2 s1,3

s2,0 s2,1 s2,2 s2,3

s3,0 s3,1 s3,2 s3,3

T
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• The Rationale of Stage 3


• The coefficients of the matrix are based on a linear 
code with maximal distance between code words


• which ensures a good mixing among the bytes 
of each column


• The choice of coefficients in MixColumns, which 
are all {01}, { 02}, or {03}, was influenced by 
implementation considerations

3 AES Round Function

Stage 3: Mix Columns
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each column as a four-term polynomial and multiplying each column by ,
given by

(5.8)

It readily can be shown that .

RATIONALE The coefficients of the matrix in Equation (5.3) are based on a linear
code with maximal distance between code words, which ensures a good mixing
among the bytes of each column.The mix column transformation combined with the
shift row transformation ensures that after a few rounds all output bits depend on
all input bits. See [DAEM99] for a discussion.

In addition, the choice of coefficients in MixColumns, which are all ,
or , was influenced by implementation considerations. As was discussed, multi-
plication by these coefficients involves at most a shift and an XOR. The coefficients
in InvMixColumns are more formidable to implement. However, encryption was
deemed more important than decryption for two reasons:

1. For the CFB and OFB cipher modes (Figures 6.5 and 6.6; described in Chapter 6),
only encryption is used.

2. As with any block cipher, AES can be used to construct a message authentica-
tion code (Chapter 12), and for this, only encryption is used.

AddRoundKey Transformation

FORWARD AND INVERSE TRANSFORMATIONS In the forward add round key transfor-
mation, called AddRoundKey, the 128 bits of State are bitwise XORed with the
128 bits of the round key. As shown in Figure 5.5b, the operation is viewed as a
columnwise operation between the 4 bytes of a State column and one word of the
round key; it can also be viewed as a byte-level operation. The following is an
example of AddRoundKey:

47 40 A3 4C AC 19 28 57 EB 59 8B 1B
37 D4 70 9F 77 FA D1 5C 40 2E A1 C3
94 E4 3A 42 66 DC 29 00 F2 38 13 42

ED A5 A6 BC F3 21 41 6A 1E 84 E7 D6

The first matrix is State, and the second matrix is the round key.
The inverse add round key transformation is identical to the forward add

round key transformation, because the XOR operation is its own inverse.

RATIONALE The add round key transformation is as simple as possible and affects
every bit of State. The complexity of the round key expansion, plus the complexity
of the other stages of AES, ensure security.

Figure 5.8 is another view of a single round of AES, emphasizing the mecha-
nisms and inputs of each transformation.

=!

{ 03}
{01}, { 02}

b(x) = a- 1(x) mod (x4 + 1)

b(x) = {0B}x3 + {0D}x2 + {09}x + {0E}

b(x)
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3 AES Round Function

Stage 4: Add Round Key

• The first matrix is State

• the second matrix is the round key
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4 AES Key Expansion
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KeyExpansion (byte key[16], word w[44])

{

word temp

for (i = 0; i < 4; i++) w[i] = (key[4*i], key[4*i+1],
key[4*i+2],
key[4*i+3]);

for (i = 4; i < 44; i++)

{

temp = w[i – 1];

if (i mod 4 = 0) temp = SubWord (RotWord (temp)) 
Rcon[i/4];

w[i] = w[i–4] temp

}

}

!

!

k3

(a) Overall algorithm

(b) Function g

k7 k11 k15

k2 k6 k10 k14

k1 k5 k9 k13

k0 k4 k8 k12

w0 w1 w2 w3 g

w4 w5 w6 w7

w44 w45 w46 w47

g

B0 B1 B2 B3

w

w'

B1 B2 B3 B0

0 0 0

B1

S S

B2
' ' B3

S S

B0
' '

RCj

Figure 5.9 AES Key Expansion
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• The rational of AES Key Expansion


• Knowledge of a part of the cipher key or round key does 
not enable calculation of many other round-key bits.


• An invertible transformation 


• knowledge of any  consecutive words of the 
expanded key enables regeneration the entire 
expanded key (  = key size in words)


• Speed on a wide range of processors.

Nk

Nk

4 AES Key 
Expansion

.H\�.
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• The rational of AES Key Expansion


• Usage of round constants to eliminate symmetries.


• Diffusion (扩散) of cipher key differences into the round 
keys 


• each key bit affects many round key bits.


• Enough nonlinearity to prohibit the full determination of 
round key differences from cipher key differences only.


• Simplicity of description

4 AES Key 
Expansion
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5 Security Analysis

The Avalanche Effect (雪崩效应) 

• (Recall) Definition: a change in one bit of the 
plaintext or one bit of the key should produce a 
change in many bits of the ciphertext


• If the change were small, this might provide a 
way to reduce the size of the plaintext or key 
space to be searched
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5 Security Analysis

Cryptanalytic attacks: XSL attack
• XSL attack


• In 2002


• A theoretical attack


• Announced by Nicolas Courtois and Josef Pieprzyk


• A weakness in the AES algorithm


• partially due to the low complexity of its nonlinear components


• Since then, other papers have shown that the attack, as 
originally presented, is unworkable
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5 Security Analysis

Cryptanalytic attacks: XSL attack
• The process of XSL attack


• The problem can be reduced to another problem


• Solving multivariate quadratic equations (多元
⼆次⽅程组)


• However, solving multivariate quadratic 
equations (MQ) over a finite set of numbers is an 
NP-hard problem (in the general case) with 
several applications in cryptography
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5 Security Analysis

Cryptanalytic attacks: XSL attack

• Discussions on XSL attack

The method has some merit, and is worth 
investigating, but it does not break Rijndael as 
it stands.


The XSL attack is not an attack. It is a dream.


XSL may be a dream. It may also be a very 
bad dream and turn into a nightmare.


Example: input Row 9, 
Column 5


1. The value of byte: 
{95}


2. The inverse of {95} 
is {8A}={10001010}


3. M*[0 1 0 1 0 0 0 
1]’+[1 1 0 0 0 1 1 0]’


4. S(95)={2A}
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5 Security Analysis

Cryptanalytic attacks: XSL attack

We have one criticism of AES: we don't 
quite trust the security… 


What concerns us the most about AES is 
its simple algebraic structure… 


No other block cipher we know of has 
such a simple algebraic representation.

Example: input Row 9, 
Column 5


1. The value of byte: 
{95}


2. The inverse of {95} 
is {8A}={10001010}


3. M*[0 1 0 1 0 0 0 
1]’+[1 1 0 0 0 1 1 0]’


4. S(95)={2A}

• Discussions on XSL attack



huangwc@ustc.edu.cn

5 Security Analysis

Cryptanalytic attacks

• 2009


• The complexity of 2119


• 2009.12


• The complexity of 299.5


• All the previous attacks are impractical
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5 Security Analysis

Side-channel Attack (旁路攻击)
• 2005.4 Cache-timing attack


• OpenSSL's AES encryption


• Requirements: 200 million chosen plaintext


• 2005.10 several cache-timing attacks


• One requirements: 800 operations triggering 
encryptions


• 65ms

https://en.wikipedia.org/wiki/OpenSSL
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5 Security Analysis

Side-channel Attack (旁路攻击)
• 2009


• an attack on some hardware implementations


• Differential fault analysis 


• The complexity of 232


• 2010


• AES-128 implementations that use compression tables, such as OpenSSL


• A "near real time" recovery of secret keys


• Without the need for either cipher text or plaintext


• Requirements：the ability to run unprivileged code on the system performing 
the AES encryption
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5 Security Analysis

Side-channel Attack (旁路攻击)
• 2016


• Attacks on128 bit AES


• a substantial improvement over previous works that require 
between 100 and a million encryptions


• Requirements：


• recover the complete 128-bit AES key in just 6–7 blocks of 
plaintext/ciphertext


• standard user privilege


• key-retrieval algorithms run under a minute
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5 Security Analysis

Side-channel Attack (旁路攻击)

• Protections against timing-related side-channel 
attacks


• Many modern CPUs have built-in hardware 
instructions for AES

https://en.wikipedia.org/wiki/AES_instruction_set
https://en.wikipedia.org/wiki/AES_instruction_set
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Homework

• Null


