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Key Points
• Key distribution is the function that delivers a key to two parties who wish to 

exchange secure encrypted data. 


• Some sort of mechanism or protocol is needed to provide for the secure 
distribution of keys.


• Key distribution often involves the use of 


• master keys (主密钥), which are infrequently used and are long lasting


• session keys (会话密钥), which are generated and distributed for 
temporary use between two parties.


• A capability with application to a number of cryptographic functions is 
random or pseudorandom number generation (随机数/伪随机数发⽣器)


• The principle requirement for this capability is that the generated number 
stream be unpredictable
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Outline
1. Key distribution


• A Hierarchy of Keys


• A Key Distribution Scenario


• Session Key Lifetime


• A Transparent Key Control Scheme


• Decentralized Key Control


• Controlling Key Usage


2. Pseudorandom number generation
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1. Key distribution
• Question: How to exchange the symmetric key for 

two parties? 


• The key must be protected from access by 
others


• Frequent key changes are usually desirable 
to limit the amount of data compromised if an 
attacker learns the key


• Answer: Key distribution technique



huangwc@ustc.edu.cn

1. Key distribution
• Possible Solutions of key distribution for A and B


1. A can select a key and physically deliver it to B.


2. A third party can select the key and physically deliver it to 
A and B.


3. If A and B have previously and recently used a key, one 
party can transmit the new key to the other, encrypted 
using the old key.


4. If A and B each has an encrypted connection to a third 
party C, C can deliver a key on the encrypted links to A 
and B.
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1. Key distribution
• Possible Solutions of key distribution for A and B


1. A can select a key and physically deliver it to B.


2. A third party can select the key and physically deliver it to 
A and B.

• Observation


• Suited for link encryption


• But not for end-to-end encryption
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1. Key distribution

• If there are  hosts, 


• the number of required 
keys is 


• 1000 nodes


• 50,000 keys!

N

[N(N − 1)]/2
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Figure 14.1 Number of Keys Required to Support Arbitrary Connections
between Endpoints

For end-to-end encryption, some variation on option 4 has been widely
adopted. In this scheme, a key distribution center is responsible for distributing keys
to pairs of users (hosts, processes, applications) as needed. Each user must share a
unique key with the key distribution center for purposes of key distribution.

The use of a key distribution center is based on the use of a hierarchy of keys.
At a minimum, two levels of keys are used (Figure 14.2). Communication between
end systems is encrypted using a temporary key, often referred to as a session key.
Typically, the session key is used for the duration of a logical connection, such as a
frame relay connection or transport connection, and then discarded. Each session
key is obtained from the key distribution center over the same networking facilities
used for end-user communication. Accordingly, session keys are transmitted in
encrypted form, using a master key that is shared by the key distribution center and
an end system or user.

For each end system or user, there is a unique master key that it shares with
the key distribution center. Of course, these master keys must be distributed in some
fashion. However, the scale of the problem is vastly reduced. If there are entities
that wish to communicate in pairs, then, as was mentioned, as many as 
session keys are needed at any one time. However, only master keys are required,
one for each entity. Thus, master keys can be distributed in some noncryptographic
way, such as physical delivery.

N
[N(N - 1)]/2

N
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1. Key distribution
• Possible Solutions of key distribution for A and B


• 3. If A and B have previously and recently used a key, one party 
can transmit the new key to the other, encrypted using the old key.

• Observation


• Possibility for either link encryption or end-to-end encryption


• Problems


• If an attacker ever succeeds in gaining access to one key, then 
all subsequent keys will be revealed


• The initial distribution of potentially millions of keys still must be 
made 



huangwc@ustc.edu.cn

1. Key distribution
• Possible Solutions of key distribution for A and B


• 4 If A and B each has an encrypted connection to a third party 
C, C can deliver a key on the encrypted links to A and B.

• Observation


• For end-to-end encryption, some variation on option 4 has 
been widely adopted


• A key distribution center is responsible for distributing keys 
to pairs of users 
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1. Key distribution

(1) A hierarchy of keys 

• Communication between end 
systems is encrypted using a 
temporary key, often referred 
to as a session key.


• Session keys are transmitted 
in encrypted form, using a 
master key that is shared by 
the key distribution center and 
an end system or user. 
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Figure 14.2 The Use of a Key Hierarchy

A Key Distribution Scenario

The key distribution concept can be deployed in a number of ways. A typical sce-
nario is illustrated in Figure 14.3, which is based on a figure in [POPE79]. The sce-
nario assumes that each user shares a unique master key with the key distribution
center (KDC).

(1) IDA || IDB || N1

Key distribution
steps

Authentication
steps

Initiator
A

Responder
B

Key
Distribution

Center (KDC)

(2) E(Ka, [Ks || IDA || IDB || N1]) || E(Kb, [Ks || IDA])

(4) E(Ks, N2)

(5) E(Ks, f(N2))

(3) E(Kb, [Ks || IDA])
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1. Key distribution (2) A Key Distribution Scenario 
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• (1) A issues a request to the KDC for a session key to 
protect a logical connection to B


•  is a nonceN1
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1. Key distribution (2) A Key Distribution Scenario 
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• (2)  The KDC responds with a message encrypted using . For A


• A can verify that its original request was not altered before reception by the 
KDC


• Because of the nonce, that this is not a replay of some previous request 

Ka
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1. Key distribution (2) A Key Distribution Scenario 
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• (2)  The KDC responds with a message encrypted using . For B


• Establish the connection 


• Prove A’s identity 

Ka
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1. Key distribution (2) A Key Distribution Scenario 
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• (3) 


• A stores the session key for use in the upcoming session and


• A forwards to B the information that originated at the KDC for B.  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1. Key distribution (2) A Key Distribution Scenario 
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• (4)(5) assure B that the original message it received 
(step 3) was not a replay 


• Note: Authentication: (3), and (4,5)
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1. Key distribution

(3) Session Key Lifetime

• The more frequently session keys are exchanged, the more secure they are


• For connection-oriented protocols, one obvious choice is to


• Use the same session key for the length of time that the connection is open


• using a new session key for each new session


• Change the session key periodically, for long lifetime connection


• For a connectionless protocol


• The most secure approach is to use a new ses- sion key for each 
exchange


• A better strategy is to use a given session key for a certain fixed period 
only or for a certain number of transaction 
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1. Key distribution

(4) A Transparent Key Control Scheme 


418
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Figure 14.4 Automatic Key Distribution for Connection-Oriented Protocol
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1. Key distribution

(5) Decentralized Key Control 


• The key control can be decentralized
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The steps involved in establishing a connection are shown in Figure 14.4.
When one host wishes to set up a connection to another host, it transmits a connec-
tion-request packet (step 1). The SSM saves that packet and applies to the KDC for
permission to establish the connection (step 2). The communication between the
SSM and the KDC is encrypted using a master key shared only by this SSM and the
KDC. If the KDC approves the connection request, it generates the session key and
delivers it to the two appropriate SSMs, using a unique permanent key for each SSM
(step 3). The requesting SSM can now release the connection request packet, and a
connection is set up between the two end systems (step 4). All user data exchanged
between the two end systems are encrypted by their respective SSMs using the one-
time session key.

The automated key distribution approach provides the flexibility and dynamic
characteristics needed to allow a number of terminal users to access a number of
hosts and for the hosts to exchange data with each other.

Decentralized Key Control

The use of a key distribution center imposes the requirement that the KDC be
trusted and be protected from subversion. This requirement can be avoided if key
distribution is fully decentralized. Although full decentralization is not practical for
larger networks using symmetric encryption only, it may be useful within a local
context.

A decentralized approach requires that each end system be able to communi-
cate in a secure manner with all potential partner end systems for purposes of ses-
sion key distribution. Thus, there may need to be as many as master
keys for a configuration with end systems.

A session key may be established with the following sequence of steps
(Figure 14.5).

1. A issues a request to B for a session key and includes a nonce, .
2. B responds with a message that is encrypted using the shared master key. The

response includes the session key selected by B, an identifier of B, the value ,
and another nonce, .

3. Using the new session key, A returns to B.f(N2)
N2

f(N1)

N1

n
[n(n - 1)]/2

(1) IDA || N1

(2) E(Km, [Ks || IDA  || IDB || f(N1) || N2 ])

Initiator
A

Responder
B

(3) E(Ks, f(N2))

Figure 14.5 Decentralized Key Distribution
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1. Key distribution

(6) Controlling Key Usage 

•  Different types of session keys on the basis of use


• Data-encrypting key: for general communication across a 
network


• PIN-encrypting key: for personal identification numbers (PINs) 
used in electronic funds transfer and point-of-sale applications


• File-encrypting key: or encrypting files stored in publicly 
accessible locations


• The value of separating keys by type


• E.g., misuse the master key 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1. Key distribution
• A flexible scheme: Use of the control vector14.1 / SYMMETRIC KEY DISTRIBUTION USING SYMMETRIC ENCRYPTION 421

consisting of a number of fields that specify the uses and restrictions for that session
key. The length of the control vector may vary.

The control vector is cryptographically coupled with the key at the time of
key generation at the KDC. The coupling and decoupling processes are illustrated
in Figure 14.6. As a first step, the control vector is passed through a hash function
that produces a value whose length is equal to the encryption key length. Hash
functions are discussed in detail in Chapter 11. In essence, a hash function maps
values from a larger range into a smaller range with a reasonably uniform spread.
Thus, for example, if numbers in the range 1 to 100 are hashed into numbers in the
range 1 to 10, approximately 10% of the source values should map into each of the
target values.

The hash value is then XORed with the master key to produce an output that
is used as the key input for encrypting the session key. Thus,

where is the master key and is the session key.The session key is recovered in
plaintext by the reverse operation:

D([Km ! H], E([Km ! H], Ks))

KsKm

 Ciphertext = E([Km ! H], Ks)
 Key input = Km ! H

 Hash value = H = h(CV)

Control
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key

Session
key
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Key
input

Key
input

Ciphertext
input

Plaintext
input

Encryption
Function

Encrypted
session key

(a) Control vector encryption

Control
vector

Master
key

Encrypted
session key

Hashing
Function

Decryption
Function

Session key

(b) Control vector decryption

Figure 14.6 Control Vector Encryption and Decryption
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2. Pseudorandom Number 
Generation

• The Use of Random Numbers


• Key distribution and reciprocal authentication 
schemes, e.g., nonce


• Session key generation 


• Generation of keys for the RSA public-key 
encryption algorithm 


• Generation of a bit stream for symmetric stream 
encryption 
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2. Pseudorandom Number 
Generation

• Requirements

• Randomness


• Uniform distribution: the frequency of occurrence of ones 
and zeros should be approximately equal.

• Independence: no one subsequence in the sequence can 
be inferred from the others.


• Unpredictability

• The successive members of the sequence are unpredictable 



huangwc@ustc.edu.cn

2. Pseudorandom Number 
Generation

• Techniques


• TRNG = true random number generator


• PRNG = pseudorandom number generator


• PRF = pseudorandom function
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2. Pseudorandom Number 
Generation222 CHAPTER 7 / PSEUDORANDOM NUMBER GENERATION AND STREAM CIPHERS
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Figure 7.1 Random and Pseudorandom Number Generators

input as additional output bits are produced. The important thing to note is that the
output bit stream is determined solely by the input value or values, so that an adver-
sary who knows the algorithm and the seed can reproduce the entire bit stream.

Figure 7.1 shows two different forms of PRNGs, based on application.

• Pseudorandom number generator: An algorithm that is used to produce an
open-ended sequence of bits is referred to as a PRNG. A common application
for an open-ended sequence of bits is as input to a symmetric stream cipher, as
discussed in Section 7.4. Also, see Figure 3.1a.

• Pseudorandom function (PRF): A PRF is used to produced a pseudorandom
string of bits of some fixed length. Examples are symmetric encryption keys
and nonces. Typically, the PRF takes as input a seed plus some context specific
values, such as a user ID or an application ID. A number of examples of PRFs
will be seen throughout this book, notably in Chapters 16 and 17.

Other than the number of bits produced, there is no difference between a
PRNG and a PRF. The same algorithms can be used in both applications. Both
require a seed and both must exhibit randomness and unpredictability. Further, a
PRNG application may also employ context-specific input. In what follows, we
make no distinction between these two applications.

PRNG Requirements

When a PRNG or PRF is used for a cryptographic application, then the basic
requirement is that an adversary who does not know the seed is unable to deter-
mine the pseudorandom string. For example, if the pseudorandom bit stream is
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2. Pseudorandom Number 
Generation

• Randomness requirements 


• NIST SP 800-22 (A Statistical Test Suite for Random and 
Pseudorandom Number Generators for Cryptographic Applications 


• Uniformity: At any point in the generation of a sequence of random 
or pseudorandom bits, the occurrence of a zero or one is equally 
likely


• Scalability: Any test applicable to a sequence can also be applied 
to subsequences extracted at random.


• Consistency: The behavior of a generator must be consistent 
across starting values (seeds). It is inadequate to test a PRNG 
based on the output from a single seed or an TRNG on the basis of 
an output produced from a single physical output 
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2. Pseudorandom Number 
Generation

• Test of randomness (SP 800-22)


• Frequency test: determine whether the number of ones and 
zeros in a sequence is approximately the same as would be 
expected for a truly random sequence


• Runs test: The focus of this test is the total number of runs in 
the sequence, where a run is an uninterrupted sequence of 
identical bits bounded before and after with a bit of the 
opposite value


• Maurer’s universal statistical test: detect whether or not the 
sequence can be significantly compressed without loss of 
information. 
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2. Pseudorandom Number 
Generation

• Seed requirements (SP800-90)


• The seed is generated by a TRNG


• Discussion


• The seed that serves as input to 
the PRNG must be secure


• TRNG may not be able to 
generate bits at a sufficient rate
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Algorithm Design

Cryptographic PRNGs have been the subject of much research over the years,
and a wide variety of algorithms have been developed. These fall roughly into
two categories.

• Purpose-built algorithms: These are algorithms designed specifically and solely
for the purpose of generating pseudorandom bit streams. Some of these algo-
rithms are used for a variety of PRNG applications; several of these are described
in the next section. Others are designed specifically for use in a stream cipher.
The most important example of the latter is RC4, described in Section 7.5.

• Algorithms based on existing cryptographic algorithms: Cryptographic algo-
rithms have the effect of randomizing input. Indeed, this is a requirement of
such algorithms. For example, if a symmetric block cipher produced ciphertext
that had certain regular patterns in it, it would aid in the process of cryptanalysis.
Thus, cryptographic algorithms can serve as the core of PRNGs. Three broad
categories of cryptographic algorithms are commonly used to create PRNGs:

—Symmetric block ciphers: This approach is discussed in Section 7.3.
—Asymmetric ciphers: The number theoretic concepts used for an asymmetric
cipher can also be adapted for a PRNG; this approach is examined in Chapter 10.
—Hash functions and message authentication codes: This approach is examined
in Chapter 12.

Any of these approaches can yield a cryptographically strong PRNG. A
purpose-built algorithm may be provided by an operating system for general use.
For applications that already use certain cryptographic algorithms for encryption or
authentication, it makes sense to reuse the same code for the PRNG. Thus, all of
these approaches are in common use.

Entropy
source

Pseudorandom
number generator

(PRNG)

Seed

Pseudorandom
bit stream

True random
number generator

(TRNG)

Figure 7.2 Generation of Seed Input to PRNG
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2. Pseudorandom Number 
Generation

• Types of PRNGS


• Algorithms for PRNGS


• (1) Linear Congruential Generators 


• (2) Blum Blum Shub Generator


• PRNG using a block cipher


• (3) Using modes of operation


• (4) ANSI X9.17 PRNG 
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2. Pseudorandom Number Generation

(1) Linear Congruential Generators

• Algorithm: Linear Congruential Generators (线性同余)


•  Parameters

• m，modulus, 模数，m>0


• a，multiplier, 乘数，0≤a≤m


• c，increment, 增量，0≤c≤m


• X0，starting value, or seed, 初始值或种⼦， 0≤X0≤m


• Iterative equation：Xn+1 = (aXn + c) mod m
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2. Pseudorandom Number Generation

(1) Linear Congruential Generators

• Algorithm: Linear Congruential Generator (线性同余)


• Iterative equation：Xn+1 = (aXn + c) mod m


• Try 1: a=7, c=0, m=32, X0=1


• generated sequence {7, 17, 23, 1, 7, …}


• Obviously not satisfactory: period=4


• Try2: a=5, c=0, m=32, X0=1


• Generated sequence: {1, 5, 25, 29, 17, 21, 9, 13, 1, …}


• not satisfactory either, period=8
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2. Pseudorandom Number Generation

(1) Linear Congruential Generators

• Algorithm: Linear Congruential Generator (线性同余)


• Three tests


1. The function should be a full-period generating function.


• That is, the function should generate all the numbers 
between 0 and m before repeating.


2. The generated sequence should appear random.


3. The function should implement efficiently with 32-bit 
arithmetic.
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2. Pseudorandom Number Generation

(1) Linear Congruential Generators

• Algorithm: Linear Congruential Generator (线性同余)


• Solution：

• We would like m to be very large, so that there is the potential for 

producing a long series of distinct random numbers. 

• Try 3，a convenient prime value m=231-1，and


• Xn+1 = (aXn) mod (231-1)

• Only a handful of multipliers pass all three tests 


• Pros:

• If the multiplier and modulus are properly chosen, the resulting 

sequence of numbers will be statistically indistinguishable from a 
sequence drawn at random


• Discussion:  it is desirable to make the actual sequence used 
nonreproducible, e.g, solution: restart the sequence after some time



huangwc@ustc.edu.cn

2. Pseudorandom Number Generation

(2) Blum Blum Shub Generator

• Blum Blum Shub （BBS）发⽣器


• Choose two large prime numbers p, q, satisfying


• Let n=pq, choose a random number s, satisfying gcd(s,n)=1


• produces a sequence of bits B 
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32-bit arithmetic, a convenient prime value of is . Thus, the generating
function becomes

Of the more than 2 billion possible choices for , only a handful of multipliers
pass all three tests. One such value is , which was originally selected
for use in the IBM 360 family of computers [LEWI69].This generator is widely used
and has been subjected to a more thorough testing than any other PRNG. It is
frequently recommended for statistical and simulation work (e.g., [JAIN91]).

The strength of the linear congruential algorithm is that if the multiplier and
modulus are properly chosen, the resulting sequence of numbers will be statistically
indistinguishable from a sequence drawn at random (but without replacement)
from the set . But there is nothing random at all about the algorithm,
apart from the choice of the initial value . Once that value is chosen, the remain-
ing numbers in the sequence follow deterministically. This has implications for
cryptanalysis.

If an opponent knows that the linear congruential algorithm is being used
and if the parameters are known (e.g., , , ), then once a
single number is discovered, all subsequent numbers are known. Even if the oppo-
nent knows only that a linear congruential algorithm is being used, knowledge of
a small part of the sequence is sufficient to determine the parameters of the algo-
rithm. Suppose that the opponent is able to determine values for , , , and

. Then

These equations can be solved for , , and .
Thus, although it is nice to be able to use a good PRNG, it is desirable to make

the actual sequence used nonreproducible, so that knowledge of part of the sequence
on the part of an opponent is insufficient to determine future elements of the
sequence. This goal can be achieved in a number of ways. For example, [BRIG79]
suggests using an internal system clock to modify the random number stream. One
way to use the clock would be to restart the sequence after every numbers using
the current clock value as the new seed. Another way would be simply to
add the current clock value to each random number .

Blum Blum Shub Generator

A popular approach to generating secure pseudorandom numbers is known as the
Blum, Blum, Shub (BBS) generator, named for its developers [BLUM86]. It has
perhaps the strongest public proof of its cryptographic strength of any purpose-built
algorithm. The procedure is as follows. First, choose two large prime numbers, and
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This notation, explained more fully in Chapter 4, simply means that
. For example, the prime numbers 7 and 11 satisfy 
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relatively prime to ; this is equivalent to saying that neither nor is a factor of .
Then the BBS generator produces a sequence of bits according to the following
algorithm:

Thus, the least significant bit is taken at each iteration. Table 7.1, shows an example
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32-bit arithmetic, a convenient prime value of is . Thus, the generating
function becomes

Of the more than 2 billion possible choices for , only a handful of multipliers
pass all three tests. One such value is , which was originally selected
for use in the IBM 360 family of computers [LEWI69].This generator is widely used
and has been subjected to a more thorough testing than any other PRNG. It is
frequently recommended for statistical and simulation work (e.g., [JAIN91]).

The strength of the linear congruential algorithm is that if the multiplier and
modulus are properly chosen, the resulting sequence of numbers will be statistically
indistinguishable from a sequence drawn at random (but without replacement)
from the set . But there is nothing random at all about the algorithm,
apart from the choice of the initial value . Once that value is chosen, the remain-
ing numbers in the sequence follow deterministically. This has implications for
cryptanalysis.

If an opponent knows that the linear congruential algorithm is being used
and if the parameters are known (e.g., , , ), then once a
single number is discovered, all subsequent numbers are known. Even if the oppo-
nent knows only that a linear congruential algorithm is being used, knowledge of
a small part of the sequence is sufficient to determine the parameters of the algo-
rithm. Suppose that the opponent is able to determine values for , , , and

. Then

These equations can be solved for , , and .
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• Properties


• based on the difficulty of factoring n 


• said to pass the next-bit test


• given the first k bits of the sequence, there is not a 
practical algorithm that can even allow you to state that 
the next bit will be 1 (or 0) with probability greater than 
1/2
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7.3 PSEUDORANDOM NUMBER GENERATION USING
A BLOCK CIPHER

A popular approach to PRNG construction is to use a symmetric block cipher as the
heart of the PRNG mechanism. For any block of plaintext, a symmetric block cipher
produces an output block that is apparently random.That is, there are no patterns or
regularities in the ciphertext that provide information that can be used to deduce
the plaintext. Thus, a symmetric block cipher is a good candidate for building a
pseudorandom number generator.

If an established, standardized block cipher is used, such as DES or AES, then
the security characteristics of the PRNG can be established. Further, many applica-
tions already make use of DES or AES, so the inclusion of the block cipher as part
of the PRNG algorithm is straightforward.

PRNG Using Block Cipher Modes of Operation

Two approaches that use a block cipher to build a PNRG have gained widespread
acceptance: the CTR mode and the OFB mode. The CTR mode is recommended in
SP 800-90, in the ANSI standard X9.82 (Random Number Generation), and in RFC
4086. The OFB mode is recommended in X9.82 and RFC 4086.

Figure 7.3 illustrates the two methods. In each case, the seed consists of two
parts: the encryption key value and a value that will be updated after each block
of pseudorandom numbers is generated. Thus, for AES-128, the seed consists of a
128-bit key and a 128-bit value. In the CTR case, the value of is incremented 
by 1 after each encryption. In the case of OFB, the value of is updated to equal
the value of the preceding PRNG block. In both cases, pseudorandom bits are
produced one block at a time (e.g., for AES, PRNG bits are generated 128 bits at 
a time).
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Figure 7.3 PRNG Mechanisms Based on Block Ciphers
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Table 7.3 Example Results for PRNG Using CTR

Output Block
Fraction of One

Bits

Fraction of Bits that 
Match with 

Preceding Block

1786f4c7ff6e291dbdfdd90ec3453176 0.57 —

60809669a3e092a01b463472fdcae420 0.41 0.41

d4e6e170b46b0573eedf88ee39bff33d 0.59 0.45

5f8fcfc5deca18ea246785d7fadc76f8 0.59 0.52

90e63ed27bb07868c753545bdd57ee28 0.53 0.52

0125856fdf4a17f747c7833695c52235 0.50 0.47

f4be2d179b0f2548fd748c8fc7c81990 0.51 0.48

1151fc48f90eebac658a3911515c3c66 0.47 0.45

Table 7.3 shows the results using the same key and V values for CTR mode.
Again, the results are favorable.

ANSI X9.17 PRNG

One of the strongest (cryptographically speaking) PRNGs is specified in ANSI
X9.17. A number of applications employ this technique, including financial security
applications and PGP (the latter described in Chapter 18).

Figure 7.4 illustrates the algorithm, which makes use of triple DES for
encryption. The ingredients are as follows.

• Input: Two pseudorandom inputs drive the generator. One is a 64-bit repre-
sentation of the current date and time, which is updated on each number
generation. The other is a 64-bit seed value; this is initialized to some arbitrary
value and is updated during the generation process.

EDE

EDE

EDE

K1, K2

DTi

Vi

Vi!1

Ri

Figure 7.4 ANSI X9.17 Pseudorandom Number Generator

• Encryption 3DES2
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• Ri: Pseudorandom 
number produced 
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Problems

7.1 If we take the linear congruential algorithm with an additive component of 0,

Then it can be shown that if is prime and if a given value of produces the maxi-
mum period of , then will also produce the maximum period, provided that

is less than and that and are relatively prime. Demonstrate this by using
and and producing the sequences for , , , and .

7.2 a. What is the maximum period obtainable from the following generator?

b. What should be the value of ?
c. What restrictions are required on the seed?

7.3 You may wonder why the modulus was chosen for the linear congruen-
tial method instead of simply , because this latter number can be represented with
no additional bits and the mod operation should be easier to perform. In general, the
modulus is preferable to . Why is this so?

7.4 With the linear congruential algorithm, a choice of parameters that provides a full
period does not necessarily provide a good randomization. For example, consider the
following two generators:

Write out the two sequences to show that both are full period. Which one appears
more random to you?

7.5 In any use of pseudorandom numbers, whether for encryption, simulation, or statis-
tical design, it is dangerous to trust blindly the random number generator that
happens to be available in your computer’s system library. [PARK88] found that
many contemporary textbooks and programming packages make use of flawed
algorithms for pseudorandom number generation. This exercise will enable you to
test your system.

The test is based on a theorem attributed to Ernesto Cesaro (see [KNUT98] for
a proof), which states the following: Given two randomly chosen integers, and ,
the probability that is . Use this theorem in a program to deter-
mine statistically the value of . The main program should call three subprograms:
the random number generator from the system library to generate the random inte-
gers; a subprogram to calculate the greatest common divisor of two integers using
Euclid’s Algorithm; and a subprogram that calculates square roots. If these latter
two programs are not available, you will have to write them as well. The main pro-
gram should loop through a large number of random numbers to give an estimate of
the aforementioned probability. From this, it is a simple matter to solve for your
estimate of .

If the result is close to 3.14, congratulations! If not, then the result is probably low,
usually a value of around 2.7. Why would such an inferior result be obtained?

7.6 Suppose you have a true random bit generator where each bit in the generated
stream has the same probability of being a 0 or 1 as any other bit in the stream and
that the bits are not correlated; that is the bits are generated from identical indepen-
dent distribution. However, the bit stream is biased. The probability of a 1 is

and the probability of a 0 is , where . A simple deskewing
algorithm is as follows: Examine the bit stream as a sequence of non-overlapping
pairs. Discard all 00 and 11 pairs. Replace each 01 pair with 0 and each 10 pair with 1.
a. What is the probability of occurrence of each pair in the original sequence?
b. What is the probability of occurrence of 0 and 1 in the modified sequence?
c. What is the expected number of input bits to produce output bits?x
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