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0 SQLIEAN: WebMNHBE LK H AR Z—
SQL Injection
. 2 REMSHILTE 28, 1B, RITE
TR UIE XS WEXT gy Robert'); DROP 5 T HGS AE HE
%ﬁgf ngi %*%%Tﬁ 4 TABLE Student;~
, &3 ? KK WX, RO 5K BRI
—EIEALEE Ak ST A BRI
OH DEAR = DID HE | DID YOU REALLY WELL, WEVE LOST THIS
»I:({JleT gt!)sri’sl%mom. BREAK SOMETHING? a }’Eﬁﬁ; m m
WERE HAVING SOME N A WAY 'T'::L? &an g
COMPUTER TROUBLE. ; — é' —
\ ~OH.YES UTTE < YOUVE LEARNED
: BORBY TABLES, 70 SANMZE YOUR
%ﬂ m ? m WE CALL HIM. DATARASE INPUTS,
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BRE GICEB

30RABHER FEEEER O

O imEHEEEEN REMNY P ABEEPEE

Username: ‘Robert Submit

JRSQLiEA]:
SELECT * FROM users WHERE name='{$name}’

Sname = “Robert”
SELECT * FROM users WHERE name=°‘Robert’ ‘ 1B

$name = “Robert’; DROP TABLE Student;--”’ .
SELECT * FROM users WHERE name=-Robert’; o SQLIEA: M
DROP TABLE Student;--’
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Robert’; DROP TABLE Student;--
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KAEEE RGP AR S
MR | R BIERE
KA
B CREATE SCHEMA
B
E_éﬁ HAR CREATE TABLE, ALTER TABLE
T
A CREATE VIEW
=5 CREATE INDEX
EAR SELECT, INSERT, UPDATE, DELETE,
AR REFERENCES,
ALL PRIVILEGES
BiE | B SELECT, INSERT, UPDATE,
REFERENCES
ALL PRIVILEGES

REBHEE R G HEBUR

EXTF PR ABIINSERT
BRET, —BREXE
TSI INSERTHUR, HN
JEE Wl NE PN S ksl
WL, B T BB,
HAth 5 518 8 B

2, BEBERIME.

FEXT H P U5 UPDATE
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—. GRANT
GRANTIE A B — B 3
GRANT <BUfR>[,<AfR>]...
[ON <X RKE> <5 45>]
TO <A P>[<H P>l
[WITH GRANT OPTION];

W W R AR B s B PR 4 4 1
il
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HEENRAEE (B EOwner)
A ZBRE A P

&R H P
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1 WITH GRANT OPTIONF4]:
O ¥EE: B PLEE T
OB E: DL

0 ASVFIEIRRAL

Ul —— 12

| x

Y

U3

\
-
=

An Introduction to Database System 4/10/2025



[H4. 1] FTEEHStudentBHIRIZS A UL
GRANT SELECT

ON TABLE Student
TO Ul

[$14.2] X} Student®R M CourseR K1 EFPNIRR T H
U2H1U3

GRANT ALL PRIVILIGES
ON TABLE Student, Course
TO U2, U3;
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[514.3] X RSCHRIE WA R FHrE H P

GRANT SELECT
ON TABLE SC
TO PUBLIC;
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GRANT UPDATE(Sno), SELECT
ON TABLE Student
TO U4;
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i R A R 4% 7 HoAh A P

GRANT INSERT

ON TABLE SC

TO U5

WITH GRANT OPTION;
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PATHI4.5)E, USAMUIAER T XTRSCHINSERTAR,
K A] DAL 3E AR -

[%14.6] GRANT INSERT ON TABLE SC TO U6
WITH GRANT OPTION;

 —

H

\i

%, U6IET LRI R R FU7:
##14.7] GRANT INSERT ON TABLE SC TO U7:

{HU7 A BE PR AR BEBUR .
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WATT [(H4.1] B [Fl4.7] BER)GE, $4-iE]

F PR & R

EH

Bl
it
A

BRAHF% | B4 | BEEEXNRA RFFERIERE | BEEREMN
DBA U1 X Z&Student SELECT 2N
DBA U2 < Z&Student ALL ANEE
DBA U2 X Z Course ALL N:iZ
DBA U3 X% ZStudent ALL ANEE
DBA U3 *Z Course ALL ZN:
DBA PUBLIC RESC SELECT AR
DBA U4 X % Student SELECT AR
DBA U4 JB H:5] UPDATE AR

Student.Sno
DBA U5 RKASC INSERT fe
U5 U6 RKASC INSERT fe
U6 U7 REASC INSERT 2Nz




—. REVOKE
H T HIRFR AT LA B

=

(4)

A2 HE FIREVOKEIEA]

DBABEBK]

REVOKEIE &) ] — g A -
REVOKE <t FR>[, <t fR>]...

[ON <X} %3

FROM <

1 P>,<

RALS <5 44>]

] 5]...[CASCADE | RESTRICT];
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REVOKE (48)

[14.8] B P UMB A S S KB R KB
REVOKE UPDATE(Sno)

ON TABLE Student

FROM U4;

[%14.91 W [81 BT i F P 3R SCHIE AL PR
REVOKE SELECT

ON TABLE SC
FROM PUBLIC;
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REVOKE (%

[614.10] 3E

] P USKTSCREIINSERTA PRI [=

REVOKE INSERT

ON TABLE SC
FROM U5 CASCADE ;

¥ H P USHFIINSERTA PR W [5] f) B D Z 2% B

(CASCADE) IK[E
R GIE
U5—U6—U7, Ux

ARG R

=

)

% MUSAEIR1Z AR
U6—U7
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AT [H14.8] 2] [#Hl4.10] FIER)E, FE-REZEEFH
F P RUBR & X3

RAP% | HRAFE | BEENRE | RTFHIBRIERE | RRHEEN
DBA U1 X< ZStudent | SELECT ZN: 4

DBA U2 X ZStudent | ALL N

DBA U2 * & Course ALL A

DBA U3 X Z&Student | ALL ZN: 4

DBA U3 X A Course ALL N3

DBA U4 X Z&Student | SELECT ZN: 4
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&) /NG5 SQL R HIFZ AL

DBA: #IH AN REIFTARIR
AR R BR R T AR A P
7. 18 B S8 A RIS R ERIERR
GRANT: 27 HAhmH
AU
“UGREEIA” VFFT: BT
TR T B ERRUELER AR AREVOKEE AU
e ZAMYSQLE B
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*=. BIBEIEERIDR
RIRHREE R RERTREER, BRESRNH

{HRTESQLIRET A Bl B ERIARHEE 3, 1 EiE
RALIREIANFE

T X PA&B: 338 EEKingabse ES A5 fif & 22 i B

CREATE USERERQIEHEEZHF, BHEEZHF Q2 AE CREATE
B9 AR B A
CREATE USERiEAJ#
CREATE USER <username> [ WITH ]
[ SUPERUSER | CREATEDB ] | PASSWORD °‘password’;
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CREATE USEREAJK R,
HASUPERUSERBUBHH P RRAGKELZ A, £R

Zr

HA CREATEDBAEUFR K FH - 7
FERIEE, REAERMEE LR

TR AUR R, W] PASAT A

AT #RAE
CLBIEBIRE, BOVEHE

XA PR T Foth

ER: BEAPRAGHIEHR 78R
Bln, ERBARGH A] hag e — B FR Nsystem KIS H
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[$514.11] BIEEBHFH F system2
HEUEEH P systemE %, R)581& system?2:
CREATE USER system?2

WITH SUPERUSER PASSWORD ¢123456°;

(#514.12] B2 EHE CREATEDBAFR 5 F ULRIEE B F U2
PLEBZR F P system B 3%, S P UL U2

CREATE USER Ul WITH CREATEDB PASSWORD ¢123456°

/* Ul EFIREIEERNRRT */
CREATE USER U2 PASSWORD ¢123456°; /* U2 RX@ERH >/
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[%14.13] €2 ¥ EUIDB

PIULR P&, SIEBEHEEUIDB:
CREATE DATABASE U1DB; [* UIBIE T BHEE * /

UIBCAEIEEUVIDBREE, BER LAEUIDBEHEE 8@ SCHEMA
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VR 5 ZAMYSQLF AL PR &

MySQL BRIAE MrootF P, URRAK, EEHEYEER A H
A MySQL 88 —ANFr

CREATE USER username IDENTIFIED BY 'password’;

NIEAF P 73 B AR AL PR

GRANT ALL PRIVILEGES ON *.* TO 'username'@'localhost' IDENTIFIED BY

'password’;

RTFEERANBIEEERBUR, Y183 root H P HEENIZ HIBUR, EFRA:
EVOKE ALL PRIVILEGES ON *.* FROM 'username'@'localhost';
GRANT ALL PRIVILEGES ON wordpress.* TO 'username'@'localhost' IDENTIFIED BY

'password';

FEZH P RBEAT select Al update 174>

GRANT SELECT, UPDATE ON wordpress.* TO 'username'@'localhost' IDENTIFIED BY

'password';



) 151 22 MY SOL A R 5 B

B AP HIBUR

Show grants for USERNAME;

select * from mysql.user where user= USERNAME;

BEHAERP
select * from mysql.user # myysqlZ4E E R P&

BWHENAFEN R BT BRENRKIAHE
BAE B F A I RS B R mysql.db3R
X R HRBE B id* & mysql.tables_privi
FFZA R 12X FEmysql.column_privE
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) VAR

- ﬁtﬁl%"ﬁﬁ)ﬁ FRIALFR

el T el [ - Il"l.rll e me b e r e - .

1 select * from mysqgl.user;

L]
.
e e e e —
Host User Select_priv Insert priv
» |localhost mysgl.infoschema Y N
localhost mysql.session N N
localhost mysqgl.sys N N
localhost root Y Y
HULL HULL I
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4.2.1 A PR 5 %5
4.2.2 FEELEH

4.2.3 H EFREH| T E
4.2.4 R 5=

4.2.5 BIEEMA T
4.2.6 5EH|FEIEH]
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—. fAEneg
CREATE ROLE <ff%>

0 BABEN

GRANT <tfR> [, <BFR>] ...

ON <X RRAISXT R 4
TO<fFfe> [, <Af>] ...
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GRANT <ff1> [, <ff2>] ...

TO <fAt3> [, <AF1>] ...

[WITH ADMIN OPTION]
ZEAEAGRTERF, & FR—1IMAR
BErER_RABKUEERFAFTEXNAER LKADMIN OPTION

¥ 5€ T WITH ADMIN OPTION N3R5 5 FhA R B A 8 F 2 3B vT BA
FEX PR % T HAD A

— M ABKRR: BEERTENA KSR L s
BT ZA A BRI EFAUR



B

0. MAEBRRAE
REVOKE <#fR> [, <BfR>] ...

ON <X} G RA> <R 5>
FROM <> [, <ffa>] ...

FA P ] AR A IR, AT & 2 A i A AL FR
REVOKE# /T =2

yi N npalpe e

WHEEXA (&) A FADMIN OPTION
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0 (Z2)

[$14.14] BEAEREIE —HPREZTF—MHF
BB
1. BRtlg— M Af R

CREATE ROLE R1;

2. REEHGRANTIER], [FAEARIFHE StudentRH)
SELECT. UPDATE. INSERTHR .

GRANT SELECT, UPDATE, INSERT
ON TABLE Student
TO R1;
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3. RN ABETET, K, BR. FMNEEA
SRIFTE & K2 AR

GRANT R1
TO £, 3k, &

4. v PA— R B R 1R ] e E P X 3N BUR
REVOKE R1
FROM FE-F;

A
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[$14.15] fAEKRRES
GRANT DELETE

ON TABLE Student
TO R1

i M BRI R RF LA F1E 0 1 StudentZR FJDELETE #X R
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[%]4.16]
REVOKE SELECT
ON TABLE Student
FROM R1;

fFR1VE /> T SELECTALFR
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4.2.2 TRERIEH]
4.2.3 HEFEEEH] L

4.2.4 TFRE5WE
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4.2.6 5EH|FFEUIEH] HTE
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 RAFBEES%
H EFEIEH| (Discretionary Access Control , {4
#RDAC)

R “BE” e RBmFRBRSE A, &
ERGHR ‘&7 FIRRRETHA

C2%
sE | A E3EH] (Mandatory Access Control, E#R
MAC)

ARG “wmil” HE P MBERCEESFSR
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U MRIC (Label)
T EAEMEE, DBMSAENIENES () #BkR—1
BURE P IC (Label)
#5% (Top Secret, TS)
P2 (Secret, S)
H{§ (Confidential, C)
AN (Public, P)

FAARRBUR B ICIR NP EZ F] (Clearance Level)
AR BURE R IC RN E L (Classification Level)
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BRFFEES] (MAC) X EIEA GHITHELIMC,
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RERFEFEF I CERE P A 7] LR BE
SEBIMACH E 5 LB DAC

FH: BEZEMEMRENZEAFESESRIK
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DAC + MACZERBREE

SQLEZESIT & & NKE

|
DAC & &

ZERNE
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MAC & &

G A
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MACKE, RAEEMACK BRI &7

An Introduction to Database System 4/10/2025



VY B e ek
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4.3 P EDLE]

4.4 it (Audit)
4.5 HEMWE

4.6 HEZEHRF
4.7 /NG
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ASKINGNED
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SRR AR
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FISELECTH

R¥ETEF, T%E ERIBTERIER R T K
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7 LR 2 HO

X

~

CS_Student

CREATE VIEW CS_Student

A

S

SELECT *

FROM Student
WHERE Sdept="CS’;
WITH CHECK OPTION;
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TERL B bt — 25 e SO BB PR
GRANT SELECT

ON CS_Student
TO £ ;

GRANT ALL PRIVILIGES
ON CS_Student

TO 5KBH;
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