9

HE:2H
IS RS

An Introduction to Database Systems

FNE BEEZEHE

TEMFHRAKE
ALRRHOBEMNZZR

# i E,


mailto:huangzhy@ustc.edu.cn

(P2
oo

o

o
D >
(h-,“

e and Te©

HHEILRGZ e

NTHENLRGEE SRR A 5 Pl 22 2 R
R EN RGBT EE,

&) i Rgm s

BAREEE KRR

IR
BR %A%
G AR
B

An Introduction to Database System

L bD

fE RGEEIBE, 2

4/14/2026



&) 551: Ml DBMSS— & LAl

1 DBMSHRAL 4125 Th e
1. BHENZEME (Security) R (F4E)
R EE, PARG LB S B8 A it R AU B 19 1 35 AR
2. BRI BEME (Integrity) lE (Z5%F)
KRR AR BTEE A, SARERIEZ AW E — R R
3. BIEEKE (Recovery) (Z10E)
R BE B R R SR B B — R IEFIRES
4. 3K (Concurrency) #E#| (FE11F)
X% AP R RBEMCEHAE, BIEAETRMERHE RS R

An Introduction to Database System 4/14/2026



R P — o R SR T DA =

BRI R B B 1 22 4 1 I R
TR 5 72e
BEERGEFPHRBFELENRER T FGRLRE

Bil: ZEEHRE

I KA B SEAR 200

MR RDNT WIHEHERE. HER

EPHER,

An Introduction

EIrER. RITHESE

b

. > MR

to Database System 4/14/2026




AU R e

P8 R 27 R
4.2 PR FE = atEEH]
4.3 LEHLH]

4.4 #Hit (Audit)

4.5 HEMWE

4.6 HERZEMHRYF
4.7 /NG

An Introduction to Database System 4/14/2026



A

4.1.2 ZEPRHERIA

An Introduction to Database System 4/14/2026



i E AN 272 A R B

SN/ E7 Y7 Ge o6 e o117 N N o - B I

RS 750 Bl 2 )8 S A7 BB R

gy

0y 12 rP R B ) B 1

TR e 55
o RHLEEAE. MR RS, [ AL

An Introduction to Database System 4/14/2026



1. JEFRAN
— % (Hacker) FIJBIRS>F1EH P B ER IS

P RNE €

B P 2P O
ERSRH P B

BIEEE

2SS

HE ARG RN

e

SN

i % B A U RR R

, REREEGEH/ R BE

L)% 4

NI E LR IETNAE: X5

An Introduction to Database System

E

Jiti 3

= EAIER T S 5

4/14/2026



411 BHEFENZEH R

2. B9 e R BRI I B St B

B MES 7T 75 B iF B B R, —
EHE S ERRE.

BIEESERGR U FES ARG EmHERIESR . iR
I R In 2 AL 54

Bt HE T
3. #EMRHINET
FEERNRZEESTEI RGN REEETRR
RIS, BERS. WERASHNZEMN
g3 —EA{§ (Trusted) THHEILRGKIBESFIPRHE

An Introduction to Database System 4/14/2026




A

4.1.2 ZEIER ST

An Introduction to Database System 4/14/2026



ﬂ"?-&%ﬂ.

&) 112 wamkms

o, fo
s >
e

e, 7
“hee and Te~

1985 £ [E E B (DoD) IERAMiAi {DoD {5 HHL AR
ZVEAHEN Y (FRFRTCSECELDODS5)
N ) FE R 3 ST AE TCSECHE & _F DA% v U

R 135 BB 22 & VP HEN (ITSEC)

I KBRS T EHL w PRSI (CTCPEC)

2% [ ()15 B R 2 AT ARHE (FO)

An Introduction to Database System 4/14/2026



4.1.2 ZEHMER ST

19934F, CTCPEC. FC. TCSECHITSECHE:ESATE, MRk
JAFREF SR R ER, FRoNCC (Common
Criteria) Ui H

19994 CC V2.1RMEISOX H 7y H BrpritE

20014F CC V2.1 14 3 K FH 9 1E 2L bR

HBETCCEIE AR TTCSEC, MoNIT(E B i 24t
) 3= EEFRiE

An Introduction to Database System 4/14/2026




Seqa DU e

/v‘

1T

F993 AT

ﬂ
VR S

1985 473 [ [ 1
AT LR
GE R A N
(TCSEC)

Aty DU

L\k(CTCPEC)

)

A

Y

1991 4 aETTT IR
B S A 2 (CC)
A TPAS E ) V1.0 1996 4
(ITSEC) V;.(; 1333 i
V2.
- J
( 1993 4
2% E{E B
LRI AR
(FC) X
BEREREMER KRBT E

An Introduction to Database System

4/14/2026

1999 4. CC V2.1

B ] s v
(1ISO15408)




2 ERRE R AT

o TCSECHr#t
5 [E [5] By 36 n] 45 v F EAL R Z PP A ]

19854 At

1 CChpifE
18 FH 7 )
2001 5 1% A 3 [E by v

An Introduction to Database System 4/14/2026



TCSEC/TDI (Trusted Database Interpretation)$n#E FRIZE A4S N &
AAE T 2R Ge A 1 DU 50 1250908 2 R G Y ke

TCSEC/TDI, M VUAJ7 T SR H##A 2 4 Rl 7 BT bR
224G
S
AT
3o

An Introduction to Database System 4/14/2026



TCSEC/TDI% 4= 4% 5l %] 43

TCSEC/TDI % 4= 25 il Xl 47

7 2% A SE X
Al ISUEBETE (Verified Design)
B3 Z41, (Security Domains)
B2 2P (Structural Protection)
B1 it ZERY" (Labeled Security Protection)
C2 SR EARY (Controlled Access Protection)
C1 HE 2454 (Discretionary Security Protection)
D B/MFE$ (Minimal Protection)

BRREWREEASEEREHE
BRERPZIE: WFR THRE 4/14/2026



zik"?r-&%u

@) TesEC/ DI A4 (1)

o, fo
s >
e

Sy,
“hee and Te~

C1%
EEVIRE H ELZEHFEP
B8 LB P AR08, 34T B s
(DAC) , PRIPEPRHIAH PR B IFEHE
DA BIR M R S AHAE ot B By a2

in|

An Introduction to Database System 4/14/2026



TCSEC/TDIZ 22k 7 X4 (42)

0 C2%%
2 i H) s AR K
Ptz IRY, BC1RHDACH —24iftk, YA
NS ENTT,  FRSEE s vHR B IR KR &
BB C2 77 s AR H AR AEAEA R H = 4" (
Security) X—4Ft

H AL 7
® Windows 2000
® Oracle?7

An Introduction to Database System 4/14/2026



TCSEC/TDIZ 4= 2 7Kl 77 (%k

B1Z: EIER X EHZE=R

e ZeEfky. “ZE&” (Security) B “H[{EH]”
(Trusted) 2.

St 2 G KIBAEIMUARIE, SHARICH EAERZAR L
BREIEEEEE] (MAC) . Hit&ER4ENE
B12% #7451 1

BIERSA

H /N5 FJHP-UX BLS release 9.09+

R E
Oracle’A "] K] Trusted Oracle 7
Sybase/A F] HISecure SQL Server version 11.0.6




TCSEC/TDIZ 4= 2 7Kl 77 (%k

B2l EKI RS
b FEB R T B

R 2 BRT— LRI T, IFEPA<E

% =3 liﬁiﬁk%ﬁéfr HH »

33 H BB 222 2 2% ) T8O R Mk B

T T AR

An Introduction to Database System

AR B

K, ¥

A PR T 2> Hed

BB BN

4/14/2026



CC (Common Criteria)
= R AN AFIRIBE BEARZE RIS 1
. RiaHFREH
BEEECMZEERSAN
TETHREER
5 R HRI e FrEIA 2Dy Re A H 1Y)
BEARUFESR
R 2 ThEe A A IR s 5 B




TR SR — A A 2

NHACCHERRIARE . EARSN—BEE AR 51P5E
RHTHESR

ZEINREER
FIHT—&RFIZK (114 . FH (664) MAMH (1354) .
ZEREER

FIH T ARIER (114 7R (26)) FAHGF (741
el T PRl PREZ (EAL)




CC ()

CCPEALRIES R 43

P RUES B e TCSECZ &%
GEAAE =)

EAL1 ThEeMliA (functionally tested)
EAL2 ZERIMR (structurally tested) C1
EAL3 KRG HNAF A (methodically tested and checked) C2
EAL4 ARGt WAMEE (methodically designed, tested, B1

and reviewed)
EAL5 | EERAEHFIR (semiformally designed and tested) B2
EAL6 K AR AUE AR THFM X (semiformally verified design B3

and

tested)

EAL7 T RAIEUE B3 7HFM X (formally verified design and Al

tested)




VY B e ek

4.1 BHEEZEMERE
4.2 B FE 2 et iE)
4.3 PLEHLH]

4.4 #Hil (Audit)
4.5 BIEINE

4.6 HEZEMHERY
4.7 /NG

An Introduction to Database System

4/14/2026



4.2 B PRz A

FRIEAE

95 B IATE
LGS M
GV QR SRR E
FEE: AWEC

R

518 e BB I
T DBMS K H

L il

BB

P RAT AR AR

mj

=Y NG

Rl ek

i

An Introduction to Database System

355

SR

4/14/2

i

026




(4)

7

28 22 4 P 4 T A 37

WEHLRGT, Zefmi—X—REERE

IS WO R R B 1F Rk WO
AARRRSHEN WREXLREY BERKLLRY WREDEH
TEN RSN ZEEE

RGREH PR RERH P B, G EFEATEILRS
B PR B R GE BT IR, R R P RAT B
BRIERGH H ORI EHE

B LIS S\ A 2 B0



4z
N

IR (2

WRARRN ) Wi

A SRR W

0.9 ' - ‘
O L soLE PR |
38 e | — | ‘

DAk €
588 Bl 7 L4 nre
HEFBEH [ e —

%wﬁﬂ e e NN - — ¥ ]
¥ B 7 st )
§ -

REWE
L #hfEe

¥ eamn——

| e |
| —

E Lk S L S Vi - AR |
R -——- =

BIEEEE ARG TR R




\oF) Bl P e A AR IR (4

AR H AR

B, HIEEEEHRGNRHsQLY; H1TE K KB E
P #T S m%5, BiEARERHPER RS
R, TESQLALER ZE AT B FE BRG] A sai £ Hus
i, BE— AT PABEAT HE B IR

EA] DO P 7 AT M RGBT B O, X
% H AT AT RSN .

An Introduction to Database System 4/14/2026



o e VEPE IR (22

o B R A TR I H i
P Sy 5

yATELTH

LB
A7
RS

An Introduction to Database System 4/14/2026



sl

4.2.1 P B4
4.2.2 FREFE
4.2.3 H EFEEEH] A

4.2.4 TR EWE
4.2.5 BHEE AT
4.2.6 SERFIFEUEH] ik

An Introduction to Database System 4/14/2026



1P S 5

N
=
&

(Identification & Authentication)

IR R RS T

/?\g}ﬁ \ /\H‘J

1 PR

J

1 A

An Introduction to Database System

1 PR RS A AR
(PR SER G Aoy R ME—)

4/14/2026



1P By sE (82

F P S0 55 5 vk

1.585 045 %5

BSOS —RBEHPEORE, XEOSEFHFSIZR
2504 %5

OS2SR, FRERNNYFEHISTERNFOLSETFR
BEEEHE RS, WRA—KR—FRHE

3. VR IR A

BT AEYHFIERATNERTR, EVFRHENIES. MEMELSE
4.8 REH

BRFER—MARH B, WERKREBRILR, BEBfF
INE ThAE




& —=

H By % E

(Fh7E)

: WebMNFH 5 & W BT 2 —
SQL Injection

‘ ‘ ER: RERSGIRILTFRE 2285 FE, RA41E
%&: ﬁ(ﬁ’ :[X %‘&: "mlz? Z l] » R b t’ N DROP »
BRIVLTHE  RATHL gt st DA
e o F KK WAR, BRI k. BRI
= Y 435 U 52T o STEGRBEEMA
HI, THIS 1S OH, DEAR = DID HE | DID YOU REALLY WELL, WEVE LOST THIS
YOUR SONS SCHOOL. | BREAK SOMETHING? YEAR'S STUDENT RECORDS.
WERE HAVING SOME | | A wm« ‘Robed:‘lz DROP T HOPE YOURE HAPPY.
COMPUTER TROUBLE. TABLE Stuents;-~ ? é'
R { AND T HOPE
~ OH.YES. UTTE < YOUVE LEARNED
% ? m BOBBY TABLES, TO SANMIZE YOUR
B H i WE CALL HIM. DATARASE INPUTS.




BEKSER FSER

ERFNS/BR&/ME/ RS

BRE GICEB

30RABHER FEEEER O

O imEHEEEEN REMNY P ABEEPEE

Username: ‘Robert Submit

JRSQLiEA]:
SELECT * FROM users WHERE name='{$name}’

Sname = “Robert”
SELECT * FROM users WHERE name=°‘Robert’ ‘ 1B

$name = “Robert’; DROP TABLE Student;--”’ .
SELECT * FROM users WHERE name=-Robert’; o SQLIEA: M
DROP TABLE Student;--’
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Robert’ ; DROP TABLE Student;--
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REPE "\ I SRR
Robert’; DROP TABLE Student;--
Robert\’; DROP TABLE Student;--(SQLiZ& &)+ {$name) Bi ™ Ti% &)
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