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4.2.2 FEHLAH
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A B3 R L 1 D £
7€ SCH P BURR

FH P 38 R — B % B BRI AR LR

DBMSHEEJRIE S RKE X H P BIR, FRIESEF
g, FRASZE AR AR B )

FEPURRE
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DBMSEREWE T4, HITEENREE
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) frEpsl (4

W RAFBUE S T
H EFEI%EH] (Discretionary Access Control, DAC)
C2%%
Ri&E: APEE (HA
FA 72 3o AN IR I 08 3ok 078 A TR RO A2 UL B
AT P % TR — % R A IR R AR PR
i P 3BT AR T BUR IR 1R 48 Fofb B P
sR S| EHEH] (Mandatory Access Control, MAC)
B1£%
TER%: RGUEM] (HEE)
F— MR AR DL — B &
F—AH P W T E AR VFATE
NTFEE—IMNER, REEFEEWTIER A7 7 AR
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11T SQL 1 GRANT iEH)fM REVOKE iE#] L3
FH P AR 2L R

EEPES

BIERT

7 SCH P A BUBURR -
5 SCH P AT AT B S a5 B _EE AT Wk S 2R 2 i A
7 SRR PR AR A
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EAFEER B (4

K AEHEE RGP AR S
MR | R BIERE
KA
B CREATE SCHEMA
B
E_éﬁ HAR CREATE TABLE, ALTER TABLE
T
B CREATE VIEW
=5 CREATE INDEX
EAR SELECT, INSERT, UPDATE, DELETE,
AR REFERENCES,
ALL PRIVILEGES
BiE | BHS SELECT, INSERT, UPDATE,
REFERENCES
ALL PRIVILEGES

REBHEE R G+ HEBUR

EXTF PR ABIINSERT
BRE, —BEREXE
TSI INSERTHUR, FN
JEE Wl NE PN S skl
WL, BT AU,
HAth 5 518 8 BX

2, A BERIME.

FEXT H P U5 UPDATE
—SIHIBERRT, F B
IR B ST B L S
X HIEBMEARLIR
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) 4.0.4 ¥R [

—. GRANT
GRANTIE A B — A% 3\
GRANT <BUfR>[,<AR>]...
[ON <X RKE> <5 4>]
TO <A P>[<H P>l
[WITH GRANT OPTION];

W iR R AR B s B PR 4 4 1
il
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RHGRANT:

DBAGIEEEHER, mysqlF Hiroot)
HIEENRAEE (B EOwner)
A ZB R P

&SR H P
— AR ANEAEH P
PUBLIC (&#HF/)
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WITH GRANT OPTION 4]

1 WITH GRANT OPTIONF4]:
O ¥EE: B PLEE T
OB E: DL

0 ASVFIEIRRAL

Ul —— 12

| :

U3

\
-
=

Y
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[H4. 1] FTEEHStudentBHIRIZS A UL
GRANT SELECT

ON TABLE Student
TO Ul

[$14.2] FEX}Student®R M CourseR K1 EFPNIRR T H
U2H1U3

GRANT ALL PRIVILIGES
ON TABLE Student, Course
TO U2, U3;
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[514.3] X RSCHRIE W R FHrE H P

GRANT SELECT
ON TABLE SC
TO PUBLIC;
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3
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[@ﬁ.ﬁl] EEWStudentRMBEFAEF S IR S R
U4

GRANT UPDATE(Sno), SELECT
ON TABLE Student
TO U4;

i JB R ERIIR AN B 0 20 B g H A LB 51 44

An Introduction to Database System 4/19/2026




2)

[#14.5] EXTFESCHRIINSERTH fRIZ FUSH /-,
i BB A R 4% 7 HoAh A P

GRANT INSERT

ON TABLE SC

TO U5

WITH GRANT OPTION;
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PATHI4.5)E, USAMUIAER T XTRSCHRINSERTAR,
K A] DAL 3E AR -

[%14.6] GRANT INSERT ON TABLE SC TO U6
WITH GRANT OPTION;

 —

H

\i

£, U6IET LRI R R FU7:
##14.7] GRANT INSERT ON TABLE SC TO U7:

{HU7 A BE PR AR BLBUR .
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FRIEALIR (52

WATT [(H4a] B [Bl4.7] BER)GE, $4-iE]

F P AR & R

EH

Bl
it
A

BRAHF% | B4 | BEEEXNR4A RFFERIERE | BEEREMN
DBA U1 % Z&Student SELECT 2N
DBA U2 % ZStudent ALL ANBE
DBA U2 X Z Course ALL ZN:iZ
DBA U3 % ZStudent ALL ANEE
DBA U3 X Z Course ALL ZN:
DBA PUBLIC RESC SELECT AR
DBA U4 X % Student SELECT AR
DBA U4 J& H:51] UPDATE AR

Student.Sno
DBA U5 RKASC INSERT fe
U5 U6 RKASC INSERT fe
U6 U7 RESC INSERT 2Nz




—. REVOKE
T HIRFR AT LA B

=

(4)

A2 AE FIREVOKEIEA]

DBABEBK]

REVOKEIE &) ] — g A -
REVOKE <t FR>[, <t fR>]...

[ON <X} %3

FROM <

1 P>,<

RALS <5 44>]

] 5]...[CASCADE | RESTRICT];
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REVOKE (48)

[14.8] B P UMB A S S KB R B
REVOKE UPDATE(Sno)

ON TABLE Student

FROM U4;

[%14.91 W [81 BrAs F P 1R SCHI B AL PR
REVOKE SELECT

ON TABLE SC
FROM PUBLIC;
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REVOKE (4%)

[$514.10] FH F USXTSCERFIINSERTH SR YL =
REVOKE INSERT
ON TABLE SC
FROM U5 CASCADE ;

%+ FH P USEIINSE R TA PR Wt [5] ) Bt figk 05 R 2% B
(CASCADE) B

F 4 R Bl B 22800 8 M USRS IR
U5—U6—U7, Ux—U6—U7
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AT [H14.8] 2] [#Hl4.10] HIER)E, FE-REHEEFH
F P RUBR & X3

RAP% | HRAFE | BEENRE | RTFHIBRIERE | RREEN
DBA U1 X< ZStudent | SELECT ZN: 4

DBA U2 X ZStudent | ALL N

DBA U2 * & Course ALL A

DBA U3 X Z&Student | ALL ZN: 4

DBA U3 X A Course ALL N3

DBA U4 X Z&Student | SELECT ZN: 4
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N /N4 SQL R 3 (¥ 42 UL

DBA: A AN REIABIR
AR R R R T AR A -
7. 18 B S8 HX RIS R ERIERR
GRANT: 27 HAhmH
AU
“UGREEIA” VFFT: BT
TR T HERRUELER AR AREVOKEE AU
e ZiAMYSQLE B
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*=. BIREIEERIDR
IR E R RERETREER, BRESRNH

{HRTESQLIREF A I B ERIARHERE 3, B HiE
RALIREIANFE

T X PA&: 338 EEKingabse ES A 451 fift & 22 i B

CREATE USERERQIEHEEZHF, BHEEZHF Q2 EAECREATE
95 FEBR B P
CREATE USERIEA)J#%&
CREATE USER <username> [ WITH ]
[ SUPERUSER | CREATEDB ] | PASSWORD °‘password’;
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CREATE USEREAJK R,
HASUPERUSERBIBHIH P RRGKELZ A, £R

G

HA CREATEDBAUFR K F - 7
FEREE, REAERMEE LR

TR AR R, W] AT

AT #RAE
CLBIEBIRE, BOVEHE

XA PR T Foth FH

ER: BEAPRARGHIEHR 78R
Bln, ERBARGH A Phag e — B FR Nsystem KIS H
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[$514.11] BIEBHFH F system2
BHEUEEH P systemEF, R)581& system?2:
CREATE USER system?2

WITH SUPERUSER PASSWORD ¢123456°;

[#514.12] B8 EHE CREATEDBAFR 5 F ULRIEE B P U2
PLEBZR F P system B 3%, G UL U2

CREATE USER Ul WITH CREATEDB PASSWORD ¢123456°

/* Ul BFIREIEERNNRT */
CREATE USER U2 PASSWORD ¢123456°; /* U2 RX@ERH >/
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[%14.13] €2 EUIDB

PIULF P&, SIEBEHEEUIDB:
CREATE DATABASE U1DB; [* UIBIE T BHEE * /

UIBCAEIEEUVIDBREE, BER LAFEUIDBEHEE 8@ SCHEMA
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VR 5 ZAMYSQLF AL PR &

MySQL BRIAE Moot P, URRAK, EEHEEER %A H
A MySQL 88 —ANFr P

CREATE USER username IDENTIFIED BY 'password’;

NIEAF P 73 B AR AL PR

GRANT ALL PRIVILEGES ON *.* TO 'username'@'localhost' IDENTIFIED BY

'password’;

BT EERANBIEEERBUR, Y183 root H P HEENIZ HIBUR, EFRA:
EVOKE ALL PRIVILEGES ON *.* FROM 'username'@'localhost';
GRANT ALL PRIVILEGES ON wordpress.* TO 'username'@'localhost' IDENTIFIED BY

'password';

FEZH P RBEIAT select Al update 174>

GRANT SELECT, UPDATE ON wordpress.* TO 'username'@'localhost' IDENTIFIED BY

'password';



) 151 22 MY SOL A R 5 B

B AP HIBUR

Show grants for USERNAME;

select * from mysql.user where user= USERNAME;

BEHAERP
select * from mysql.user # myysqlZ4E E R P&

BWHENAFEN R BT BRENRIIHE
BAE B FA I RS B R mysql.db3R
X R R BLE B idx & mysql.tables priv
FFZA R 12X FEmysql.column_privE
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) VAR

- ﬁtﬁl%"ﬁﬁ)ﬁ FRIBLFR

el T el [ - Il"l.rll e me b e r e - .

1 select * from mysqgl.user;

L]
.
e e e e —
Host User Select_priv Insert priv
» |localhost mysgl.infoschema Y N
localhost mysql.session N N
localhost mysqgl.sys N N
localhost root Y Y
HULL HULL I
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) Wi o fe

—. e
CREATE ROLE <ff%>

0 BABEN

GRANT <ffR> [, <BFR>] ...

ON <X RRAEISNT R 4
TO<fFfe> [, <Af>] ...
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= B— 1M AeRTHAARAGEAF

GRANT <ff1> [, <ff2>] ...

TO <fAt3> [, <AFP1>] ...

[WITH ADMIN OPTION]
ZEAEAGRTERF, & FR—1IMAR
BErER_RAERKUEERFHFTEXNMAER LKADMIN OPTION

¥ 5€ T WITH ADMIN OPTION N3R5 5 FhA FR B A 8 F 2 3B vT BA
FEX PR % T HADA

— M ABKRR: BEERTENACREHAR I L b
BT ZA A BRI EFAUR



B

0. MAEBRRAE
REVOKE < fR> [, <BR>] ...

ON <X} GRA> <X H 4>
FROM <> [, <ffa>] ...

F P ] AR A B IR, AT & 2 A a3 A AL FR
REVOKE# /T =2

AEReIEE

WHEEXA (&) A FADMIN OPTION



AN

0 (Z2)

[$14.14] BEAERERE —HPREZTF—NMHF
BB
1. BARtg— M Af R

CREATE ROLE R1;

2. REMEHGRANTIER], [FAEBRIFHE StudentRH)
SELECT. UPDATE. INSERTH R,

GRANT SELECT, UPDATE, INSERT
ON TABLE Student
TO R1;
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3. RRANABETET, K, 8K, FMMEEA
SRIFTE & K2 AR

GRANT R1
TO £, 3k, &

4. v PA— R MBI R 1R ] E P X 3R
REVOKE R1
FROM FE-F;

A
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1t (42

[$14.15] fAERRREE
GRANT DELETE

ON TABLE Student
TO R1

i M BRI R RF LA F1E 0 1 StudentZR FJDELETE #X R
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1t (42

[%]4.16]
REVOKE SELECT
ON TABLE Student
FROM R1;

fFR1VE /> T SELECTALFR

An Introduction to Database System

4/19/2026



sl

4.2.1 PR EER
4.2.2 TRERIEH]
4.2.3 HEFEEEH] A

4.2.4 TFRE5WE
4.2.5 BIEEMA T
4.2.6 SEH|FFEIEH] HTE

An Introduction to Database System 4/19/2026



) st

 RAFBEES%
H EFEIEH| (Discretionary Access Control , {4
#RDAC)

R “BE” e BBmFRBRSE A, &
ERGHRK “FTF” FIRRRETHA

C2%
sE | A E3EH] (Mandatory Access Control, E#R
MAC)

ARG “wmil” Hg P MBERCEEFR
B1Zk
I
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4.2.6 HEHIAFIU T i

Eigal
fr

FREFE

EE BRI ZEL

&

1P ARE

Xt &
ZEEHI|]
BUFERI]

(MACQ)

g el

N
|
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sy 1) A P ) 7R (40D

EiR R RS RGBSk
DBMS B & 22 ) SZ s F
KRR H P &30

2R RAT RIS LAE, —RZFEEEHEIN
A8

Bk

gL
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o il - B ) 92 (42)

BUREMRIC (Label)
T EAEMEE, DBMSAENIENES () #BkR—1
BURE T (Label)
#5% (Top Secret, TS)
PlLEE (Secret, S)
H{§ (Confidential, C)
AN (Public, P)

FAARRBUR B ICIR N RES F] (Clearance Level)
AR BURERRIC RN E S (Classification Level)
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55k fi| A B3 ) 0 U1

(I S F AER DR T Bl T ZR O 2 2%
I, 2% B B SR EUR B ) 2544

X B FEARSHIF R UER B /D T B E T RO % K%
i, ZEA B S AR

f&1E C(BID) BN
FEERRFANER S =FHEHEL > EHRREZE
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Q) mmeimsn: (o

BRHFEES] (MAC) X EIEA G HITHELIMC,
TREIEMMAES], i 5B/ — N5,
RERFEFEF S ERE AP A 7] LR BE
SEBIMACH E 5 LB DAC

FH: BEZEMRMRENZEAFESESRIK
ﬁﬂm%ﬁ%?

MR R E R R Z 2L

DACEMACZE

4l
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iy il A P ) 778 (20D

DAC + MACZERBEREE

SQLEEST & ENKE

|
DAC & &

ZERE

y

MAC & &

G A
SGHEATDACKE, SEITDACKERIBIRN & b R AT
MACKE, RAEEMACK BRI &7
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4.1 WHENZ &R
4.2 B FE 2 et
4.3 P EDLE]

4.4 it (Audit)
4.5 HEMWE

4.6 HEZEHRF
4.7 /NG
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TEERE R
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IR &R

X0} TE AU BUGX LR B0 B P Be e R

NEIER Gt — R EER 2R
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[514.17]1%

ASKINGNED

J

SRR AR

N

N

FISELECTH

R¥ETEF, TEE ERIBTERIER R T 5K

JE

7 LR 2 HO

X

~

CS_Student

CREATE VIEW CS_Student

A

S

SELECT *

FROM Student
WHERE Sdept="CS’;
WITH CHECK OPTION;
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AL (82

TERL B bt — 25 e SO BB PR
GRANT SELECT

ON CS_Student
TO 1% ;

GRANT ALL PRIVILIGES
ON CS_Student

TO 5KBH;
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ITH CE
ITH GRANT OPTION

1] JEt

CCK OPT:

ITH ADMIN OPT!
HEA 2

(ON

ON
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4.2 Bl e 2 A e R

4.1 ItEN = 2MENR
4.2 B B et iE|
4.3 PLENLH]

4.4 Hit (Audit)

4.5 %ﬁ"‘ﬁn%
4.6 R E3y
4.7 /J\é’-‘&
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Chay

fHag it
#HilH&E (Audit Log)
e P 38 B PR R D R LT

DBARMMH&E T HE, REIFEFREBEHIA FE
A 2

C2Ul E#2% 5| FIDBMSIL AR
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BTl (22

IS
Ak 5% 28 44
B TR B R 55 2% KA S
RGBR
XF RGHE RIS BB R THRIER S T
BERZBERBR 28T RENRIRE R
B
%tSQLiE4], WDDL. DML, DQLEDCLIEA] K & it
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St B AN R _E TR SELECTERDMLERFE i) 5 11
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G2 R
HATIRE

RSP ETHE R T AR LS FH T E TR
%éﬁrﬂw —RAERIAE AL B SE
RO T T AR R T AE

B HEEE IR
7 1 B ORI B TR, B B B S R R
X 8 ) B T HE RSO R B e B AR B P AR
RAYE T RERMEETHER, FARVHMETA P Rs%
HIHERS
REEWHFTREXAFTHIREERNETIHE




BTl (22

Bt A

F P st
Ex B C A B8 B R B B AT B T
WCRATA P X R BB R — VIR (B AR RIJ;
BER DA R & FhRE K SQLERTE

RAHH T
DBAKE
0 LT B AR T B R B SR
I3l GRANTHIREVOKE#:1E PA K HAh 38 BE R AR T HI#RAE
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it (8

AUDITiER): BB HiTIhRe

NOAUDITiEA]: BUH#H 1 ThAE
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[$14.18] XHMEESCRE BB TS CREEE HIBRIERAT H 1T
1.56 B AT T ORE
SHOW AUDIT TRAIL;
YEADIN - RIwie S
SET AUDIT_TRAIL TO ON;
3.0 SCR W B H it
AUDIT ALTER, UPDATE
ON SC BY ACCESS;
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FiE (40

[#14.19] BUENSCRERALTERFIUPDATERRAE &t
NOAUDIT ALTER, UPDATE

ON SC;
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Tl (22

HiFRBMEFEITHE KA EESE A,
ITHEFEIFFR: REASHAUDIT_TRAILE Ntrue
AJfE R ESYS AUDITTRAILFEF R IHER
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4.2 Bl e 2 A e R

4.1 TEYLZEER
4.2 HAE PR 2 A A
4.3 PLENLH]

4.4 #Hit (Audit)
4.5 BHEME

4.6 HEZEMHERY
4.7 /NGE

Lii
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C)) 45 s

By I
b7 IE 200 FE P BB E A R P R B A T B

BB T

R %H’Jﬁ%f{%)ﬁﬁﬁ%{ t B (Plain text) &%
BT EER AR X—F3C (Cipher text)

I Wik
FEhk I
IS
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B MABEN. #ERIRRERTERINE RS ORIE—, FHi
RPN T AR N T B

#|X:  jrg oryhv shrsoh
8ik:  Ci=E(Pi)=Pi+3 (i AT
BBX: GOD LOVES PEOPLE

FHEE: (BBESF)

ABCDEFGHIJKLMNOPQRSTUVWXYZ

defghijklmnopqrstuvwxyzabc
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O 6 hnas

O ZHHFEINE
O AREMERPFR, MNHFAEEEH
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O FEEMNARFASTEMEMES, RTEIRRE
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57
LLy

%

=M SSLARR T RHS

(1) BHINIBAE X5 4 = B T SE
KHZ T H A UEFS CARI AR 5532 M 2 P S A IE 7 2
BT RN TRECTIET, R 6EHAHFICA
(SRS RAE 534 51 R 52 2 % 7 U P HEAT Rk

(2) PN FiEmEH
BN T b R AT SRR G, 35 XU T R A IR = 1 B0
FHEE®EH

Qmaﬁ%:
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LLy

BT 2B EUMUSSLAE R T RS2 E K.
(3) A58 BEERA
Wb BB FERE K IR Z BRE FH E — A4 e B AT
INEMEBR/ETHE, UETEREMLE LA
S F IR BRI R, FTHHER—HiSEEH
HATHRE R ETHE
FhE
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JEXTFR N




VY B e ek

4.1 TEYLZEMERR
4.2 HAE PR 2 A At
4.3 PLEHLH]

4.4 #FHit (Audit)
4.5 FIEIME

4.6 HEZEMHRYF
4.7 /NgE
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A BB AN RIS AAE FE R A BEERIRE T
?%’%Eﬂ:%f( o A A A BT 2B B
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