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Secure quantum key distribution with realistic devices

Feihu Xu, Xiongfeng Ma, Qiang Zhang, Hoi-Kwong Lo, and Jian-Wei Pan
Rev. Mod. Phys. 92, 025002 — Published 26 May 2020

https://journals.aps.org/rmp/abstract/10.1103/RevModPhys.92.025002



https://journals.aps.org/rmp/abstract/10.1103/RevModPhys.92.025002




ST IR AGERAUINER el (£He) &
(JoToRITHZE) (23TTRItHLE)

- ERAFE RIS ANERNESER R TINE
- (EFORES, BIBCEFEINS, ERIMATTAER— A
REESE, SABMNFEBIEE TS, BLIDRA, LUtkss

2. GRJ A : DOG



NEE—MHERIZA
- FIESERAN, e
A|B|C|D|E|F

A[B|C|D|E|F

faT R {B2IF 2R Al-Kindi& ILA) A=A EHH I AUSIER AT LAY

Emglish: ETADINSHR
Gr.-.*lrrlarl ENIRSA"’UD

nish: AITNESLOK

Al ” ‘H[ N I lall_

ABCDEFGHIJKLMNOPQRSTUVWXYZ




TCINE A

Figare 30 A Blerchley Fark borabe in action

1920s German Enigma Machine 1940 Allied code-breaking machine
10 million billion possible combinations! “bombe”
L ooked unbreakable. Enigma Broken!
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What i1s QKD?

® Quantum Key Distribution is simultaneous
generation of identical bit sequences In
two distinct locations with quantum
physical methods

#In theory, quantum technology guarantees
unconditional security

#® QKD enables the implementation of a
perfectly secure secret channel

18
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Alice Diagonal
Diagonal detector basis
polarization Q.

filters ?
Horizontal-vertical
polarization filters

\ _Horizontal-

- vertical

iy t \\t\\t vertioal

Light source ‘ | | |

Alice’sbitsequence 1 0110011001110
Bob’s detection basis & £ x i xll+lx X

Bob’s measurement 1 001 0 0 0010
Retained bitsequence 1 - -100 0-1-

 —

10 o)
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Image reprinted from article: W. Tittel, G. Ribordy & N. Gisin, "Quantum cryptography,” Physics World, March 1998
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Quantum Key Distribution

A protocol that enables Alice and Bob to set up a
secure secret key, provided that they have:
® A quantum channel, where Eve can read and
modify messages

® An authenticated classical channel, where Eve
can read messages, but cannot tamper with
them (the authenticated classical channel can

be ssimulated by Alice and Bob having avery
short classical secret key)
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BB84 171

The main issue in cryptography is how to establish a secret key
between Alice and Bob. This is a string of zeros and ones which is
In the possession of both parties, but is not known to any other
unwanted parties—that is, eavesdroppers.

The BB84 protocol begins with Alice choosing a random string X, . . . X, of
bits to send to Bob.

Bit
Value

L4
0

1 | *#2 | 43
& L

In order to prevent an eavesdropper from reading the bits, Alice
randomly chooses to write each bit x; as a qubit |y ;) in either the
rectilinear basis as |0) or |1) or in the diagonal basis as |+) or |-

Classical value 0 1 1 0
Alice’s basis + X + X
Quantum encoding | 1) = [0) | [¢o2) = |—) | |[W3) = |1) | |wba) =

+)




A logical “zero” is encoded either as |0) or |+ ) , while a logical
“one” is encoded as |1) or |-) .

BB84 171

Classical value | 0 1 1 0
Alice’s basis — X + X
Bob’s basis 7S X 4 s
In agreement | No | Yes | Yes | No

|[H), codes for 0,,
+) V), codes for 1.
+45), codes for 0,

—45),

| +45) = (1\2)(|H) £ |V))

codes for 1.
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The BB84 QKD protocol

: Alice chooses (4 + 0)n random data bits.
. Alice chooses a random (4 + d)n-bit string b. She encodes each data bit as

{10}, |1)} if the corresponding bit of bis 0 or {|+), |—)} if b is 1.

: Alice sends the resulting state to Bob.

Bob receives the (4 + 0)n qubits, announces this fact, and measures each
qubit in the X or Z basis at random.

. Alice announces b.
: Alice and Bob discard any bits where Bob measured a different basis than

Alice prepared. With high probability, there are at least 2n bits left (if not,
abort the protocol). They keep 2n bits.

: Alice selects a subset of n bits that will to serve as a check on Eve’s

interference, and tells Bob which bits she selected.

: Alice and Bob announce and compare the values of the n check bits. If

more than an acceptable number disagree, they abort the protocol.

: Alice and Bob perform information reconciliation and privacy amplifica-

tion on the remaining n bits to obtain m shared key bits.
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Security Issue

To serve as a secure key In cryptographic uses,
there are two criteria:

e (a) Alice and Bob share the same key;
that Is, an identical key.

e (b) Eve has no information about the
key; that Is, a secure key.



@®

Is QKD secure?

Dominic Mayers and subsequently by others, including Eli
Biham and collaborators and Michael Ben-Or prove that
the standard BB84 protocol is secure (1995).

Hoi-Kwong Lo and H. F. Chau, prove the security of a
new QKD protocol that uses guantum error-correcting
codes. The approach allows one to apply classical
probability theory to tackle a quantum problem directly. It
works because the relevant observables all commute with
each other. While conceptually simpler, this protocol
requires a quantum computer to implement (1995).

The two approaches have been unified by Peter Shor and
John Preskill, who showed that a quantum error
correcting protocol could be modified to become BB84
without compromising Iits security.
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Image reprinted from article: W. Tittel, G. Ribordy & N. Gisin, "Quantum cryptography,” Physics World, March 1998



QKDZ2 £ 14-QBER

Intercept-resend attack when Alice sends single photons to Bob
Eavesdropping will bring 25% Bob

Alice q”%‘gﬁﬁ%ﬁ%’g;ﬁ VAIER) Bring no QBER when
& Bﬂ-b__, . :
.!. x i using the same basis
| >
T N X
‘ eavesdrppper Eve Bring 50% QBER
Eve will select the same basis as when using the

Alice with the probability of 50% iilernarsbiad bnets

~ Heisenberg Uncertainty } /l Measure the information of a

Principle quantum particle will introduce

TP a detectable disturbance gl
_Hﬂ'll'll. ----------------------------- 1 '. J sﬂﬂurlty
mechanics Single photon E

../ Eve can not get or copy the Foundation
same information carrier .

Non-cloning theory

Security threshold ~ 11%, P. W. Shor and J. Preskill, PRL 85, 441-444 (2000)
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r Eavesdropper

_________________________________________________________________________ g
Photon | Optical Fiber or free Optical Bl Single photon
- space devices |[ammd  detector
Pre and post Authenticated Pre and post I
processing N classical channel s processing
Transmitter Receiver

Photons are a natural carrier for quantum information

* Long coherence time
* Easy to manipulate

* Multi-degree of freedom
* Plenty of off-the-shelf devices

* Transmission loss
* Hard to be restored
* Need specific transmission channel

* A little expense
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Figure 5. Photographs of the SECOQC network node racks.
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The resources required in QKD systems

_ . Interface and
Photon source Photon manipulation Photon detector “
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* Polarization ¢ InGaAs . Natrou
 WCSsource <+ Phase e Si band filter
» Entanglement ¢ Time-bin . Ge * WDM
SRR * Frequency « Superconduc °* Circulator
C ket | Orbital angular ting materials . |gojator
NV center, et
. momentum e PMT . TaraAag
dl. s - rdidudy
« Amplitude + Homodyne/H rotator
. Intensity etrOdyne : CIOCksynC



Sources

The output of a laser in a given mode is described by a
coherent state of the field,

1

o0
— . o
Vue'?) =|ay=e*?2, —|n)
n=0 V!

where u=|a?| is the average photon number

T 40
oo f ) el =S, Pl lnyinl
( n

o

P(n|w)=e*u'/n!



Physical channels
Fiber links

f= 1071

The value of a 1s strongly dependent on the wave-
length and 1s minimal in the two “telecom windows”

around 1330 nm (a=0.34 dB/km) and 1550 nm (a
=().2 dB/km).

Free-space links



Detectors

TABLE I. Typical parameters of single-photon detectors: detected wavelength A, quantum efficiency
n, fraction of dark counts p,, repetition rate, maximum count rate, jitter, and temperature of opera-
tion T the last column refers to the possibility of distinguishing the photon numbers. For acronyms
and references, see text,

A Rep. Count Jitter T
Name (nm) 7 Pd (MHz) (MHz) (ps) (K) n
APDs
Si 600 50% 100 Hz cwW 15 50-200 250 N
InGaAs 1550 10% 1073 per gate 10 0.1 500 220 N
Self-differencing 1250 100 60
Others
VLPC 650 5885 % 20 kHz oW 0.015 N.A. 6 b 4
SSPD 1550 0.9% 100 Hz cwW N.A. 68 29 N
TES 1550 65% 10 Hz cwW 0.001 9x10* 0.1 Y




Distillation procedure of secure keys

real-time data acquisition
key sifting

error estimation

© © © ¢

error detection and correction
(reconciliation) one-way, two-way

C

privacy amplification



QKD Software Suite and Protocols for the DARPA
Quantum Network

QKD Endpoint QKD Protoools
[Psen ] ]
Authentication
IKE
I Privacy

Amplification

Entropy Estimation

P Error Detection
= H and Correction

Eieret Ehuma — Sifting
Driver Orivar
—— |
Internet (public Inerlaca
channel) Cptical
Frocess Conlrol

Ciptical Hardware




Distill protocols for secret key

Error correction
One can use the algorithm CASCADE

Ref. Brassard G. and Salvail, L., 1993, Secret-Key Reconciliation by Public Discussion,
proceedings of EUROCRYPT'94, Lecture Notes in Computer Science, 765, Springer-Verlag,
410-423.

Channel authentication
Protocol authentication algorithm should be implemented
Privacy amplification

Alice chooses a randomly a hashing function f, from some class £ which is
universal,
0 ® 01N "0

provided Eve knows at most L bits of an N-bit string common to Alice and
Bob, they can publicly distill a shorter string of length m=N-L-S, where S is
an arbitrary security parameter, on which Eve has less than -

bits of information on average.




Error Correction

We suggest the following algorithms:

(After obtaining experimentally measured Q, and E , and estimated
lower bound for Q, and upper bound e, of single photons)

Q, is total # of detection events of signals.

E, is overall bit error rate of signals.

O, 1is # of detection events due to single photon states.

e, is the bit error rate for single photon state.

1. Using CASCADE procedure
Alice and Bob publicly compare the parities of blocks of their data,
and where these do not match, perform a bisective search within
the block to identify and discard the error

Refs. Brassard G. and Salvail, L., 1993, Secret-Key Reconciliation by Public Discussion,
proceedings of EUROCRYPT'94, Lecture Notes in Computer Science, 765, Springer-
Verlag, 410-423.

C. H. Bennett, F. Bessette, G. Brassard, L. Salvail, and J. Smolin, Experimental quantum
cryptography, J. Cryptology, vol. 5, 31992 .



Privacy amplification

The privacy amplification depends:

@
@
@

Quantum bit error rate (QBER)
Nature of the photon source

Real life quantum channel properties (e.g.
for single photon error rate and signal
gain estimated from decoy states)

Eavesdropping



Privacy amplification (theory)

From unconditional security proof, we can use a linear hash
function to N-bit key &

Applying a 0-1 m*N matrix to k, Alice and Bob obtain
a final m-bit key £’ about which Eve has an
exponentially small amount of information.

Use good hashing function
Alice chooses a randomly a hashing function f, from some class £ which is
(strongly) universal,

01" ® f01V 7

provided Eve knows at most L bits of an N-bit string common to Alice and
Bob, they can publicly distill a shorter string of length m=N-L-S, where S'is
an arbitrary security parameter, on which Eve has less than -
bits of information on average.



S45: QKD process

® Sifting —Unmatched Bases; “stray” or HEREE
“lost” qubits “ G 39

@® Error Correction — Noise & Eaves-

. (S¥IN BN
dropping detected — Uses “cascade” s
protocol — Reveals information to Eve L
so need to track this. S

#® Privacy Amplification — reduces Eve’s I
knowledge obtained by previous EC T T
# Authentication — Continuous to avoid =~~~ ##iiiE
man-in-middle attacks — not required b
to initiate using shared keys 7~ B
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Decoy-state QKD




Decoy QKD Outline

Motivation and Introduction
Problem

Our Solution and its significance



1. Motivation and Introduction




Commercial Quantum Crypto products
available on the market Today!

MAGIQ TECH.

Presenting the first

sraapas. .
Shhediioiiilenly « Distance over 100 km of

commercia Telecom fibers.

ID QUANTIQUE




Commercial Quantum Crypto products
available on the market Today!
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Laser sources

The output of a laser in a given mode Is described by a
coherent state of the field,

1

o0
— . o
Vue'?) =|ay=e*?2, —|n)
n=0 V!

where u=|a?| is the average photon number

T 40
oo f ) el =S, Pl lnyinl
( n

o

P(n|w)=e*u'/n!



Security proof of BB84 protocol

Alice Bob
ASSSUMPTIONS:

Source: Emits perfect single photons. (No
multi-photons)

Channel: noisy but lossless. (No
absorption in channel)

Detectofsua X@éw@ewj'em&on eff|C|ency

Mﬁ 84), Lo m-computing protocol),
( (BBS4) Ben-Or (BB84), Shor-Preskill (BB84), .

exactly 45 degrees.)



Reminder: Quantum No-cloning Theorem

@® An unknown quantum state CANNOT
be cloned. Therefore, eavesdropper,
Eve, cannot have the same Iinformation
as Bob.

# Single-photon signals are secure.

| a A a

/X

IMPOSSIBLE




Problem: Photon-Number Splitting (PNS) attack

A multi-photon signal CAN be split.
(Therefore, insecure)

a a

/

—

Bob

Splitting attack

|
|
|
|
—
|
|
|
|
|
|
|
|
|
|
|

) 4/
Alice

—

Eve

Summary: Single-photon good
Multi-photon bad!!

G Brassard, N Lutkenhaus, T Mor, B Sanders, Physical review letters 85, 1330 (2000)



QKD: Practice
Reality:

1. Source: (Poisson photon number distribution)
Mixture. Photon number = k with probability:
Some signals are, in fact, double photons!

2. Channel: Absorption inevitable. (e.g. 0.2 dB/km)

3. Detectors:

(a) Efficiency ~30% for Telecom wavelengths

(b) “Dark counts”: Detector’s erroneous fire.
Detectors will claim to have detected signals with
some probability even when the input is a vacuum.

4. Basis Alignment: Minor misalignment inevitable.

J—{Ff

k!

Question: IsQKD securein practice?




2. Define the problem




Big Problem: Nice guys come last

Alice: ) % (] % ) ) % ) % ) %
Problems: 1) Multi-photon signals % (bad guys) can be split.
2) Eve may suppress single-photon signals ® (Good guys).
r—-1 r—-1 rr—1 r—
Bob: 1 3% | | D | | | | |
Eve o I3fEi e I3frie o 3% !%!-!%!
: L.—.I

L.—.1 L._.I

Eve may disguise herself as absorption in channel.
QKD becomes INSECURE as Eve has whatever Bob has.

Signature of this attack: Multi-photons are much
more likely to reach Bob than single-photons
(Nice guys come last)




Figures of merits in QKD

® # of Secure bits per signal
(emitted by Alice)

How many final key that Alice
and Bob can generate?

- (Maximal) distance of secure QKD.

How far apart can Alice and Bob
be from each other?



GLLP Formula for key generation rate

S> %{—Qﬂ -S(E)-H(E)+ O [1-H,(e)]

Error correction Privacy amplification

Q, is total # of detection events of signals.

E, is overall bit error rate of signals.

O is # of detection events due to single photon states.
e, s the bit error rate for single photon state.

f(e) > 1 is the error correction efficiency.

To prove security, one needs to lower bound Q, and
upper bound e,.

GLLP: D. Gottesman, H.-K. Lo, N. Lutkenhaus, and J. Preskill, Quantum Information
and Computation. 4, 325-360, quant-ph/0212066 (2004)



Prior Art Result

Consider the worst case scenario where
all signals received by Bob are bad
guys (Insecure, Multi-photon signal)

To prevent this from happening, we need:

# of signalsreceived by Bob
> # of multi-photon signals emitted by Alice.

Consider channel transmittance n
For security, we use weak Poisson photon number
distribution: g = O (n).

Securebitsper signal  S= O (n?d).

GLLP: D. Gottesman, H.-K. Lo, N. Lutkenhaus, and J. Preskill, Quantum Information
and Computation. 4, 325-360, quant-ph/0212066 (2004)



Big Gap between theory and practice of BB84
Theory Experiment
Key generationrate: S= O (n?). S=0 (n).
Maximal distance: d~ 35km. d >120km.

Prior art solutions (All bad):

Use Ad hoc security: Defeat main advantage of Q. Crypto.
. unconditional security. (Theorists unhappy L..)

Limit experimental parameters: Substantially reduce
performance. (Experimentalists unhappy L..)

Better experimental equipment (e.g. Single-photon source.
Low-loss fibers. Photon-number-resolving detectors):
Daunting experimental challenges. Impractical in near-
future. (Engineers unhappy L..)

Question: How can we make everyone happy J?




