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Secure quantum key distribution with realistic devices

Feihu Xu, Xiongfeng Ma, Qiang Zhang, Hoi-Kwong Lo, and Jian-Wei Pan
Rev. Mod. Phys. 92, 025002 — Published 26 May 2020

https://journals.aps.org/rmp/abstract/10.1103/RevModPhys.92.025002
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What i1s QKD?

IS simultaneous
generation of identical bit sequences in

two distinct locations with quantum
physical methods

In theory, quantum technology guarantees

QKD enables the implementation of a
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Quantum Key Distribution

A protocol that enables Alice and Bob to set up a
secure secret key, provided that they have:
A guantum channel, where Eve can read and

modify messages

An authenticated classical channel, where Eve
can read messages, but cannot tamper with
them (the authenticated classical channel can
be smulated by Alice and Bob having avery
snort classical secret key)







BB84 1Y

The main issue in cryptography is how to establish a secret key
petween Alice and Bob. This is a string of zeros and ones which is
IN the possession of both parties, but is not known to any other

unwanted parties—that is, eavesdroppers.

The BB84 protocol begins with Alice choosing a random string X, . . . X, of
bits to send to Bob.

In order to prevent an eavesdropper from reading the bits, Alice
randomly chooses to write each bit x; as a qubit |y;) in either the

rectilinear basis as |0) or |1) or in the diagonal basis as |+) or |-

Classical value
Alice’s basis
Quantum encoding




BB84 1Y

A logical “zero” is encoded either as |0) or |+ ) , while a logical
“one” is encoded as |1) or |-) .

Classical value
Alice’s basis
Bob’s basis
In agreement

|H). codes for 0,,
V), codes for 1.

+45), codes for 0.

—45), codes for 1.

| £45) = (1N2)(|H) = |V))




BB84TMN I TR

The BB84 QKD protocol

: Alice chooses (4 + 0)n random data bats.
. Alice chooses a random (4 + d)n-bit string b. She encodes each data bit as

{]0),|1)} if the corresponding bit of bis 0 or {|+), |—)} if b is 1.

: Alice sends the resulting state to Bob.

Bob receives the (4 + 0)n qubits, announces this fact, and measures each
qubit in the X or Z basis at random.

. Alice announces b.
: Alice and Bob discard any bits where Bob measured a different basis than

Alice prepared. With high probability, there are at least 2n bits left (if not,
abort the protocol). They keep 2n bits.

: Alice selects a subset of n bits that will to serve as a check on Eve’s

interference, and tells Bob which bits she selected.

: Alice and Bob announce and compare the values of the n check bits. If

more than an acceptable number disagree, they abort the protocol.

: Alice and Bob perform information reconciliation and privacy amplifica-

tion on the remaining n bits to obtain m shared key bits.
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Security Issue

To serve as a secure key In cryptographic uses,
nere are two criteria:

o (a) Allce and Bob share the same key;
, an identical key:.

e (b) Eve has no information about the

r—v




Is QKD secure?

Dominic Mayers and subsequently by others, including Eli
Biham and collaborators and Michael Ben-Or prove that

Hoi-Kwong Lo and H. F. Chau, prove the security of a
new QKD protocol that uses quantum error-correcting
codes. The approach allows one to apply classical

probability theory to tackle a quantum problem directly. It
works because the relevant observables all commute with
each other. While conceptually simpler, this protocol
requires a quantum computer to implement (1995).

The two approaches have been unified by Peter Shor and
John Preskill, who showed that a quantum error —». _ .25
correcting protocol could be modified to become BB84 ;‘ﬁq,
without compromising its security. :
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receiver

i BOE
Alice Diagonal
Diagonal detector basis
polarization {4, :
: in _w _[N§ Horizontal-
filters ? ™Y vertical

Horizontal-vertical
polarization filters

iy t \\t\\t vertioal

Light source ‘ | | | |

Alice’sbitsequence 1 0110011001110
Bob’s detection basis & £ xJIx X+ QxEX

Bob’smeasurement 1 001001100010
Retained bitsequence 1 --100-100 -1
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QKDZ £ %#-QBER

Intercept-resend attack when Alice sends single photons to Bob

Eavesdropping will bring 25% Bob

quantum bit error rate (QBER)

. between Alice and-Bob_,

Bring no QBER when
using the same basis

X

| >
!

'

X
4
R,

eavesdropper Eue\‘

Eve will select the same basis as
Alice with the probability of 50%

N -
N

Bring 50% QBER
when using the
mismatched basis

Heisenberg Uncertainty
Principle

-/[ Measure the information of a 1
V| quantum particle will introduce PSS

information

Quantum ___________________ l a detectable disturbance

mechanics Single photon

] Security

Non-cloning theory

Eli [ Eve can not get or copy the | Foundation
' same information carrier

-

Security threshold ~ 11%, P. W. Shor and J. Preskill, PRL 85, 441-444 (2000)



Optical
devices

: Authenticated
P sing  * 7 classicai channei

Transmitter Receiver

Photons are a natural carrier for quantum information

= LUIIE LUIIEIEIILE I.IIIH:.' » lfd[lhll’llbhlﬂll lUbb
* Easy to manipulate * Hard to be restored
* Multi-degree of freedom * Need specific transmission channel

* Plenty of off-the-shelf devices * A little expense
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Figure 5. Photographs of the SECOQC network node racks.




The resources required in QKD systems

Interface and
Photon source Photon manipulation Photon detector
auxiliary

Polarization + InGaAs

Narrow
» WCSsource -+ Phase e Si band filter

* Entanglement ¢ Time-bin . Ge - WDM

source :

« Frequency » Superconduc * Circulator

) g;aﬂnet:?;rd;, « Orbital angular ting materials . |solator
Al momentum « PMT . Faraday

2 Amp"tUde . Homodyne[H rotator

* Intensity etrodyne » Clocksync



Sources

The output of a laser in a given mode is described by a
coherent state of the field

T d 0

27

@)al = 2 Pln|w)ln)n]

P(n|w) = e *u/n! A
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Physical channels
Fiber links

- lo—afz’l(}

The value of a 1s strongly dependent on the wave-
length and 1s minimal in the two “telecom windows”

around 1330 nm (a=0.34 dB/km) and 1550 nm («
=().2 dB/km).

Free-space links




Detectors

TABLE I. Typical parameters of single-photon detectors: detected wavelength A, quantum efficiency
n. fraction of dark counts p,, repetition rate, maximum count rate, jitter, and temperature of opera-
tion T the last column refers to the possibility of distinguishing the photon numbers. For acronyms
and references, see text.

A Rep. Count Jitter !
Name (nm) 7 P4 (MHz) (MHz) (ps) (K) 1
APDs
Si 600 50% 100 Hz cwW 15 50-200 250 N
InGaAs 1550 10% 10 per gate 10 0.1 500 220 N
Self-differencing 1250 100 60
Others
VLIPC 650 5885 % 20 kHz cW 0.015 N.A. 6 b
SSPD 1550 0.9% 100 Hz cW N.A. 68 29 N

TES 1550 65% 10 Hz cw 0001  9x10? 0.1 Y




Distillation procedure of secure keys




QKD Software Suite and Protocols for the DARPA
Quantum Network

QKD Endpoint QKD Protoools

[Psec

Authentication
IKE

I Privacy
Amplification

‘ Entropy Estimation
=

Error Detection
H and Correction

it Sifting

Ortvar

!

Inkertace

Internet (public
channel}

Optical
Froocess Conlrol

Ciptical Hardware




Alice chooses a randomly a hashing function f, from some class F which is
universal,

provided Eve knows at most L bits of an N-bit string common to Alice and

an arbitrary security parameter, on which Eve has less than
bits of information on average.




Alice and Bob publicly compare the parities of blocks of their data,
and where these do not match, perform a bisective search within
the block to identify and discard the error







Applying a 0-1 m*N matrix to k, Alice and Bob obtain
a final m-bit key k’ about which Eve has an
exponentially small amount of information.

(strongly) universal,




- —Unmatched Bases; “stray” or

“lost” qubits

— Noise & Eaves-
dropping detected — Uses “cascade’
protocol — Reveals information to Eve

— reduces Eve's
knowledge obtained by previous EC

— Continuous to avoid

to initiate using shared keys

QKD/\ZE -%1%@%65, 5&
» QKDEELHE(SAY4HE]
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Decoy-state QKD




Decoy QKD Outline

Motivation and Introduction

Problem

Our Solution and its significance




1. Motivation and Introduction




Commercial Quantum Crypto products
available on the market Today!

MAGIQ TECH.

Presenting the ﬁrst

sraapas. :
Shhediioiiilenly « Distance over 100 km of

commercial Telecom fibers.

D QUANTIOU




Commercial Quantum Crypto products
available on the market Today!
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Laser sources

The output of a laser in a given mode is described by a
coherent state of the field

T d 0
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Security proof of BB84 protocol

ASSSUMPTIONS:

1. Source: Emits single photons. (No
multi-photons)

- ' =
absorptlon Ig channel)

3. Detecicis:ia) dedeciion efficiency.
(1 ')(\ 0/c)

X Qnri Va hQQIQ

CAIl 1T\/Jd & NUAWI

exactly 45 degrees.)




Reminder: Quantum No-cloning Theorem

Single-photon

IMPOSSIBLE




Problem: Photon-Number Splitting (PNS) attack

A multi-photon signal CAN be split.
(Therefore, insecure)

Summary: Single-photon good
Multi-photon bad!!

G Brassard, N Lutkenhaus, T Mor, B Sanders, Physical review letters 85, 1330 (20069/




QKD: Practice

double photons!

Question: Is QK D securein practice? "'\»r};
'z ‘r‘ _
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2. Define the problem




Big Problem: Nice guys come last

Alice:

Problems: 1) Multi-photon signals (bad guys) can be split.
2) Eve may suppress single-photon signals (Good guys).

Bob:

Eve

Signature of this attack: Multi-photons are mucb,\
more likely to reach Bob than single-photons "
(Nice guys come last)




Figures of merits in QKD

# of Secure bits per signal
(emitted by Alice)




GLLP Formula for key generation rate

Error correction Privacy amplification
Q, Is total # of detection events of signals.

IS # of detection events due to single photon states.
e, IS the bit error rate for single photon state.

f(e) > 1 is the error correction efficiency.

To prove security, one needs to lower bound Q, and
upper bound e,.




Prior Art Result

Consider the worst case scenario where

Il sighals received by Bob are bad

guys (Insecure, Multi-photon signal)

# of signalsreceived by Bob
> # of multi-photon signals emitted by Alice.

channel transmittance n




Big Gap between theory and practice of BB84
Theory Experiment

Prior art solutions (All bad):
Use Ad hoc secuirity:

Limit experimental parameters:

Better experimental equipment

Question: How can we make everyone happy J? *‘a?"‘f? :




Security: Quantum No-Cloning Theorem

Single-photon

IMPOSSIBLE




Problem: Photon-Number Splitting (PNS) attack

A multi-photon signal CAN be spilit.

- R o 1 11 )
ore, ure)

Summary: Single-photon good
Multi-photon bad!!




Problem: Photon-Number Splitting (PNS) attack

Alice:

Problems: 1) Multi-photon signals (bad guys) can be split.
2) Eve may suppress single-photon signals (Good guys).

Bob:

Eve

Signature of this attack: Multi-photons are much mose /4
likely to reach Bob than single-photons {7,
(Nice guys come last)




GLLP Formula for key generation rate

Error correction Privacy amplification
Q, Is total # of detection events of signals.

Q, IS # of detection events due to single photon states.
e, Is the bit error rate for single photon state.

f(e) > 1 is the error correction efficiency.

To prove security, one needs to lower bound Q, and
upper bound e;.




GLLP Formula for key generation rate

Consider the worst case scenario where all signals

»
aVa ™ al a -
Y Jd VUV DU O

To prevent this from happening, we need:

# of signhals received by Bob
> # of multi-photon signals emitted by Alice.

Consider channel transmittance n
For security, we use weak Poisson photon number
distribution: p = 0O (n)




Simulation results

Key parameter:
Wavelength: 1550nm
Channel loss: 0.2 dB/km
Signal error rate: 3.3%

‘\ L T N [ 9 w [ : . s _7 g = 9 - - =

Without Deccy Receiver |oss and detection
efficiency: 4.5%

QKD Is ONLY practical within 35 km fiber!}{» i

The experiment data for the ssimulation come from the paper:
C. Gobby, Z. L. Yuan, and A. J. Shields, Applied Physics Letters, (2004)




Decoy-state QKD

W.-Y. Hwang, Phys. Rev. Lett. 91, 057901 (2003)
H.-K. Lo, X.-F. Ma, and K. Chen, Phys. Rev. Lett. 94,
230504 (2005)

X.-B. Wang, Phys. Rev. Lett. 94, 230503 (2005)




Photon-Number Splitting (PNS) attack

Let us define Y, = yield
= conditional probability that a signal

Bob:

Eve:

For example, with PNS attack:
Y,=1 : all two-photon states are detected by Bob.
Y, =0 : all single-photon states are lost.

Yield for multi-photons may be much higher than single-photon y
o S #,
Is there any way to detect this? /e

<<







A solution: Decoy State (Toy Model)

Goal: Design a method to test

(I.e. transmittance) of multi-photons.
Method: Use two-photon states as decoys and test their yield.

Alice: N signals

Bob: x signals

Alice sends N two-photon signals to Bob.

A - a¥a Dol aWa'a a'a e aVla .AV —\IIRI
Al 1TU DU ©O A V UIZ—}\II\I.

|f Eve selectively sends multi-photons, Y, will be
abnormally large. Then, Eve will be caught!




Procedure of Decoy State QKD (Toy Model)

A) Signal state: Poisson photon number distribution,
coherent state a (at Alice).

1) Alice randomly sends either a signal state or decoy state
to Bob.

2) Bob acknowledges receipt of signals.

3) Alice publicly announces which are signal states and
which are decoy states.

4) Alice and Bob compute the transmission probability for
the signal states and for the decoy states respectively.

N
If Eve selectively transmits two-photons, an abnormaity. highi#
==

fraction of the decoy state B) will be received by Bobf \? =
Eve will be caught! + :




Practical problem with toy model

Problem: Making perfect two-photor
states Is hard, in practice

Solution: Make another mixture of
good and bad guys with a different
weight




Decoy state idea (Heuristic)

1) Signal state: Poisson photon number distribution: p~ 1

(at Alice). Mixture 1.
2) Decoy state: Poisson photon number distribution: p~ 2
(at Alice). Mixture 2

Hwang's heuristic idea (PRL-2003):

 |f Eve lets an abnormally high fraction of multi-photons go to
Bob, then decoy states will have an abnormally high
transmission probability.

Therefore, Alice and Bob can catch Eve! y

- -"’kf
W,
b . =
RN f a2
= o

&
=

W.-Y. Hwang, Phys. Rev. Lett. 91, 057901 (2003)

<<




Can we make things

rigorous and practical?

230504 (2005) y
X.-B. Wang, Phys. Rev. Lett. 94, 230503 (2005) “'\hq 4
=

<



Experimental observation

cannot

Y,(signal)=Y;(decoy)
e (signal)=e, (decoy)




Decoy-state ideas

Try every Poisson distribution ui!

\We propose that Alice switches power of
her laser up and down, thus producing as
decoy states Poisson photon number

distributions, u’s for all possible values of
u’s.

Each u gives Poisson photon number distribution:

QM) E(m)" P Y, n




Decoy-state ideas

Conclusion: We severely limit Eve’s
y

Any attempt by Eve to change any of (Y,, e,)‘s
will, in principle be caught.

Decoy QKD
W.-Y. Hwang, Phys. Rev. Lett. 91, 057901 (2003)

H.-K. Lo, X.-F. Ma, and K. Chen, Phys. Rev. Lett. 94,

230504 (2005)
X.-B. Wang, Phys. Rev. Lett. 94, 230503 (2005)




Compare the results with and without decoy states

Key parameter:
Wavelength: 1550nm
Channel loss: 0.2 dB/km
Signal error rate: 3.3%

Dark count: 8.5* 107 per pulse

| it ooy Receiver loss and detection
| efficiency: 4.5%

Even with imperfect photon source, one gets much higher

The experiment data for the ssmulation come from the paper:
C. Gobby, Z. L. Yuan, and A. J. Shields, Applied Physics Letters, (2004)




Practical decoy-state ideas

1. I\/Iaklng things rigorous (Combine with GLLP

U V DIOJ

2. Constraining dark counts (Detectors may claim to
have registered events even when the input is a
vacuum. These dark counts are often the limiting

actor to the distance of secure QKD. Usinc
vacuum as a decoy state to constrain the “dark
count” rate)

. Constructing a general theory with a finite number
of decoy states (bound Y, & e,)

~K. Lo, X.-F. Ma, and K. Chen, Phys. Rev. Lett. 94, 230504 (20@{;9
B.

H
X.-B. Wang, Phys. Rev. Lett. 94, 230503 (2005)




s FDecoy QKD

X.-F. Ma, B. Ql, Y. Zhao and H.-K. Lo, Practical decoy state for
quantum key distribution. Phys. Rev. A, 72, 012326 (2005)

X.-B. Wang, Decoy-state protocol for quantum cryptography with four
different intensities of coherent light. Phys. Rev. A, 72, 012322 (2005)
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Decoy QKD

« How to calculate lower bound Qi and upper bourTa‘“
« What are minimum number of decoy states?




O
X
O
>
®,
O
O
O
=




O
X
O
>
®,
O
O
O
=




Decoy QKD

CLLPHZER N THEZEZHEEZENMNNEESH: ETHREMNEE
S ZFNEQBER, BEEFSRIFZIWEFIQBER

GLLP: D. Gottesman, H.-K. Lo, N. Lutkenhaus,
and J. Preskill, Quantum Information and
Computation. 4 (5) 2004 325-360




Combining Decoy with GLLP

Nith the knowledge of yield Alice can
choose a much higher average photon number

W=0(1) .

ton rate R=0() -

n : transmittance ~ 103




Decoy QKD Summary

Decoy state BB84 allows:
acure bits per signal: O (r
where n . channel transmittance.
Distance > 100km

2. Easy to implement. Alice just switches
power of laser up and down (and
measure transmittance and error rate).

3. Theory and experiment go hand-in-

L )1 ) U
NANA TOr Stanaard obo4d duanitum Ke

distribution protocol.

4. A useful tool for other quantum
protocols!!
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A{E

~15IR7s (Decoy State) &F1

W.-Y. Hwang, Phys. Rev. Lett. 91, 057901 (2003);
H.-K. Lo, X.-F. Ma, and K. Chen, Phys. Rev. Lett. 94, 230504 (2005);

X.-B. Wang, Phys. Rev. Lett. 94, 230503 (2005).

MABRSHRZEBENESTIALI00AELL E!
HEFRFERTAIXIEERSEHANRBER

I 5% & g C. Gobby, Z.

L. Yuan, and A. J. Shields,
| Applied Physics Letters, 84,
3762 (2004) .

Without
Decoy




ETIHRSE FIBEHSE TR

20054, % — >4 0K~ 15km .42 St 47 18 i (Hoi-Kwong Lo# % AF L 41)

Y. Zhao et al., Phys.Rev.Lett. 96,070502 (2006)
2006, E A IPSASDAR A EI T A L1002 T 53S0 2 T81F

* % £F 2% 28 (telecom wavelength)

& B4R/ 3 AR EFILAT R 4(102km)
C.-Z. Peng et al., Phys.Rev.Lett. 98,010505(2007)

% ELos AlamosE R £ 2% #=NIST: R. Hughes (107km)
D. Rosenberg et al., Phys.Rev.Lett. 98,010503(2007)

‘EERZEEZFEE
BRI BEA-52 8848 . H. Weinfurter & A. Zeilinger (144km)
1. Schmitt-Manderbach et al.,Phys.Rev.Lett. 98,010504(2007)
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FIG. 1 (color online). Schematic of the experimental setup in
our system. Inside Bob (Jr. Alice): Components in Bob’s
(Alice’s) package of id Quantique QKD system. Our modifica-

tions: CA, compensating AOM: CG, compensating generator; BEEHIEMIRLE(102km)
DA, decoy AOM; DG, decoy generator. Orlglqal QKD system: C.-Z. Peng et al., Phys.Rev.Lett.
LD, laser diode; APD, avalanche photon diode; &;, phase 98,010505(2007)

modulator; PBS. polarization beam splitter; PD, classical photo
detector; DL. delay line: FM, faraday mirror. Solid line, SMF28

single mode optical fiber; dashed line, electric cable. Two-Detectar Scheme
PC
: Hps— e Alice Bob : :

Hoi-Kwong LoE & 5tH (15km) decoy: B SME -BNE-° oo,
\((2 ggg)o et al., Phys.Rev.Lett. 96,070502 gz v oas - Dectorscheme |
K [Jron-E—, A N

Signal:"i‘{;'— 2 TP u - PBS —

: ;F;;m |np.cH|-wA| |nrhe| RNG :

Test ;|40 00l - (G - (B0 - - [RG 3ov N

------------------- : BI.JGB [.I;B-I.-.IB-B------------------
4% [ Computer | Electronics

FIG. 1. Schematic diagram of the experimental setup. Solid
lines and dashed lines represent the optical fiber and electric
cable, respectively. See the text for the abbreviations.
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sion system. PPLN: periodically-poled LINbO,;, AOM: acousto-
optical-modulator, WDM: wavelength-division multiplexing,
0OS: optical switch, TC: time chopper, BS: beam-splitter, FM:
Faraday Mirror, PM: phase modulator, DL: delay line, QC': quan-
tum channel, SPLY: single-photon detector, CB: control board.
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TABLE II. List of decoy-state QKD experniments and their performance.

Reference Clock rate Encoding Channel Maximal distance Key rate (bits/s) Year
Zhao er al. (2006a, 2006b) 5 MHz Phase Fiber 60 km 4225 2006
Peng et al. (2007) 2.5 MHz Polarization Fiber 102 km 8.1 2007
Rosenberg et al. (2007) 2.5 MHz Phase Fiber 107 km 14.5 2007
Schmitt-Manderbach er al. (2007) 10 MHz Polarization Free space 144 km 12.8° 2007
Yuan, Sharpe, and Shields (2007) 7.1 MHz Phase Fiber 25.3 km 55K 2007
Yin ef al. (2008) 1 MHz Phase Fiber 123.6 km 1.0 2008
Wang er al. {ZU{]E}h 0.65 MHz Phase Fiber 25 km 0.9 2008
Dixon er al. (2008) 1 GHz Phase Fiber 100.8 km 10.1 K 2008
Peev et al. (2009) 7 MHz Phase Fiber network 33 km 31K 2009
Rosenberg et al. (2009) 10 MHz Phase Fiber 135 km 0.2 2009
Yuan et al. (2009) 1.036 GHz Phase Fiber 100 km 10.1 K 20009
Chen et al. (2009) 4 MHz Phase Fiber network 20 km 1.5 K 2009
Liu er al. (2010) 320 MHz Polarization Fiber 200 km 15.0 2010
Chen er al. (2010) 320 MHz Polanzation Fiber network 130 km 02K 2010
Sasaki er al. (2011) | GHz Phase Fiber network 45 km 304.0 K 2011
Wang et al. (2013) 100 MHz Polarization Free space 96 km 48.0 2013
Frohlich er al. (2013) 125 MHz Phase Fiber network 19.9 km 431 K 2013
Lucamarini et al. (2013) 1 GHz Phase Fiber 80 km 120.0 K 2013
Frihlich er al. (2017) | GHz Phase Fiber 240 km" 8.4 2017
Liao er al. (2017a) 100 MHz Polarization Free space 1200 km 1.1 K 2017
Yuan er al. (2018) 1 GHz Phase Fiber 2 dB 13.7 M 2018
Boaron er al. (2018) 2.5 GHz Time bin Fiber 421 km" 6.5 2018

“Asymptotic key rate.

"Heralded single-photon source.

“Ultra-low-loss fiber.

Feihu Xu et al., Secure quantum key distribution with realistic devices,

Rev. Mod. Phys. 92, 025002 (2020).
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Photon-number-splitting (Brassard et al., 2000; Lutkenhaus,
2000)

Sour ce/Detection Tar get component Manner

Source

WCP (multi-photons) Theory

Detector fluorescence (Kurtsiefer et al., 2001) Detection Detector Theory 2001
Faked-state (Makarov et al., 2006; Makarov and Hjelme, 2005) Detection Detector Theory 2005
Trojan horse (Gisin et al., 2006; Vakhitov et al., 2001) Source&Detection Backflection light Theory 2006
Time shift (Qi et al., 2007; Zhao et al., 2008) Detection Detector Experiment 2007
Time side-channel (Lamas-Linares and Kurtsiefer, 2007) Detection Timing information Experiment 2007
Phase remapping (Fung et al., 2007; Xu et al., 2010) Source Phase modulator Experiment 2010
Detector blinding (Lydersen et al., 2010b; Makarov, 2009) Detection Detector Experiment 2010
Detector blinding (Gerhardt et al., 2011a,b) Detection Detector Experiment 2011
Detector blinding (Lydersen et al., 2011; Wiechers et al., 2011) Detection Detector Experiments 2011
Faraday mirror (Sun et al., 2011) Source Faraday mirror Theory 2011

avelength (Huang et al., 2013; Li et al., 2011) Detection Beam-splitter Experiment 2011
Dead-time (Henning et al., 2011) Detection Detector Experiment 2011
Channel calibration (Jain et al., 2011) Detection Detector Experiment 2011
Intensity (Jiang et al., 2012; Sajeed et al., 2015b) Source Intensity modulator Experiment 2012
Phase information (Sun et al., 2012, 2015; Tang et al., 2013) Source Phase randomization Experiment 2012
Memory attacks (Barrett et al., 2013) Detection Classical memory Theory 2013
Local oscillator (Jouguet et al., 2013; Ma et al., 2013) Detection Local oscillator Experiment 2013
Trojan horse (Jain et al., 2014, 2015) Source&Detection Backflection light Experiment 2014
Laser damage (Bugge et al., 2014; Makarov et al., 2016) Detection Detector Experiment 2014
Detector saturation (Qin et al., 2016) Detection Homodyne detector Experiment 2016

Pattern effect (Yoshino et al., 2018) Source Intensity modulator Experiment 2018

F. Xu, X. Ma, Q. Zhang, H.-K. Lo, J.-W. Pan, Review of Modern Physics, 92, 025005@0’)’?- o
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Hacking commercial quantum cryptography
systems by tailored bright illumination

Lars Lydersen'®*, Carles Wiechers?®5, Christoffer Wittmanr®4, Dominique Elser?#, Johannes Skaar'?
and Vadim Makarov!'

The peculiar properties of quantum mechanics allow two
remote parties to communicate a private, secret key, which is
protected from eavesdropping by the laws of physics'%. So-
called quantum key distribution (QKD) implementations

always rely on detectors to measure the relevant quantum prop-
erty of single photons®. Here we demonstrate experimentally
that the detectors in two commercially available QKD
systems can be fully remote-controlled using specially tailored
bright illumination. This makes it possible to tracelessly acquire
the full secret key; we propose an eavesdropping apparatus
built from off-the-shelf components. The loophole is likely to
be present in most QKD systems using avalanche photodiodes
to detect single photons. We believe that our findings are
crucial for strengthening the security of practical QKD, by iden-
tifying and patching technological deficiencies.
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Photodiode (P-N junction)

* P-Njunction; input photon creates e-h palir,
pushing e into conduction band

 P-layer collects holes, N-layer collects
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drift and diffusion repions are indicated by 1 and 2, respectively.
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Avalanche photodiode (APD)

 High reverse-bias voltage enhances the E field

 Electrons and holes excited by the photons are accelerated in
the strong E field

« Collisions causing impact-ionization of more electron-hole pairs

Flectron energy

Figure 17.4-1 Schematic representation of the multiplication process in an APD.




Operation modes of photodiode

@ Ordinary mode

#® Linear-mode APD

@® Geiger-mode APD
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Superconducting Nano-wire (SNSPD)
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Single-photon detectors for optical quantum

information applications
Robert H. Hadfield
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NEW found security loophole : imperfect single-photon detectors

Blinding attack: can fully control detectors by specially tailored
strong light [Lydersen et al., Nature Photonics 4, 686 (2010)]




Measurement Device Independent (MDI)-QKD

Immune to any attacks on detector




Measurement Device Independent (MDI)-QKD

Dy, Measur‘ement D,y ": rﬂl[l - 1d.,] [ NG, 05 AL 1, /I O, DA )
device & :

: : where Q.. and E.. denote, respectively, the gain and

PBS : QBER in the rectilinear basis (i.e., Qe = 3, On2,

g ¢ ) E and Ert:r.t ZH mQ;Lf: # m/QreLl} f(EreLi} =1 is an inef-

ZV ficiency function for the error correction process, and

H(x) = —xlog,s(x) — (1 — x)log,(1 — x) is the binary
*trannnsnaplunanrnnnnnanaiNannnanas " Shannon entropy function.

4 7N RN “
Decoy-IM J [ Decoy-IM ]

\__Alice \. Bob

First, we have implicitly assumed that the deco}r-state
method can be used to estimate the gain QL. and the
QBER edmg Second, we need to evaluate the secret key
rate given by Eq. (1) for a realistic setup. Let us tighten up
these loose ends here. Indeed, it can be shown that the
technique to estimate the relevant parameters in the key
rate formula is equivalent to that used in standard decoy-
state QKD systems (see supplemental material for details

Lo et al., PRL 108, 130503 (2012)



Measurement Device Independent (MDI)-QKD

Since coincidence detection is needed, the detection efficiency is important

Typical efficiency of single-photon
InGaAs/InP APD at communication MDI-QKD in 50km fiber
wavelength (1550nm): 10% Can achieve a transmission of
Low noise up-conversion detector: 34% more than 400km:gl{rep:_[ .
— Increase coincidence probability for ‘
~11 times
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Measurement Device Independent (MDI)-QKD

Requirement: high-precision interference between two remote independent
lasers A relative timing jitter after hundreds km fiber < 10ps

First experiment (50km):

Extended distance:




Measurement Device Independent (MDI)-QKD

TABLE III.  List of MDI-QKD experiments and their performance.

Distance Key rate
Reference Clock rate Encoding or loss (bits/s) Year Notes
Rubenok ef al. (2013)° 2 MHz Time hin 81.6 km 0.24° 2013 Field-installed fiber
Liu et al. (2013) 1 MHz Time bin 50 km 0.12 2013 First complete demonstration
Ferreira da Silva et al. (2013)" 1 MHz  Polarization 17 km 1.04° 2013 Multiplexed synchronization
Z. Tang et al. (2014) 0.5 MHz  Polarization 10 km 47 x 107 2014  Active phase randomization
Y.-L. Tang et al. (2014) 75 MHz  Time bin 200 km 0.02 2014 Fully automatic system
Tang et al. (2015) 75 MHz Time hin 30 km 16.9 2015 Field-installed fiber
C. Wang er al. (2015) 1 MH=z Time bin 20 km §:3" 2015 Phase reference free
Valivarthi et al. (2013) 250 MHz Time bin 60 dB 5x 1072 2015  Test in various configurations
Pirandola et al. (2015) 10.5 MHz Fhase 4 dB 0.1 2015 Continuous variable
Y.-L. Tang et al. (2016) 75 MHz  Time bin 55 km 16.5 2016 First fiber network
Yin er al. (2016) 75 MHz  Time bin 404 km 3.2x107*% 2016  Longest distance
G.-Z. Tang et al. (2016) 10 MHz  Polarization 40 km 10 2016  Include modulation errors
Comandar et al. (2016)" 1 GHz  Polarization 102 km 4.6 K 2016  High repetition rate
Kaneda et al. (2017)* 1 MH=z Time bin 14 dB (.85 2017 Heralded single-photon source
C. Wang ef al. (2017) 1 MHz  Time bin 20 km 6.3 x 107% 2017  Stable against polarization change
Valivarthi ef al. (2017) 20 MHz  Time bin 80 km 100 2017 Cost-effective implementation
H. Liu et al. (2018) 50 MH= Time hin 160 km 2.6° 2018 Phase reference free
H. Liu ef al. (2019) 75 MHz  Time bin 100 km 14.5 2019  Asymmetric channels
Wei et al. (2019) 1.25 GHz  Polanization 20,4 dB 6.2 K 2019  Highest repetition or key rate

:Nn random modulations.
Asymptotic key rate.

Feihu Xu et al., Secure quantum key distribution with realistic devices

Rev. Mod. Phys. 92, 025002 (2020).




