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Secure quantum key distribution with realistic devices

Feihu Xu, Xiongfeng Ma, Qiang Zhang, Hoi-Kwong Lo, and Jian-Wei Pan
Rev. Mod. Phys. 92, 025002 — Published 26 May 2020

https://journals.aps.org/rmp/abstract/10.1103/RevModPhys.92.025002
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Figare 30 A Blerchley Fark borabe in action

1920s German Enigma Machine 1940 Allied code-breaking machine
10 million billion possible combinations! “bombe”
L ooked unbreakable. Enigma Broken!
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What i1s QKD?

® Quantum Key Distribution is simultaneous
generation of identical bit sequences In
two distinct locations with quantum
physical methods

#In theory, quantum technology guarantees
unconditional security

#® QKD enables the implementation of a
perfectly secure secret channel

18
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Alice Diagonal
Diagonal detector basis
polarization R, :
Horizontal-vertical

polarization filters
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Light source ‘ | |
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Alice’s bit sequence 00
B £3 X+ EX X
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Bob’s detection basis X|
Bob’s measurement 1 0
Retained bit sequence 1

100
-1-0

Image reprinted from article: W. Tittel, G. Ribordy & N. Gisin, "Quantum cryptography,” Physics World, March 1998
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Quantum Key Distribution

A protocol that enables Alice and Bob to set up a
secure secret key, provided that they have:
@ A guantum channel, where Eve can read and
modify messages

@ An authenticated classical channel, where Eve
can read messages, but cannot tamper with
them (the authenticated classical channel can
be ssimulated by Alice and Bob having avery
short classical secret key)
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BB84 171

The main issue in cryptography is how to establish a secret key
between Alice and Bob. This is a string of zeros and ones which is
In the possession of both parties, but is not known to any other
unwanted parties—that is, eavesdroppers.

The BB84 protocol begins with Alice choosing a random string X, . . . X, of
bits to send to Bob.

Bit
Value

L4
0

1 | *#2 | 43
& L

In order to prevent an eavesdropper from reading the bits, Alice
randomly chooses to write each bit x; as a qubit |y ;) in either the
rectilinear basis as |0) or |1) or in the diagonal basis as |+) or |-

Classical value 0 1 1 0
Alice’s basis + X + X
Quantum encoding | 1) = [0) | [¢o2) = |—) | |[W3) = |1) | |wba) =

+)




A logical “zero” is encoded either as |0) or |+ ) , while a logical
“one” is encoded as |1) or |-) .

BB84 171

Classical value | 0 1 1 0
Alice’s basis — X + X
Bob’s basis 7S X 4 s
In agreement | No | Yes | Yes | No

|[H), codes for 0,,
+) V), codes for 1.
+45), codes for 0,

—45),

| +45) = (1\2)(|H) £ |V))

codes for 1.
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The BB84 QKD protocol

: Alice chooses (4 + 0)n random data bits.
. Alice chooses a random (4 + d)n-bit string b. She encodes each data bit as

{10}, |1)} if the corresponding bit of bis 0 or {|+), |—)} if b is 1.

: Alice sends the resulting state to Bob.

Bob receives the (4 + 0)n qubits, announces this fact, and measures each
qubit in the X or Z basis at random.

. Alice announces b.
: Alice and Bob discard any bits where Bob measured a different basis than

Alice prepared. With high probability, there are at least 2n bits left (if not,
abort the protocol). They keep 2n bits.

: Alice selects a subset of n bits that will to serve as a check on Eve’s

interference, and tells Bob which bits she selected.

: Alice and Bob announce and compare the values of the n check bits. If

more than an acceptable number disagree, they abort the protocol.

: Alice and Bob perform information reconciliation and privacy amplifica-

tion on the remaining n bits to obtain m shared key bits.
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Security Issue

To serve as a secure key In cryptographic uses,
there are two criteria:

e (a) Alice and Bob share the same key;
that Is, an identical key.

e (b) Eve has no information about the
key; that Is, a secure key.



@®

Is QKD secure?

Dominic Mayers and subsequently by others, including Eli
Biham and collaborators and Michael Ben-Or prove that
the standard BB84 protocol is secure (1995).

Hoi-Kwong Lo and H. F. Chau, prove the security of a
new QKD protocol that uses guantum error-correcting
codes. The approach allows one to apply classical
probability theory to tackle a quantum problem directly. It
works because the relevant observables all commute with
each other. While conceptually simpler, this protocol
requires a quantum computer to implement (1995).

The two approaches have been unified by Peter Shor and
John Preskill, who showed that a quantum error
correcting protocol could be modified to become BB84
without compromising Iits security.
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polarization filters
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Alice’s bit sequence 00
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Bob’s detection basis X|
Bob’s measurement 1 0
Retained bit sequence 1

100
-1-0

Image reprinted from article: W. Tittel, G. Ribordy & N. Gisin, "Quantum cryptography,” Physics World, March 1998



QKDZ2 £ 14-QBER

Intercept-resend attack when Alice sends single photons to Bob
Eavesdropping will bring 25% Bob

Alice q”%‘gﬁﬁ%ﬁ%’g;ﬁ VAIER) Bring no QBER when
& Bﬂ-b__, . :
.!. x i using the same basis
| >
T N X
‘ eavesdrppper Eve Bring 50% QBER
Eve will select the same basis as when using the

Alice with the probability of 50% iilernarsbiad bnets

~ Heisenberg Uncertainty } /l Measure the information of a

Principle quantum particle will introduce

TP a detectable disturbance gl
_Hﬂ'll'll. ----------------------------- 1 '. J sﬂﬂurlty
mechanics Single photon E

../ Eve can not get or copy the Foundation
same information carrier .

Non-cloning theory

Security threshold ~ 11%, P. W. Shor and J. Preskill, PRL 85, 441-444 (2000)



INSCOKD A %

r Eavesdropper

_________________________________________________________________________ g
Photon | Optical Fiber or free Optical Bl Single photon
- space devices |[ammd  detector
Pre and post Authenticated Pre and post I
processing N classical channel s processing
Transmitter Receiver

Photons are a natural carrier for quantum information

* Long coherence time
* Easy to manipulate

* Multi-degree of freedom
* Plenty of off-the-shelf devices

* Transmission loss
* Hard to be restored
* Need specific transmission channel

* A little expense
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The resources required in QKD systems

_ . Interface and
Photon source Photon manipulation Photon detector “

[ || —
* Polarization ¢ InGaAs . Natrou
 WCSsource <+ Phase e Si band filter
» Entanglement ¢ Time-bin . Ge * WDM
SRR * Frequency « Superconduc °* Circulator
C ket | Orbital angular ting materials . |gojator
NV center, et
. momentum e PMT . TaraAag
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« Amplitude + Homodyne/H rotator
. Intensity etrOdyne : CIOCksynC



Sources

The output of a laser in a given mode is described by a
coherent state of the field,

1

o0
— . o
Vue'?) =|ay=e*?2, —|n)
n=0 V!

where u=|a?| is the average photon number

T d 0
. f D) el =S, Pl lnyinl
( n

-

P(n|w)=e*u'/n!



Physical channels
Fiber links

o 1(‘)—(1'(';"1{)

The value of a 1s strongly dependent on the wave-
length and 1s minimal in the two “telecom windows”

around 1330 nm (a=0.34 dB/km) and 1550 nm (a
=().2 dB/km).

Free-space links



Detectors

TABLE I. Typical parameters of single-photon detectors: detected wavelength A, quantum efficiency
n. fraction of dark counts p,, repetition rate, maximum count rate, jitter, and temperature of opera-
tion T the last column refers to the possibility of distinguishing the photon numbers. For acronyms
and references, see text,

A Rep. Count Jitter { i
Name (nm) 7 Pd (MHz) (MHz2z) (ps) (K) n
APDs
Si 600 50% 100 Hz W 15 50-200 250 N
InGaAs 1550 10% 10-3 per gate 10 0.1 500 220 N
Self-differencing 1250 100 60
Others
VLPC 650 5885 % 20 kHz CW 0.015 N.A. 6 b 4
SSPD 1550 0.9% 100 Hz W N.A. 68 29 N
TES 1550 65% 10 Hz CW 0.001 9x10* 0.1 Y




Distillation procedure of secure keys

real-time data acquisition
key sifting

error estimation

© © © ¢

error detection and correction
(reconciliation) one-way, two-way

C

privacy amplification



QKD Software Suite and Protocols for the DARPA
Quantum Network

QKD Endpoint QKD Protoools
[Psen ] ]
Authentication
IKE
I Privacy

Amplification

Entropy Estimation

P Error Detection
= H and Correction

Eieret Ehuma — Sifting
Driver Orivar
—— |
Internet (public Inerlaca
channel) Cptical
Frocess Conlrol

Ciptical Hardware




Distill protocols for secret key

Error correction
One can use the algorithm CASCADE

Ref. Brassard G. and Salvail, L., 1993, Secret-Key Reconciliation by Public Discussion,
proceedings of EUROCRYPT'94, Lecture Notes in Computer Science, 765, Springer-Verlag,
410-423.

Channel authentication
Protocol authentication algorithm should be implemented

Privacy amplification

Alice chooses a randomly a hashing function f, from some class F which is
universal, N N LS
f:{01}" ® {01}

provided Eve knows at most L bits of an N-bit string common to Alice and
Bob, they can publicly distill a shorter string of length m=N-L-S where Sis
an arbitrary security parameter, on which Eve has less than -
bits of information on average.




Error Correction

We suggest the following algorithms:

(After obtaining experimentally measured Q, and E , and estimated
lower bound for Q, and upper bound e, of single photons)

Q, Is total # of detection events of signals.

E, Is overall bit error rate of signals.

Q, Is# of detection events due to single photon states.

e, Is the bit error rate for single photon state.

1. Using CASCADE procedure
Alice and Bob publicly compare the parities of blocks of their data,
and where these do not match, perform a bisective search within
the block to identify and discard the error

Refs. Brassard G. and Salvail, L., 1993, Secret-Key Reconciliation by Public Discussion,
proceedings of EUROCRYPT'94, Lecture Notes in Computer Science, 765, Springer-
Verlag, 410-423.

C. H. Bennett, F. Bessette, G. Brassard, L. Salvail, and J. Smolin, Experimental guantum
cryptography, J. Cryptology, vol. 5, 3 1992 .



Privacy amplification

The privacy amplification depends:

@
@
@

Quantum bit error rate (QBER)
Nature of the photon source

Real life quantum channel properties (e.g.
for single photon error rate and signal
gain estimated from decoy states)

Eavesdropping



Privacy amplification (theory)

From unconditional security proof, we can use a linear hash
function to N-bit key k

Applying a 0-1 m*N matrix to k, Alice and Bob obtain
a final m-bit key k’ about which Eve has an
exponentially small amount of information.

Use good hashing function
Alice chooses a randomly a hashing function f, from some class F which is
(strongly) universal,

f{oL" ® {o}™+s

provided Eve knows at most L bits of an N-bit string common to Alice and
Bob, they can publicly distill a shorter string of length m=N-L-S where Sis
an arbitrary security parameter, on which Eve has less than -
bits of information on average.



S45: QKD process

® Sifting —Unmatched Bases; “stray” or HEREE
“lost” qubits “ G 39

@® Error Correction — Noise & Eaves-

. (S¥IN BN
dropping detected — Uses “cascade” s
protocol — Reveals information to Eve L
so need to track this. S

#® Privacy Amplification — reduces Eve’s I
knowledge obtained by previous EC T T
# Authentication — Continuous to avoid =~~~ ##iiiE
man-in-middle attacks — not required b
to initiate using shared keys 7~ B
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Decoy-state QKD




Decoy QKD Outline

Motivation and Introduction
Problem

Our Solution and its significance



1. Motivation and Introduction




Commercial Quantum Crypto products
available on the market Today!

MAGIQ TECH.

Presenting the first

sraapas. .
Shhediioiiilenly « Distance over 100 km of

commercia Telecom fibers.

ID QUANTIQUE




Commercial Quantum Crypto products
available on the market Today!
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Laser sources

The output of a laser in a given mode Is described by a
coherent state of the field,

1

o0
— . o
Vue'?) =|ay=e*?2, —|n)
n=0 V!

where u=|a?| is the average photon number

T d 0
. f D) el =S, Pl lnyinl
( n

-

P(n|w)=e*u'/n!



Security proof of BB84 protocol

Alice Bob
ASSSUMPTIONS:

Source: Emits perfect single photons. (No
multi-photons)

Channel: noisy but lossless. (No
absorption in channel)

Detectofsua X@éw@ewj'em&on eff|C|ency

Mﬁ 84), Lo m-computing protocol),
( (BBS4) Ben-Or (BB84), Shor-Preskill (BB84), .

exactly 45 degrees.)



Reminder: Quantum No-cloning Theorem

@® An unknown quantum state CANNOT
be cloned. Therefore, eavesdropper,
Eve, cannot have the same Iinformation
as Bob.

# Single-photon signals are secure.
a a a

/X

IMPOSSIBLE




Problem: Photon-Number Splitting (PNS) attack

A multi-photon signal CAN be split.
(Therefore, insecure)

a a a

—

Bob

—

Splitting attack

|
|
|
|
—
|
|
|
|
|
|
|
|
|
|
|

. a
Alice

—

Eve

Summary: Single-photon good i
Multi-photon bad!! i

G Brassard, N Lutkenhaus, T Mor, B Sanders, Physical review letters 85, 1330 (2000)



QKD: Practice
Reality:

1. Source: (Poisson photon number distribution)
Mixture. Photon number = k with probability:
Some signals are, in fact, double photons!

2. Channel: Absorption inevitable. (e.g. 0.2 dB/km)

3. Detectors:

(a) Efficiency ~30% for Telecom wavelengths

(b) “Dark counts”: Detector’s erroneous fire.
Detectors will claim to have detected signals with
some probability even when the input is a vacuum.

4. Basis Alignment: Minor misalignment inevitable.

J—{Ff

k!

Question: Is QKD secure in practice?




2. Define the problem




Big Problem: Nice guys come last

Allce [ % [ % [ [ % [ % [ %
Problems: 1) Multi-photon signals % (bad guys) can be split.
2) Eve may suppress single-photon sighals ® (Good guys).
- = = f—1 p—e
OD.
:gﬁg! :%: |§$3| |§$3|
cve e e 3 o X - e
L.—.I L.—.I . —

Eve may disquise herself as absorption in channel.
QKD becomes INSECURE as Eve has whatever Bob has.

Signature of this attack: Multi-photons are much
more likely to reach Bob than single-photons
(Nice guys come last)




Figures of merits in QKD

® # of Secure bits per signal
(emitted by Alice)

How many final key that Alice
and Bob can generate?

» (Maximal) distance of secure QKD.

How far apart can Alice and Bob
be from each other?



GLLP Formula for key generation rate

S> %{—Qﬂ -S(E)-H(E)+ O [1-H,(e)]

Error correction Privacy amplification

Q, Is total # of detection events of signals.

E, Is overall bit error rate of signals.
Q IS # of detection events due to single photon states.

e, IS the bit error rate for single photon state.

f(e) = 1is the error correction efficiency.

To prove security, one needs to lower bound Q, and
upper bound e;.

GLLP: D. Gottesman, H.-K. Lo, N. Lutkenhaus, and J. Preskill, Quantum Information
and Computation. 4, 325-360, quant-ph/0212066 (2004)



Prior Art Result

Consider the worst case scenario where
all signals received by Bob are bad
guys (Insecure, Multi-photon signal)

To prevent this from happening, we need:

# of signals received by Bob
> # of multi-photon signals emitted by Alice.

Consider channel transmittance n
For security, we use weak Poisson photon number
distribution: p = O (n).

Secure bits per signal S= O (n?).

GLLP: D. Gottesman, H.-K. Lo, N. Lutkenhaus, and J. Preskill, Quantum Information
and Computation. 4, 325-360, quant-ph/0212066 (2004)



Big Gap between theory and practice of BB84
Theory Experiment
Key generationrate: S= O (n?). S=0 (n).
Maximal distance: d~ 35km. d >120km.

Prior art solutions (All bad):

Use Ad hoc security: Defeat main advantage of Q. Crypto.
. unconditional security. (Theorists unhappy L..)

Limit experimental parameters: Substantially reduce
performance. (Experimentalists unhappy L..)

Better experimental equipment (e.g. Single-photon source.
Low-loss fibers. Photon-number-resolving detectors):
Daunting experimental challenges. Impractical in near-
future. (Engineers unhappy L..)

Question: How can we make everyone happy J?




Security: Quantum No-Cloning Theorem

#® An unknown quantum state CANNOT
be cloned. Therefore, Eve cannot have
the same information as Bob.

® Single-photon signals are secure.

- a a - a

X /

IMPOSSIBLE

—
|




Problem: Photon-Number Splitting (PNS) attack

A multi-photon signal CAN be split.
(Therefore, iInsecure)
a a

a

—

Bob

|
|
|
|
l—
- |
|
|
|
|
|
|
|
|
|
|

Splitting attack

. a
Alice

—

Eve

Multi-photon bad!!

Summary: Single-photon good i

G Brassard, N Lutkenhaus, T Mor, B Sanders, Physical review letters 85, 1330 (2000)



Problem: Photon-Number Splitting (PNS) attack

Alice: o IE oo Mx oo o Ir oo x o Wk

Problems: 1) Multi-photon signals % (bad guys) can be split.
2) Eve may suppress single-photon sighals ® (Good guys).
r—-1 r—-1 r'—:=1 r—n
Bob: ISVl 13| | | | |
Eve o I3fEi e I3frie o 3% !%!-!%!
: L.—.I . .

Eve may disguise herself as absorption in channel.
QKD becomes INSECURE as Eve has whatever Bob has.

Signature of this attack: Multi-photons are much more
likely to reach Bob than single-photons
(Nice guys come last)




GLLP Formula for key generation rate

S> %{—Qﬂ -S(E)-H(E)+ O [1-H,(e)]

Error correction Privacy amplification

Q, Is total # of detection events of signals.

E, Is overall bit error rate of signals.
Q, is # of detection events due to single photon states.

e, Is the bit error rate for single photon state.

f(e) = 1is the error correction efficiency.

To prove security, one needs to lower bound Q, and
upper bound e;.

GLLP: D. Gottesman, H.-K. Lo, N. Lutkenhaus, and J. Preskill, Quantum Information
and Computation. 4, 325-360, quant-ph/0212066 (2004)



GLLP Formula for key generation rate

Consider the worst case scenario where all signals
received by Bob are Multi-photon signal

To prevent this from happening, we need:

# of signals received by Bob
> # of multi-photon signals emitted by Alice.

Consider channel transmittance n
For security, we use weak Poisson photon number
distribution: gy = O (n)

Longer distance needs much smaller p!

Secure bits per signal S= O (n?)

GLLP: D. Gottesman, H.-K. Lo, N. Lutkenhaus, and J. Preskill, Quantum Information
and Computation. 4, 325-360, quant-ph/0212066 (2004)



Secure Bit per Signal

Simulation results

| Without Deocy

7| |

Key parameter:
Wavelength: 1550nm
Channel loss: 0.2 dB/km
Signal error rate: 3.3%
Dark count: 8.5*%10-7 per pulse
Receiver |oss and detection
efficiency: 4.5%
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QKD is ONLY practical within 35 km fiber!!

The experiment data for the ssimulation come from the paper:
C. Gobby, Z. L. Yuan, and A. J. Shields, Applied Physics Letters, (2004)



Decoy-state QKD

W.-Y. Hwang, Phys. Rev. Lett. 91, 057901 (2003)
H.-K. Lo, X.-F. Ma, and K. Chen, Phys. Rev. Lett. 94,
230504 (2005)

X.-B. Wang, Phys. Rev. Lett. 94, 230503 (2005)



Photon-Number Splitting (PNS) attack

Let us define Y, = yield
= conditional probability that a signal
will be detected by Bob, given that it is
emitted by Alice as an n-photon state.
=" r—-1 rr—:=1 r-—:1

Bob: :i’;’}: :%: |§"£g |§:£3|
e R R W R

For example, with PNS attack:
Y,=1 : all two-photon states are detected by Bob.
Y, =0 : all single-photon states are lost.

Yield for multi-photons may be much higher than single-photon

Is there any way to detect this?






A solution: Decoy State (Toy Model)

Goal: Design a method to test
experimentally the yield

(.e. transmittance) of multi-photons.
Method: Use two-photon states as decoys and test their yield.

Alice: N signals 3,:,-:3 3,;':3 3%3 % %%%
Bob: x signals 3:,‘:3 % % %

Alice sends N two-photon signals to Bob.
Alice and Bob estimate the yield Y, = x/N.

If Eve selectively sends multi-photons, Y, will be
abnormally large. Then, Eve will be caught!




Procedure of Decoy State QKD (Toy Model)

A) Signal state: Poisson photon number distribution,
coherent state a (at Alice).

B) Decoy state: = two-photon signals

1) Alice randomly sends either a signal state or decoy state
to Bob.

2) Bob acknowledges receipt of signals.

3) Alice publicly announces which are signal states and
which are decoy states.

4) Alice and Bob compute the transmission probability for
the signal states and for the decoy states respectively.

If Eve selectively transmits two-photons, an abnormally high
fraction of the decoy state B) will be received by Bob.
Eve will be caught!



Practical problem with toy model

®Problem: Making perfect two-photon
states Is hard, in practice

#®Solution: Make another mixture of
good and bad guys with a different
weight




Decoy state idea (Heuristic)

1) Signal state: Poisson photon number distribution: p~ 1
(at Alice). Mixture 1.

2) Decoy state: Poisson photon number distribution: g~ 2
(at Alice). Mixture 2

Hwang’s heuristic idea (PRL-2003):

 If Eve lets an abnormally high fraction of multi-photons go to
Bob, then decoy states will have an abnormally high

transmission probabillity.

 Therefore, Alice and Bob can catch Eve!

W.-Y. Hwang, Phys. Rev. Lett. 91, 057901 (2003)



Can we make things
rigorous and practical?

YES!

H.-K. Lo, X.-F. Ma, and K. Chen, Phys. Rev. Lett. 94,
230504 (2005)
X.-B. Wang, Phys. Rev. Lett. 94, 230503 (2005)



Experimental observation

2 n
Yield: O(u)=Ye"+Ye " u+ Yze_“(ﬂ/z) +..+Ye“(# )t

’) n
Error Rate E(u)=Ye e, +Ye" e + Y, (.!1/2)6'2 +..+Ye” (“ 7! Je, +....

If Eve cannot treat the decoy state any differently from a signal state

Yn(signal)=Y,,(decoy)
€,(signal)=e,(decoy)

Y, yield of an n-photon signal
e, : quantum bit error rate (QBER) of an n-photon signal.



Decoy-state ideas

Try every Poisson distribution !

We propose that Alice switches power of
her laser up and down, thus producing as
decoy states Poisson photon number
distributions, u’s for all possible values of

u’s.
Each u gives Poisson photon number distribution:

O(u), E(u)Vu=1Y,e\n



Decoy-state ideas

Conclusion: We severely limit Eve’s
eavesdropping strategies.

Any attempt by Eve to change any of (Y,, e,)‘s
will, in principle be caught.

Ou), E(u)Vu=Y e Vn

n?>n

Decoy QKD

W.-Y. Hwang, Phys. Rev. Lett. 91, 057901 (2003)
H.-K. Lo, X.-F. Ma, and K. Chen, Phys. Rev. Lett. 94,
230504 (2005)

X.-B. Wang, Phys. Rev. Lett. 94, 230503 (2005)



Compare the results with and without decoy states

107
10° \\\\\ .
T . Key parameter:
z T © Wavelength: 1550nm
5 I ? Channel loss: 0.2 dB/km
: o Signal error rate: 3.3%
g Dark count: 8.5* 10- per pulse
l\ Without Deocy Decoy\'\ Recel Ver |O$ and detectlon
107 | efficiency: 4.5%
| o
10'87 | | ‘ ‘ ‘ | |
0 20 40 60 80 100 120 140 160

Distance [km]

Even with imperfect photon source, one gets much higher
performance possible without compromising security.

The experiment data for the ssimulation come from the paper:
C. Gobby, Z. L. Yuan, and A. J. Shields, Applied Physics Letters, (2004)



Practical decoy-state ideas

Making things rigorous (Combine with GLLP
security proof)

Constraining dark counts (Detectors may claim to
have registered events even when the input Is a
vacuum. These dark counts are often the limiting
factor to the distance of secure QKD. Using
vacuum as a decoy state to constrain the “dark
count” rate)

Constructing a general theory with a finite number
of decoy states (bound Y, & e,)

(), E(u)Vu=Y,e\Vn

-K. Lo, X.-F. Ma, and K. Chen, Phys. Rev. Lett. 94, 230504 (2005)
-B.

H.
X.-B. Wang, Phys. Rev. Lett. 94, 230503 (2005)



sSLFHDecoy QKD

X.-F. Ma, B. Qi, Y. Zhao and H.-K. Lo, Practical decoy state for
guantum key distribution. Phys. Rev. A, 72, 012326 (2005)

X.-B. Wang, Decoy-state protocol for quantum cryptography with four
different intensities of coherent light. Phys. Rev. A, 72, 012322 (2005)



S Decoy QKD
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LA Decoy QKD
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« How to calculate lower bound Qi and upper bound e1?
« What are minimum number of decoy states?
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SE A Decoy QKD
A1 BTSRRI TR

2 _— 2
e Vi —V;
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X.-F. Ma, B. Qi, Y. Zhao and H.-K. Lo, Practical decoy state for quantum key
distribution. Phys. Rev. A, 72,012326 (2005).



SE A Decoy QKD

R >= q{_Qﬁf(Q‘u)Hz (E‘u) + Q1 [1- H, (31)]}

GLLPHZ RN T HEZEZHEXEZEENNEESH: ETHRENEIE
I EFNEQBER, BEEFSEIZIEFIQBER

Hep

U AT T R

Q,u ARIRESTIREE; GLLP: D. Gottesman, H.-K. Lo, N. Litkenhaus,
E N and J. Preskill, Quantum Information and
u  EEREENESTSIRBE; Computation. 4 (5) 2004 325-360

H,(x) »=wmmzsn;

q RHAGHE, FTBB8AKIRALY2, XREAARE—FEWIEH
Alicef1Bobix E T tHEI A& XK ;
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Combining Decoy with GLLP

R2=q{~0,f(Q,)H,(E,)+ 01— Hy(e)}

With the knowledge of yields{Y .}, Alice can
choose a much higher average photon number

H=0(1) .
Key generation rate R=0O(N) J

n : transmittance ~ 103



Decoy QKD Summary

Decoy state BB84 allows:
@®  Secure bits per signal: O (n)
where n : channel transmittance.
#®  Distance > 100km

2. Easy to Implement. Alice just switches
power of laser up and down (and
measure transmittance and error rate).

3. Theory and experiment go hand-in-
hand for standard BB84 quantum key
distribution protocol.

4. A useful tool for other guantum
protocols!!
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HEFiFw7S (Decoy State) = T1B{5

W.-Y. Hwang, Phys. Rev. Lett. 91, 057901 (2003);
H.-K. Lo, X.-F. Ma, and K. Chen, Phys. Rev. Lett. 94, 230504 (2005);
X.-B. Wang, Phys. Rev. Lett. 94, 230503 (2005).
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FIG. 1 (color online). Schematic of the experimental setup in
our system. Inside Bob (Jr. Alice): Components in Bob’s
(Alice’s) package of id Quantique QKD system. Our modifica-
tions: CA, compensating AOM: CG, compensating generator;
DA, decoy AOM: DG, decoy generator. Original QKD system:
LD, laser diode; APD, avalanche photon diode; ®;, phase

15 RS
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REHRIRIAZTLE (102km)
C.-Z. Peng et al., Phys.Rev.Lett.

modulator; PBS, polarization beam splitter; PD, classical photo 98,010505(2007)
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single mode optical fiber: dashed line, electric cable. Two-Detectar Scheme
PC
: ¥ 1 | Alice Bob :
Hoi-Kwong Lo #5t4A(15km) Dew:.ﬁgg i SME -[RNG-1 i,
Y. Zhao et al., Phys.Rev.Lett. 96,070502 Ny @ \ | One-DetectorScheme
(2006) e e NSO BT
Signal! Jafs— o || B [ . PBS T ..
D =ps—em R . ::
Nl IDAGI--IH\MI IRNGI [RNG -
Test +]+y—28 [DD] - {—| [50]- - - - PAGH-+-H rrmmres N
------------------- : BI.BB [.I;B-I.-.IB-B------------------
4% [ Computer | Electronics
FIG. 1. Schematic diagram of the experimental setup. Solid

lines and dashed lines represent the optical fiber and electric

cable, respectively. See the text for the abbreviations.
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FIG. 1. QKD system used in this work. DFB, distributed feed-

back laser: VOA. variable optical attenuator; AM., amplitude
modulator; LP. linear polarizer: RNG, random number generator.

EELos AlamosE LI EMNIST:
R. Hughes (107km)

D. Rosenberg et al., Phys.Rev.Lett.
98,010503(2007)

-

IS

B FiEENSE

RRMEBESSEIR4A: H. Weinfurter & A.
Zeilinger (144km)
T. Schmitt-Manderbach et al.,Phys.Rev.Lett.

98,010504(2007)

Transmitler
APD

1
1
1
1
i
: R
- b= _h_h||
1
i
1

L

Tracking kecr

La Palma

FIG. 2 (color onling).

O

j Prolariz ation Lee gl ad iy Bt

-

Faceiver

“aps

Glook
LY o

daggirg

f j== PO

- ; L
Internct L Inernet
Fa

-

Tenerife

Schematics of the experimental sctup on

the two canary islands. BS, beam splitter; PBS, polarizing beam
splitter; HWP, half-wave plate; APD, avalanche photo diode.



g.jrl% (SRYSL

S g i

PILN wWoM o

U ]
-‘?f\_ | I B — BN
1 4—p CB,
PM_Voh 5 '_'_‘ Dellay

._\
M CH P, Q
™

b

FIG. 2. The experimental setup of our quantum key transmis-
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Faraday Mirror, PM: phase modulator, DL: delay line, QC: quan-
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Y. Liu et al., Optics Express Vol. 18, Iss. 8, pp.8587-8594(2010).
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TABLE II. List of decoy-state QKD experniments and their performance.

Reference Clock rate Encoding Channel Maximal distance Key rate (bits/s) Year
Zhao er al. (2006a, 2006b) 5 MHz Phase Fiber 60 km 422.5 2006
Peng et al. (2007) 2.5 MHz Polarization Fiber 102 km 8.1 2007
Rosenberg et al. (2007) 2.5 MHz Phase Fiber 107 km 14.5 2007
Schmitt-Manderbach er al. (2007) 10 MHz Polarization Free space 144 km 12.8° 2007
Yuan, Sharpe, and Shields (2007) 7.1 MHz Phase Fiber 253 km 55K 2007
Yin ef al. (2008) I MHz Phase Fiber 123.6 km 1.0 2008
Wang er al. {ZUﬂE}h 0.65 MHz Phase Fiber 25 km 0.9 2008
Dixon er al. (2008) 1 GHr Phase Fiber 100.8 km 10.1 K 2008
Peev et al. (2009) 7 MHz Phase Fiber network 353 km 31K 2009
Rosenberg et al. (2009) 10 MHz Phase Fiber 135 km 0.2 2009
Yuan et al. (2009) 1.036 GHz Phase Fiber 100 km 10.1 K 20009
Chen et al. (2009) 4 MHz Phase Fiber network 20 km 1.5 K 2009
Liu er al. (2010) 320 MHz Polarization Fiber 200 km 15.0 2010
Chen er al. (2010) 320 MHz Polanzation Fiber network 130 km 02K 2010
Sasaki er al. (2011) | GHz Phase Fiber network 45 km 304.0 K 2011
Wang et al. (2013) 100 MHz Polarization Free space 96 km 48.0 2013
Frohlich er al. (2013) 125 MHz Phase Fiber network 19.9 km 431 K 2013
Lucamarini ef al. (2013) 1 GHz Phase Fiber 80 km 120.0 K 2013
Frihlich er al. (2017) | GHz Phase Fiber 240 km" 8.4 2017
Liao er al. (2017a) 100 MHz Polarization Free space 1200 km 1.1 K 2017
Yuan er al. (2018) 1 GHz Phase Fiber 2 dB 13.7 M 2018

Boaron er al. (2018) 2.5 GHz Time bin Fiber 421 km" 6.5 2018

“Asymptotic key rate.
tfHeraIde:cl single-photon source.
“Ultra-low-loss fiber.

Feihu Xu et al., Secure quantum key distribution with realistic devices,
Rev. Mod. Phys. 92, 025002 (2020).
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G. Brassard, Brief History of Quantum Cryptography: A
Personal Perspective, arXiv:quant-ph/0604072 (2006)
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Attack Source/Detection Target component Manner Year
Photon-number-splitting (Brassard et al., 2000; Liitkenhaus, Source WCP (multi-photons) Theory 2000
2000)

Detector fluorescence (Kurtsiefer et al., 2001) Detection Detector Theory 2001
Faked-state (Makarov et al., 2006; Makarov and Hjelme, 2005) Detection Detector Theory 2005
Trojan horse (Gisin et al., 2006; Vakhitov et al., 2001) SourcedDetection Backflection light ~ Theory 2006
Time shift (Qi et al., 2007; Zhao et al., 2008) Detection Detector Experiment 2007
Time side-channel (Lamas-Linares and Kurtsiefer, 2007) Detection Timing information Experiment 2007
Phase remapping (Fung et al., 2007; Xu et al., 2010) Source Phase modulator Experiment 2010
Detector blinding (Lydersen et al., 2010b; Makarov, 2009) Detection Detector Experiment 2010
Detector blinding (Gerhardt et al., 2011a,b) Detection Detector Experiment 2011
Detector blinding (Lydersen et al., 2011; Wiechers et al., 2011) Detection Detector Experiments 2011
Faraday mirror (Sun et al., 2011) Source Faraday mirror Theory 2011
Wavelength (Huang et al., 2013; Li et al., 2011) Detection Beam-splitter Experiment 2011
Dead-time (Henning et al., 2011) Detection Detector Experiment 2011
Channel calibration (Jain et al., 2011) Detection Detector Experiment 2011
Intensity (Jiang et al., 2012; Sajeed et al., 2015b) Source Intensity modulator Experiment 2012
Phase information (Sun et al., 2012, 2015; Tang et al., 2013) Source Phase randomization Experiment 2012
Memory attacks (Barretft et al., 2013) Detection Classical memory Theory 2013
Local oscillator (Jouguet et al., 2013; Ma et al., 2013) Detection Local oscillator Experiment 2013

Trojan horse (Jain et al., 2014, 2015) SourcedDetection Backflection light ~ Experiment 2014

Laser damage (Bugge et al., 2014; Makarov et al., 2016) Detection Detector Experiment 2014
Detector saturation (Qin et al., 2016) Detection Homodyne detector Experiment 2016
Pattern effect (Yoshino et al., 2018) Source Intensity modulator Experiment 2018

F. Xu, X. Ma, Q. Zhang, H.-K. Lo, J.-W. Pan, Review of Modern Physics, 92, 025002 (2020)
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Hacking commercial quantum cryptography
systems by tailored bright illumination

Lars Lydersen'*, Carlas Wiechers?*5, Christoffer Wittmann®?, Dominique Elser’*. Jlohannes Skaar?

and Vadim Makarov’

RERVAR N L & BUA

The peculiar properties of quantum mechanics allow two
remote parties to communicate a private, secret key, which is
protected from eavesdropping by the laws of physics'%. So-
called quantum key distribution (QKD) implementations
always rely on detectors to measure the relevant quantum prop-
erty of single photons®. Here we demonstrate experimentally
that the detectors in two commercially available QKD
systems can be fully remote-controlled using specially tailored
bright illumination. This makes it possible to tracelessly acquire
the full secret key; we propose an eavesdropping apparatus
built from off-the-shelf components. The loophole is likely to
be present in most QKD systems using avalanche photodiodes
to detect single photons. We believe that our findings are
crucial for strengthening the security of practical QKD, by iden-
tifying and patching technological deficiencies.
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* P-N junction; input photon creates e-h pair,
pushing e into conduction band

* P-layer collects holes, N-layer collects

electrons
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* High reverse-bias voltage enhances the E field
* Electrons and holes excited by the photons are accelerated in

the strong E field

e Collisions causing impact-ionization of more electron-hole pairs

Flectron energy

Figure 17.4-1

Ee

Schematic representation of the multiplication process in an APD,




@ Ordinary mode: detectable light > hundreds of photons (noise
level)

® Linear-mode APD: weak signal detection (>20 photons);
photocurrent proportional to the incident photon flux

@® Geiger-mode APD: biased above breakdown voltage; very
high gain; Individual photon counting (1 photon)

Single-Photon Avalanche
Diode (SPAD)

100

0 Breakdown



@ Light excites the electrons in the photocathode so that
photoelectrons are emitted into the vacuum

@ Photoelectrons are accelerated between the dynodes, causing
secondary emission -

hue

Phatocathode
]

cascade

_W,I
Electron I—




@ Ultra thin, very narrow NbN strip, kept at 4.2K and current-

biased close to the critical current.

@ A photon-induced hotspot leads to the formation of a resistive
barrier across the sensor, and results in a measurable voltage

pulse.
#® High-efficiency > 90%

flow.,

a
hm% % IE ?
2hT
c d
FIG. |. Schematics of the supercurrent-assisted hotspot formation mecha-

nism in an ultrathin and narrow superconducting strip, kept at temperature
far below T are shown. The arrows indicate direction of the supercurrent
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Single-photon detectors for optical quantum

information applications
Robert H. Hadfield
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NEW found security loophole : imperfect single-photon detectors

Blinding attack: can fully control detectors by specially tailored
strong light [Lydersen et al., Nature Photonics 4, 686 (2010)]
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Measurement Device Independent (MDI)-QKD

Immune to any attacks on detector
Scheme:
Loetal., PRL 108, 130503 (2012)

Experiment:
Liuetal, PRL 111, 130502 (2013)
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Bell-state measurement (BSM)

R Creating raw key: If Alice and Bob’s polarization choice are same,
there would not be coincidence event

R Even measurement station is fully controlled by Eve, she can only
Implement BSM to avoid be revealed, but she can not gain any
Information of key 115



Measurement Device Independent (MDI)-QKD

D Measurement D .
1H . 2H
device
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[ Decoy-IM I [ Decoy-IM ]
| PokM | rotm |

WCP wWCP
\___ Alice / \ Bob

rer. 1[] o 1,iu-]] Orectf ]ELI)H('E'[’E{.I} (1)

where Q.. and E.. denote, respectively, the gain and
QBER in the rectilinear basis (i.e., Qe = D mOrects
and Erer:t = Zn.m Jr]u:j: :']L,:.J:/QIEH) f{Ereu} =1 1s an inef-
ficiency function for the error correction process, and
H(x) = —xlog,s(x) — (1 — x)log,(1 — x) is the binary
Shannon entropy function.

First, we have implicitly assumed that the decoy-state
method can be used to estimate the gain QL. and the
QBER em Second, we need to evaluate the secret key
rate given by Eq. (1) for a realistic setup. Let us tighten up
these loose ends here. Indeed, it can be shown that the
technique to estimate the relevant parameters in the key
rate formula is equivalent to that used in standard decoy-
state QKD systems (see supplemental material for details

Lo et al,, PRL 108, 130503 (2012)



Measurement Device Independent (MDI)-QKD

N Typical efficiency of single-photon

InGaAs/InP APD at communication I R MDI-QKD in 50km fiber

wavelength (1550nm): 10% R Can achieve a transmission of
N Low noise up-conversion detector: 34% more than 400km currently

— increase coincidence probability for
~11 times 117




Measurement Device Independent (MDI)-QKD
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Requirement: high-precision interference between two remote independent
lasers A& relative timing jitter after hundreds km fiber < 10ps

First experiment (50km):

e Liu et al., PRL 111, 130502 (2013)
Extended distance:

- 200km: PRL 113, 190501 (2014)

* 404km: PRL 117, 190501 (2016)




Measurement Device Independent (MDI)-QKD

TABLE III.  List of MDI-QKD experiments and their performance.

Distance Key rate
Reference Clock rate Encoding or loss (bits/s) Year Notes
Rubenok ef al. (2013)° 2 MHz Time hin 51.6 km 0.24° 2013 Ficld-installed fiber
Liu er al. (2013) 1 MHz  Time bin 50 km 0.12 2013 First complete demonstration
Ferreira da Silva er al. (2013)" 1 MHz  Polarization 17 km 1.04° 2013 Multiplexed synchronization
Z. Tang et al. (2014) 0.5 MHz Polarization 10 km 4.7 x 1073 2014 Active phase randomization
Y.-L. Tang et al. (2014) 75 MHz Time bin 200 km 0.02 2014  Fully automatic system
Tang et al. (2015) 75 MHz Time hin 30 km 16.9 2015 Field-installed fiber
C. Wang er al. (2015) 1 MH=z Time bin 20 km §:3" 2015 Phase reference free
Valivarthi et al. (2013) 250 MHz Time bin 60 dB 5x 1077 2015  Test in various configurations
Pirandola er al. (2015 10.5 MHz Fhase 4 dB 0.1 2015 Continuous variable
Y.-L. Tang et al. (2016) 75 MHz  Time bin 55 km 16.5 2016 First fiber network
Yin er al. (2016) 75 MHz  Time bin 404 km 3.2x107*% 2016  Longest distance
G.-Z. Tang et al. (2016) 10 MHz Polanzation 40 km 10 2016 Include modulation emors
Comandar et al. (2016)" 1 GHz  Polarization 102 km 4.6 K 2016  High repetition rate
Kaneda et al. (2017)* 1 MH=z Time bin 14 dB (.85 2017 Heralded single-photon source
C. Wang ef al. (2017) 1 MHz  Time bin 20 km 6.3 x 10~% 2017  Stable against polarization change
Valivarthi ef al. (2017) 20 MHz  Time bin 80 km 100 2017 Cost-effective implementation
H. Liu et al. (2018) 50 MH= Time hin 160 km 2.6° 2018 Phase reference free
H. Liu ef al. (2019) 75 MHz  Time bin 100 km 14.5 2019  Asymmetric channels
Wei et al. (2019) 1.25 GHz  Polarization 20.4 dB 6.2 K 2019  Highest repetition or key rate

:Nn random modulations.
Asymptotic key rate.

Feihu Xu et al., Secure quantum key distribution with realistic devices

Rev. Mod. Phys. 92, 025002 (2020).



