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Requirements for unconditional security

. Eve cannot intrude into Alice’s and Bob’s devices to access either the

emerging key or their choices of settings.

. Alice and Bob must trust the random number generators that select the
state to be sent or the measurement to be performed.

. Ihe classical channel is authenticated with unconditionally secure

protocols, which exist.(Carter and Wegman, 1979; Wegman and Carter,
1981; Stinson, 1995)

. Eve Is limited by the laws of physics. This requirement can be
sharpened: In particular, one can ask whether security can be based on

OKD; we assume that Eve has to obey the whole of quantum>physics.




Several technigues for security proofs

1.

The very first proofs by Mayers were somehow based on the
uncertainty principle Mayers, 1996, 2001. This approach has been
revived recently by Koashi 2006a, 2007.

. Most of the subsequent security proofs have been based on the

correspondence between entanglement distillation and classical post

processing, generalizing the techniques of Shor and Preskill 2000. For
Instance, the most developed security proofs for imperfect devices
follow this pattern Gottesman, Lo, Lutkenhaus, and Preskill, 2004.

. The most recent technlques use instead mformatlon theoretlcal notions

Glsm and Kraus 2005




BOUNDS ON THE BIT ERROR RATE
FOR BB84 AND THE SIX-STATE SCHEME

TABLE 1
BOUNDS ON THE BIT ERROR RATE FOR BBR34 AND THE SIX-STATE SCHEME
USING ONE-WAY AND TWO-WAY CLASSICAL POST-PROCESSING. THE | ONER
BOUNDS FOR TWO-WAY POST-PROCESSING. 13.9% FOR BB34 AND 26.4% FOR
THE SIX-STATE SCHEME. COME FROM THE CURRENT WORK

BB84
one-way two-way

Upperbound  14.6% 1/4
Lowerbound 11.0% 18.9%

Six-state Scheme
one-way two-way

Upper bound 1/6 1/3
Lowerbound 12.7% 26.4%

Daniel Gottesman and Hoil-Kwong Lo, Proof of Security of Quantum Key Dlstrlb ee;
With Two-Way Classical Communications, IEEE TRANSACTIONS ON INFORMAT
THEORY, VOL. 49, 457-475 (2003) **"?:w:




Decoy-state quantum key distribution with
two-way classical postprocessing
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FIG. 3. (Color online) Plot of the key generation rate as a func-
tion of the transmission distance with the data postprocessing
scheme of GLLP+decoy+B steps method. The parameters used are
from the GYS experiment [19] listed in Table 1. The GLLP
+decoy+B steps scheme surpasses the scheme with 1-LOCC at a
distance of 132 km. The maximal secure distance using four B steps
is 181 km, which is not far from the upper bound of 208 km.
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X.-F. Ma, C,-H. Fred Fung,T F.
Dupuis, K. Chen, K.
Tamaki,and H.-K. Lo, Phys.




Decoy-state quantum key distribution with
both source errors and statistical fluctuations

Xiang-Bin Wang, C.-Z. Peng, J. Zhang, L. Yang, Jian-Wei Pan
General theory of decoy-state quantum cryptography with source errors
Phys. Rev. A 77, 042311 (2008)

Xiang-Bin Wang, Lin Yang, Cheng-Zhi Peng, Jian-Wei Pan, Decoy-state
guantum key distribution with both source errors and statistical
fluctuations, New. J. Phys., 11, 075006 (2009)
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QUANTUM TELEPORTATION

Teleportation of unknown guantum state

Information from one particle to another

Unknown quantum state EPR source

Total state




QUANTUM TELEPORTATION

The joint state of three particles

can be rephrased as follows:

Therefore Bell measurements on the first two particles would project the state of Bob's

particle into a variant of |y ;fiof the state |yn= a|Ofi+ b|1i where
ly,> = either |[y> or o,Jy> or s,ly> or s.s,|ly>

The unknown state |y ican therefore be obtained from |y ;iby applying one of the four
operations

IisX1 Sv1 Sz1

and the result of the Bell measurement provides two bits specifying which
of the above four operations should be applied.

Alice can send to Bob these two bits of classical information using a classical c
(by phone, email for example). -




Quantum Teleportation

EPR correlations used as a
source

Teleporting an unknown
guantum state not the
particle

Entanglement between

Bell-state measurement
plus classical
communication and
recovery operation lead to

successful teleportation

D. Bouwmeester et al., Experimental d| 2y
teleportation, Nature 390, 575-579 (19 o ,;
M. Zukowski, A. Zeilinger, & H. Weinfurter, % = -

Entangling photons radiated by mdependentépulse;@
sources. Ann. NY Acad. Sci. 755, 91-102 (1995);




Quantum Teleportation

Alice has a quantum system, particle 1, in an initial state which she wants to
teleport to Bob. Alice and Bob also share an ancillary entangled pair of
particles 2 and 3 emitted by an Einstein—Podolsky—Rosen (EPR)

2 then performs a joint Be C J
Initial particle and one of the ancillaries, prOJectlng them also ont@an
entangled state. After she has sent the result of her measurement 2%
classical information to Bob, he can perform a unitary transformatioff (

the other ancillary particle resulting in it being in the state of the orlglna
B D. Bouwmeester et al., Nature 390, 575- 5‘75 (199?9’




Quantum Teleportation
A pulse of ultraviolet radiation

passing through a nonlinear crystal
creates the ancillary pair of photons 2
and 3. After retroflection during its

second passage through the crystal
the ultraviolet pulse creates another
pair of photons, one of which will be
prepared In the initial state of photon 1
to be teleported, the other one serving
as a trigger indicating that a photon to

Alice then looks for coincidences after a beam splitter BS where the initial
photon and one of the ancillaries are superposed. Bob, after receiving the
classical information that Alice obtained a coincidence count in detectors f1

and f2 identifying the Bell state, knows that his photon 3 is in\the initial

State of photon 1 which he then can check using polarization analysis with

the polarizing beam splitter PBS and the detectors d1 and d2. The d(;?cto

P provides the information that photon 1 is under way. ’M* :
D. Bouwmeester et al., Nature 390, 575- 57§ (19979-’




Quantum Teleportation

Results
In the first experiment photon 1 is polarized at 45°. Teleportation Theory: +45° teleportation
should work as soon as photon 1 and 2 are detected in the |{7),,
state, which occurs in 25% of all possible cases. The |{7),, state is
identified by recording a coincidence between two detectors, f1 and 0,20}
{2, placed behind the beam splitter (Fig. 1b).

If we detect a {112 coincidence (between detectors f1 and £2), then
photon 3 should also be polarized at 45°. The polarization of photon
3 is analysed by passing it through a polarizing beam splitter
selecting +45” and —45° polarization. To demonstrate teleportation,
only detector d2 at the +45° output of the polarizing beam splitter
should click (that is, register a detection) once detectors f1 and {2
click. Detector d1 at the —45" output of the polarizing beam splitter
should not detect a photon. Therefore, recording a three-fold
coincidence d2f1f2 (+45° analysis) together with the absence of a
three-fold coincidence d1f1f2 (—45” analysis) is a proof that the
olarization of photon 1 has been teleported to photon 3.

0254

D15

010

0,05

0,00
025}

020}

015

Three-fold coincidence probability

0I0p

D. Bouwmeester et al., Nature 390, 575-579 (1997)



Teleportation of Massive Particles
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http://physicsworld.com/cws/article/news/19690

Experimental guantum teleportation
of a two-qubit composite system

eleported
state

Alice Classical Bob
communication

Qiang Zhang et al., Nature Physics 2, 678-682 (2006)




Experimental quantum teleportation of a
two-qubit composite system

Concave mirror




Experimental quantum teleportation of a
two-qubit composite system

VL2 NO.10 DCTOSER 2006
www_natune cominaluraplrysics

Long-distance relationship
for photon pairs

OPTICAL LATTICES
WAKEFIELD ACCELERATORS

BLACK HOLES

Qiang Zhang et al., Nature Physics 2, 678-682 (2006). -~




Memory-built-in quantum teleportation
with photonic and atomic qubits
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Flgure 1 Experimental set-up for teleportation between photonic and atomic qubits. The top-left diagram shows the structure and the initial populations of atomic levels
for the two ensembles. At Bob’s site, the anti-Stokes fields emitted from U and D are collected and combined at PBS,, selecting perpendicular polarizations. Then the photon
travels 7 m through the fibres to Alice’s site to overlap with the initial unknown photon on a beam splitter (BS) to carry out the BSM. The results of the BSM are sent to Bob
through a classical channel. Bob then carries out the verification of the teleported state in the U and D ensembles by converting the atomic excitation to a photonic state. If
the state | &) is registered, Bob directly camries out a polarization analysis on the converted photon to measure the teleportation fidelity. On the other hand, if the state

unitary transformation of &,. Then the photon is sent through the polarization analyser to obtain the teleportation fidelity.

Yu-Ao Chen et al., Nature Physics 4, 103-107 (2008)



Motivation: longer and not only longer

Entangled pair




Quantum Teleportation Progress




Polarization Entanglement Source

1

(D+>12 = \/E(l H>1 |H>2i | V>1 |V>2
1

N

|LPi>12= (|H>1|V>2i|V>1|H>2

1

LI“'_12=_ H1V2_V1 H2
| '¥-) \/—(|>I> Vi1 H),)
1

2
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Polarization Entanglement Source

extraordinary
(vertical)

BBO-crystal

horizoZtal HalV)g + V)alH)g

1
D), = — (| H), | H), | V), | V),

| D) {(I W IHY,E V), V),)
ey = ——(|H), [V),£| V), | H

| )1 \/E(l ) [V, £[V), [ H),)

I P.G. Kwiat et al., Phys. Rev. Lett. 75, 4337 (1995)




Modified Rome quantum teleportation scheme
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Free-space channel + Stable BSM + Active Feedforward

Entangled source
Charlie
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Teleportation Fidelities

|+45%)

Table1 | Experimental measurement for teleportation fidelities.

Initial states |H) |V | +45°;

o
an

=
=

Remote observed fidelity

o
oS ]

IV

[+45%)  -45°)

Teleported state

IR

R

|¥h, (D7) 2,936 4,939 2,027
|, (D8) 225 391 276

|}, (D8) 3,232 5125 1,279
|¥h, (DT 458 605 131
Fidelities 0.906(4) 0.912(3) 0.894(5)

30

152

22
0.875(16)

591
83
553

74
0.579(2)

0.874011)
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Long-range quantum
teleportation
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QUANTUMDOTS

® Developed techniques:
@ Real-time feedback control for high stability interferometer for single photon Bell staae
measurenent
® Active feed-forward manipulation on single photon state for reconstruction of the inital
teleported qubit
® Novel design of telescopes tailored for teleportation experiment
® Achieve quantum teleportation in free-space at a distance 16 km, 20 times longer than the
previous implementation
®confirms the feasibility of space-based experiments, and presents an important step towards

guantum communication applhications on a global scale.
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Quantum physics: Teleportation goes long distance
Feliz Cheung

Search R

Researchers in China have achieved quantum teleportation in free space over a distance of 16 km

Original article citation

Jin, X. M. et /. Experimental free-space quantum teleportation. Naturs Photon.

doi:10,1038/nphoton.2010.87 (2010}

Bl Full text article available for download

Quantum cemmunication promises the world 3 completely securs way
of transferring information, and quantum teleportation is an information
transfer protocal that will one day make quantum communication owver
long distance possible, Previcus studies have demonstrated quantum
teleportation using an optical fibre, but photen losses due to
decoherence in the fibre are large and the transmissien distance is
limited te 600 metres, Jianwei Pan at the University of Scignce and
Technelogy of China in Hefei, Chengzhi Peng at Tsinghua University in
Beijing and co-workersd have now achieved quantum telepertation in an
optical free-space channel over a distance of 16 kilometras,

The researchers generated an entangled photon pair at Badaling in
Eeijing using 2 semiconductor, a blug laser beam and a beta-barium

® (2010)
istockphoto.com/Andrey Veolodin

borate crystal. They sent one photon in the pair to "Alice’, situated at Badaling, for mezsurement. They then
sent the other photon in the pair and the results of &lice's measurement to 'Bob' at Huszilai in Hebei province

— 16 kilometres away — through the free-space channel.

The researchers used specially designed telescopes to sptimize the transmission efficiency and improve the
stability of the free-space channel. They found that Beb could recover the results of 2lice's measurements
using the photon it received, thus demonstrating quantum teleportation. The study confirms the feasibility of
quantum telepertation in free space and represents an important step towards quantum communication on 2

global scale.
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Physicists Achieve Quantum Teleportation Across a
Distance of 10 Miles
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Quantum teleportation achieved over 16 km

fay 20, 2010 Lin Edwards
a, A birds-eye view of the
S - "" 16-km free-space quantum
= l""j}' = e T et b, teleportation experiment
S Ty _}“’J - Charlie sends photon 1 to
: —Tn Ty Alice for BSM. Classical

information, including the
results of the BSM and
the signal for time
synchromzation, is sent
through the free-space
channel with photon 2, to
Bob, before decoding and
triggering of the
corresponding unitary
transformation. b, Sketch of the experimental system. See the onginal
paper for more details. Image copyright: Mature Photonics
doiz10.1038/nphoton. 201087

{PhysOrg.com) -- Scientists in China have succeeded in teleporting
information between photons further than ever before. They
transported quantum information over a free space distance of 16
km {10 miles), much further than the few hundred meters previously
achieved, which brings us closer to transmitting information over
long distances without the need for a traditional signal.
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The latest in research
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Quantum teleportation through open air

By Phyaics Today on May 17, 2010 10017 AM | Ng Comenants | No TrackBacks

A central tenet of quantum infarmation processing assens that an unknown qubit cannot be cloned
(see Prysics Today, February 2009, page 7). Butthe unknown state of one qubit can be
transferred to another qubit in a process termed quantum teleportation. The first experimental
demonstrations succeaded in teleporting a qubit state a meter or 50 (S8 Fhysics Today, Fabruary
1298, page 18) Subsequent experiments with photons, whosa polarizations form a convenient
basis for quantum information, have used fiber optics 1o achieve teleportation over hundreds of
meters. But practical quantum communication will require teleportation over much greater
distances. Jian-Wei Pan, Cheng-Zhl Peng, and coworkers at the Liniersity of Scenca and
Technology of Ching and Tsinghu iversity have now transfemed a qubit state through free space
ovar a distance of 18 km, from “Alice” in the Eeijing suburb of Badaling, across towns and roads, to
“Bob” in Huailai, on the other side of Guanting Reservoir. The experiment employed a standard
teleportation pratocol: Alice and Bob each raceive one of a pair of entangled photons; Alice
measures hers in combination with an unknown qubit and sends the result, by dassical means, to
Bob; armed with that result, Bob projects his photon onto the state of the unknown gubit The new
work, though, adds many refinemants, including novel telescope designs for open-air
transmission, active feedback control for increased stability, and synchronized real-time information
transfer. The resuiting teleportation fidelity was nearly 80%. Such high-fidelity transmission, say the
researchers, could help enable quantum teleporiation to orbiting satelites. (L-M. Jin et al., Mat
Pholon., in press, doi 10 1038/mphoton 2010 B7 }—Richard J. Fitzgerald
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Global Quantum Communication Network
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About Quantum Teleportation

In a guantum teleportation an unknown quantum state can be disambled into,

and later reconstructed from, two classical bit-states and an maximally
entangled pure quantum state.

Using quantum teleportation an unknown quantum state can be teleported
from one place to another by a sender who does not need to know - for
teleportation itself - neither the state to be teleported nor the location of the

The teleportation procedure can not be used to transmit information faster
than light

it can be argued that quantum information presented in unknown state is

speed of Ilght at most)

EPR channel Is irreversibly destroyed during the teleportation process 4
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Entanglement Swapping: Entangling
Photons That Never Interacted

\ Bell State

Measurement

1 2 3 4

EPR-source I

FIG. 1. Prnciple of entanglement swapping. Two EPR
sources produce two pairs of entangled photons, pair 1-2
and pair 3-4. One photon from each pair (photons 2 and
3) 1s subjected to a Bell-state measurement. This results in
projecting the other two outgoing photons 1 and 4 onto an
entangled state. Change of the shading of the lines indicates
the change 1n the set of possible predictions that can be made.

Jian-Wei Pan et al., Phys. Rev. Lett. 80, 3891-3894 (1998)




Entanglement Swapping: Entangling Photons That
Never Interacted

Bell Measurement

Tl

Beam Splitter

A,

UV-pulse

E
\-FL Pol@®
Dy

Polarizing

M2 Beam Splitter

EPR-source
4 1&TI

g

FIG. 2. Experimental setup. A UV pulse passing through a
nonlinear crystal creates pair 1-2 of entangled photons. Photon
2 is directed to the beam splitter. After reflection, during its
second passage through the crystal the UV pulse creates a
second pair 3-4 of entangled photons. Photon 3 will also be
directed to the beam splitter. When photons 2 and 3 vield a
coincidence click at the two detectors belund the beam splitter.
they are projected into the |W™ ),; state. As a consequence
of thiz Bell-state measurement the two remaining photons 1
and 4 will also be projected into an entangled state. To
analyze their entanglement we look at coincidences between
detectors D] and D,. and between detectors D; and D,. for
different polarization angles ®. By rotating the A/2 plate in
front of the two-channel polarizer we can analyze photon 1
in any linear polarization basis. Note that. since the detection
of coincidences between detectors D]' and Dy, and D; and
D, are conditioned on the detection of the W~ state. we are
looking at fourfold coincidences. Narrow bandwidth filters (F)
are positioned in front of each detector.

100-

|
L
L

2

-
th
1

four-fold coincidences per 4000 sec.

0 45 90 135 180
© (degrees)

FIG. 3. Entanglement verification. Fourfold coincidences.
resulting from twofold coincidence D17D4 and D1 D4
conditioned on the twofold coincidences of the Bell-state
measurement. when varying the polarizer angle . The two
complementary sine curves with a visibility of 0.65 = 0.02
demonstrate that photons 1 and 4 are polarization entangled.

Visibility 0.65 I

f

Jian-Wei Pan et al., Phys. Rev. Lett. 80, 38913894 (1998)



Multistage Entanglement Swapping

Bell State Bell State
Measurement Measurement

EPR-Source EPR-Source EPR-Source
| | 1]

FIG. 1 (color online). Principle of multistage entanglement
swapping: three EPR sources produce pairs of entangled photons
1-2, 3—4, and 5-6. Photon 2 from the initial state and photon 3
[rom the first ancillary pair are subjected to a joint BSM, and so
are photon 4 from the first ancillary and photon 5 from the
second acillary pair. The two BSMs project outgoing pho-
tons 1 and 6 onto an entangled state. Thus the entanglement of
the initial pair is swapped to an entanglement between photons 1

and 6.
Alexander M. Goebel et al., Phys. Rev. Lett. 101, 080403 (2008)




Multistage Entanglement Swapping

Delay

Pol.

)
Ds

FIG. 2 (color online). The focused ultraviolet laser beam
passes the first BBO generating photon pair 1-2. Refocused, it
passes the second BBO generating the ancillary pair 5-6 and
again retroreflected through the second BBO generating pair 3—
4. In order to achieve indistinguishability at the interference
PBS23 and PBS45 the spatial and temporal overlap are maxi-
mized by adjusting the delays and observing “Shih-Alley-Hong-
Ou-Mandel-type™ interference fringes [19] behind the PBS23
(PBS45) in the * basis [20]. With the help of polarizers and half
or quarter wave plates, we are able to analyze the polarization of
photons in arms 1 and 6. All photons are spectrally filtered by
narrow band filters with AApyy = 2.8 nm and are monitored
by silicon avalanche single-photon detectors [21]. Coincidences
are counted by a laser clocked field-programmable gate array
based coincidence unit.




Experimental Multiparticle Entanglement
Swapping for Quantum Networking
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FIG. I (color online). Configuration of a multiparty quantum
network and GHZ entanglement swapping. Initially, users A, B,
and C share entangled qubit pairs with the central exchange Ex.
If Ex projects the three particles, 1. 3. and 3, into a GHZ state,
the other three particles, 2, 4, and 6 belonging to A, B, and C
respectively, will be entangled into a GHZ state by entanglement
swapping.
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Ghao-Yang Lu, Tao Yang, and Jian-Wei Pan, Phys. Rev. Lett. 103, 020501 (20093
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FIG. 2 (color online). Experimental setup for entanglement _ L
swapping of a three-photon GHZ state. Ultraviolet laser pulses 15} | B =17 S EREE 1
(with a central wavelength of ~394 nm, a pulse duration of
¥
A
[t

Six-photon coincidence

~120 fs, and a repetition rate of ~76 MHz) are focused on three
BBO crystals, producing entangled photon pairs emitted into
spatial modes 1-2, 3-4, and 5-6. Photons 1, 3, and 5 are

projected into a GHZ state (dashed box, see text and FIG. 4 (color online). Sixfold coincidence in the measurement

Ref. [18]), and the photons 2, 4, and 6 are analyzed by a basis of: (a) H/V, (b) A/B, (c) +/ —, and (d) C/D for
combination of a quarter-wave plate (QWP), a half-wave plate

(HWP) and a PBS. The photons are spectrally filtered by narrow-
band filters (AAgpwpm = 3.2 nm) and monitored by fiber-
coupled  silicon  avalanche  single-photon  detectors
(D1, D2T, - - -, D6R). The multiphoton events are registered by
a laser clocked multichannel coincidence unit.

Ghao-Yang Lu, Tao Yang, and Jian-Wei Pan, Phys. Rev. Lett. 103, 020501 (20093 %

B T T = T S, CCC CcCD CDC CDD DCC DCD DDC DDD

Measurement basis

witnessing the genuine entanglement of the three emerging
photons 2, 4, and 6. The accumulation time for each data set is
24 hin(a) and 18 hin (b),(c), and (d). The error bars represent | ﬁf’ 2
standard deviation deduced from Poissonian counting statistics #=
of the raw detection events. <




EPR-source I | EPR-source 1T

FIG. 1. Prnciple of entanglement swapping. Two EPR
sources produce two pairs of entangled photons, pair 1-2
and pair 3-4. One photon from each pair (photons 2 and
3) 1s subjected to a Bell-state measurement. This results in
projecting the other two outgoing photons 1 and 4 onto an
entangled state. Change of the shading of the lines indicates
the change in the set of possible predictions that can be made.
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The DARPA Quantum NetworkZ2 ]

IKE and IPsec
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NIST Quantum Communication Testbed
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PCT interface high-speed electronics boards for Alice (left) and Bob (right).
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NIST QKD Protocol Stack (2006)
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Figure 3. Satellite map with the locations of the nodes of the prototype.
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¢ Attenuated Laser Pulses (Id Quantique)

¢ Coherent-One-Way (University of Geneva)
$One-way, decoy states (Toshiba UK)

4 Entangled photons (University of Vienna)
4 Continuous Variables (Prof. Grangier)

$ Access Free Space Link (LMU of Munich)
The “last mile* (80 m, >10Kkbit/s)
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Figure 5. Photographs of the SECOQC network node racks.
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Figure 18. Design of the node module.
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Tokyo QKD network

In the era of the Internet,







AR A ORI — ALK, 6T, 3
Koganei, 2/~7£Otemachi, 1-~ffHongo i




Tokyo QKD NetworkMzg#h+) . 0= FIinFE

Koganei-1 Otemachi-1
NEC-NICT
(45 km, 13 dB)

) Otemachi

Mitsubishi
(24 km, 13 dB)

4
O All Vienna Toshiba [TREL] ID Quantique
(1km, 0.5 dB) (45 km, 13 dB) (13 km, 11 dB)

Koganei-3 Koganei-2 Otemachi-2
Fig. 3 Topological Map of the Tokyo QKD Network




® T IGN2plus (Japan's Gigabit Network )
® EILE5

Ultra-stable frequency dissemination




Network LayerE44

=
KM Agent

-'?\Kuganui-E

1

" r: i = S
= Toshipa ek

(TREL)
Fig. 2 Network Layer Structure of the Tokyo QKD Network
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® RIS ® FALEKE B SEHT Fe A
® 4 MHz & BARNEE=1.5kbps
# Decoy BB84 5 ¢ LxbRE, ERTERKE
& {5 4kEEH &AL TR -
& EEFHTRBEERE=220 km
& [FEMBHwSHKA: 1550nm; [FB kK
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P
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20km Fiber in City

Signal Laser

Transmitter Receiver

T-Y. Chen et al., Optics Express Vol. 17, Iss. 8, pp. 6540—6549 (2009). i
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Quantum Phone Calls knowledge that the message cannot be opened
by an eavesdropper, at least not without alert-
ing you 1o the breach. Chen et ol demonstrate
a quantum key distribution protocol in a real-
of digital communication in one fo warld application scenario, with the quantum
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T.-Y. Chen et al., Optics Express Vol.
17, Iss. 8, pp. 6540—-6549 (2009).
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Ultimate Cryptography Solution for Network
Sacurity
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MagiQ QPN : State of the Art
Quantum Cryptography

Magitd (PN s a market leading Guantum Cryptography salutron that delivers advarced
netwars, security ar fock-procd deferee apainet the numerous cryptographic key distrioution
and management challenges.

Heys generated and disseminated using QPN quarmum cryptography consist of wruly random
charactars that are distributed based wpon tha laws of quantum mechanics, which
guarantpes that keys eannot be intercepted during the key axchange sassian, T)
MEgR) G
computational power, hardware design, and esen quantum compuating

arulies,

caichik SRcunity that will remain decue aparal futire acancas in alparithinm

Herar It Works Wiha Needs m?

Prolecting Bnancial infarmaties & one o Che highsst oricrites of corparatiofs amd @ invdlved in francisl
rarapsment #rd sscurities sxchange. With Magk QPR financal organiztons can securs their most critical
cammunication links to prevent intrusion and data theft. MagiQ QPN supports a varety of network archetectees and
Frovides the cryptoiraphg key sxchangs infrastucturs o protect the informafinn channets

T

Stornn sran networks cffer the promoe of protecting corporate anssts offaite by creatiog sls apke of critical

iformation for future retrieval. Ercrption is used to protect the daka link 1o the stomge s in transity and to

protect Bee duta ot the sits ddata ot mstl QPN guarsatsas high-sec ape wren nebamrk applcationg to hetter
meet customer secanty mguinsmesis now ard for the hoiure

Military and Gowernment 7\ RED companies loaking te pratest trade secrets

— S intedlectual propart es, pabents and busress

Hoatile Forcen are w ranl a5l 8 cantirucss threak ba plans

gm=mmment and military network securite. PN can ™ Yalce and data service providers whio need ta

h""”."'d il :'"'.h'h "'% HAZme T kil Y mecure confidantial custcemar data andior acceas

sezurity breaches by "trueted” insicers atemoting to to the network cammanid channel
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Mgl QFM enables future-proot guantum secunty for channel interfacas
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Features & Banefits

The security of quantum cryptography lies in its ability to exchange the encryption keys with absolute security -
Quantum Key Distribution. By sending the key bits encoded at the single photon level on a photon-by-photon basis,
guantum mechanics guarantees that the act of an eavesdropper observing a photon irretrievably changes the
infermation ancoded on that photon. Therefore, the savesdropper can neither copy nor clone, nor read the infarmation
encoded on the photon witheut modifying it eavesdropping is instantly detected making this key exchange
uncompramisingly securea,

Client QPN Encrypted Encrypted QPN Clisnt
Ethernat Ethernet Ethernet Ethernat
—p

QKD 0 ok

Fiber

QPN implements the BBA4 protocol, invented by Bennet and Brassard in 1084, This protocol assumes that the sender
and recipient share an optical link (fiber) and a classical (non-guantum) unsecured communication channel, for
example, a standard internet link.

QPN sends photons over the fiber to create the secure keys between two QPN stations. A photen is an elementary light
particle that has measurable properties, like polarization, which cam be 'up' or 'down’ These can be used to encode

value of a bit from one QPN station to the other. The transmitting QPN station uses a truly random
nurmber genarator ta come up with the value of the bit encoded an the pheton.

and transmit a

The security of the BE&4 protocol is based on the fundamental Heisenberg Uncertainty Frinciple, that states that
observing a photen {eavesdropping) does change its properties, ie., in the presence of eavesdropping, the values of the
received bits will differ from the values of the bits sent. This fundamental principal eliminates the ability of any
eavesdropper ta hide his‘her footprints on the photon,
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Cerberis: A fast and secure solution of high speed encryption combined with
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SK Telecom Continues to Protect its 5G Network
with Quantum Cryptography Technologies

- SK Telecom applied Quantum Random Number Generator (QRNG) to the subscriber
authentication center of its 5G network

- SK Telecom plans to apply Quantum Key Distribution (QKD) technology to the Seoul- '
Daejeon section of its LTE and 5G networks to prevent hacking and eavesdropping

- SK Telecom is playing a pivotal role in global standardization of QKD and QRNG
technologies at ITU-T.
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Telefonica, Fortinet & IDQ demonstrate the first
2 [PVPN connection
managed datacentre interconnect

Quantum-Safe suitable for

f1h Dctober 2021

lefefonica, Fortinet and 1D have jointly demonstrated the first
Quantum-Safe IPVFN connsction suitable far offering a fully managed
datacenter interconnection service.
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Phase 2:

State Fidelity

0.8144-0.031

0.886+0.024
0.773+0.031

0.781+0.031

0.808+0.026

0.760+0.027

high-brightness entangled photon
source technology used in our 8-
photon entanglement experiment
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experimental control box. ¢, The APT control box. d, The optical transmitter. €, Left side view of the optical transmitter optics head. £, Top side view of
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TARLE 1. List of quentom hacking strategies.

Attack

Source or detection

larget componcnt

Manncr

Photom number splitting {Brassand er al., 2000
Liltkenhaus, 20000}
Detector fluorescence (Kurtsicfer er al, 2001)
Faked state iMokarov and Hjelme, 2003: Makarov,
Anisimov, and Skaar, 2006]
Trojan horse { Vakhitov, Makarov, and Hielme, 2001;
Ciisin et al., 2006)
Time shafl (1, Fung e al, 2007; Zhoo et af, 2008)
Time side channel (Lamas-Linares and Kurtsiefer, 2007)
Phase remapping (Fung er al., 2007,
Xu, Qi. and Lo, 20010)
Detector Blinding { Makaroy, 20005 Lydersen ef al., 20110)
Detector blinding (Gerhardt er af, 201 1a;
CGerbardt er af., 2011b)
Detecior control (Lydersen, Akhlaghi e ol 201 1;
Wieschers er ol 20011)
Faraday mirror (5un, Jiang, and Liang, 2001)
Wavelength (Li er al., 2011: Huang e al., 2013)
Desd tme (Henning er af.. 2011)
Channeld calibvation (Jaan er al, 20010
Intensity (Jiang er ai., 2002; Sajeed,
Radchenko er al., 2013)
Phasc information (Sun er al., 2012, 2015;
Tang er ai., 2013
Memory attecks {Barrett, Colbeck, and Kent, 20137
Local oscillator (Jougust, Kunz-Jacques,
and Diamanti, 2013; Ma & al., 2013a)"
Tropan horses (Jam et al, 2004, 201 5)
Laser deomaze (Bugee of af. . 2000 4: Maokarov ef arl., 2016)
Laser seeding (Sun ¢ af,, 2015)
Spatial mismatch (Saeed, Charwongkhot er al., 2015
Chaiwongkhot er al., 2019}
Detactor saturation (Qin, Kumar, and Alléause. 2016)°
Coverl channels {(Curty and Lo, 2009)
Pattern cffect (Yoshino e af, 200%)
Detactor controd (Oian e al., 2018)
Laser seeding (Sun e al. 2015; Huang ef al.. 2009
Pang et e, 20019)
Polarization shift (Wei, Zhang or al, 2019

Source

Dietection
Detection

Source and detection

Dt livm
Detection
SOUrCe

Detection
[Detection

Drestection

Source
Dietection
Dapection
Dretection
Source

JOUTCE

Detection
Detection

Sowrce amnd detection
Datection

Sourge

Detection

Diatection
Detection
SOUTCE
Deection
Source

Detection

WOP {molophotoms)

Dietectaor
Detector

Backreflaction light

Diestesclusr
Timing information
Phase modulator

Detector
Detector

Diesdesclior

Faraday mirror
Beam splitter
Detector

Detector

Intensity modulator

Phase randomization

Classical memory
Local oscillator

RackreMecion hight
Dedector

Laser phase or imtensity

Detector

Homodyvne detector
Classical memory
Intensity mode lator
Detector

Laser

SMEPD

Theory

Theory
Theory

Theory

Ex.puriml:nl.“

Expeniment
Expenment”

Experiment”
Experiment

Experiment

Theary
Experiment
Experiment
Ex periment”
Expenment

Expenment

Theary
Experiment

Fapenment
Experiment
Experiment
Expenment

Experiment
Theory

Expenment
Experiment
Expenment

Experiment

“Demonsiration on a commercial QKD system.
"Continuous-variable OKD.

Fethu Xu et al., Secure quantum key distribution with realistic devices
Rev. Mod. Phys. 92, 025002 (2020).
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TABLE 11. List of decoy-state QKD experiments and their performance.

Reference Clock rate Encoding Channel Maximal distance Key rate (bits/s) Year
Zhao et al. (2006a, 2006b) 5 MH=z Phase Fiber 60 km 4225 2006
Peng et al. (2007) 2.5 MH:z Polanzation Fiber 102 km 8.1 2007
Rosenberg er al. (2007) 2.5 MHz Phase Fiber 107 kin 14.5 2007
Schmiti-Manderbach er al. (2007) 10 MHz Polarization Free space 144 km 12.8* 2007
Yuan, Sharpe. and Shields (2007) 7.1 MHz Phase Fiber 253 km 5.5 K 2007
Yin er al. (2008) 1 MHz Phase Fiber 123.6 km 1.0 2008
Wang et al. {Zﬂﬂﬂjb 0.65 MHz Phase Fiber 25 km 09 2008
Dixon et al. (2008) 1 GHz Phase Fiber 100.8 km 10.1 K 2008
Peev er al. (2009) 7 MHz Phase Fiber network 33 km 31K 2009
Rosenberg er al. (2009) 10 MHz Phase Fiber 135 km 0.2 2009
Yuan et al. (2009) 1.036 GHz Phase Fiber 100 km 10.1 K 2009
Chen er al. (2009) 4 MHz Phase Fiber network 20 km 1.5K 2009
Liu er al. (2010) 320 MHz Polarization Fiber 200 km 15.0 2010
Chen er al. (2010) 32() MHz Polarization Fiber network 130 km 0.2 K 2010
Sasaki er al. (2011) 1 GHz Phase Fiber network 45 km 340 K 2011
Wang ef al. (2013) 100 MHz Polarization Free space 96 km 48.0 2013
Frohlich er al. (2013) 125 MHz Phase Fiber network 19.9 km 431 K 2013
Lucamarini er al. (2013) |1 GHz Phase Fiber 30 km 1200 K 2013
Frohlich et al. (2017) I GHz Phase Fiber 240 km® 8.4 2017
Liao et al. (2017a) 100 MHz Polarization Free space 1200 km 1.1 K 2017
Yuan ef al. (2018) 1 GHz Phase Fiber 2 dB 13.7 M 2018
Boaron et al. (2018) 25 GHz Time bin Fiber 421 km® 6.5 2018

‘Asymptotic key rate.

"Heralded single-photon source.

‘Ultra-low-loss fiber.

Fethu Xu et al., Secure quantum key distribution with realistic devices
Rev. Mod. Phys. 92, 025002 (2020).



SEHWQKDZ B

TABLE III. List of MDI-QKD experiments and their performance.

Distance Key rate
Reference Clock rate Encoding or loss (bits/s) Year Notes
Rubenok et al. (2013)° 2 MHz  Time bin 51.6 km 0.24" 2013  Field-installed fiber
Liu ef al. (2013) | MHz  Time bin 50 km 0.12 2013 First complete demonstration
Ferreira da Silva er al. (2013)° | MHz  Polanzation 17 km 1.04° 2013 Muluplexed synchronization
Z. Tang et al. (2014) 0.5 MHz Polanzation 10 km 4.7 % 1073 2014  Active phase randomization
Y.-L. Tang et al. (2014) 75 MHz  Time bin 200 km 0.02 2014  Fully automatic system
Tang et al. (2015) 75 MHz Time bin 30 km 16.9 2015 Field-installed fiber
C. Wang er al. (2015) | MHz Time bin 20 km g.3" 2015  Phase reference free
Valivarthi er al. (2015) 250 MHz  Time bin 60 dB 5x 1072 2015 Test in various configurations
Pirandola er al. (2015)° 10.5 MHz Phase 4 dB 0.1 2015 Continuous vanable
Y.-L. Tang et al. (2016) 75 MHz Time bin 55 km 16.5 2016 First fiber network
Yin er al (2016) 75 MHz Time bin 404 km 3.2 % 107 2016  Longest distance
G.-Z. Tang et al. (2016) 10 MHz Polarization 40 km 10 2016  Include modulation errors
Comandar et al. (2016)* | GHz  Polarization 102 km 46 K 2016  High repetition rate
Kaneda et al. (2017 | MHz Time bin 14 dB (.85 2017  Heralded single-photon source
C. Wang et al. (2017) | MHz  Time bin 20 km 6.3 x 10~ 2017  Stable against polarization change
Valivarthi er al. (2017) 20 MHz  Time bin 80 km 100 2017  Cost-effective implementation
H. Liu et al. (2018) 50 MHz Time bin 160 km 2.6 2018 Phase reference free
H. Liu et al. (2019) 75 MHz Time bin 100 km 14.5 2019  Asymmetric channels
Wei er al. (2019) 1.25 GHz  Polarization 204 dB 62K 2019  Highest repetition or key rate

:Nﬂ random modulations.
Asymptotic key rate.

Fethu Xu et al., Secure quantum key distribution with realistic devices
Rev. Mod. Phys. 92, 025002 (2020).
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TABLE IV. List of TF-QKD experiments.

Reference Distance or loss Key rate (bits/s) Year
Minder et al. (2019) 90.8 dB 0.045 2019
Wang, He et al. (2019) 300 km 2.01 x10°* 2019
Y. Liu et al. (2019) 300 km 39.2 2019
Zhong et al. (2019) 55.1 dB 25.6" 2019
Fang et al. (2019) 502 km” 0.118 2019
J.-P. Chen et al. (2020) 509 km” 0.269 2019
Asymptotlc key rate.

Ultra-low-loss fiber.

Fethu Xu et al., Secure quantum key distribution with realistic devices
Rev. Mod. Phys. 92, 025002 (2020).
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TABLE V. List of some recent CV-QKD experiments and their performance.

Reference Clock rate Distance or loss Key rate (bits/s) Year Notes

Jouguet et al. (2013) 1 MH= 0.5 km ~250 2013 Full implementation

Qi et al. (2015) 25 MHz oo o 2015 Local LO

Soh et al. (2015) 250 kHz e e 2015 Local LO

Huang, Huang et al. (2015) 100 MHz 25 km 100 K 2015 Local LO

Pirandola et al. (2015) 10.5 MHz 4 dB 0.1 2015 CV MDI-QKD

Huang, Lin er al. (2015) 50 MHz 25 km ~1 M 2015 High key rate

Kumar, Qin, and Alléaume (2015) | MHz 75 km 49() 2015 Coexistence with classical
Zhang er al. (2020) 5 MHz 202.8 km” 6.2 2020 Long distance

“Ultra-low-loss fiber.

TABLE V1. List of chip-based QKD experiments.

Reference Clock rate Distance or loss Key rate (bits/s) Year Notes

C. Ma er al (2016) 10 MHz 5 km 095 K 2016 Silicon, decoy BBS4
Sibson ef al. (2017) 1.72 GHz 4 dB 565 K 2017 InP, DPS

Sibson, Kennard er al. (2017) 1.72 GHz 20 km 016 K 2017 Silicon, COW
Bunandar er al. (2018) 625 MHz 43 km 157 K 2018 Silicon, decoy BB&4
Ding et al. (2017) 5 kHz 4 dB ~71.5 2018 Silicon, high dimension
G. Zhang er al. (2019) 1 MHz 16 dB 014 K 2019 Silicon, CV-QKD
Paraiso et al. (2019) | GHz 20 dB 270 K 2019 InP, modulator free
Wei er al. (2019) 1.25 GHz 140 km 497 2019 Silicon, MDI-QKD

Fethu Xu et al., Secure quantum key distribution with realistic devices
Rev. Mod. Phys. 92, 025002 (2020).




TABLE VIL.  List of recent experiments of other QKD protocols.

Reference Clock rate Distance or loss Key rate (bits/s) Year
Quantum access network (Fréhlich er al., 2013) 125 MHz 19.9 km 259 2013
Centric network (Hughes er al., 2013) 10 MHz S50 km 2013
RRDPS (Guan e al., 2015) S0 MHz 53 km ~118.0 2015
RRDPS (Takesue er al., 2015) 2 GHz 20 km 20K 2015
ERDPS (5. Wang et al., 2015) 1 GHz 90 km ~B00 2015
RRDPS (La et af., 2016) 10 kHz 18 dB 15.5 2016
High dimension (Lee er al., 2014) 8.3 MHz "o 456 2014
High dimension (Zhong er al., 2015) W 20 km 2T M 2015
High dimension (Mirhosseini et al., 2015) 4 kHz 6.5 2015
High dimension (Sit er al., 2017) 0.3 km ~30 K 2017
High-dimension (Islam et af., 2017) 2.5 GHz 16.6 dB 107 M 2017
Coherent one way (Kkorzh ef al., 2015) 625 MHz 307 km 32 2015
Modulator free (Yuan et al., 2016) 1 GH=z 40 dB ~10 2016

Fethu Xu et al., Secure quantum key distribution with realistic devices
Rev. Mod. Phys. 92, 025002 (2020).
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TABLE VIII. List of recent developments of other quantum-cryptographic protocols beyond QKD.

Protocol

Theory or experiment

MNotes

Noisy quantum storage (Damgird er al., 2008; Wehner, Schaffner,
and Terhal. 2008: Konig. Wehner., and Wullschleger. 2012)

Oblivious transfer (Erven er al., 2014)

Bit commitment (Ng et al., 2012)

Bit commitment (Kent, 2012)

Bit commitment (Lunghi er al.. 2013; Liu er al., 2014)

Bit commuument (Chakraborty, Chailloux, and Leverner, 2015;
Lunghi er al., 2015; Verbanis er al., 2016)

Digital signature (Clarke et al., 2012)

Digital signature (Collins er al., 2014; Dunjko, Wallden, and Andersson, 2014)

Digital signature (Donaldson er al., 2016; Yin el al., 2017a)

Coin flipping (Berlin et al.. 2011; Pappa et al., 2014)

Data locking (Fawzi, Hayden, and Sen, 2013; Lloyd, 2013;
Lupo, Wilde, and Lloyd, 2014)

Data locking (Liu er al., 2016; Lum er al,, 2016)

Blind quantum computing (Broadbent, Fitzsimons, and Kashefi, 2009;
Barz et al., 2012)

Blind quantum computing (Reichardt, Unger, and Vazirani, 2013,
Huang et al., 2017)

Theory

Experiment
Experiment
Theory

Experiment
Experiment

Experiment
Experniment
Experiment
Expernment
Theory

Experiment
Theory and experiment

Theory and expeniment

Unconditional security

Noisy-storage model
Noisy-storage maodel
Relativistic assumption
Relativistic assumption
Long commitment time

First demonstration
No guantum memory
Insecure channel
Loss tolerance

Loss tolerance

Loss tolerance
No quantum memory

Classical clients

Fethu Xu et al., Secure quantum key distribution with realistic devices

Rev. Mod. Phys. 92, 025002 (2020).



TABLE IX. List of reviews related to QKD.

Reference

Subject

Gisin et al. (2002)

Scarani et al. (2009)

Lo, Curty, and Tamaki (2014),
Diamanti et al. (2016), and
Zhang et al. (2018)

Jain et al. (2016))

Xu, Curty, Q1, and Lo et al.
(2015)

Hadfield (2009) and Zhang et al.
(2015)

X. Ma et al. (2016) and
Herrero-Collantes and
Garcia-Escartin (2017)

Coles et al. (2017)

Weedbrook et al. (2012),
Diamanti and Leverrier (2015),
and Laudenbach et al. (2018)

Sangouard et al. (2011),

Pan et al. (2012), and
Munro et al. (2015)

Kimble (2008) and Wehner,
Elkouss, and Hanson (2018)

Brunner et al. (2014)

Fitzsimons (2017)
Xavier and Lima (2020)

Experimental basics of QKD
Theoretical basics of QKD
Practical challenges of QKD

Quantum hacking attacks

Measurement-device-
independent QKD
Single-photon detector

Quantum random number
generator

Entropy uncertainty relation
Continuous-variable QKD

Quantum repeaters

Quantum internet

Bell nonlocality or
device-independent QKD

Blind quantum computing

High-dimensional QKD

Fethu Xu et al., Secure quantum key distribution with realistic devices
Rev. Mod. Phys. 92, 025002 (2020).
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life. Don't be trapped by
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results of other people’s
thinking. Don't let the noise of
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your own inner voice.
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