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第四章 量子通信
徐飞虎：量子通信方案，量子密钥

分发QKD；非理想条件下量子保密
通信方案和实验，数据处理方法；

QKD安全性分析等

陈凯：量子隐形传态理论和实验，

纠缠交换，量子网络等
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Requirements for unconditional security

1. Eve cannot intrude into Alice’s and Bob’s devices to access either the 
emerging key or their choices of settings.

2. Alice and Bob must trust the random number generators that select the 
state to be sent or the measurement to be performed.

3. The classical channel is authenticated with unconditionally secure 
protocols, which exist.(Carter and Wegman, 1979; Wegman and Carter, 
1981; Stinson, 1995)

4. Eve is limited by the laws of physics. This requirement can be 
sharpened: in particular, one can ask whether security can be based on 
a restricted set of laws. In this review, as in the whole field of practical 
QKD, we assume that Eve has to obey the whole of quantum physics.
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Several techniques for security proofs

1. The very first proofs by Mayers were somehow based on the 
uncertainty principle Mayers, 1996, 2001. This approach has been 
revived recently by Koashi 2006a, 2007.

2. Most of the subsequent security proofs have been based on the 
correspondence between entanglement distillation and classical post 
processing, generalizing the techniques of Shor and Preskill 2000. For 
instance, the most developed security proofs for imperfect devices 
follow this pattern Gottesman, Lo, Lütkenhaus, and Preskill, 2004.

3. The most recent techniques use instead information theoretical notions 
Ben-Or, 2002; Kraus, Gisin, and Renner, 2005; Renner, 2005; Renner, 
Gisin, and Kraus, 2005.
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BOUNDS ON THE BIT ERROR RATE 
FOR BB84 AND THE SIX-STATE SCHEME

Daniel Gottesman and Hoi-Kwong Lo, Proof of Security of Quantum Key Distribution 
With Two-Way Classical Communications, IEEE TRANSACTIONS ON INFORMATION 
THEORY, VOL. 49, 457-475 (2003)
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Decoy-state quantum key distribution with 
two-way classical postprocessing

X.-F. Ma, C,-H. Fred Fung,† F. 
Dupuis, K. Chen, K. 
Tamaki,and H.-K. Lo, Phys. 
Rev. A 74, 032330 (2006)
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Decoy-state quantum key distribution with 
both source errors and statistical fluctuations

Xiang-Bin Wang, C.-Z. Peng, J. Zhang, L. Yang, Jian-Wei Pan 
General theory of decoy-state quantum cryptography with source errors 
Phys. Rev. A 77, 042311 (2008) 

Xiang-Bin Wang, Lin Yang, Cheng-Zhi Peng, Jian-Wei Pan, Decoy-state 
quantum key distribution with both source errors and statistical 
fluctuations, New. J. Phys., 11, 075006 (2009) 
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QUANTUM TELEPORTATION

Teleportation of unknown quantum state 
encompasses the complete transfer of 
information from one particle to another
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Therefore Bell measurements on the first two particles would project the state of Bob's 
particle into a  variant of |ψ1〉 of the state  |ψ〉 =  α|0〉 + β|1〉,  where

|ψ1> = either  |ψ>   or   σx|ψ>   or   σz|ψ>   or  σxσz|ψ>

The unknown state |ψ〉 can therefore be obtained from |ψ1〉 by applying one of the four 
operations

I,σx, σy, σz, 
and the result of the Bell measurement provides two bits specifying which
of the above four operations should be applied.

Alice can send to Bob these two bits of classical information using a classical channel 
(by phone, email for example).
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QUANTUM TELEPORTATION
The joint state of three particles

can be rephrased as follows:



中国科学技术大学陈凯中国科学技术大学陈凯

D. Bouwmeester et al., Experimental quantum 
teleportation, Nature 390, 575-579 (1997);
M. Zukowski, A. Zeilinger, & H. Weinfurter, 
Entangling photons radiated by independent pulsed 
sources. Ann. NY Acad. Sci. 755, 91–102 (1995).

Quantum Teleportation

EPR correlations used as a 
source
Teleporting an unknown 
quantum state not the 
particle
Entanglement between 
photon 2 and 3
Bell-state measurement 
plus classical 
communication and 
recovery operation lead to 
successful teleportation

Scheme showing principles involved in 
quantum teleportation (a) and the 
experimental set-up (b).
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Alice has a quantum system, particle 1, in an initial state which she wants to 
teleport to Bob. Alice and Bob also share an ancillary entangled pair of 
particles 2 and 3 emitted by an Einstein–Podolsky–Rosen (EPR)
source. Alice then performs a joint Bell-state measurement (BSM) on the 
initial particle and one of the ancillaries, projecting them also onto an 
entangled state. After she has sent the result of her measurement as 
classical information to Bob, he can perform a unitary transformation (U) on 
the other ancillary particle resulting in it being in the state of the original 
particle. D. Bouwmeester et al., Nature 390, 575-579 (1997)

Quantum Teleportation
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Quantum Teleportation

Alice then looks for coincidences after a beam splitter BS where the initial 
photon and one of the ancillaries are superposed. Bob, after receiving the 
classical information that Alice obtained a coincidence count in detectors f1 
and f2 identifying the         Bell state, knows that his photon 3 is in the initial 
state of photon 1 which he then can check using polarization analysis with 
the polarizing beam splitter PBS and the detectors d1 and d2. The detector 
p provides the information that photon 1 is under way.

A pulse of ultraviolet radiation
passing through a nonlinear crystal 
creates the ancillary pair of photons 2 
and 3. After retroflection during its 
second passage through the crystal 
the ultraviolet pulse creates another 
pair of photons, one of which will be 
prepared in the initial state of photon 1 
to be teleported, the other one serving 
as a trigger indicating that a photon to 
be teleported is under way. 

-
12

ψ
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D. Bouwmeester et al., Nature 390, 575-579 (1997)

Quantum Teleportation
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Teleportation of Massive Particles

David Wineland and colleagues from 
the National Institute of Standards 
and Technology (NIST) in Colorado 
began by creating a superposition of 
spin up and spin down states in a 
single trapped beryllium ion (Nature
429 737 [2004]). Using laser 
beams, they teleported these 
quantum states to a second ion with 
the help of a third, auxiliary ion (see 
figure). The NIST technique relied 
on being able to move the ions 
within the trap. 

Meanwhile, Rainer Blatt and co-workers at the University of Innsbruck 
performed a similar experiment using trapped calcium ions (Nature 429 734  
[2004]). However, rather than moving the ions, they "hide" them in a different 
internal state. 

http://physicsworld.com/cws/article/news/19690

http://physicsworld.com/cws/article/news/19690
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Experimental quantum teleportation 
of a two-qubit composite system

Qiang Zhang et al., Nature Physics  2, 678-682 (2006)
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Experimental quantum teleportation of a 
two-qubit composite system

Qiang Zhang et al., Nature Physics  2, 678-682 (2006)
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Memory-built-in quantum teleportation 
with photonic and atomic qubits

Yu-Ao Chen et al., Nature Physics  4, 103-107 (2008)
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Motivation: longer and not only longer

Fundamental interest: faithfully transfer of quantum state 
between two distant locations without physically transmitting 
carrier itself: 

Long-distance quantum communication network: quantum relay, 
quantum repeater.
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Quantum Teleportation Progress

lOptical free-space link is highly desirable for extending the transfer distance
Effective aerosphere thickness: ~equivalent to 5-10 km ground atmosphere
How to exceed this?

lFiber-based long-distance teleportation :
55m：Marcikic, I. et al. Nature 421, 509-513 (2003)
600m： Ursin, R. et al. Nature 430, 849 (2004) 

lFirst proof-of-principle verification
Bouwmeester, D. et al. Nature, 390, 575( 1997).
Boschi, D. et al. Phys. Rev. Lett., 80,1121(1998).
Furusawa, A. et al. Science 282, 706–709 (1998).
Sherson, J. F. et al. Nature 443, 557–560 (2006).
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Polarization Entanglement Source

Bell states – maximally entangled states:

Singlet:

where

45-degree 
polarization
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Polarization Entanglement Source

l P. G. Kwiat et al.,  Phys. Rev. Lett. 75, 4337 (1995)

PDC
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Modified Rome quantum teleportation scheme

1 1 2 1 1 2

21 1 1 1 1 1 1 1

1 ˆ ˆ ˆ( )
2

σ σ σ

−

− − + +

Ψ = Ψ ⊗ Ψ

= Ψ + Φ − Φ − Ψ Ψ

p w p p w p

x y z pp w p w p w p w
i

( )
( )

1 1 1 11 1

1 1 1 11 1

2

2

±

±

Ψ = ±

Φ = ±

w p w pw p

w p w pw p

R V L H

R H L V

lInitial state:

lBell state:

1 1 1
α βΨ = +

p p p
H V

( )1 1 2 1 21 2

1
2

−Ψ = ⊗ −
p w p w pw p

V R V L H



中国科学技术大学陈凯

Free-space channel + Stable BSM + Active Feedforward

SRT OPRT

lSplit-type refracting telescope(SRT): f=2.372, d=0.2m, 0.42μrad per step, 0.4~1m(point)
lOff-axis parabolic reflecting telescope (OPRT):d=0.4m, 1000kg, stability 0.3μrad/hour
lOptical link efficiency between SRT and OPRT:-14 dB ~ -31 dB.
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lPerfect  overlap :spatial, temporal, spectral.
Visibility of BSM:~99.2%
lActive lock BSM interferometer: reverse propagating direction, 633nm
The instability can be suppressed within λ/52

Free-space channel + Stable BSM + Active Feedforward
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lSwap projection: Eliminate the biased effect caused by different detection 
efficiencies of D7 and D8
lThe real teleportation fidelity: 7 8 7 81 (1 )F C C C C′ ′= +

Teleportation Fidelities
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Xian-Min Jin et al., Experimental Free-Space Quantum Teleportation, Nature Photonics 4, 376-381 (2010).
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Nature Photonics 4, 376-381 (2010)封面文章

大众科学·美国

Beam Us Up Teleportation doesn't work for 
humans — yet — but it works over long distances, 
a new study reports. Time Magazine

隐形传态过程虽然不能够传送人类，然而一
个最新的研究显示，它的确可以远距离地传
送信息。美国《时代杂志》
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自然·中国

Discover 
Magazine
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自由空间量子通信

n国际上距离最远的(16公里)自由空间量子
隐形传态 [Nature Photonics 4, 376] (2010)

美国《今日物理》的报道

《自然·中国》的报道美国物理学家组织的报道

科技部评为
“中国科学十大进展”

两院院士评为
“中国十大科技进展新闻
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Global Quantum Communication Network
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In a quantum teleportation an unknown quantum state can be disambled into, 
and later reconstructed from, two classical bit-states and an maximally 
entangled pure quantum state.

Using quantum teleportation an unknown quantum state can be teleported
from one place to another by a sender who does not need to know - for 
teleportation itself - neither the state to be teleported nor the location of the 
intended receiver.

The teleportation procedure can not be used to transmit information faster 
than light

but
it can be argued that quantum information presented in unknown state is 
transmitted  instanteneously (except two random bits to be transmitted at the 
speed of light at most).

EPR channel is irreversibly destroyed during the teleportation process.

About Quantum Teleportation
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Entanglement Swapping: Entangling 
Photons That Never Interacted

Jian-Wei Pan et al., Phys. Rev. Lett. 80, 3891-3894 (1998)
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Entanglement Swapping: Entangling Photons That 
Never Interacted

Jian-Wei Pan et al., Phys. Rev. Lett. 80, 3891-3894 (1998)
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Multistage Entanglement Swapping

Alexander M. Goebel et al., Phys. Rev. Lett. 101, 080403 (2008)
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Multistage Entanglement Swapping

Alexander M. Goebel et al., Phys. Rev. Lett. 101, 080403 (2008)
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Experimental Multiparticle Entanglement 
Swapping for Quantum Networking

Chao-Yang Lu, Tao Yang, and Jian-Wei Pan, Phys. Rev. Lett. 103, 020501 (2009)
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Experimental Multiparticle Entanglement 
Swapping for Quantum Networking

Chao-Yang Lu, Tao Yang, and Jian-Wei Pan, Phys. Rev. Lett. 103, 020501 (2009)
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课后作业

Entanglement Swapping的原理推导
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US

Japan

DARPA 网络, 连接波士顿市区的哈佛大学、波士顿大学和BBN公司 10km 
链接。其3个节点之后增加到了10个。
NIST 3节点网络 1km 链接。

量子通信网络进展

日本国家情报通信研究机构（NICT） 主导联合项目‘Seamless QKD in 
Metropolitan- and Backbone- Networks’. NEC & Mitsubishi的互联
于2006年演示。2010年10月，NICT主导，联合日本电信电话株式会社
(NTT)、NEC和三菱电机，并邀请东芝欧洲有限公司，瑞士ID Quantique
公司和奥地利的All Vienna共同协作在东京建成和演示了6节点城域量子通
信网络”Tokyo QKD Network”。最远通信距离为90公里，45公里距离
上点对点通信速率可达60kbps（使用超导探测器）

EU 欧盟从2006年起，成立了 “基于密码的安全通信（SECOQC）” 网络, 囊
括了来自英国、法国、德国、意大利、奥地利和西班牙等12个国家的41个
相关领域的机构和组织 。典型的网络 6个节点，8个链接。 2008年10月在
维也纳演示。采用混合类型的协议和可信中继架构。光纤的环形网络63 km, 
一个额外节点85 km。
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商用量子通信产品公司

id Quantique: Geneva, Switzerland
MagiQ Technologies: US, New York
SmartQuantum，France，Lannion （破产）
QuintessenceLabs, Australia, Canberra

etc.

China USTC 潘建伟教授团队 5节点大于16km链接。最远链接60km（延伸至
130km）。所有节点互联互通。

USTC 郭光灿教授团队7个节点最远10km链接。4节点互通5.6km。

量子通信网络进展
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The DARPA Quantum Network

QKD
Endpoint

Encrypted Traffic
via Internet

QKD
Endpoint

QKD Switch QKD Switch

QKD Switch

QKD Switch
QKD Repeater

Private
Enclave

Private
Enclave

Ultra-Long-
Distance Fiber

End-to-End Key Distribution
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The DARPA Quantum Network
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The DARPA Quantum Network架构
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NIST Quantum Communication Testbed

1 Mbit/s over 4km (2006年)
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视频会议演示

NIST 量子网络

集成的高速电路板
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NIST QKD Protocol Stack (2006)
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SECOQC QKD网络拓扑和分布
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SECOQC QKD-链接协议和设备

Attenuated Laser Pulses (Id Quantique)
Coherent-One-Way (University of Geneva)
One-way, decoy states (Toshiba UK)
Entangled photons (University of Vienna)
Continuous Variables (Prof. Grangier)
Access Free Space Link (LMU of Munich)
The “last mile“ (80 m, >10kbit/s)
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SECOQC QKD节点组成

成码率：0.6～10kbps
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SECOQC QKD链接方式
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SECOQC QKD节点模块
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Tokyo QKD network
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合作单位
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连接点

东京网络基于日本的一个光纤实验床，有6个节点，3个在
Koganei，2个在Otemachi，1个在Hongo
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Tokyo QKD Network网络拓扑、距离和损耗

NEC, Mitsubishi Electric, NTT, NICT, Toshiba Research Europe Ltd. (UK)
ID Quantique (Switzerland) All Vienna (Austria)
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网络架构

基于JGN2plus（Japan's Gigabit Network ）
星形结构
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Network Layer结构
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连接配置
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Tokyo QKD Network视频会议演示
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极化编码

4 MHz
Decoy BB84
可信中继架构

任意两节点通信距离≥20 km
信号和诱骗态脉冲: 1550nm; 同步脉
冲:1310 nm 使用WDM

3节点光量子电话网络

相位涨落的实时稳相

最终成码率≥1.5kbps
无条件安全，考虑了有限长度

的密钥统计涨落。

T.-Y. Chen et al., Optics Express Vol. 17, Iss. 8, pp. 6540–6549 (2009).
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任意两节点间的量子电话

任意节点对于另外两个节点的加密

广播

T.-Y. Chen et al., Optics Express Vol. 
17, Iss. 8, pp. 6540–6549 (2009).

Physics World的报道

Science的报道

3节点光量子电话网络
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5节点星型量子密钥分配网络系统
全通型量子通信网络

Chen et al., Optics Express 18, 27217 (2010)
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实用化城域量子通信网络

合肥全通型城域量子通信网络

Chen et al., Opt. Express 17, 6540 (2009)
Chen et al., Opt. Express 18, 27217 (2010)

合肥城域量子通信试验示范网
(46个节点, 2012年)

新华社新闻大厦
新华社金融信息交易所

>20km

金融信息量子通信验证网(2012)
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系统集成
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实用化城域量子通信网络

合肥全通型城域量子通信网络

Chen et al., Opt. Express 17, 6540 (2009)
Chen et al., Opt. Express 18, 27217 (2010)

合肥城域量子通信试验示范网
(46个节点, 2012年)

新华社新闻大厦
新华社金融信息交易所

>20km

金融信息量子通信验证网(2012)
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第四章 量子通信
1. 保密通信

2. QKD基本原理
3. BB84协议过程
4. QKD安全性
5. 诱骗态(Decoy-state QKD)

①Decoy QKD原理
②实用Decoy QKD
③Decoy QKD实验

6. QKD的现实安全性
①探测端的安全性àMDI-QKD
②设备无关的à DI-QKD

7. 量子隐形传态(Quantum Teleportation) [原理、实验]
8. 量子纠缠交换(Entanglement Swapping)
9. 量子通信网络
10. 量子通信商用公司
11. 量子通信发展与实用化QKD之路
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商用QKD产品



中国科学技术大学陈凯中国科学技术大学陈凯

MagiQ

1999建立于美国，目前设有Boston
总部和纽约Office。
大致从2008年起建立了MagiQ 
Research Labs ，与US Army, 
DARPA, NASA以及与包括世界500
强的多个公司进行联合研究。
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MagiQ
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MagiQ
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ID Quantique产品
id Quantique (IDQ) 在2001年建于Geneva
公司产品

n Centauris Layer 2 Encryptors: High speed multi-protocol encryptors
n Cerberis: A fast and secure solution of high speed encryption combined with 

quantum key distribution。典型的基于AES应用
n Clavis2:  QKD for R&D Applications
n 探测器，随机数发生器，短脉冲激光源等
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2010 FIFA 世界杯

Durban, South Africa – The 
first use of ultra secure 
quantum encryption at a world 
public event，基于AES 256

2019 SK Telecom Continues to 
Protect its 5G Network with Quantum 
Cryptography Technologies

ID Quantique
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Quantique and CryptoNext 
partner to deliver next-gen, 
quantum-safe messaging

ID Quantique
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量子通信产业化
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科大国盾量子技术股份有限公司
（QuantumCTek Co., Ltd.）
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科大国盾量子技术股份有限公司
（QuantumCTek Co., Ltd.）
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国盾量子
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科大国盾量子技术股份有限公司

ez-QTM Engine超导量子计算操控系统
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科大国盾量子技术股份有限公司
（QuantumCTek Co., Ltd.）
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科大国盾量子技术股份有限公司
（QuantumCTek Co., Ltd.）
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安徽问天量子科技股份有限公司
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光纤量子信道

地面自由空间信道

最小损耗：0.2dB/km

地球曲率和大气衰减

1、全球量子密钥分发网络

2. 在空间大尺度下的量子通信实现

地面量子通信实验在几百公里以上存在技术障碍

空间量子通信

量子通信的发展
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Free-Space Quantum Communication
Phase 1:

Test the possibility of single photon and entangled
photons passing through atmosphere

n Free-space quantum entanglement 
distribution ~13km

Peng et al.,  PRL  94, 150501 (2005)

n Free-space quantum teleportation (16km)
• Scheme: Boschi et al., PRL 80, 1121(1998)
• Experiment: Jin et al., Nature Photonics 4,     

376 (2010)

Well beyond the effective thickness of the aerosphere! 183
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Phase 2:

Free-Space Quantum Communication
Test the feasibility of quantum communication via 
high-loss ground-to-satellite channel

n Free-Space Quantum Teleportation (97km)

Loss for an uplink of 
ground to satellite: 
45dB

Channel loss: 
35-53dB

high-brightness entangled photon
source technology used in our 8-
photon entanglement experiment

Four-photon quantum teleportation 
experiment
REntanglement source: 450000/s 
RFour-photon coincidence rate: 1500/s

184
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Free-Space Quantum Communication
n and Free-space quantum entanglement distribution (over 100km)

Yin et al., Nature 488, 185 (2012)

Loss for two-downlink 
between satellite and 
two  ground stations: 
75dB

Channel loss: 
66-85dB

185
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世界首颗量子卫星



中国科学技术大学陈凯中国科学技术大学陈凯

“墨子号”量子卫星与地面站通信试验照片公布
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“墨子号”量子卫星与地面站量子通信

摘自国盾量子新闻
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“墨子号”量子卫星与地面站装置图
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城域量子通信网络的规模化＋

可信中继和量子中继器的城际量子网络＋

星地量子通信

广域量子通信网络

广域量子通信
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实用化QKD之路

Feihu Xu et al., Secure quantum key distribution with realistic devices
Rev. Mod. Phys. 92, 025002 (2020).
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实用化QKD之路

Feihu Xu et al., Secure quantum key distribution with realistic devices
Rev. Mod. Phys. 92, 025002 (2020).
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实用化QKD之路

Feihu Xu et al., Secure quantum key distribution with realistic devices
Rev. Mod. Phys. 92, 025002 (2020).
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实用化QKD之路

Feihu Xu et al., Secure quantum key distribution with realistic devices
Rev. Mod. Phys. 92, 025002 (2020).
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实用化QKD之路

Feihu Xu et al., Secure quantum key distribution with realistic devices
Rev. Mod. Phys. 92, 025002 (2020).
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其他QKD协议

Feihu Xu et al., Secure quantum key distribution with realistic devices
Rev. Mod. Phys. 92, 025002 (2020).
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其它量子安全协议

Feihu Xu et al., Secure quantum key distribution with realistic devices
Rev. Mod. Phys. 92, 025002 (2020).
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QKD发展

Feihu Xu et al., Secure quantum key distribution with realistic devices
Rev. Mod. Phys. 92, 025002 (2020).
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C.-Y. Lu et al., Micius quantum experiments in space, Rev. Mod. Phys., 94 (2022) 035001.

自由空间量子光学实验
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Nicolas Gisin et al., Quantum cryptography
Rev. Mod. Phys. 74, 145-195 (2002).

V. Scarani et al., The security of practical quantum key distribution 
Rev. Mod. Phys. 81, 1301-1350 (2009).

Jian-Wei Pan et al., Multiphoton entanglement and interferometry
Rev. Mod. Phys. 84, 777-838 (2012).

Feihu Xu et al., Secure quantum key distribution with realistic devices
Rev. Mod. Phys. 92, 025002 (2020).

C.-Y. Lu et al., Micius quantum experiments in space
Rev. Mod. Phys. 94, 035001 (2022).

Decoy QKD
W.-Y. Hwang, Phys. Rev. Lett. 91, 057901 (2003);
H.-K. Lo, X.-F. Ma, and K. Chen, Phys. Rev. Lett. 94, 230504 (2005);
X.-F. Ma, B. Qi, Y. Zhao and H.-K. Lo, Practical decoy state for quantum key distribution. Phys. Rev. A, 
72,012326 (2005).
X.-B. Wang, Phys. Rev. Lett. 94, 230503 (2005).

MDI-QKD
H.-K. Lo, M. Curty, and B. Qi, Phys. Rev. Lett. 108, 130503 (2012)
Liu et al., Phys. Rev. Lett. 111, 130502 (2013); Tang et al., Phys. Rev. Lett. 112, 190503 (2014)
Tang et al., Phys. Rev. Lett. 113, 190501 (2014); Yin et al., Phys. Rev. Lett. 117, 190501 (2016)

TF-QKD
Lucamarini, M., Z. Yuan, J. Dynes, and A. Shields, Nature 557, 400 (2018) .
Ma, X., P. Zeng, and H. Zhou, Phys. Rev. X 8, 031043 (2018).
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Your time is limited, so don't 
waste it living someone else's 

life. Don't be trapped by 
dogma, which is living with the 

results of other people's 
thinking. Don't let the noise of 

other's opinions drown out 
your own inner voice.

And most important, have the 
courage to follow your heart 
and intuition. They somehow 
already know what you truly 
want to become. Everything 

else is secondary.

乔布斯语录：
2005年斯坦福大学毕业典礼上的讲话
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乔布斯语录

Innovation distinguishes between a leader 
and a follower.

The only way to do great work is to love 
what you do. If you haven’t found it yet, 

keep looking. Don’t settle. As with all 
matters of the heart, you’ll know when you 

find it.

Design is not just what it looks like and 
feels like. Design is how it works.


