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Abstract—To embrace the era of big data, there has been grow-
ing interest in designing distributed machine learning to exploit
the collective computing power of the local computing nodes.
Alternating Direction Method of Multipliers (ADMM) is one of
the most popular methods. This method applies iterative local
computations over local datasets at each agent and computation
results exchange between the neighbors. During this iterative
process, data privacy leakage arises when performing local
computation over sensitive data. Although many differentially
private ADMM algorithms have been proposed to deal with
such privacy leakage, they still have to face many challenging
issues such as low model accuracy over strict privacy constraints
and requiring strong assumptions of convexity of the objective
function. To address those issues, in this paper, we propose a
differentially private robust ADMM algorithm (PR-ADMM) with
Gaussian mechanism. We employ two kinds of noise variance
decay schemes to carefully adjust the noise addition in the
iterative process and utilize a threshold to eliminate the too noisy
results from neighbors. We also prove that PR-ADMM satisfies
dynamic zero-concentrated differential privacy (dynamic zCDP)
and a total privacy loss is given by (e, d)-differential privacy.
From a theoretical point of view, we analyze the convergence rate
of PR-ADMM for general convex objectives, which is O(1/K)
with K being the number of iterations. The performance of
the proposed algorithm is evaluated on real-world datasets.
The experimental results show that the proposed algorithm
outperforms other differentially private ADMM based algorithms
under the same total privacy loss.

Index Terms—differential privacy, distributed machine learn-
ing, ADMM, decentralized optimization

I. INTRODUCTION

With the rapid development of sensing technologies, the past
decade has witnessed an explosive growth in size of generated
data. For instance, the Cisco Visual Networking Index predicts
that the number of mobile devices will be 11.6 billion by the
year 2020 and the data will be generated at each smart phone
with an average size of 4.4 gigabytes per month [1]. Because
of the ability to exploit the collective computing power of
the local computing nodes, distributed machine learning is a
promising tool to accommodate such deluge data, especially
when data is produced from different locations [2]. Several
distributed optimization approaches have been developed to
design distributed machine learning architectures such as dis-
tributed subgradient descent algorithm [3], [4] and alternating

978-1-7281-0858-2/19/$31.00 ©2019 IEEE

978-1-7281-0858-2/19/$31.00 ©2019 IEEE 1302

direction method of multipliers (ADMM) [5], [6], among
which the ADMM typically achieves a fast convergence rate
O(1/K), where K is the number of iterations [7]. Thus, in this
paper, we aim to design distributed machine learning algorithm
with ADMM.

Under the framework of ADMM, a large scale machine
learning problem is divided into several sub-problems solved
by a connected network of agents locally over local training
data, and the local machine learning models are exchanged
among the neighbors. However, as many recent works [8], [9],
[10] indicate, the local machine learning models exchanged
during the iterative process may result in privacy leakage of
the sensitive training data such as medical records or financial
data.

To prevent such information leakage, differential privacy
[11], [12] has been exploited as a well-defined framework for
performing machine learning over sensitive data. Intuitively, it
works by injecting random noise to the model parameters so
that an adversary with arbitrary background knowledge cannot
confidently make any conclusions about whether a data sample
is utilized in training a model or not. Many pioneering works
have focused on integrating differential privacy with ADMM
[8], [9], [10], [13]. In [8], Zhang and Zhu proposed a dual
variable perturbation approach, where the dual variable of each
agent at each ADMM iteration is perturbed. This approach can
provide dynamic differential privacy, a new privacy framework
capturing the distributed and iterative nature of ADMM.
However, Zhang and Zhu only imposed a privacy constraint on
each iteration and did not give a total privacy loss bound over
the entire iterative procedure, which makes it hard to balance
the tradeoff between the utility of the proposed algorithm and
privacy guarantees. Later, in [9], Zhang et al. developed a
penalty perturbation method and gave the total privacy loss
of all agents during the entire process. Moreover, in [10],
Zhang et al. employed the penalty perturbation method and
modified the original ADMM to repeatedly use the existing
computational results in order to further reduce the privacy
loss. However, privacy analysis provided in above works
[8], [9], [10] requires the objective functions of the learning
problem are strongly convex. Our privacy analysis only needs
to assume that the gradient of the loss function is bounded.
Huang et al. in [13] and Ding et al. in [14] also performed
privacy analysis under mild conditions of objective functions,



whereas their approaches need a central server to average all
shared primal variables. Instead of requiring a central server,
our approach is implemented in a fully decentralized manner.

In this paper, we propose a differentially private robust
ADMM algorithm (PR-ADMM) by adding Gaussian noise
with decaying variance to perturb exchanged variables at each
iteration. To reduce the negative effects of noise addition, we
propose two noise variance decay schemes: Periodic Linear
Decay Scheme and Iteration-Based Decay Scheme, and we
utilize a threshold U to examine whether the results from
neighbors are too noisy. The dynamic zCDP framework pro-
posed in [15] is used to analyze the privacy guarantee of PR-
ADMM, which achieves tight bound on privacy loss. Further-
more, we rigorously prove the convergence rate of PR-ADMM
for general convex objectives. Our salient contributions are
listed as follows.

o We propose a differentially private robust ADMM al-
gorithm (PR-ADMM) by adding Gaussian noise with
decay variance to address privacy concerns in distributed
machine learning.

o To mitigate the effects of noise addition, we propose
two noise variance decay schemes and set a threshold to
eliminate the too noisy primal variables from neighboring
agents. Moreover, we present the privacy analysis of PR-
ADMM based on dynamic zCDP framework.

o We provide convergence analysis of PR-ADMM under
above two variance decay schemes for general convex
objectives. Note that in both cases, PR-ADMM exhibits
a O(1/K) convergence rate, where K is the iteration
number.

o We evaluate the efficacy of PR-ADMM by conducting
extensive simulations using real-world datasets.

The rest of paper is organized as follows. Section II gives
the problem formulation, and describes preliminaries. Then,
the differentially private robust ADMM algorithm and privacy
analysis are presented in Section III. In Section IV, we
provide the convergence analysis of the proposed algorithm.
The numerical experiments based on real-world datasets are
shown in Section V. Finally, we draw conclusion remarks in
Section VI.

Notations: In this paper, we denote ||z||2 as the Euclidean
norm of a vector x and (xz,y) as the inner product of two
vectors = and y. Further, given a semidefinite matrix G,
VaTGux represents the G-norm of z, ie., ||z]g. We also
denote @y,q.(G) as the nonzero largest of G and @i (G)
as the smallest nonzero singular value of G.

II. PROBLEM SETTING AND PRELIMINARIES
A. Problem Setting

Let a symmetric directed G = {N,E} represents a con-
nected network containing [V agents bidirectionally connected
by E edges, where N is the set of vertexes with cardinality
IN| = N, and € is the set of arcs with |€] = 2E. A
connected network is a network that every agent can reach
from every other agent. For any agent i, we let V; denote the
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set of its neighboring agents, and the information can only
be exchanged among its neighbors. Suppose that each agent ¢
has a dataset D; = {(y7", zf)}lnDzl‘, where y}* € C* is a feature
vector and z' € R? is the label. The goal of the agents is to
collectively train a classifier w € R? over the union dataset
D= Uijen D; in a decentralized manner (i.e., no centralized
controller/fusion center) while protecting the privacy of each
data sample. Thus, we formulate the problem by regularized
empirical risk minimization (ERM), which refers to find the
model variable w by minimizing an objective function given
by a loss function £(-) : R* x C* x R? — R averaged over
data samples plus a regularizer R(w) : R? — R to prevent
overfitting. Specifically, we focus on the following problem

N |Di|
u%élz o X_jﬁ(z?,y?,w) +R(w). )
i=1 n=1
We assume that each feature vector ||y?||2 is normalized to
[ly?]|2 < 1. We also assume the loss function £(-) is convex
and V-Lipschitz. For example, if the loss function is binary
logistic regression, i.e., z* € {—1,1}, we have

L(z]" y, w) = log(1 + exp(—z]'w’y!")).

According to the literature [16], the Lipschitz constant V' of
logistic loss is 1, i.e., the tight upper bound of VL(-) is
IVL()[l2 < 1.

ADMM, as a popular optimization method, can be used
to solve ERM problem (1) in a decentralized fashion. In
the following subsection, we will first introduce preliminaries
about how to solve ERM problem (1) by ADMM.

B. Preliminaries

1) Conventional ADMM: To decentralize ERM prob-
lem (1), we introduce local classifiers z; € R for agent 1,
where z; is a local copy of the common classifier w in (1).
Additionally, a set of auxiliary variables {p;;|i € N',j € V;}
are introduced to enforce all the local classifiers reach consen-
sus, i.e., ¥1 = x9 = --- = xy. Then, the ERM problem (1)
can be reformulated as follows

. N
min iy filws
{zi}Api;} 2im file) 2)
S.t. Ti = Pij, Tj = Pij, iGN,jEVi,

where f;(x;) = ﬁ Z‘n]zl‘ L2,y x;)+ +R(x;) [6]. Since
agents are connected in the network, then problems (2) and
(1) are equivalent [17]. Moreover, the objective function of
(2) can be easily solved using ADMM in a decentralized
and collaborative manner, where each agent ¢ obtains a local
classifier z; by only minimizing objective f;(z;) over its own
dataset D; = {(y7, sz)}InDzl‘

For a clear presentation, according to [17], problem (2) can
be written in a matrix form as follows

min - f(x) +9(p),

(3)
st. Ax+ Bp=0,

where z := [z1, 79, ,xn]T € RN, pis a vector concate-
nating all {p;;}, g(p) = 0 and A := [A;; Ao] with Ay, Ay €



R2EAXNd whose (g,i)-th element (A1)y; = 1,(A2)g = 1
and all other elements are zeros if the g¢-th element of p is
pij. Moreover, B := [—Iygq; —I2p4|, and aggregated function
f RN 5 R is defined as f(x) = S0, fi(x).

The augmented Lagrangian function of (3) is given by

Le(w,p,X) = f(x) + (Az+ Bp,\) + 1| Az + Bpll3, (4)

where A € R*¥? is Lagrangian multiplier and 7 is a positive
penalty parameter.

With ADMM algorithm, alternatively, L.(x,p, \) is mini-
mized in terms of variables x, p and \. At iteration k + 1, the
updates of ADMM are

V(R + ATAE 4 AT (Az" T + BpF) =0,  (5)
BTN + BT (AzFL + Bp*thy =0,  (6)
)\k-‘rl o )\k o n(Afl'k+1 + Bpk’-i-l) = 0. (7)

If we let A = [B;7] with 3,7 € R?PN, [, = AT + AT and
H_ = AT — AL, the above ADMM updates can be simplified
as

V(@R + of + 2pM 2Pt — L 2b =0,

ot —of —pL_zMt =0,

®)
(€))

where a = H_3 € R™? is a new Lagrange multiplier, and
M=4(Ly+L_)with Ly =1H,HT and L_=1H_H".
Note that L, and L_ are the extended signless and signed
Laplacian matrices of the network.

Remember that = := [z, 79, - ,zx]|T € RVY, where x;
is the local classifier of agent 7. After simple manipulations,
the matrix form of ADMM updates (8) and (9) are translated
to the updates of agent i by

Vfi(xfﬂ) + of + 217|Vi|1:f+1 = | [VilzF + Z 96;c )
JEV;

(10)

k+1 _ k k41 k41
o] " =of + | VileiT - E z; ,
JEV:

an

where o; € R? is the local Lagrange multiplier of agent i and
« is the concatenated form of all «;. At iteration k + 1, every
agent ¢ updates the local xf“ through (10) using its previous
x¥, ol and its neighbors’ previous result :Uf with 7 € V;, and
then broadcasts xf“ to all its neighboring agents j € V.
After collecting all x?“ from its neighbors, agent ¢ updates
its local multiplier «; through (11).

2) Differential Privacy: Differential privacy (DP) as an
important privacy paradigm is first presented in [12], which
provides robust protection against a wide range of attacks by
injecting random noise to perturb the released statistical results
obtained from sensitive datasets. The definition of differential

privacy is defined as follows.

Definition 1 (Differential Privacy). A randomized algorithm
M satisfies (e, 0)-differential privacy if for any two adjacent
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datasets D and D that differ in only a single record, the
absolute value of the privacy loss random variable of an output
0 € Range(M)

Pr[M(D) = o]
Pr[M(D) = o]
is bounded by €, with probability at least 1 — 0.

Z(0) =1In

A generic method of achieving (e, §)-differential privacy is
Gaussian mechanism [11] that adds Gaussian noise, calibrated
to the query function’s sensitivity, to the output. The sensitivity
captures the maximum difference of the query function by a
single record in the worst case. We define the sensitivity as
follows.

Definition 2 (Sensitivity). The sensitivity of a query function
f() that takes as input a dataset D is defined as

Ay =max|| f(D) — f(D)]l2,
D,D

where D and D are any two neighboring datasets differing in
at most one record.

Based on the definition of sensitivity, we show the Gaussian
mechanism in the following theorem.

Theorem 1 (Gaussian Mechanism [11]). For a query func-
tion f : D — R® with sensitivity A 1, the Gaussian Mechanism
that adds noise generated from the Gaussian distribution
N(0,02%1,) to the output of f satisfies (e, d)-differential pri-

V2In(1.25/8)A,

Concentrated differential privacy (CDP) is a recently pro-
posed relaxation of differential privacy which aims to make
privacy-preserving iterative algorithms more practical than for
DP while still providing strong privacy guarantees

Zero-concentrated differential privacy (zCDP) [18] is a
newly relaxation of differential privacy, which aims to obtain
significantly tighter privacy bounds for privacy preserving
iterative algorithms. The definition of p-zCDP is defined as
follows.

Definition 3 (p-zCDP). For all 7 € (1,00), a randomized
algorithm M is p-zCDP if for any neighboring datasets D
and D, we have

vacy, where €, € (0,1) and o >

E[e(T"DZ()] < (r=D7p,

where Z(0) is the privacy loss variable of an outcome of M.

The following three lemmas [18] show that the Gaussian
mechanism satisfies zCDP, the composition theorem of p-
zCDP and the relationship between p-zCDP and (e, 6)-DP.

Lemma 1. The Gaussian mechanism in Theorem 1, satisfies
A%/(20%)-zCDP.

Lemma 2. [f randomized mechanisms My, --, M} sat-
isfies pl-zCDP,---,pkk-zCDP, their composition defined as
(Mla o 7Mk) is Zi:l Pk'ZCDP-



Lemma 3. If a randomized mechanism M satisfies p-zCDP,

then for any 6 € (0,1) M satisfies (p + 2+/pln(1/6),0)-

differential privacy.

III. DIFFERENTIALLY PRIVATE ROBUST ADMM

In this section, we propose a novel differentially private
robust ADMM algorithm (PR-ADMM). Specifically, to pro-
vide differential privacy of each training data point, we let
individual agent adds Gaussian noise to the local classifiers
before sharing to neighboring agents. Moreover, we propose
two techniques to mitigate the effects of noise addition and
guarantee convergence property. The first technique is that we
design two kinds of noise variance decay schemes: Periodic
Linear Decay Scheme and Iteration-Based Decay Scheme, to
carefully adjust the scale of noise in the iterative process. The
second technique is to set a threshold U to decide whether
the noisy classifiers from neighboring agents introduce too
much noise or not. If it is, this agent would not use these
noisy classifiers to do ADMM updates. In addition, the privacy
framework, dynamic zero-concentrated differential privacy, is
utilized to measure the privacy guarantee of PR-ADMM.

The details of PR-ADMM are given in Algorithm 1. First of
all, we choose a Gaussian noise variance decay scheme from
Periodic Linear Decay Scheme and Iteration-Based Decay
Scheme to determine the relationship between ((72):#1 and

(o2 ) In each iteration, each agent i computes the primal
variable $f+1 by solving the subproblem in (12) over its own
dataset D; (Line 15). Then, each agent ¢ computes the value of
S lE — &% |2 for every neighboring agent j € V;, which is
a good criterion of measuring the deviation from a consensus
at current iteration [19]. When Zf:o |7} — @2 is greater
than a threshold U, it means that agent j’s variable 5:;“ is
too noisy. Then each agent ¢ will replace :if with its own
variable Z¥ to do the primal variable update (Line 15). After

that, each agent adds a n01se & k+1 drawn from a Gaussian
distribution A(0, (o ) Id) to perturb the local variable
x'” according to the chosen n01se variance decay scheme.
Then the perturbed local variable 951 *1 is sent by agent i to all
its neighboring agents j € V;. At last, each agent updates the
dual variable af“ through (13). The corresponding ADMM

iterations are as follows.

V@) + ok + 2milabtt = | Wilak+ >k |,

JEVI
(12)
aftt =l o [ ilET - D)
JEV:
(13)

Now how to set the value of threshold U is impor-
. E o)~ - k -
tant. Since ., |zt — :c§||2 < U and Y, ,]Q%!2 =

5 Xm0 Xienjevn 1 — #lo with @ = /L_/2, then

the value of noisy local deviation statistics Zszo 1QZ* |2 is
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Algorithm 1 Differentially Private Robust ADMM
1: Input: datasets {D;}} ; initial variables ¥ € R? and
04? = 0g4; threshold U; time period K, decay rate Rp €
(0,1) and Ry > 0; initial variances (02): for all agents
i

2: Choose noise variance decay scheme (Line 3-7).

3: if Periodic Linear Decay Scheme is chosen then

4 (0¥ = (62)] x RY/K?]

5: else

6: (02)f+1 = (02); X m. [/Iteration-Based De-
cay Scheme

7: end if

8: for k=0,..., K —1do

9: for:=1,--- ,N do

10: if S0 l@t —@4ll2 > U with j € V; then

11: Replace & with Z}.

12: else

13: Keep z%.

14: end if

15: Compute =" by solving Vf;(z"!) + of +

Vil = ([Vilah + ey, @) = 0.

16:

17: Generate noise &7 ~ N(0, (o )fHId).

18: Perturb 25! JLf’H oh 4 gt

19: end for

20: fori=1,--- ,N do

21: Broadcast :Ef“ to all neighbors j € V;.

22: end for

23: fori=1,---,N do

24: Compute akH from

oF ! ~k+1 ~k+1
o = ot 4 ([VIE - Ty, #5).
25: end for
26: end for

27: Output: {ZX}N | for any i € N.

upper bounded by v2EU. Note that if we set the threshold U
as U = U/(\[E) we have Zk o |Q@*]|2 is upper bounded
by U, where U is the upper bound of the noise-free local
deviation statistics S 1 o Q2 ||2. The upper bound U can be
obtained from the following Lemma.

Lemma 4. If we randomly initialize 2° and the gradient
Vf(x) is bounded as ||Vf(z)|2 < Vo and the feasible x
is bounded as ||x||2 < Vi, in conventional ADMM (8-9), we
have

K

S llQatl < U

k=0

= (Gmas(L1) + 20mas(Q)VE + Pomm@ ) T

Proof. The upper bound of Zf:o |Qz*||2 can be directly
derived from Lemma 8 in [20] if we use the inequality
la+ bl < llal}3 + I3 for all a,b € R and Qa] <

¢maz(Q)”$0”- O



In distributed settings, the output of the algorithm includes
all intermediate results generated at every stage of the learning
and final result. For this reason, we present the dynamic zero
concentrated differential privacy framework to quantify the
privacy leakage of ADMM-based algorithms.

Definition 4 (Dynamic p’C -zCDP [15]). Consider a connected
network G = {N,E} that contains a set of agents/nodes
N ={1,---, N} and each agent possesses a training dataset
D;, and D = Uien Dji. We denote K is a randomized version
of ADMM algorithm with updates (10) and (11). Let KF be
the agent-i-dependent sub-algorithm of IC, which corresponds
to ADMM update (10) at k-iteration that outputs x¥. A
randomized algorithm K gives dynamic p¥-zCDP if for all
datasets D; and D; differing at most a single record, and for
all agents i € N, and for all k during a learning process, the
privacy loss variable of an outcome o € Range(K)

k

Prlx =0
Zf(o):lnP [ ;D — |
r[z Yib; = o]
satisfies
E[e(f—l)zl"(O)} < e(T—l)Tpf7
V7 € (1,00).

For dynamic zCDP algorithms, the adversaries cannot ob-
tain additional information by observing the intermediate
results and final results at each step. Since the added noise
may destroy the convergence behavior and lead to poor model
performance. It is vital to carefully design and adjust privacy
budget allocation for each iteration, i.e., dynamically reducing
the noise variance in the iterative process, instead of just
adding a noise §f+1 for agent ¢ in iteration k + 1 [8].

Here we propose two kinds of noise variance decay
schemes, which effectively reduce the bad impact of noise
and stabilize the convergence property.

Periodic Linear Decay Scheme In a period of time K,
there is a decay rate Rp € (0,1) to describe the decrease of
noise variance. The mathematical form is

k41 1 k/K,
(035 = (02)) x RE/Fr,

where (%)} is the initial noise variance determined by agent i
and the value of K, decides how often to reduce noise variance
regards the number of iterations. Without loss of generality,
suppose the total iteration number K is divisible by K.

Iteration-Based Decay Scheme In the iteration £ + 1, the
noise variance (o2 )kJrl can be obtained based on the previous
noise variance. It has the mathematical form
o\ k+1 o\ 1 1

(0%); = =(07); XRTk(k+1)’

where Rp > 0 is decay rate.

Before showing PR-ADMM satisfies dynamic zCDP, we
first estimate the sensitivity of the local primal variable :rk“
as shown in the following lemma.

(14)

s)

Lemma 5. The sensztzwty of local primal variable zkH

denoted by A;, i W\V'I’ where V' is the Lipschitz constant
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of the loss function L(-),
agents of agent i, and 1 is a positive penalty parameter.

Proof. According to subproblem (10) and Definition 2, we
have

k+1 — . /‘€+1 D
z,DZ 277|Vi| (.1‘1 ’ 1)
1 1
e B 21N Y ok,
2l \ ]; RO
k+1 — k+1 D
£ = g D)
1 1
+ — [ Wi)zk + i ok,
2V P T

where D; and D; are two neighboring datasets. Without loss
of generality, suppose only the first data sample in D; and D;
is different, say (y},2}) and (9}, 2}) respectively. Then by the

definitions of sensitivity, we have

A _ ka+1 k—&:le
=3 |V||\sz(5ffk+1 D) = V(@i ™, D)2
B
| Dy 1
Z VLGP A 2t = S VR
'4| n=1 N
= 5 IV AW o) = VLl 2 at )
“ Vil

In the last inequality, we use the fact the Lipschitz constant
V' is an upper bound of ||[VL(-)]]2. O

The following theorems show the privacy guarantee of PR-
ADMM.

Theorem 2. The PR-ADMM algonthm satisfies the dynamic
k+1'ZCDP Where pk+l = W

Proof. The privacy loss variable of 562“'1 on an output o over

two neighboring datasets D; and D; is

Pr[zFtl =0
ZF (o) =In [ Zfl }
Pr[z b= 0]
Since #Ft! = 21 4 M and T~ N(0, (02)11 ),
the probability distribution £ 5! is A'(z} %!, (0%)1 ' 1), and
k+1

the probability distribution of ' +1‘ is N( k+1 (02) 14).

i



According to Lemma 2.5 in [18] and V7 € (1, 00), the Rényi
divergence is given by

k+1 o\ k+1
D (N (2 (0%); 1)V (= f}la( 2 la))
_T\Ix’““ ’““Hg
T g
TA?
4,2(02)k+1

Then,
E[e(T—12" (0)]
LTOD N @I ()T IV (@] (o) )

— (r=DTAY/[2(0*); )

[ [ [ R e —
<e( ) 202V, 12 (%)) T

(T 1)Tpk+1

Therefore, PR-ADMM pr0v1des the dynamic pk“-zCDP at
each agent ¢ with pk+1 = W O

The parameter pf“ in Theorem 2 only inspects the privacy
loss of one agent in each iteration. However, it does not show
the privacy guarantee when an adversary uses the revealed
results from all iterations to perform inference. Therefore, the
total privacy loss over the entire computational process and the
entire network should be calculated. For two kinds of noise
variance decay schemes: Periodic Linear Decay Scheme and
Iteration-Based Decay Scheme, we leverage (e, 0)-differential
privacy to derive the total privacy loss as shown in the
Theorem 3 and Theorem 4, respectively.

Theorem 3. For any Rp € (0,1) and § € (0,1), if Periodic
Linear Decay Scheme is chosen, the PR-ADMM algorithm
is (e,0)-differential privacy with ¢ = max;cpn ptotl +
2¢/ptetalin1/5, where

total __ V2 ( (1 B RK/K ) o 1)
i T 90211 12(2)] K/Kp—1 K/K, )
277 |Vil2(0?); \ RS ~Rp

and K, is time period, and Rp € (0, 1) is the decay rate, and
K is the total number of iterations.

Proof. According to Theorem 2, PR-ADMM satisfies dy-
namic pk+1-zCDP It ensures that each primal variable :rkH
perturbed by noise drawn from the Gaussian d1str1but10n
N(0, (OQ)fHId) is pf™-zCDP at k + 1 iteration. By the
composition theorem 1n Lemma 2 and for each agent, PR-
ADMM provides Zk 01 p¥T1-2CDP. Since Periodic Linear
Decay Scheme is chosen, together with the result in Theorem
2, we have pht! = p! /RIL’“/ K»J and PR-ADMM is ptotal-

zCDP for each agent with
- 1> |

K/K,
(K0 = RE)
Rg/Kp_l _Rllg/Kp
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By Lemma 3 and V6 € (0, 1), PR-ADMM satisfies (/! §)-
differential privacy with elotel = ptotal 4 9, /ptotally 1/§.
Therefore, considering all of agents, the total privacy loss
of PR-ADMM is bounded by (e, §)-differential privacy with

€ = max;en et O

Theorem 4. For any Ry > 0 and 6 € (0,1), if Iteration-
Based Decay Scheme is chosen, the PR-ADMM algorithm is
(e, 0)-differential privacy with

! K(K?-1
e - gy (LEKUC =D +3)

iEN 3
\/pg(RTK(Kz —1)+3) ln1/5>
+2
3
where p} W and K is the total number of
iterations. '

Proof. Since lIteration-Based Decay Scheme is chosen, to-
gether with the result in Theorem 2, we have karl Rrk(k+
1)p}. Then PR-ADMM is p!°!@!-zCDP for each agent with

total 1 RTK(K2 - 1) +3
Pi =P 3 .

By Lemma 3 and V6 € (0, 1), PR-ADMM satisfies (et §)-
differential privacy, where

6iotal totul +2 /ptotal In 1/5 pzl (RTK(Igf - 1) + 3)

\/p}(RTK(m —1)+3)In1/6
+2 .
3
Therefore, considering all of agents, the total privacy loss of
PR-ADMM is bounded by (e, §)-differential privacy with

total

€ = 1max €

=
1 2
- (pi (RrK(K*—1)+3)
ieN 3
2\/p}(RTK(K2 —1)+3) 1n1/5>
3

O

IV. CONVERGENCE ANALYSIS

In this section, we present the convergence analysis of
proposed PR-ADMM algorithm for general convex objective
functions. We also write the updates of PR-ADMM in matrix
forms.

Vi) + b + 2pMartt — L #F =0,  (16)
aftt —oF —pL_z*t =0, 17)
where 7% = 2% 4- €% and ¢¥ € RV? is a vector concatenating

all noise variables {£F}.
Given the perturbed primal variable #*, two auxiliary se-
quences 7* and ¢¥, and a matrix G are defined as follows

k k
k_ =5k _ (T _(nl 0
_gQI y 4 = <xk)7 - (0 7]L+/2>’



where Q = /L_/2. Since the network is connected, the
Laplcaian matrix L_ is positive semi-definite.
Substituting (17) into (16), we obtain zFt! =
1v2’:7(Tk+1) 1L+r - M IL S°F_, #*. Based on the
auxiliary sequence rk and the fact M (L_+Ly)/2, we fur-
ther have vf(z VI LoQphtt 4 [, (381 — k) = 2M 1k,

Proposition 1. For any r € RN? and k > 0, we have

(CR S (G IS
,'7 )

Paw(L+)
2¢mzn(L )

r
z* )

We can now prove the following convergence results of PR-
ADMM for the general convex problem.

1 . .
- (I = a*I& = llg"*" = ¢*11&) +
+ (€M, 20 — 1)),

where x* is the optimal solution of (3) and q* = <

Il€® 113

Theorem 5. Suppose the objective function f(x) is general
convex. In PR-ADMM, if Periodic Linear Decay Scheme is
chosen, we have

E[f(&") — £z)) < 7 (1Qa°15 + la® ="}, +207)

1 B (L) Ky S (o))
K 2¢mm(L7)(1 - RP)
Accumulated noise term
with 0 < Rp < 1 and time period K, where the expectation
is taking with respect to the noise and &% = % Zi{:l z*.
Proof. Summing Proposition 1 from k =0to k = K — 1, we
have

f(a")
< 3na$( )
¢ — ¢

< max (L+)
2¢mzn(L—)

( - f&) +

M=

(2r,Qz")

I |~
~
Il
—

<

M=

etz 4 <f’f,2@<rkr>>)

=~
Il

+
I =r

<

M=

6413 + 120€*: (9 + )

~
Il

Il - a"II&

+
S |=r-

M=

<

1 *
) et 1||2) 0l

£
Il

1

] =

+ 12052 (U + |Irlz)

_

< max (L+)
Z(Z)mzn(L—)

[~ .

<

€47118) +20 (' + 1)

£
Il

+ > 1¢° - ¢*||%,

I |=r=

1308

where we use the fact that Zszl |Q€¥||y < U. Letting r = 0,

there is
1 S R — f(x* - M k=12
S 16 ) = 3 (e )

+20°% +(|Qa|I3 + [|2° — 2% |17 _ ),

By taking expectation of above function and using Jensen’s
inequality and convexity of the functions, we have

E[f (") - f(z")]
< \|@x°|\2+||x°—x*ui,/2+2ﬁ2)

n
- K
n maz L+) k—1
— E
% Z  omin(L 1€¥ 113

n
2 (\|@x°|\2+||x a3 +207)
_l’_

/~

+

<

n d¢maz(L+)KP Zi:1(0 )L
K 2¢min(L_)(1—Rp)

where & % Ziil z*. In the second inequality, we use
the sum of infinity terms of geometric sequence. O

K

Theorem 6. Suppose the objective function f(x) is general
convex. In PR-ADMM, if Iteration-Based Decay Scheme is
chosen, we have

BLF(5) = £ < o (IQuI + 12 — o™ 3o +20°)

+ 1 d¢maz(L+) Z ( 2)1
2¢7YL’L7L(L—)

Accumulated noise term

with Rr > 0, where the expectation is taking with respect to
the noise and &% = - S, 2k,

Proof. Similar to the proof of Theorem 5, we have

E[f (&) = f(z")]

n 0
< (HQw I3+ 112 — 21 _ ., +20?)
a ¢7nax L+) k=112
Z Efl¢*)3
K 2¢)mzn
77 A~
< (\|@x°|\2+nx a3y +20%)
148 (L) YL, (%))
K 2¢mzn( —)RT ’

where &% O

*KZk 155

Remark 1. As we can see from the above two theorems, if
the variance of Gaussian noise decays according to Periodic
Linear Decay Scheme and Iteration-Based Decay Scheme, then
the averaged function value approaches the minimum function
value with a convergence rate of O(1/K). Note that the non-
private decentralized ADMM in [19] also achieves a O(1/K)
rate for a general convex problem.
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Fig. 1. A network with five agents (N = 5).

V. NUMERICAL EXPERIMENTS

In this section, we experimentally evaluate the performance
of PR-ADMM under two noise variance decay schemes:
Periodic Linear Decay Scheme and Iteration-Based Decay
Scheme on binary classification tasks. Specifically, our evalu-
ation considers logistic regression as the loss function.

Logistic regression The logistic regression loss function
on a data sample (y,z) with z € {+1,—1} is defined
as L(z,y,w) = log(1 + exp(—zwTy)), and the regularizer
R(w) = Alwll3

Data preprocessing We also use the Adult dataset from
UCI Machine Learning Repository, as in [8], [9], [10]. The
dataset consists of 48,842 personal records with, including
age, work-class, sex, race, income, etc. Our goal is to predict
whether the annual income an individual is more than $50k
or not. We preprocess the data by removing all individuals
with missing values. We also normalize the feature vectors
such that its [, norm is at most 1 while transforming labels of
Adult {> 50k, < 50k} to {+1,—1}.

Baseline algorithms In our experiments, we compare our
PR-ADMM algorithm against four benchmark algorithms,
namely, DVP, M-ADMM, and R-ADMM and Non-private.
The private ADMM algorithm using dual variable perturba-
tion is called DVP [8]. ADMM with a penalty perturbation,
proposed in [9], is referred to M-ADMM. Based on the penalty
perturbation, R-ADMM with repeatedly using the existing
computational results to make updates is proposed in [10].
Furthermore, we denote the non-private ADMM algorithm
[17] as Non-private baseline. Finally, we denote our PR-
ADMM with Periodic Linear Decay Scheme and Iteration-
Based Decay Scheme as PR-ADMM (Per) and PR-ADMM
(Iter), respectively.

Setup As shown in Figure 1, we consider a bidirectionally
connected network with N = 5 agents, and each agent is
randomly assigned |D;| = 8000 data samples for training. In
the testing process, we random sample 1000 instance from
the remaining dataset. We set 7 = 0.5 and the total iteration
number K = 50. For privacy parameters, we consider the total
privacy loss ¢ = {0.1,0.5,1,5,10} and 6 = 0.0001.
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Evaluation We evaluate the convergence of the algo-
rithms with respect to the average loss defined by L, =
4 Zf\il ﬁ ZWDZI‘ L(y?, 2, x¥). Moreover, the accuracy is
measured by classification accuracy defined as follows

Number of correct predictions

Accuracy = .
Y= Total number of predictions made

Since each of the baseline algorithms introduces randomness
due to noise, we perform 10 independent runs of algorithms
and report the mean of accuracy (Testing and Training). More-
over, we also record both the mean and standard deviation of
the average loss. The smaller the standard deviation, the more
stable of the algorithm.

As we can see from Algorithm 1, there are some hyper-
parameters for tuning, such as threshold U, time period K,
decay rate Rp and Rr. Given the total privacy loss e = 10 and
the total iteration number K = 50, we manipulate different
hyperparameters separately, while keeping the rest unchanged
to show their impact on testing/training accuracy'. Figure 2(a)
shows the impacts of time period K, on the performance of
PR-ADMM with Periodic Linear Decay Scheme. The value of
time period K, represents how often to reduce noise variance
regards the number of iterations. From the figure, we see
that K, = 1 achieves the highest testing/training accuracy.
Figure 2(b) illustrates how classification accuracy changes
with varying values of U, the threshold U is to eliminate
the too noisy results from neighbors. As it was shown in the
figure, U = 0.1 achieves the best testing/training accuracy.
Figure 2(c) describes how classification accuracy changes with
varying values of Rp. The parameter Rp controls how fast
the noise variance decreases. As it can be seen from the
figure, Rp = 0.925 is best. To see the impact of decay
rate R and threshold U on performance of PR-ADMM with
Iteration-Based Decay Scheme, Figure 3(b) and Figure 3(a)
describe how Rp and U affect the testing/training accuracy,
respectively. From these figures, we see the testing/training
accuracy are highest when Rp = 0.015 and U = 1.

Figure 4 compares the convergence performance of PR-
ADMM algorithm with other baseline algorithms. Compared
to DVP and M-ADMM, R-ADMM indeed improves the
privacy-utility tradeoff significantly, i.e., R-ADMM has the
low value of average loss, with repeatedly using the existing
computational results. However, R-ADMM performs many
iterations that do not help decrease the average loss value.
As it was shown in the figure, both PR-ADMM (Per) and PR-
ADMM (Iter) significantly outperform all other algorithms and
get close to the best achievable average loss (Non-private) dur-
ing the entire iterative process. This is because, with carefully
adjusting privacy budgets and setting a threshold to eliminate
the too noisy intermediate results, the negative effects of noise
addition have been reduced and the convergence behavior of
ADMM has maintained.

'Note that tuning hyperparameters may not be private. In the future
work, we can consider differentially private hyperparameter tuning algorithms
proposed in [21], [22] to achieve end-to-end differential privacy.
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Figure 5 and Figure 6 illustrate the testing and training
accuracy achieved by each algorithm changes as the value
of € increases. We can see that both PR-ADMM (Per) and
PR-ADMM (Iter) achieve the competitive testing/training ac-
curacies on a wide range of values for total privacy loss e.

VI. CONCLUSION

In this paper, we have proposed a differentially private
robust ADMM algorithm (PR-ADMM) by introducing Gaus-
sian noise with decay variance to provide dynamic zCDP.
By employing two noise variance decay schemes and setting
a threshold to examine whether the primal variables from
neighbors are too noisy, the negative effects of noise have been
reduced. We have analyzed the convergence properties of the
proposed algorithm for general convex optimization objectives.
By performing extensive simulations, we have demonstrated
that the proposed algorithm outperforms other differentially
private ADMM algorithms.
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