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I. INTRODUCTION

With the development of IT and IoT technolo-
gies, smart grid is regarded as the next gener-
ation of power grid which utilizes information 
and communication technologies to achieve a 
more efficient, reliable, flexible and sustain-
able system [1-3]. Specifically, smart grid uses 
two-way flows of electricity and information 
to create an automated and distributed energy 
delivery network. In smart grid, the control 
center can instruct the utility companies to 
generate electricity based on users’ demand 
requests, i.e., power request [4,5]. This mech-
anism is useful and desirable because users’ 
electricity demand can always be satisfied. 
Another benefit is that the redundant power 
generation can be avoided, which cuts down 
the cost of the utility and makes less carbon 
dioxide emission to the environment [6,7].

Power request can be implemented in dif-
ferent ways [7,8]. For example, anonymous 
credentials are used for privacy preservation in 
[8]. Users request credentials from the control 
center in advance, and then submit their power 
usage demand by sending a certain number 
of the credentials back. The problem is that 
the actual consumption of the users is usually 
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must be properly preserved. In this paper, we 
propose a feasible solution in a privacy-pre-
serving way. Specifically, our contributions 
are summarized as follows:
•	� We adopt the prepayment mechanism 

and propose a power request and trading 
scheme. By power request, the grid utilities 
can schedule the power generation, distri-
bution, and transmission more economical; 
by electricity token trading, customers’ dy-
namic demand can be satisfied, thus achiev-
ing the win-win between customers and the 
grid utilities.

•	� We design two security protocols to protect 
individual privacy from the malicious ad-
versary or semi-trust grid utilities, such as 
control center and the gateway. These two 
protocols can respectively meet two differ-
ent requirements of the gateway deploy-
ment.
The remainder of the paper is organized 

as follows. Section II discusses the related 
works. System model and design goals are 
described in Section III. Our proposed scheme 
is presented in Section IV. Security and perfor-
mance analysis is presented in Section V and 
VI respectively. We draw our conclusions in 
Section VII.

II. RELATED WORK

Smart grid has been widely studied in re-
cent years [1, 2], and power request is one 
of the most fundamental problem. With the 
help of power request mechanism, the grid is 
supposed to be achieve outstanding balance 
between users’ demand and the utility’s sup-
ply [6, 15]. Usually, privacy protection is an 
essential requirement for an appropriate power 
request scheme [4, 13] as well as others [16, 
17]. The existing schemes for IoT security, 
such as [18–21], cannot be adopted to meet 
these requirements, especially privacy preserv-
ing. Methods in [7, 22, 23] adopted homomor-
phic encryption to aggregate users’ demand at 
the gateways so that no one can obtain partic-
ular user’s demand, including the control cen-
ter. Chim et al. [8] proposed that extra charge 

different from the demand they submit, which 
will seriously disturb the generation plans 
of the grid. As a common solution, an extra 
charge will be added to the users’ electricity 
bills to make up the utilities’ loss. Similarly, 
in [7], penalties will be imposed on the user if 
the submitted request and actual consumption 
do not match.

An accurate electricity demand estimation 
is not easy. Many unexpected occurrences, 
e.g., a business trip or a bad weather, would 
change the customers’ demand dramatically. 
Since the differences between users’ power re-
quests and their actual consumption may lead 
to great losses and inconvenience, we need a 
new method more than simply imposing pen-
alties on users. In fact, the changes of users’ 
actual demand lead to the surplus or shortage 
of their original requests. A basic idea is to 
transfer the electricity from the users who 
request too much to the ones who request too 
little. In this way, the changes of most users’ 
demand will be neutralized and the negative 
effect on the utility’s generation schedule will 
be minimized.

In order to realize the above idea, in this 
paper, we introduce a prepayment mechanism 
[9,10], which requires smart meters equipped 
with a built-in switch [11,12], and digital cre-
dentials called tokens used to represent users’ 
demand. In every requesting phase, users 
can estimate the amount of electricity they 
will consume and make their power requests 
by paying the corresponding electricity bills 
in advance. At the same time, smart meters 
receive equivalent tokens for consuming elec-
tricity afterward. To adapt to the users’ dynam-
ic demand, the control center runs an electrici-
ty trading market. If a user’s demand changes, 
he/she can sell or buy electricity tokens in the 
market before the next requesting phase.

Many studies have shown that users’ de-
mand can reveal their private information [13, 
14]. Therefore, we need to ensure the privacy 
of these procedures. For example, if a user 
sells a lot of electricity tokens in the market, 
adversaries can infer that no one in the house 
and then break into it. Hence, users’ privacy 

In this paper, we dis-
cuss the users’ dynam-
ic demand and pro-
pose a power request 
and trading scheme to 
deal with it. 
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And Kuzlu et al. discussed the communication 
technology requirements for electric service 
prepayment [9]. To reduce electricity loss, Jain 
et al. proposed a prepaid smart meter which 
contains a prepaid card analogous to mobile 
SIM card [12]. Once the prepaid card is out 
of balance, the consumer load is disconnected 
from the grid by the contactor.

III. SYSTEM MODEL, ADVERSARY 
MODEL, AND DESIGN GOALS

3.1 System model

As described in fi gure 1, we consider the fol-
lowing hierarchical smart grid system, which 
consists of four kinds of entities: a global cer-
tifi cate authority (CA), a control center (CC), 
a neighborhood area gateway and a number of 
smart meters (SM) for users.
•  The certificate authority(CA) is a fully 

trusted entity in our system. All the other 
entities in the system apply for key pairs 
from CA. Especially, every smart meter can 
apply for multiple key pairs. We assume 
CA does not collude with control center or 
gateways.

•  The control center(CC) is the coordinator 
of the system, which controls power gener-
ation, transmission, distribution, power re-
quest, billing and so on. In our scheme, CC 
also runs an electricity trading market to 
support buying and selling between users. 
CC is assumed to be honest but curious. It 
follows the protocol honestly, but is also 
curious about users’ private information.

•  The gateway(GW) is located in residential 
area and is responsible for message collec-
tion, forwarding, and possible computing 
tasks. We assume the GW is honest but 
curious, just like the CC. Based on the dif-
ferent storage and computation assumption, 
we consider two scenarios of the GW:
1)  The GW has limited storage and compu-

tation capabilities. It only acts as a relay 
between smart meters and CC, and no 
complex operations will be executed on 
it.

should be imposed on user according to the 
difference between submitted demand and real 
consumption. Uludag et al. [24] proposed a 
hierarchical architecture to achieve secure and 
scalable data collection which can minimize 
the total collection time. Furthermore, Yang 
et al. [25] proposed a power request scheme 
which can not only achieve demand aggrega-
tion of multiple users but also provide demand 
traceability of malicious users.

Electricity trading is also an important 
component of smart grid [26–28]. Tushar et al. 
[26] proposed an energy trading scheme which 
considered price discrimination using game 
theory and achieved social and Pareto optimi-
zation. Wang. et al. [27] designed an incentive 
mechanism using Nash bargaining theory to 
encourage proactive energy trading and fair 
benefit sharing in interconnected microgrids. 
Specifically, an effective trading approach 
which adopted double auction mechanism and 
guaranteed an equilibrium point was provided 
in [28].

Prepayment mechanism is very necessary 
to achieve effective electricity trading [29, 
30]. Tewari et al. reviewed the economics, 
logistics, and technology underlying the South 
African experiment of prepaid electricity [11]. 

ContControl Centl Centl Center(CC)(CC)(CC)

Gateway(GWGW))
CACA

SM1

SM2 SMSM3

SMSMSMNN

SMSMN-11

Fig. 1.  System model.
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•  A usage control mechanism should be in-
cluded. It means users cannot consume the 
electricity they have not requested. It guar-
antees the effective trading operation.

•  Users’ privacy should be well preserved. 
Unauthorized entities cannot know how 
much electricity a user intends to consume 
or trade, including GW and CC.

IV. PROPOSED SCHEME

In this section, we present the details of our 
proposed scheme. We fi rst introduce the gen-
eral procedures for users to request, consume 
and trade electricity. Then we describe the 
details of power request by prepayment. After 
that, how to consume electricity with tokens is 
elaborated. Finally, we present the implemen-
tation of the electricity trading market.

To be noted, as we introduced in Section 
III-A, we consider two different assumptions 
about the storage and computation capacity 
of the GW. In the section, we fi rst present our 
detailed scheme under the first assumption, 
that is, the GW has limited storage and com-
putation resources, and will be used as a relay 
between the SMs and CC. Then, we will show 
the changes of the scheme under the second 
scenario in the last subsection.

4.1 Overview

As shown in fi gure 2, we defi ne a consumption 
phase as a period of one week or one month. 
At the end of every consumption phase, i.e., in 
requesting phase, users request the electricity 
they plan to consume in the next consumption 
phase. Electricity price in requesting phase 
is normal and fi xed. The control center could 

2)  The GW has suffi cient storage and com-
putation capabilities to perform high-
cost operations, such as asymmetric 
encryption and decryption. We call this 
kind of gateway as an enhanced gate-
way.

We will introduce our scheme under the 
above two scenarios in Section IV. Specifi cal-
ly, we will first introduce our scheme under 
the fi rst scenario in detail, and then briefl y de-
scribe the main changes of the scheme under 
the second scenario.
•  Smart meters(SM) are installed in users’ 

homes and used to generate power requests. 
Each SM contains a built-in switch con-
trolling whether the user can consume the 
electricity. To guarantee the protocol runs 
properly, we assume that the switch cannot 
be broken from outside and users cannot 
access the grid without the smart meters.

3.2 Adversary model

We assume that an adversary can either be an 
outsider or insider. An outside adversary main-
ly aims at intruding users’ privacy, disturbing 
normal operations or even compromising the 
grid utilities. We consider that the outside ad-
versary is able to eavesdrop all network com-
munications, replay the transmitted messages, 
as well as inject bogus messages to the grid. If 
the adversary is an insider, besides eavesdrop-
ping, replaying and injecting messages, it can 
also commit frauds in electricity payment. For 
example, when users consume electricity by 
specialized tokens, the inside adversary may 
try to consume electricity by forging or double 
spending tokens.

3.3 Design goals

Our design goal is to develop a privacy-pre-
serving power request scheme which can also 
enable usage control and electricity trading for 
users. Specifi cally, the following three objec-
tives will be achieved.
•  An electricity trading market should be 

provided. Users can buy or sell electricity 
tokens in this market to decrease the losses 
caused by the dynamics of their demand. Fig. 2.  General procedure.

Requesting Phase Requesting Phase

Consumption and Trading Phase Consumption and Trading Phase
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key pair ( PK SKi i1 1, )  as an example, where 
PKi1  is one of SMi ’s public keys and SKi1  
is the corresponding private key. As shown in 
figure 3, it includes the following steps:
•	� Step-1:  SMi  chooses a random num-

ber  as  the  secre t  key  K1  and  com-
putes: C E K TSi PK1 1=

CC
( || )  where PKCC  is 

the public key of CC, and TS  is the current 
timestamp. The operator “ || ” denotes the 
concatenation of two strings or messages. 
Then SMi  generates a signature on Ci1  
with its private key: S Sig Ci SK i1 1=

i1
( )  and 

sends C S PKi i i1 1 1|| ||  to CC. CC checks the 
signature Si1  with PKi1  and accepts the 
signature if the following equation holds:

E S CPK i ii1
( ) .1 1=

After checking the validity, CC decrypts 
Ci1  to obtain K1

′  and TS ′ . If TS ′  is a valid 
timestamp, CC encrypts K1

′  with PKi1  and 
sends it to SMi .

•	� Step-2: By decrypting E KPKi1
( )1

′  with SKi1 , 

SMi  obtains K1
′  and compares it with K1 . 

If they are equivalent, a secure channel 
between SMi  and CC has been established 
and K1  is the session key. From now on, all 
the communications between them will be 
encrypted with K1 . Then, SMi  computes 
E dK i1

( )1  and sends it to CC, where di1  is 

the first part of user i’s demand.
•	� S t e p - 3 :  C C  d e c r y p t s  E dK i1

( )1  a n d 

o b t a i n s  di1 .  T h e n  C C  c o m p u t e s 
PH H PK di i i1 1 1= ( || ) , where H is a hash 
function. Also, a payment message, e.g., 
a web link of paypal, for SMi  is generat-
ed, which is denoted as PMi1 . After that, 
CC sends E PH PMK i i1

( || )1 1  to SMi  and 

waits the demand di1  to be paid. SMi  re-
ceives and decrypts E PH PMK i i1

( || )1 1  to 

extract PHi1  and PMi1 . If PHi1  equals to 
H PK d( || )i i1 1 , user i  will pay for the de-
mand online according to PMi1 .

•	� Step-4: After the payment is done, CC 

predict the electricity demand of a region, and 
then make a reasonable distribution of elec-
tricity.

To make sure that users estimate their elec-
tricity bills as accurate as possible, financial 
measures are necessary. If users need extra 
electricity after the requesting phase, they can 
make new requests at a higher price (e.g., 1.5 
times of the original price). If users cannot 
consume all the electricity they requested by 
the end of the consumption phase, the tokens 
will be reclaimed by the control center at a 
lower price (e.g., half of the original price). 
Meanwhile, an electricity trading market is 
provided, where users can declare their de-
sired electricity and price to the control center, 
and the control center operates the trading 
according to their bids. The trading phase is 
overlapped with the consumption phase but it 
must be completed before the next consump-
tion phase starts.

4.2 System initialization

The CA is responsible for generating secret 
keys for SMs and CC. For each smart meter 
SMi , it generates m public/private key pairs, 
denoted as ( , ), 1,2, ,PK SK j mij ij = … . And for 

the CC, it generates ( , )PK SKCC CC .
Then, the CA distributes the secret keys 

to each SMi  and CC. At the same time, the 
PKCC  and all the PKij  are sent to SMi  and 

CC, respectively.

4.3 Power request with prepayment

Next, we present our proposed power request 
procedure with prepayment in detail. In the 
requesting phase, user i i N( 1,2,..., )=  re-
quests di  kWh of electricity through his/her 
smart meter SMi  to CC by prepayment. SMi  
divides the demand di  into m random parts, 
d d di i im1 2, ,..., , satisfying:

d d d di i i im= + + +1 2  ,

which will be requested with m pairs of keys 
of SMi  respectively. Without losing generali-
ty, we take the steps of requesting di1  with the 
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Fig. 3.  Power request by prepayment.

different session key, the secure channel is 
exactly the same as the one established in 
the requesting phase. So we will not repeat 
the process. Then, SMi  chooses one of its 
tokens, denoted by tve, and uses SKiv  to cre-
ate a signature on tve: Sig tSK veiv

( )  and sends 

t Sig tve SK ve|| ( )
iv

 to CC.

•	� Step-2: Upon receiving t Sig tve SK ve|| ( )
iv

, 

CC accepts tve as a valid token if the sig-
nature in tve is valid. Then, CC checks if tve 
is already used. It maintains a database of 
all the used tokens and users’ signatures 
on them and queries tve in the database. 
If tve is not in the database, CC verifies 
the validity of Sig tSK veiv

( )  successfully 

(CC accepts the signature if the equation 
holds: E Sig t tPK SK ve veiv iv

( ( )) = ). After that, 

CC adds tve and Sig tSK veiv
( )  to the database 

and sends a verification success message of 
tve to the SMi .

•	� Step-3: SMi  receives the verification suc-
cess message and checks nve, which is the 
denomination represented in tve. The switch 
in SMi  stays on until nve kWh of electricity 
is consumed completely. By then, another 
unused token will be sent to CC. When all 

generates corresponding tokens for SMi . 
For the purpose of preserving privacy, the 
number of the generated tokens is fixed no 
matter how much di1  is. These tokens can 
be expressed as t t t11 12 1, ,..., c  where c is a 
constant and di1  kWh of electricity can be 
consumed using the c  tokens. Then CC 
computes TH H t t ti c1 11 12 1= ( || || ... || )  and 
sends E t t t THK c i1

( || || ... || || )11 12 1 1  to SMi . 

SMi  request the tokens and THi1  by de-
crypting E t t t THK c i1

( || || ... || || )11 12 1 1 . After 

checking the validity of THi1 , SMi  stores 
these c  tokens.
After m times of the above operations, SMi  

submits its demand di  to the control center 
successfully. However, CC will not know how 
much electricity user i  requests, because the 
secure communications of power request are 
based on different keys, and CC cannot asso-
ciate any keys to any SM .

4.4 Tokens and consumption

Essentially, tokens are the legitimate creden-
tials that users purchase from CC. Every token 
can be expressed as: 

token n T r Sig n T r= { || || || ( || || )SKCC }
Here n is the denomination represented in the 
token, which means n  kWh of electricity is 
allowed to be consumed. T  represents a time 
point after which the token cannot be used 
anymore, and r  is a random number to avoid 
two identical tokens. Sig n T rSKCC

( || || )  is CC’s 

signature on n T r|| || . Since no one knows 
CC’s private key, except CC itself, the signa-
ture cannot be generated correctly, and hence 
a valid token cannot be forged.

The switch in SMi  is off by default and 
SMi  needs to send its tokens to CC to turn the 
switch on. Once the switch is on, user i can 
consume electricity from the grid. The detailed 
steps are:
•	� Step-1: SMi  chooses one of its key pairs 

( PK SKiv iv, )  and establ ishes a  secure 
channel with CC. In addition to using a 
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Fig. 4.  Double auction.

market, SMi  first establishes a secure chan-
nel with CC using one of its key pairs. If user 
i is a buyer, SMi  can choose a random key 
pair. But if user i  is a seller, SMi  can only 
use the key pairs with which the tokens to be 
sold can be obtained. For brevity, we denote 
the key pair as ( PK SKi i, ) . With some inter-
actions, SMi  learns about user i ’s trading 
information, including user i  wants to buy 
or sell tokens, the amount of the tokens user 
i  wants to trade, and the price. The trading 
information can be denoted as BS , Q  and 
P , respectively. SMi  generates a signa-
ture on them: Sig BS Q PSKi

( || || )  and sends 

BS Q P Sig BS Q P|| || || ( || || )SKi
 to CC through 

the aforementioned secure channel.
After receiving the user i’s trading request 

message, CC checks the signature with PKi . 
If it is valid, CC accepts the request and di-
vides all accepted requests into two categories 
according to BS : buying bids and selling bids. 
Because the total amount of the electricity the 
buyers want to purchase and the sellers want 
to sell can be different, we need to determine 
who is allowed to trade and who is not. Be-
sides, the price at which the buyers and sellers 
make a deal is also important. Since many 
buyers and sellers are involved, double auction 
mechanism can be employed as in [28]. CC 
conducts the double auction and the trading by 
the following steps:
•  Step-1:  Assume there  are  X buyers 

and Y  sellers. Denote the buying bids 
a s  ( , ), 1,2,...,b x j Xj j ∈{ }  w h e r e  bj  

is buyer j ’s bid and x j  is the buying 

amount, and denote the selling bids as 
( , ), 1,2,...,s y k Yk k ∈{ }  where sk  is seller k’s 

bid and yk  is the selling amount.

•  Step-2: CC sorts the buying bids in a de-
creasing order as follows: b b b1 2≥ ≥ ≥... .X  
Also, CC sorts the selling orders in an 
increasing order such that we have: 
s s s1 2≤ ≤ ≤... .Y  Then, the buying curve 
(buyers’ bids bj  as a function of the buying 

amount x j Xj , 1,2,...,∈ ) and the selling 

the tokens are used, user i will be cut off 
from the grid.
Note that in the consumption phase, al-

though users send their tokens to the control 
center, the control center still does not know 
anything about any user’s demand or con-
sumption information.

4.5 Trading market

As we discussed above, users’ demand chang-
es dynamically and the electricity they re-
quested may not be the same as they consume 
actually. However, if users are in shortage of 
their original requests, they can further request 
more from the control center, but the price 
would be much higher than that of the original 
ones. Also, if they requested too much beyond 
they actually need, the electricity will be re-
claimed by the control center at a very low 
price. In either situation, users have to take fi -
nancial losses eventually. Driven by that, users 
can choose to trade electricity in the market 
to minimize their losses. Since electricity is 
provided by tokens, the trading of electricity is 
actually the trading of tokens.

The trading market is open to users 
in every consumption phase. When user 
i i N( 1,2,..., )∈  decides to participate in the 

Electricity Volume

Bi
d
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ic
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quests at any time, the auction operation will 
happen at intervals of, e.g., one hour. Every 
time CC executes a double auction, both the 
new traders and the ones who failed to trade 
before are involved. To increase the possibility 
of trade, the former traders can send fresh bids 
to override their original bids. They can also 
stick to their original bids to maximize their 
benefit.

In the extreme case, there may be still a lot 
of buyers and sellers remaining in the market 
who do not give in about their bids so the 
trading cannot carry on. But this case will not 
happen or last long. Based on the assumption 
of rational behavior, For the buyers, if they 
do not raise their bids and trade in time, the 
tokens in the market will bid by others at a 
higher price, and they will purchase tokens 
from CC, where the tokens are more expen-
sive. For the sellers, it is similar that if they 
stick to their original bids, their surplus tokens 
can only be abused or reclaimed by CC at a 
very low price. In short, compared with being 
stubborn and no trading, the buyers and sellers 
will always benefit more from the trading. It is 
just a matter of buyers and sellers gaming who 
give in first and how much they give in. We do 
not care about the detailed process, and know 
that the market will reach a point eventually, 
only selling or buying bids will remain.

4.6 Proposed scheme with enhanced 
gateway

The above procedures assume that the GW 
is a relay between the SMs and CC, and does 
not perform any complex computations. But 
sometimes, there may deploy a GW with 
strong computing power. We here provide an 
alternative scheme for this scenario. We will 
show the main changes to each phase in the 
following description, and the same proce-
dures will be omitted.

1) System Initialization: In this scenario, 
each smart meter SMi  only needs one pair of 
secret keys ( , )PK SKi i , while it is m under the 
first scenario. And the GW here will be distrib-
uted with a pair of secret keys ( , )PK SKGW GW  

curve (sellers’ bids sk  as a function of the 
selling amount y k Yk , 1,2,...,∈ ) can be 
generated, as shown in figure 4. These two 
curves will intersect at a point that corre-
sponds to a buying bid ( b xl l, ) and a selling 
bid ( s yu u, ) with b sl u≥ . This intersection 
point is easily computed using known nu-
merical and graphical techniques.
According to the double auction theory, 

l buyers and u  sellers can participate in the 
trading process except that buyer l  and sell-
er u  can only trade a part of their request 
amount. The trading price should be within 
the interval [ s bu l, ]. Without loss of generality, 
all buyers j l≤  and sellers k u≤  will trade 

tokens at a price pt  where pt =
b sl u+

2
. It is 

possible that buying curve and selling curve 
have no intersection, which means no buyer or 
seller can participate in the trading, or all buy-
ers and sellers can participate in the trading 
and the trading price pt  can be seen as l X=  
and u Y= .
•	� Step-3: The l buyers and u  sellers receive a 

message indicating that they are allowed to 
proceed trading. The message also includes 
the trading price and the number of tokens 
the buyer or seller can trade. According 
to the message, every buyer pays for his/
her buying amount to CC and every seller 
sends his/her selling tokens and a signature 
on these tokens to CC. To preserve their 
privacy, the money buyers pay will not be 
available to the sellers right away but will 
be used to offset when the sellers pay for 
tokens in the next requesting phase. After 
verifying the tokens and the signatures from 
the sellers and adding them to the database, 
CC calculates the difference between the 
sum of the denominations represented in 
the tokens and the allowed trading amount 
of each seller. Then, CC generates new to-
kens for sellers according to the difference 
and for buyers according to their payment. 
Finally, the tokens are sent to the buyers 
and sellers through secure channels.
Because CC may receive the trading re-
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CC. And the GW will verify the legitimacy of 
Sig tSK vei

( ) , then regenerate a new signature 

Sig tSK veGW
( )  and forward t Sig tve SK ve|| ( )

GW
 to 

CC to complete the next procedures. The rest 
of consumption phase is the same as before.

4) Trading Market: Just like the previous 
consumption phase, the trading information 
and its signature will be verified by the GW 
firstly in this scenario, after which the GW 
will generate a new signature for CC to verify. 
Specifically, the SMi  generates a signature on 
the trading information Sig BS Q PSKi

( || || ) , 

and forward it as well as BS Q P|| ||  to the 
GW, which will verify the information and 
generate a new signature Sig BS Q PSKGW

( || || )  

for CC to verify. Other processes remain no 
change.

We declare that the powerful GW will re-
duce the burden of both SMs and CC before. 
From the above changes, we can conclude the 
following advantages:
•	� During the requesting phase, each SMi  

no longer needs to generate m requests to 
protect its privacy. Instead, he/she only 
generates one request. This is because the 
non-colluding GW will verify the requests 
and regenerate a new signature, while only 
the CC can know the di  value. At the same 
time, the CC also only needs to verify once 
for each SMi  in each requesting phase.

•	� In every phase, especially the requesting 
phase, many SMi  may send the messages 
simultaneously. After verifying each signa-
ture, the GW can generate one signature for 
all the messages, so that the CC only needs 
to verify once, too. This will significantly 
reduce the overhead of signature verifica-
tion.

V. SECURITY ANALYSIS

In this section, we analyze the security prop-
erties of our proposed scheme in three phases: 
requesting phase, consumption phase, and 
trading phase. To be noted, the analysis below 
is based on the first scenario, and we omit 

by CA. As for CC, it also has ( , )PK SKCC CC  
as its key pairs.

2) Power Request with Prepayment: In 
the requesting phase, the main change is that 
every request or response from SMs and CC 
should be processed by the GW first, which 
guarantees the individual users’ privacy as 
well as reduces the computation overhead of 
both SMs and CC. When user i i N( 1,2, , )= …  
wants to request di  kWh, instead of dividing 
di  into m random parts, SMi  encrypts di  
directly with the session key established with 
CC. And the session key establishment is 
based on the only ( , )PK SKi i  of SMi , which 
is quite different from the previous version, in 
which the SMi  has m  key pairs. The changes 
of each steps are as follows:
•	� Step-1: SMi  computes C E K TSi PK i=

CC
( || ) , 

where Ki  is a random session key and TS  
is the current timestamp. Then SMi  gener-
ates S Sig Ci SK i=

i
( )  and sends C S PKi i i|| ||  

to the GW, who will accept the signature if 
E SPK ii

( )  equals to Ci . After verification, 

the GW generates a new signature on Ci : 
S Sig Ci SK i

′ =
GW

( ) , and sends C Si i|| ′  to CC, 

who will verify and decrypt the Ci  to ob-
tain the session key.

•	� Step-2: We cancel this step due to the ver-
ification of the session key can be done in 
the third step, and the GW replaces the CC 
to verify the public key of SMi .

•	� Step-3 & Step-4: We replace the PKi1  in 
PHi1  with an alias generated by the GW. 
This alias is unique and will be regenerat-
ed for SMi  on each requesting phase. The 
SMi  can obtain its alias from the GW. The 
rest procedures are the same as previous, 
we do ot repeat them here.
3) Tokens and Consumption: Recall that 

during this phase, the previous procedures that 
related to SMi ’s identity are the signature gen-
eration of the tve  and its verification in Step-1 
& Step-2. Now, in this new scenario, the SMi  
will send t Sig tve SK ve|| ( )

i
 to GW instead of 
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ble in our scheme.

5.3 Trading phase

During the electricity trading, our scheme can 
also achieve privacy-preservation and defense 
against token reusing. Like in the requesting 
phase, the smart meter participates in the 
trading with different keys. Since CC cannot 
associate these keys with a specific smart me-
ter, the privacy of user’s trading amount can 
be preserved. Moreover, when sellers sell their 
tokens, the tokens and sellers’ signatures on 
them are sent to CC and added into the data-
base. Clearly, the sellers are not able to receive 
electricity by using these tokens anymore.

VI. PERFORMANCE ANALYSIS

In this section, we will evaluate the perfor-
mance of our scheme in terms of computation 
and communication overhead.

We use RSA, AES, and SHA-1 to evaluate 
the computation overhead of our scheme. Cor-
responding parameters are defined as follows:
•	� TA  denotes the time for RSA-1024 encryp-

tion/decryption/signature operation.
•	� TS  denotes the time for AES-128 encryp-

tion/decryption operation.
•	� TH  denotes the time for SHA-1 operation.

6.1 Computation overhead

We here consider the computation overhead 
under the first scenario. Since the gateways 
only forward the messages between smart 
meters and the control center, we do not take 

the security analysis of the scheme under the 
second scenario. This is because the latter 
only changes the verification procedures of 
the former, the security guarantee of which is 
straightforward.

5.1 Requesting phase

•	� Mutual  authentication:  Smart  meter 
i i N( 1,2,..., )∈  with public key PKi  can 
obtain CC’s public key PKCC  from CA and 
generate the ciphertext C E K TSi PK=

CC
( || )  

which can only be decrypted by CC. Once 
CC sends the E KPKi

( )′  back and K K′ = , 

the smart meter can believe it is from the 
CC and CC is authenticated. Using the 
similar method, CC can also achieve the 
authentication of every smart meter.

•	� Privacy-preservation: In our scheme, each 
smart meter owns multiple keys, which can 
be regarded as its different identities. The 
smart meter divides the demand into mul-
tiple parts and requests the parts with dif-
ferent identities separately. CC only knows 
each part of the demand is requested using 
a legitimate identity, but it cannot learn 
which keys belong to the same smart meter. 
Thus, every user’s demand information is 
well preserved.

•	� Confidentiality: Once CC and the smart 
meter finish the authentication, they both 
calculate a secret session key K. Since no 
one else can obtain K , the confidentiality 
of the following communications encrypted 
with the K  can be achieved.

5.2 Consumption phase

•	� Defense against token reusing: When a 
user wants to consume electricity, the smart 
meter has to send a token and correspond-
ing signature to CC for verification. CC 
maintains a database of all used tokens and 
signatures. Every time CC receives a token, 
CC checks whether it is a valid token and 
then queries it in the database. If the token 
can be found in the token database, the ver-
ification will fail and the switch will stay 
off. As a result, reusing a token is impossi-

Table I.  Computation overhead.
Operation Smart Meter Control Center

Requesting m T T T(2 3 2 )A S H+ + m c T T T((2 ) 3 2 )+ + +A S H

Verifying 3 2T TA S+ 4 2T TA S+

Trading 3 3T TA S+ 4 3T TA S+

Table II.  Computation Overhead under Enhanced Gateway.
Operation Smart Meter Gateway Control Center

Requesting 2 2T T TA S H+ + 2TA (2 ) 2+ + +c T T TA S H

Verifying 3 2T TA S+ 2TA 4 2T TA S+

Trading 3 3T TA S+ 2TA 4 3T TA S+
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Fig. 5.  Computation overhead of requesting tokens in the fi rst scenario.

Fig. 6. Computation overhead of requesting tokens in the second scenario.

power request is m T T T(2 3 2 )A S H+ +  and 
m T cT T T(2 3 2 )A A S H+ + +  for smart meters 
and the control center respectively. Compared 
with requesting tokens, the verification and 
trading of the token are less frequent, and 
hence the smart meters and control center 
have enough computation resources to process 
them. Thus, we only focus on the computation 
overhead of requesting tokens.

In our experimental environment (CPU: 2.0 
GHz, RAM: 4.0 GB), we run 1000 times to 
obtain the average result. We fi nd that TA  is ap-
proximately 9 times faster than TS  and 25 times 
faster than HT  ( TA  is about 0.37ms on average 
when using RSA-1024, TS  is nearly 0.041ms 
on average when using AES-128-cbc, and TH  
is about 0.015ms when using SHA-1). Clearly, 
the overhead of smart meters increases linearly 
with the increase of m while the overhead of the 
control center is more complex.

Figure 5 shows the computation overhead 
variation of the control center with different 
c and m . Although a larger m  improves the 
security and a larger c  makes trading more 
convenient, the computation overhead also in-
creases as c  and m  grow. There is a trade-off 
between security and computation overhead. 
According to our experiments, we believe that 
m = 3  and c = 5  can achieve both high secu-
rity and low computation cost. In this case, the 
total time required for requesting tokens for 
every smart meter is 2.67ms and the total time 
for control center to serve a smart meter is 
8.16ms. Considering that the computation only 
happens in requesting phases and requesting 
phases may last for several days, the overhead 
is affordable for the control center and smart 
meters.

6.2 Computation overhead under 
enhanced gateway

Table 2 shows the computation overhead 
of requesting tokens, verifying a token and 
trading tokens for smart meters, the gateway, 
and the control center. Compared with the 
computation overhead under the fi rst scenario, 
the gateway has extra computation, that is 2TA 

into consideration their computation overhead. 
Table 1 shows the computation overhead 
of requesting tokens, verifying a token and 
trading tokens for smart meters and the con-
trol center. Every smart meter has m pairs of 
keys and requests c  tokens with every pair 
of keys, so the computing time of a complete 
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scheme under the enhanced gateway. Security 
analysis indicates that the privacy of users’ 
original demand and their trading amounts is 
well preserved, and performance analysis fur-
ther demonstrates the efficiency of our scheme 
in terms of computation and communication.
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