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Abstract Over the past few decades, signi cant progress has
been made in quantum information technology, from theoretical
studies to experimental demonstrations. Revolutionary quantum
applications are now in the limelight, showcasing the advantages
of quantum information technology and becoming a research
hotspot in academia and industry. To enable quantum appli-
cations to have a more profound impact and wider application,
the interconnection of multiple quantum nodes through quantum
channels becomes essential. Building an entanglement-assisted
quantum network, capable of realizing quantum information
transmission between these quantum nodes, is the primary
goal. However, entanglement-assisted quantum networks are gov-
erned by the unique laws of quantum mechanics, such as
the superposition principle, the no-cloning theorem, and quan-
tum entanglement, setting them apart from classical networks.
Consequently, fundamental efforts are required to establish
entanglement-assisted quantum networks. While some insightful
surveys have paved the way for entanglement-assisted quan-
tum networks, most of these studies focus on enabling tech-
nologies and quantum applications, neglecting critical network
issues. In response, this paper presents a comprehensive survey
of entanglement-assisted quantum networks. Alongside review-
ing fundamental mechanics and enabling technologies, the
paper provides a detailed overview of the network struc-
ture, working principles, and development stages, highlight-
ing the differences from classical networks. Additionally, the
challenges of building wide-area entanglement-assisted quan-
tum networks are addressed. Furthermore, the paper empha-
sizes open research directions, including architecture design,
entanglement-based network issues, and standardization, to
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facilitate the implementation of future entanglement-assisted
quantum networks.

Index Terms Quantum mechanics, entanglement distribution,
quantum  teleportation, entanglement-assisted  quantum
networks, network designs.

I. INTRODUCTION

VER the past two decades, there has been dra

matic development in classical information technology.
However, such tremendous progress poses various challenges
for the current classical Internet. For example, the security
of public-key crypto-systems relies on the hardness of inte-
ger factorization and discrete logarithmic problems, which are
no longer effective under a quantum computer using Shor s
algorithm [1]. Meanwhile, the existing computing power strug-
gles to cope with increasingly complex computing tasks due
to the limitations of Moores Law [2]. Such problems are
extremely dif cult to address using traditional information
technologies, signi cantly hindering the further development
of the Internet. Fortunately, quantum information technology
provides new solutions to these problems. Moreover, quantum
applications show excellent advantages over classical solutions
owing to the unique characteristics of quantum mechanics with
no counterpart in classical information technology.

Quantum key distribution (QKD) [3], [4], [5], [6], [7] is
the most well-known and successful application of quantum
information technology and has evolved from experimental
demonstration to commercial service. QKD aims to securely
distribute random keys between two communicating parties
(hereafter referred to as Alice and Bob), exploiting the unique
properties of quantum mechanics. Fig. 1 shows the implemen-
tation of QKD-based secure communication between Alice
and Bob. Generally, QKD-based secure communication fol-
lows these pivotal steps. Firstly, Alice and Bob negotiate a
rule for encoding particles, e.g., they encode horizontal polar-
ization in rectilinear polarization as binary 0. Then Alice
randomly chooses the base (rectilinear or diagona polar-
ization) to encode photons generated by the light source
and sends them to Bob via quantum channels. Thirdly,
Bob randomly selects measurement bases to process the
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Fig. 1. QKD-based secure classica communication.

received photons. If Bob uses the same base as the decod-
ing base, he can successfully obtain the encoded information.
Lastly, they can share secure keys after base comparison and
some post-processing operations, such as private ampli cation.
According to the fundamental principles of quantum mechan-
ics, eavesdropping on quantum channels inevitably changes
the state of encoded photons, introducing bit errors into coded
information. Hence, eavesdroppers can be detected by estimat-
ing the bit error rate, which guarantees the security of shared
keys [8], [9]. Consequently, Alice and Bob can realize uncon-
ditional secure communication using the one-time pad strategy
and symmetric encryption algorithms [10].

Currently, some QKD networks have been deployed,
such as DARPA QKD network [11], SECOQC QKD
network [12], Tokyo QKD network [13], SwissQuantum [14],
Beijing-Shanghai QKD network [15], and Cambridge QKD
network [16], to provide security services for the elds of

nance, banking, and defense. Additionally, satellite-based
intercontinental QKD network [17] and integrated space-to-
ground QKD network [18] have been demonstrated in recent
years. While QKD has matured as a technology capable of
providing small-scale commercial services, and valuable sur-
veys [19], [20], [21], [22], [23], [24], [25], [26] have paved
the way for building large-scale QKD networks, it is worth
noting that QKD networks are not the nal form of quantum
networks. Although QKD technology applies quantum chan-
nels to transmit quantized particles between adjacent quantum
nodes, the information transmitted via quantum channels is
still classical, essentially random classical 0 or 1 hits.

Nevertheless, many quantum applications require quan-
tum information to be transmitted between distant quantum
nodes. For example, distributed quantum computing requires
guantum information to be transmitted between multiple
guantum computers [27], SO as to cooperate to complete
speci ¢ complex computing tasks that are challenging to
solve by distributed classical computing, and quantum sens-
ing usualy requires quantum nodes to transmit quantum
information by establishing entangled systems, thus realiz-
ing high-precision and high-sensitivity measurement. Notably,
the no-cloning theorem in quantum mechanics illustrates
that it is not feasible to transmit quantum information
by measuring microscopic particles and then transmitting
them through other channels. Therefore, QKD networks, the
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network infrastructure built for enhancing classica secure
communication by distributing random secret keys, cannot
achieve quantum information transmission between commu-
nicating parties because measurement operations performed
by QKD nodes cause microscopic particles to collapse and
destroy quantum information. As a result, QKD networks
cannot support various quantum applications, such as quan-
tum imaging [28], blind quantum computing (a quantum
system that allows clients to outsource their computing tasks
to quantum servers that do the job for them with blinding
information) [29], and improved sensing [30]. Notably, quan-
tum applications, especially quantum computing and quantum
communication, have made tremendous progress in recent
years and are gradually maturing, which drives the large-
scale application of quantum information technology. To fully
exploit the potential of quantum information technology, a
complete network infrastructure that can support the trans-
mission of guantum information between quantum nodes is
required to serve various quantum applications.

A. Motivation

Entanglement plays an important role in realizing the poten-
tial of quantum information technology. On the one hand,
the non-local correlation of entangled systems is one of the
essential cornerstones of quantum information transmission
between distant quantum nodes. On the other hand, most quan-
tum applications require quantum nodes to share entangled
systems. Therefore, entanglement-assisted quantum networks
are the promising platform for supporting various guantum
applications. An entanglement-assisted quantum network is
a network interconnecting numerous quantum nodes capable
of generating, storing, transmitting, and processing quan-
tum information (i.e., quantum bits, also known as qubits)
in addition to classical information. In entanglement-assisted
guantum networks, any quantum node can establish entangle-
ment connections with others by sharing entangled systems
to realize quantum information transmission, thus effectively
supporting various quantum applications. However, the fact
that entangled systems are susceptible to environmental noise
signi cantly prevents entangled qubits from being distributed
over long distances. Fortunately, the second quantum rev-
olution has activated the development of quantum devices,
especially quantum memory and quantum repeaters. With the
assistance of complete quantum devices, quantum nodes can
effectively overcome distance limitations to establish distant
entanglement connections. Hence, it is conceivable that large-
scale entanglement-assisted quantum networks can be realized
in the near future.

Nevertheless, entanglement-assisted quantum networks fol-
low the fundamental principles of quantum mechanics and are
essentialy different from classical networks in many aspects,
such as information resources, enabling technologies, and
upper-layer applications. Hence, entanglement-assisted quan-
tum networks are not the product of the iterative development
of classical networks. As a result, the network design gener-
ally adopted in classical networks cannot be directly applied
to entanglement-assisted quantum networks. Therefore, the

Authorized licensed use limited to: University of Science & Technology of China. Downloaded on January 27,2024 at 12:31:08 UTC from IEEE Xplore. Restrictions apply.



LI et a.: ENTANGLEMENT-ASSISTED QUANTUM NETWORKS

fundamental but pivotal studies on network designs are
considerably required to pave the way for entanglement-
assisted quantum networksto fully demonstrate the advantages
of quantum information technology.

The research on entanglement-assisted quantum networks,
which offer effective and ef cient support for various quantum
applications, has gained signi cant attention. In recent years,
valuable research works have been undertaken to facilitate the
development of these networks and the broader concept of a
quantum Internet.

Reference [31] reviews the potential of aquantum Internet
for the secure transmissions of classica and quantum
information, along with the theoretical and experimental
approaches and recent advances in realizing them.
Reference [32] categorizes the different stages of devel-
oping quantum Internet and outlines the technological
advances required for reaching these stages.
Reference [33] discusses the exponential computing
speed-up achievable by interconnecting numerous quan-
tum computers through a quantum Internet and identi-
es key future research challenges for quantum Internet
deployment.
Reference [34] provides a gentle introduction to quantum
networking targeted at computer scientists, surveys the
state of the art, and discusses the key challenges related
to computer science in order to make such quantum
networks a redlity.
Reference [35] reviews some basic knowledge of quan-
tum mechanics, introduces quantum teleportation as the
key strategy for transmitting quantum information, and
discusses some pivotal research challenges in designing
future quantum communication networks.
Reference [36] reviews some preliminaries on quan-
tum mechanics to show the fundamental differences
between the transmission of classica information and
the teleportation of quantum information, introduces
the communications functionalities underlying quantum
teleportation, and addresses the challenges of the practi-
cal deployment of these functionalities for the upcoming
quantum Internet.
Reference [37] introduces two essential quantum oper-
ations, quantum teleportation and entanglement swap-
ping, and envisions roughly three subsegquent necessary
steps toward the envisioned quantum Internet, whose
complexity varies with time and the level of platform
heterogeneity.
Reference [38] surveys quantum Internet functionalities,
technologies, applications, and open challenges to help
readers gain a basic understanding of the infrastruc-
ture required for realizing a high-performance quantum
Internet.
Reference [39] reviews the enabling technologies
required for building entanglement-assisted quantum
networks and provides a novel design of a cluster-based
structure and an OSl-adike layering model for high-
performance entanglement-assisted quantum networks.
Reference [40] discusses more of the technologies that
make up the quantum Internet and its concept and
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shows that an entanglement-assisted quantum network is
a collaboration of various technologies forming a network
of networks.

Reference [41] presents a review of the relevant litera-
ture about quantum Internet protocol stack and discusses
the open problems and efforts required for the design
of an effective and complete quantum Internet protocol
stack.

Reference [42] identi es physics-informed performance
metrics and controls that enable entanglement-assisted
guantum networks to leverage state-of-the-art advance-
ments in quantum technologies to enhance their
performance. It aso analyzes multiple challenges and
open research directions that must be addressed using a
physics-informed approach to generate practically viable
results.

These valuable surveys provide insights into differ-
ent perspectives on quantum information technology and
entanglement-assisted quantum networks. Nevertheless, none
pays attention to networking and internetworking details. For
example, many of them focus on the fundamental features
of quantum mechanics, enabling technologies, and research
challenges, with little attention paid to the problem of how
guantum nodes connect and interact with each other in
a large-scale entanglement-assisted quantum network, espe-
cially pivota network designs like routing, request schedul-
ing, and resource dlocation. Thus, there is a paucity
of literature on entanglement-assisted quantum networks.
Table | explicitly compares this survey against the existing
works mentioned above. In addition to presenting quan-
tum mechanics and enabling technologies, we aso take an
overview of entanglement-assisted quantum networks, includ-
ing de nition, development stages, differences from classical
networks, network elements, network structure, and work-
ing principles. We conclude that the dramatic development
of quantum information technology makes it possible to
build entanglement-assisted quantum networks, and the study
of network issues is required. Hence, we further present
some research directions, including architecture design and
entanglement-based network problems, as well as standard-
ization, thus paving the way for constructing large-scale and
wide-area entanglement-assisted quantum networks that enable
iterative development and perform well in quality of ser-
vice (QoS). In summary, this survey is the rst to provide a
comprehensive and up-to-date review of entanglement-assisted
quantum networks, from the unique features of quantum
mechanics to networking studies.

B. Contributions

More concretely, the major contributions of this survey can
be summarized as follows:

1) We describe the basic concepts and unigque principles of
guantum mechanics required to understand entanglement-
assisted gquantum networks. Besides, a comprehensive
comparison between bits and qubits, as well as between
classical gates and quantum gates used to process quan-
tum information, is presented.
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2) We discuss the enabling technologies required to build
an entanglement-assisted quantum network, following the
logic of function, principle, implementation process, and
the state of development. Speci cally, we discuss the
implementation steps of each technology with the help
of quantum circuits and then present the theoretical and
experimental development of each enabling technology.

3) Based on the detailed comparison between classical com-
munication and quantum communication, we compre-
hensively compare classical networks with entanglement-
assisted quantum networks, ranging from physical
resources to protocol stacks, to demonstrate that
entanglement-assisted quantum networks are fundamen-
tally different from classical networks.

4) We conclude the development stages of entanglement-
assisted quantum networks. Besides, considering the
implementation of a future entanglement-assisted quan-
tum network, network elements and the regquirements of
network elements are discussed.

5) We present a general structure of entanglement-assisted
guantum networks and describe how entanglement-
assisted quantum networks work with the assistance of
the enabling technologies discussed in this survey to
support various quantum applications.

6) We discuss the challenges of building a large-scale
entanglement-assisted quantum network from three per-
spectives: the inherently imperfect nature of quan-
tum systems, the vast variability of different physical
resources, and the convergence of entanglement-assisted
guantum networks and classical networks.

7) Finally, we summarize a range of detailed research direc-
tions, particularly concerning network issues such as
routing, scheduling, and resource allocation. Specially,
we present the profound effects of these issues on
the interaction of quantum nodes and then discuss
possible solutions to critical problems to pave the

Fig. 2. An abstract structure of a large-scale and wide-area entanglement-
assisted quantum network.

way for building high-performance entanglement-assisted
guantum networks.

C. Entanglement-Assisted Quantum Networks

In terms of physical structure, an entanglement-assisted
guantum network can be regarded as a mesh consisting of three
types of network elements: physical channels, networking
devices, and quantum end nodes. Firstly, physical channels
are utilized to transmit microscopic particles between adjacent
guantum nodes. Secondly, networking devices, e.g., quantum
repeaters and quantum routers, are pivotal in building large-
scale and wide-area entanglement-assisted quantum networks.
Quantum repeaters utilize the unique feature of entanglement
to overcome the distance limitation caused by the inherent loss
of physical channels, thus extending the communication range.
Quantum routers aim at converging humerous quantum nodes
to expand networks scale. Quantum end nodes work by trans-
mitting and processing quantum information to support the
top-level quantum applications that run on them. Fig. 2 depicts

Authorized licensed use limited to: University of Science & Technology of China. Downloaded on January 27,2024 at 12:31:08 UTC from IEEE Xplore. Restrictions apply.



LI et a.: ENTANGLEMENT-ASSISTED QUANTUM NETWORKS

the abstract structure of an entanglement-assisted quantum
network. Concretely, a small number of quantum end nodes
are converged to form a small-scale and local-area quantum
network with the assistance of networking devices and physi-
cal channels, and the networking devices are interconnected
through physical channels to form a wide-area core quan-
tum network in a mesh topology, i.e., the cloud icon. In
this way, the core quantum network can connect many local-
area quantum networks together, thus forming a large-scale
and wide-area entanglement-assisted quantum network. Any
pair of adjacent quantum nodes can build entanglement links,
the essential resource for quantum information transmission,
by sharing entangled qubit pairs. With the help of quantum
routers and quantum repeaters, any pair of quantum end nodes
can establish long-distance entanglement connections by cou-
pling multiple entanglement links along a selected path and
thus achieve remote quantum information transmission.

D. Paper Organization

An entanglement-assisted quantum network acts as the
fundamental platform formed by numerous quantum nodes
and physical channels to realize the transmission of quan-
tum information between arbitrary quantum end nodes, thus
supporting various quantum applications. The research on
entanglement-assisted quantum networks mainly focuses on
four pivotal problems. what are the unique properties of
entanglement-assisted quantum networks? how to interconnect
numerous quantum nodes to form the network infrastructure?
how to realize quantum information transmission between
guantum end nodes? how to realize an entanglement-assisted
guantum network with high performance and QoS guarantee
through network design? To better understand entanglement-
assisted quantum networks, we guide readers through ques-
tions decomposed by the four aforementioned problems. Here,
we summarize the question sets in the following categories:

QSL: What is to be transmitted (Qubit)? What are the char-
acteristics of auxiliary tools used for transmitting quantum
information (Quantum Entanglement)? What are the char-
acterigtics of quantum devices used for qubit transmissions
(Decoherence and Fidelity)? How to operate on the transmitted
qubit (Quantum Gates)?

Q2 How to generate entangled qubits (Entanglement
Preparation)? How to code and decode qubits? How to enable
quantum information transmission (Quantum Teleportation)?
How to improve transmission performance (Entanglement
Puri cation)? How to correct errors caused by quantum deco-
herence (Quantum Error Correction)? How to enable multi-hop
transmissions (Entanglement Swapping)? How to store/cache
qubits (Quantum Memory)?

QS3: What are the development stages of entanglement-
assisted quantum networks (Development Stages)? What is
the difference between an entanglement-assisted quantum
network and a classical network (Differences from Classical
Networks)? What is the network structure for an entanglement-
assisted quantum network (Network Elements and Network
Structure)? How does an entanglement-assisted quantum
network work (Working Principles)?
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Fig. 3. The structure of this paper and topic classi cation.

QS4: What impedes the implementation of a large-
scale and wide-area entanglement-assisted quantum network
(Challenges)? How to effectively and ef ciently realize
guantum information transmission between quantum end
nodes in concurrent communication scenarios (Research
Directions)?

The rest of this paper is organized as shown in
Fig. 3. We answer the rst three questions mentioned
above in Section Il preliminaries on quantum mechanisms
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(QS1), Section Ill enabling technologies (QS2), Section 1V
entanglement-assisted quantum networks (QS3). Based on
the answers to the above questions, we introduce the chal-
lenges in Section V and elaborate on the research directions
in Section VI to answer the fourth question (QS4). Finally,
Section VII draws the conclusion of this survey.

Il. PRELIMINARIES OF QUANTUM MECHANICS

This section primarily outlines the fundamental but cru-
cia knowledge of quantum mechanics. Firstly, the concept
of qubits used in the rest of the paper and two features
of qubits, i.e., uncertainty and no-cloning, are introduced.
Then, some unique features of quantum mechanics with no
counterpart in classical networks are elaborated, including
guantum entanglement, quantum decoherence, and délity.
Finaly, we introduce some quantum gates commonly adopted
to manipulate qubits. In particular, we make a comprehen-
sive comparison between qubits and bits, as well as between
guantum gates and classical gates, to demonstrate that quan-
tum information technology is fundamentally different from
classical information technology.

A. Quantum Sate and Qubits

Quantum physics is a fundamental theory used to describe
the microscopic physical world. Generally, quantum physics
differs from classica physics in three aspects. Firstly, the
energy, momentum, angular momentum, and other quantities
of a closed quantum system are restricted to discrete values,
i.e., quantization. Secondly, microscopic objects are character-
ized by particles and waves simultaneoudly, i.e., wave-particle
duality. Finaly, it is hard to accurately predict the value of a
physical quantity before measurement in the quantum world,
i.e., the uncertainty principle. The fundamenta feature of
guantum physics is that it usually cannot predict with cer-
tainty what will happen to a closed quantum system but can
only give probabilities of some possible outcomes. In other
words, the quantum world presents a probabilistic feature.

As an essential concept of quantum physics, quantum
represents the minimum amount of any physical entity or phys-
ical property involved in an interaction. An isolated or closed
guantum system is characterized by its micro-state, known as
the quantum state. Quantum state is a mathematical quantity
used to describe the probability distribution for each possible
measurement outcome of a quantum system [43]. In quantum
physics, a quantum system is usually described by a wave
function associated with a probability at each point in space.
Mathematically, the probability of each possible outcome of
a quantum system is found by taking the square of the abso-
lute value of a complex number, known as the probability
amplitude. Besides, each quantum system has a correspond-
ing Hilbert space, which is a generalized complete inner vector
product space usualy used to explore quantum physics [44].
Hence, the state of a quantum system can also be represented
by a vector of its corresponding Hilbert space, i.e., the state
vector. For example, a quantum state is denoted as| , where
the Dirac symbol | is called ket and represented by a
N 1 matrix. Suppose that the quantum system described by
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TABLE Il
THE COMPARISON BETWEEN BITS AND QUBITS

Topics Classical Bits Qubits

Tons, Atoms, Photons,

Existing Form Current, Voltage Electrons,
Superconductors
N Superposition, |0) and
State Deterministic, 0 or 1 1) and o 0) + B 1)
Coherence Incoherent Coherent
Information L L
. Polynomial increase Exponential increase
Capacity
Impact of Not affected The state (_Jf a quantum
Measurement system is changed
Clonability Yes No

| exhibits two possible observed outcomes, and we dencte
these two possibilities as 0 and 1 . Then, the quantum
system can be represented by the state |0 if itisin 0 and
represented by the state |1 if itisin 1 . Therefore, quantum
states [0 and |1 display different possible states of |

In classical information theory, the data or information is
encoded as binary bit strings. Similarly, quantum information
theory introduces the concept of quantum bits (qubits) [45],
to encode the guantum information of a quantum system.
Qubits describe the state of quantum systems mathematically.
As shown in Table |1, qubits essentially vary from classical
bits. We elaborate on these differences as follows.

Classical physics is a fundamental theory that provides a
description of the macroscopic physical world. In the macro-
scopic world, al observed physical objects can be determined
with in nite precision in theory. Hence, classical bits usually
exist in the form of deterministic signals such as current and
voltage. However, qubits can only be represented by differ-
ent physical resources with these unique features, including
guantization, wave-particle duality, and the uncertainty prin-
ciple. Generally, qubits can be represented by ions [46], [47],
[48], [49], atoms [50], [51], photons [52], [53], [54], spinning
electrons [55], [56], [57], and superconductors [58], [59], [60].

A classical bit is determined, i.e., a classical bit can rep-
resent only one state, either O or 1. In contrast to the
deterministic properties of classical bits, the peculiarity of
qubits is that a single qubit can be in a superposition of
multiple states before being measured. That is, a single qubit
can be in different states at the same time. In two-dimensional
Hilbert space, a single qubit is an arbitrary linear combination
of two possible states, [0 and |1 , with two probability ampli-
tudes. Mathematicaly, in two-dimensional Hilbert space, we
can represent the state of a single qubit | by

| = 1, (1)

0 +
where |0 and |1 form a set of standard orthonormal states

in two-dimensional Hilbert space, aso known as the compu-
tational base states. For example, they can be written as

n=72. @

and 1

1
0 1
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The complex coef cients and are the probability ampli-
tudes of the observed outcomes of | . The two complex
coef cients need to satisfy the condition

| P+ P=1. €)

Asdiscussed above, classical bits are deterministic and inde-
pendent, so classical bits are not coherent. However, qubits
follow the superposition principle, and the probability ampli-
tude of all possible measured outcomes determines the state
of a closed quantum system. Hence, different from classical
bits, qubits present quantum coherence, a special correlation
between qubits in a quantum system. Besides, the information
capacity of aclassical system polynomially increases with the
number of classical bits. The superposition state of qubits facil-
itates the exponential improvement of computing power, which
demonstrates quantum superiority, i.e., a quantum computer
can solve some challenging tasks that none classical computer
can do in an acceptable amount of time using any known
algorithm.

Moreover, the state of a classica bit is unaffected by
measurement or observation. Hence, classical bits can be
completely cloned and recovered during classical communi-
cation. However, measurement operations signi cantly affect
the superposition state of a single qubit. For example, by mea-
suring |, we will obtain the state |0 with probability | |2
or |1 with probability | |2. Measurement operations destroy
the initial state of a quantum system, and this phenomenon is
often called collapse after measurement . As aresult, qubits
follow the no-cloning theorem, and we describe this theorem
in more detail below.

Qubits can aso be geometrically represented by a Bloch
sphere [61]. Next, we elaborate on the derivation of Bloch
spherical coordinates corresponding to a single qubit. In quan-
tum mechanics, a quantum system can be described by a wave
function associated with a probability amplitude at each point
in space. Hence, | can be formulated as a wave function
using polar coordinates:

| =ae' 2|0 +bel o1, (4

wherea, b, 5, and | arerea parameters and i is an imag-
inary unit. The global phase factor can be removed from
Eqg. (4), so we can get

| =alo +belCo @1 =ajo +be’ |1, (5

where = a is ared parameter. Eq. (5) can be fur-
ther normalized. Let be! = x + iy, where x and y are red
parameters, we can get

la]® +|be |?=a%+|x +iy=a?+x2+y2=1.
Notably, the spherical coordinates of any point in Euclidean
space can be further expressed as

X =rsin cos sin

Yy =rsin ,Z=rcos , (6)

where r is the distance from the point to the center of the
sphere, is the angle between the line formed by the con-
nection between the point and the center of the sphere and the
Z-axis, and isthe angle between the line (i.e., the projection
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Fig. 4. The Bloch sphere representation of a single qubit.

of the line between the point and the center of the sphere onto
the X-Y plane) and the X-axis. Therefore, the wave function
of a quantum system can be written as

| =z|0 +(x+iy)|l
[0 +sin (cos +isin )|l
0 +e' sin |1 . )

= COos
= COs

To make the wave function correspond to Bloch spherical coor-
dinates, we introduce = 2 . As a result, Eqg. (7) can be
further expressed as

| =cos§|0 +el sin§|1). (8)

In this, any point on the Bloch sphere can be de ned by a
function related to  and . Similar to the probability ampli-
tude of the wave function of | , these two parameters also
determine the state of | . Asdepicted in Fig. 4, the qubit |

exhibits a point on the surface of the Bloch sphere with spher-
ical coordinates of as the polar angle and  as the azimuth
angle. For example, when =0 and =0,|] =10,
that is, the point is at the vertex of the Bloch sphere s Z-axis.
Besides, the point is at the vertex Bloch sphere s X-axis when

=90 and =0,i.e, | :%qo +1).

A quantum system can be extended from a single qubit to
multiple qubits. Due to the fact that the size of a classica
bit s state space eguals two, the amount of information a clas-
sical system can present increases only by a polynomial degree
when one more classical hit is added to this system. However,
the amount of information that a quantum system can present
increases exponentially with the number of qubits. A multi-
qubit gquantum system shows a much larger state space than
aclassica system consisting of multiple classical bits. Due to
the superposition phenomenon, the state of a quantum system
consisting of n qubitsis alinear combination of 2" base states
and is determined by 2" probability amplitudes. That is, each
possible state of the quantum system can be represented by a
state vector in 2" -dimensional space. Formally, the description
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of a n-qubit quantum system can be expressed as

2" 1

i=0
i isthe probability amplitude of the state in which| equals
li,and | i|?=1.]i isthei-thbasestateof| ,and i|j

is the inner product of two state vectors, i| and [j , where i|
is the dual state vector of |i . When n = 500, the number of
possible states in this quantum system exceeds the estimated
total number of atoms in the entire universe, and storing all
these complex numbers in a classical computer is unimagin-
able. Hence, quantum mechanics holds information processing
capabilities beyond those of classical systems, and we can use
this property to achieve ef cient quantum computing.

In addition to the unique feature of the superposition state,
qubits also follow other principles that have no counterpart in
the classical world. Other properties, including the uncertainty
principle and the no-cloning theorem, are described as follows.

Uncertainty Principle: In quantum mechanics, observers
usually cannot predict with certainty what will happen to a
closed quantum system, but only give probabilities of some
possible outcomes. This phenomenon was rst discussed by
Heisenberg in 1927 [62] and then named the uncertainty prin-
ciple (also called Heisenberg uncertainty principle ). The
uncertainty principle suggests that the position and momentum
of a particle cannot be determined simultaneously. There is an
opposite relationship between the determinism of position and
momentum, i.e., the more precisely the position is determined,
the less precisely the momentum is known, and vice versa
This principle results from the probability interpretation
in guantum mechanics, e.g., the superposition state and the
phenomenon of collapse after measurement.

No-cloning Theorem: Quantum systems are subject to a
restriction known as the no-cloning theorem . Wotters and
Zurek rst proposed the no-cloning theorem in 1982 [63],
which indicates that a third party cannot copy and steal quan-
tum information without interfering with the quantum system
when qubits are transmitted in quantum channels. The linear
feature of quantum mechanics, i.e., any linear combination of
all possible states of a quantum system is till a possible state
of the system, is the fundamental reason for the no-cloning
theorem [64], [65], [66]. We assume that there is a cloning
machine that can copy the quantum information from a pho-
ton or an electron. As shown in Fig. 5, when the original
state enters this machine, two copies come out, each having
the same state as the original. If such a machine is success-
ful, it will convert the state |0 to |00 (|00 is aso often
written as [0 |0 ) and |1 to |11, where |00 = |0 |0 is
the tensor product of two state vectors |0 and |0 . However,
the problem arises when we send a linear combination of
[0 and |1, i.e, [0 + |1, through a hypotheti-
cal cloning machine. If |0 and |1 can be cloned correctly,
the output for their superposition must be the superposition
of the outputs, i.e, |00 + |11, due to the linearity of
quantum mechanics. Whereas the cloning machine will out-
put| | = 2]00 + 01+ |10 + 2|11 .Obviously,
the output is not what we expected, i.e., the superposition state
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| is not copied exactly. Hence, cloning machines do not
exist in the quantum physics world. The no-cloning theorem
prevents the application of signal regeneration and ampli ca-
tion techniques in quantum information transmission, which is
essential for ensuring the unconditional security of quantum
information transmission.

B. Quantum Entanglement

Lying at the center of the interest in quantum physics of
the 21st century, quantum entanglement was rst regarded
as a spooky action at a distance phenomenon of quan-
tum mechanics by Einstein, Podolsky, and Rosen (EPR) and
Schr dinger in 1935 [67]. This phenomenon implies that the
global states of an entangled system composed of multiple
entangled qubits cannot be factored as a product of the states
of its local congtituents. That is, they are not individual parti-
cles but are an inseparable whole, i.e., one constituent cannot
be fully described without considering the other(s) in an
entangled system.

As shown in Fig. 6, an entangled system consists of two
photons, a and a , with opposite spin directions, i.e., up-spin
and down-spin photons. Hence, the entangled system s angu-
lar momentum, a metric to measure particles spin intensity,
is equal to zero, that is, the entangled system is a spin-zero
system (denoted as the O state). In this entangled system,
an observer only knows that each spin photon is in one of the
up-spin (denoted asthe 1 state) and down-spin (denoted as
the 1 dtate) states. According to the law of conservation of
angular momentum, i.e., the total angular momentum of the
isolated system remainsconstant ( 0 = 1 + 1) [68], there
isaspin anti-correlated case when the entangled system is bro-
ken. If the spin photon a is measured to be the up-spin or the

1 dtate, a spinsdown orthe 1 dtate. If a spins down or
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isthe 1 dtate, a is measured to be the up-spin or the 1
state. The essence of entanglement is anon-local correlation in
quantum mechanics. When two or more quantum systems form
an entangled system, their states are interdependent and cannot
be described independently. This means that the measurement
result of one system will immediately affect the state of the
other quantum systems, even if they are far apart, and this cor-
relation is superluminal. In summary, an entangled state refers
to a special correlation between multiple quantum systems,
such that their states cannot be described individually but can
only be understood through a collective description.

In 1964, Bell proposed the Bell inequality based on the EPR
conclusion and showed that the probabilities for the results
obtained by measuring some entangled systems violated the
Bell inequality [69]. This result demonstrates that entangle-
ment is a fundamentally non-classical phenomenon, i.e,, it is
impossible to simulate quantum behavior in classical systems.
Next, we introduce entangled systems by dividing them into
two categories according to the number of entangled qubits
they contain.

Let N and V denote two two-dimensional Hilbert spaces,
and their base state vectors are |0 and |1 . For the
four-dimensional Hilbert space formed by the tensor product
of N and V, its base state vectors are |00 , |11, |01, and
[10 . In this four-dimensiona Hilbert space, any state vector
| can be written as the tensor product of two qubits state
vectors| = |0 + |1 and|] = |0 + |1:

I =1 I
=( 1o+
|00 +

1) (10 +
|01 +

11)

|10 + |11, (10)

where , , ,and are the four probability amplitudes that
determine the statesof |  and | , and they need to satisfy
the condition| |2+| |2+| |2+| |2 =1.However, not
each two-qubit quantum system can be decomposed into the
sum product of | and| . For example,| =00 + |11 .
A necessary and suf cient condition for the equation |00 +
[11 = | | isthat = =1 and = = 0.
However, there are no four real or complex parameters that can
satisfy this condition. According to the entanglement de nition
discussed above, the state [00 + |11 is an entangled state.

There are four famous entangled states composed by a pair
of entangled qubits, often referred to as Bell state or EPR pair,
which are written as

1
- = —(00 —|11),
| 2(| [11)
_ 1
| = 7(|10 —|01), (11)
where | *,| | *,ad| are four Bell bases of

two one-half spin particle systems, and each Bell base carries
non-local two-bit information: a parity bit and a phase bit.
According to Eqg. (11), we can get that each component of the
Bell state is determined by two qubits states, i.e., [0 and |1 .
Thus, these two qubits in the entangled system show a com-
mon non-local correlation: once we measure one of them to
obtain quantum information about its state, we can know the
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state of the another qubit no matter how far apart they are.
There is a measurement operation applied to the Bell state,
known as Bell state measurement (BSM). BSM is the mea-
surement over Bell bases. For example, by performing the
BSM operation on a single qubit and an entangled qubit sepa-
rated from an entangled system in the Bell state, the quantum
system composed of the single qubit and an entangled qubit
will be transformed into one of the four Bell states. The trans-
formation process is essential to the implementation of the
entanglement-based quantum teleportation. In this survey, we
present some representative schemes for preparing EPR pairs
and the application of the BSM operation Section I11-A.

As discussed in Section Il-A, a quantum system can be
represented by multiple qubits. Hence, the entangled system
can also contain multiple entangled qubits. Typically, there
are two maximum entangled states in a composite quantum
system containing three or more entangled qubits. the GHZ
state and the W state. The GHZ state was proposed in 1989,
and the landmark event was that Greenberger, Horne, and
Zéilinger (GHZ) went beyond Bell inequality, demonstrat-
ing that entanglement of more than two quantum particles
leads to a contradiction with the local hidden variable model
in 1989 [70]. The W state was proposed by D r et a.
in 2000 [71]. Here, we use the entangled system contain-
ing three entangled qubits as an example to describe the
GHZ state and the W dtate, i.e., the three-qubit GHZ state
and the three-qubit W state, the state vectors of them are
written as

GHz = -1(j000 +|111),
2

W = -1(001 +[010 +100). (12)

Currently, three-qubit entangled systems have been success-
fully implemented experimentally [72], [73]. With the devel-
opment of quantum hardware, high-dimensional entangled
systems will show vast advantages in the application of
guantum information technology in the future.

Entanglement is one of the most interesting properties
in quantum mechanics and characterizes strong correlations
between multiple local constituents. The strong correlation
prompts entangled states to be used as a physical resource ,
i.e., something costly to allows the implementation of valuable
transformations. The valuable transformation plays a pivotal
role in many of the most interesting quantum applications,
such as quantum computing and quantum communication.
In a nutshell, most ground-breaking quantum applications
require distant quantum nodes to establish entangled cor-
relations by sharing EPR pairs [74]. Besides, entanglement
provides crucia tools for networking numerous quantum
information processors due to non-local correlation [75], [76].
Hence, entanglement is essential to an entanglement-assisted
guantum network. In this survey, we mainly discuss how
numerous quantum information processors are interconnected
using entanglement resources to effectively support various
guantum applications and how to utilize limited entanglement
resources (or control entanglement-based quantum operations)
to improve the performance of quantum networks.
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C. Quantum Decoherence and Fidelity

Quantum systems are very fragile: unstable excited atoms
transformed from stable atoms absorbing energy will decay
spontaneously, and a single atom will spontaneously ip and
change its state. An open quantum system will inevitably
interact with the noisy environment, which contributes to the
irreversible effect on the state of the quantum system [77].
Speci cdly, the interaction between a quantum system and
the noisy environment introduces perturbations to the quan-
tum system, leading to partial leakage of the system s state
information to the environment, i.e., the quantum properties
of the quantum system are lost. In quantum mechanics, the
gradual decay of the state of a quantum system is known as
guantum decoherence, sometimes also called dynamical deco-
herence or environment-induced decoherence [78], [79]. As
discussed in Section II-A, the state of a quantum system is
determined by its probability amplitudes. Hence, the probabil-
ity amplitudes will change when a quantum system undergoes
quantum decoherence in anoisy environment [80]. As aresullt,
the measurement of a decoherent quantum system will not gen-
erate the desired results, thereby causing errors in quantum
information.

We can quantify the degree of quantum decoherence by
using delity to measure the information overlap between two
guantum states, especially the decoherent quantum state and
the initial quantum state. In this survey, delity is mainly used
to describe the degree of information overlap between the
decoherent and initial states of an entangled system. Generally,

delity (denoted as F) can be de ned as [81]

F= [ T (13
where0 F 1and isthe density matrix of the quantum
state| . For amulti-qubit quantum system, its density matrix

can be written as

(14

where pj is the probability amplitude of observing the quan-
tum system in the pure state | ;, and | ; |; is the outer
product of two state vectors| ; and  |;. Most notably, quan-
tum states can be either pure or mixed . Pure state means
that it is possible to write the quantum state in state vec-
tor form rather than the quantum state containing only one
term of the superposition state. For example, | = [0 and
| = %qo + |1 ) are both pure states, and the mixed Bell

state is usually called Werner state [82]. According to the de -
nition of delity, we can know that a quantum system s delity
will gradually decay from 1.0 to O as it interacts with the
noisy environment, including transmission channels, quantum
memory, and measurement devices.
To better understand the decay process of quantum systems,
we use two sets to describe quantum decoherence and
delity: we abstractly denote the initial quantum state and the
decoherent quantum state as the set A containing m elements
and the set A, respectively. The decoherence of the initial
guantum state can be regarded as the process in which ele-
ments in the set A are gradually deleted. After a certain period
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of quantum decoherence, the set A becomesthe set A contain-
ing k elements. We can use the union of two sets to correspond
to the information overlap between two quantum states. That
is, the ratio of k to m, i.e,, 0 % 1, corresponds to the
guantum system s delity. The number of deleted elementsin
A can be regarded as quantum information lost by the quan-
tum system during quantum decoherence. The more quantum
information is lost, the gresater the error rate introduced by
guantum decoherence in quantum systems.

Quantum decoherence is one of the main obstacles to
the application of quantum information technology. This is
because quantum decoherence decays the probabilistic features
of quantum systems. When delity equals zero, a quantum
system s probabilistic features are completely lost. In other
words, quantum decoherence drives the quantum behavior of
a quantum system to become classical, the process of which is
caled quantum-to-classical transition (as shownin Fig. 7).
The higher the délity, the less information about the ini-
tial quantum system is lost during the interaction between
the quantum system and the noisy environment. Similar to
classical information theory, quantum information theory also
shows that the loss of system information can lead to errors.
Hence, high delity meansfewer errors are introduced in quan-
tum computing and quantum communication. The decoherence
phenomenon signi cantly destroys the unique properties of
guantum mechanics, thus negatively affecting the performance
of quantum applications. Hence, a quantum technology that
can mitigate the negative in uence of quantum decoherence is
required in entanglement-assisted quantum networks, and we
will discuss this technology in Section 111-D.

D. Quantum Gates

The processing of quantum information requires control-
ling, manipulating, and measuring qubits. The basic operations
applied to qubits are called quantum gates [83]. Quantum
gates are usually embedded in quantum circuits, the model for
guantum computation, in which a computation is a sequence
of quantum gates, measurements, initializations of qubits
to known values, and possibly other actions, to manipu-
late qubits. Mathematically, a quantum gate is an operator
or transformation matrix for the state vector of a gquantum
system. That is, the state vector | ; can be transformed to

| ¢ through a unitary operator U, i.e, input : | j v

output:| ¢ . Table I1l1 summarizes some differences between
classical gates and quantum gates [84]. Classical gates are
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TABLE Il
THE COMPARISON BETWEEN CLASSICAL GATES AND QUANTUM GATES
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TABLE IV
SINGLE-QUBIT GATES

Topics Classical Gates Quantum Gates Quantum Gates Notation Matrix
Fundamental Unit Bit Qubit 0 1
Gates Logic gates Unitary gates Pauli-X (X) - l: Lo :|
Universal Gates NAND, NOR H. CNOT
(Example)
Algebra Boolean Linear Pauli-Y (Y) |: 0 — :|
. i 0
Church-Turing . . v
Thesis Strong supports Possibly violates
i i 1 0
Gates Reversible Sometimes Always Pauli-Z (Z)
0o -1
i i i i i intrinsi- 1 1
logic gates applied to binary bit strings and are intrinsi Hardamard (6 457 2 [ ]
1 -1

cally Boolean that strongly adhere to the Church-Turing
thesis [85]. Besides, only some classical gates are reversible,
e.g., the classical NOT gate. However, quantum gates vio-
late the Church-Turing thesis and are linear unitary operations
applied to qubits. Quantum gates manipulate superposition
states (or qubits) and follow the principle of unitary opera
tion. In other words, a quantum gate is a linear transformation
that maintains the total probability of the quantum system as
one. For example, there is a quantum gate, i.e., the identity
matrix |, and the quantum state |G =10 + |1 . Applying |
to |G , we can get the generated state |G

_ 101 _ 1
IG =16 011  1°
Obvioudly, |G isalinear transformation of |G and they have

the same inner product, that is, a quantum gate is essentialy
a reversible unitary transformation.

There are various quantum gates that can be used to pro-
cess gquantum information. However, according to quantum
information theory, any unitary operation applied to a quantum
system can be constructed from the combination of the basic
single-qubit gates and the two-qubit controlled-NOT (known
as CNOT) gate [86]. Therefore, in this survey, we only discuss
some typical single-qubit gates and the CNOT gate.

Sngle-qubit Gates: The single-qubit gates mainly include
Pauli gates and the Hardamard gate (also called H gate). The
notations and matrix presentations of single-qubit gates are
shown in Table I'V. Similar to classical gates, a quantum gate
represents a quantum information processing unit with input
and output. A guantum gate can change the state vector of
qubits. Hence, the output of the processing unit will exhibit
a gquantum state change compared to the input. Speci cally,
the truth table of single-qubit gates is shown as Table V.
Based on this truth table, we can get the transformation of a
qubit. As shown in Eq. (15), we use a single qubit described
in two-dimensional Hilbert space as the input of quantum
gates to present the function of single-qubit quantum gates as
follows:

X

[0+ |1 [0+ |1,
o+ 11 T iCo 1),
o+ 11 % o 1,

TABLE V
TRUTH TABLE OF SINGLE-QUBIT GATES

Topic Pauli-X Pauli-Y Pauli-Z H
Input |0) or |1) |0y or |1) |0) or |1) |0y or |1)
) . L (j0y + 1)) or
Output |1) or |0)  4|1) or -i[0)  |0) or -|1) V2
200~ 1)
0 +1 0 1
o+ pHoo*r Ll El . (15)

2

In addition, since a single qubit can aso be geometrically
represented by a Bloch sphere, the in uence of applying a
single-qubit gate to a single qubit can be regarded as the rota-
tion of the point on the Bloch sphere. More concretely, the
Pauli-X gate, also called the NOT gate, represents a transfor-
mation with an 180 rotation along the X-axis. The Pauli-Y
gate means the 180 rotation along the Y-axis. The Pauli-Z
gate represents the 180 rotation along the Z-axis. The H gate
is de ned by a combination of two rotational actions, i.e.,
a 90 rotation aong the Y-axis rst and then 180 rotation
along the X-axis. For example, by applying different single-
qubit gates to the qubit |0 , the rotations of |0 in the Bloch
sphere are shown in Fig. 8.

Two-qubit Gates: The most well-known two-qubit gate is
the CNOT gate. The CNOT gate can be utilized to create a
strong correlation between two incoherent qubits. The nota-
tion and matrix representation of the CNOT gate are shown in
Table VI. The CNOT gate s matrix is atensor product of two
2 2 matrices and can convert one four-dimensional vec-
tor into another. As a quantum information processing unit,
the CNOT gate requires two qubits, a control qubit and a
target qubit, as input. Here, we assume that the control and
target qubits are x and vy, respectively, i.e., the input of the
CNOT gate is |xy . The feature of the CNOT gate is that
the target qubit is inverted as the output only when the con-
trol qubit is |1 . Concretely, if the input of the CNOT gate is
[00 or |01, the output is the original state. Otherwise, |10
and |11 will be transformed to [11 and|10 , respectively.

Authorized licensed use limited to: University of Science & Technology of China. Downloaded on January 27,2024 at 12:31:08 UTC from IEEE Xplore. Restrictions apply.



2144

(d) H gate.

Fig. 8. The rotation effects of different single-qubit gates on a Bloch sphere.

TABLE VI
CONTROLLED-NOT GATE

Quantum Gates Notation Matrix
( 1 00 0 W
0 1 0 O
CNOT
0 0 0 1
{ 0 0 1 0 J

According to the above discussion, we can use the CNOT
gate to generate entanglement between two incoherent qubits
with the help of the H gate. For example, Table VII presents
the implementation of generating four Bell states using the
H and CNOT gates. Here, we use two qubits, |0 and |0,
as the input of the quantum circuit to illustrate the produc-
tion of a Bell state. Firstly, we apply the H gateto |0 . As a
result, |0 istransformed into %(|0 +]1 ), and the quantum

system composed by %(|O + |1 ) and the second qubit |0
is presented by %qoo + |10 ). Then we apply the CNOT
gate to two qubits by regarding %(|0 + |1 ) as the control

qubit and [0 as the target qubit. Consequently, the quantum
system, <5(|00 +]10 ), is transformed into 5|00 +|11 ),

2
i.e, the Bell gtate | * .
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TABLE VII
THE GENERATION OF BELL STATES

Input Quantum Circuit Output
|0) and |0) |*+) = 5(100)+(11))
|0) and |1) IE [wt) = %(|01)+|10>)
|1) and |0) ao— [@-) = %(|00>—|11>)
|1) and [1) |o—) = %(|01>—|10>)
I1l. ENABLING TECHNOLOGIES
This section rst reviews some enabling technologies that

support the interconnection and intercommunication of quan-
tum nodes in entanglement-assisted quantum networks, rang-
ing from point-to-point entanglement distribution to qubit
transmission, e.g., quantum dense coding, quantum telepor-
tation, entanglement puri cation, quantum error correction,
entanglement swapping, and quantum memories. Besides, the
functions of these enabling technology are discussed. In par-
ticular, for each enabling technology, we rst describe its
working principle, and then the implementation steps are pro-
vided with the help of a quantum circuit. Moreover, we present
the development status of these enabling technologies based
on the principles of theory and experimental results to demon-
strate that entanglement-assisted quantum networks will be
built not too far from now.

A. Entanglement Preparation and Distribution

As discussed in Section 11-B, entanglement plays a crucial
role in quantum information transmission since communicat-
ing parties need to share entangled qubit pairs. Hence, a quan-
tum technology that enables quantum nodes to be entangled
is required to act as the building block for entanglement-
assisted quantum networks. In general, establishing entangle-
ment between adjacent quantum nodes is realized by two
pivotal operations. entanglement preparation and entanglement
distribution [87]. Especially, entanglement preparation aims
at generating entangled qubits, and entanglement distribution
enables the prepared entangled qubits to be shared by spa
tially separated quantum nodes with the assistance of quantum
channels. Here, we introduce three typical schemes that can
establish entanglement between adjacent quantum nodes by
preparing and distributing entangled qubits.

Parametric Down-conversion Scheme: The rst scheme
is redized with the aid of the nonlinear-crystal-based
Spontaneous Parametric Down-Conversion (SPDC) process.
Due to the availability of high-ef ciency polarization-control
elements and the relative insensitivity of most materials
to birefringent thermally induced drifts, polarized photons
are usually adopted in experiments to generate entangled
gubits. The well-known method for generating polarization-
entangled photon pairs is realized via the down-conversion
process to share non-classical correlations [88]. In a nutshell,
a laser beam is directed toward a nonlinear crystal, which
occasionally splits photon beams into pairs of polarization-
entangled photons. Based on this idea, Kwiat et al. [89]
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Fig. 9. Entanglement distribution between Alice and Bob based on parametric
down-conversion.
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Fig. 10. Entanglement distribution between Alice and Bob based on single
atom excitation.

proposed a simple entanglement preparation scheme relying on
noncollinear type-1l phase matching, called type-ll parametric
down-conversion. In this way, true polarization-entangled pho-
ton pairs can be produced directly out of a single nonlinear
crystal [90]. Fig. 9 presents the implementation of the type-1l
parametric down-conversion scheme. Speci cally, alaser beam
is pointed toward a nonlinear crystal, and the down-converted
photons are emitted into two cones with the help of type-
Il phase matching. At the two intersections of two cones,
a pair of polarization-entangled photons is generated in one
of the four Bell states. Experimentally, this scheme has been
maturely employed to demonstrate quantum dense coding,
teleportation, and a postselection-free test of Bell s inequal-
ity [91]. Currently, the SPDC process based on non-linear
optical materials is still a hot research topic in entanglement
preparation. The future direction of the SPDC-based entangle-
ment light source is to reduce the loss, increase the purity and
degree of entanglement, and combine with micro and nanopho-
tonic devices to improve the scalability and practicality of the
entanglement light source.

Single-Atom Excitation Scheme: Another scheme conceived
for preparing and distributing entangled qubits between two
spatialy isolated quantum nodes is implemented based on
single-atom excitation [92], [93], [94]. As shown in Fig. 10,
this scheme utilizes atoms tightly coupled with optical cavi-
ties to build entanglement between two quantum nodes directly
linked by a photonic channel. Speci cally, the quantum node
Alice transfers the internal state of an atom to the optical
state of the cavity mode by employing a laser beam. In other
words, an atom is rst excited by a laser beam at Alice, and
the emitted photon becomes entangled with the atom s internal
state. Then, the atom-entangled photon is released from Alice s
cavity, travels along the photonic channel, and enters another
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atoms excitation simultaneously.

cavity at the quantum node Bob. In Bob s cavity, the photon is
absorbed coherently, and its polarization is mapped onto the
internal state of an atom. As a result, two atoms located at
Alice and Bob are entangled remotely.

Two-Atom Excitation Scheme: The third entanglement dis-
tribution scheme is shown in Fig. 11. This scheme is
implemented based on two simultaneous atoms excitation
[95], [96]. Firstly, two atoms are excited by laser beams
a Alice and Bob simultaneously, which leads each local
cavity to emit a photon entangled with the corresponding
atom. Then, both atom-entangled photons depart from the
local cavity, propagate as a wave packet along the quan-
tum channel, and reach a beam splitter where the BSM
operation is performed to realize entanglement swapping
discussed in Section IlI-F. After the BSM operation, the
atom located at Alice establishes entanglement with Bob s
atom, i.e, a pair of entangled atoms is distributed to Alice
and Bob. The two-atom excitation scheme has also been
proposed in the context of Nitrogen-Vacancy (NV) defect
centers in diamonds [97]. Compared to the single-atom exci-
tation scheme, the two-atom excitation scheme can effectively
extend the distance of entanglement distribution with the assis-
tance of a third party. However, the current implementation
of the two-atom excitation scheme requires two quantum
nodes to be symmetrically linked to a third party responsible
for performing BSM operations and to distribute entangled
qubits at the same time, which signi cantly hinders the
application of this scheme in entanglement-assisted quantum
networks.

Here, we comprehensively compare three schemes described
above in terms of achievable distance, scalability, applicability,
maturity, and eld trials. (1) Achievable distance: Although
al three schemes utilize the transmitted entangled photons
to establish entanglement between Alice and Bob, the spe-
ci ¢ location of the entanglement preparation varies among
them. As a result, these schemes show different performances
in terms of achievable distance. Concretely, with the assistance
of an intermediate device, the two-atom excitation and para
metric down-conversion schemes perform well and are better
than the single-atom excitation scheme in terms of the achiev-
able distance. (2) Scalability: The parametric down-conversion
scheme is mainly realized by easy-to-operate optical devices,
so it exhibits better scalability than the atom-based excitation
scheme. Besides, the single-atom excitation scheme is eas-
ier to scale than the two-atom excitation scheme because it
does not require a third party to perform BSM operations.
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(3) Applicability: Entangled systems generated by the atom-
based excitation scheme have a longer lifetime than the para-
metric down-conversion scheme. Hence, the atom-based exci-
tation scheme facilitate the storage and processing of entangled
gubits. As a result, the atom-based excitation scheme are
more applicable than the parametric down-conversion scheme.
Moreover, the single-atom scheme performs better than the
two-atom excitation scheme in applicability since it does not
require two endpoints to perform operations simultaneously.
(4) Maturity: Because the parametric down-conversion scheme
is easy to implement at the current quantum technical level,
it is more mature than the atom-based excitation schemes.
Besides, the single-atom excitation scheme performs better
than the two-atom excitation scheme since it does not require
a third party to perform BSM operations. (5) Field trial: The
implementation of the parametric down-conversion scheme has
moved out of the laboratory. However, the atom-based exci-
tation scheme is mainly demonstrated in the laboratory. In
summary, each of three schemes has its advantages and dis-
advantages, and their practical application still needs to be
explored.

So far, numerous experiments have been reported on entan-
glement distribution in the 1.5-um wavelength band over
optical ber [98], [99], [100], [101], [102], [103]. Besides,
the record of entanglement distribution distance is constantly
being broken. In 2009, [104] realizes entanglement distribu-
tion between adjacent quantum nodes over 144km in free
space. Reference [105] achieves entanglement distribution
over 200km of optical ber. Inagaki et al. [106] success
fully conducted an experiment distributing entangled qubit
pairs over 300km of ber. Satellite-based entanglement dis-
tribution over 1200 km was implemented by Pan s group in
2017 [107]. Furthermore, entanglement distribution between
two guantum memories has been implemented [108], [109].
In order to promote the application of entanglement distribu-
tion in a real-world quantum network, some ground-breaking
works have been successfully experimented [110], [111].
Although entanglement distribution between gquantum nodes
directly linked through a quantum channel has been demon-
strated many times, ef cient entanglement distribution in a
realistic environment still requires more work to be done.
Fortunately, the second quantum technology revolution pro-
motes the development of quantum hardware, thus facilitating
the implementation of ef cient entanglement distribution in
entanglement-assisted quantum networks.

B. Quantum Dense Coding

In classical information theory, the upper limit of the amount
of classical information a channel can transmit is called the
channel s capacity [112]. However, with the assistance of
guantum entanglement and the superposition principle, the
amount of classical information transmitted through a quantum
channel will far exceed this upper limit. To realize channel
capacity improvement, Bennett rst theoretically proposed a
guantum dense coding scheme in 1992 [113], and its emer-
gence breaks the Holevo Boundary [114], [115], i.e.,, a single
qubit can carry the classical information of up to one classical
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bit. Bennett s scheme shows that two classical bits can be
transported from Alice to Bob, who is entangled with Alice,
only at the cost of transferring a single qubit. In this way,
the channel capacity of the entanglement-assisted classical
information transmission method is twice as much as the origi-
nal. Formally, quantum dense coding is a quantum-based com-
munication technology that uses entanglement characteristics
to transport classical hits.

The implementation of quantum dense coding utilizing Bell-
state entangled systems is shown in Fig. 12. Alice and Bob

rst share a pair of entangled qubits (i.e., Bell state) dis-
tributed by an EPR source through a quantum channel. Then,
Alice encodes two classical bits (00, 01, 10, or 11) by apply-
ing corresponding quantum manipulation to the entangled
qubit she owns locally and sends this entangled qubit to
Bob through a quantum channel. Upon receiving the encoded
entangled qubit, Bob performs a local BSM operation on the
two entangled qubits to decode the transmitted classical bits.
Consequently, Bob can obtain the two classical bits Alice
wants to send according to the nal state of the entangled
system he owns. Unlike that QKD technology can only dis-
tribute random keys used to secure classical communication,
guantum dense coding can directly transmit aspeci ¢ string of
binary bits between two communicating parties using entan-
gled qubit pairs, further improving the security of classica
communication.

The implementation of quantum dense coding involves
four steps: entanglement distribution, encoding, sending, and
decoding. The four steps are described in detail with the help
of the quantum circuit —a qubit processing collection com-
posed of acyclically connected quantum gates —depicted in
Fig. 13 as follows:

1) Entanglement distribution aims to establish entangle-
ment between two communicating parties. After the
preparation of entangled state, the Bell state | + =
%(|OO +|11 ) isgenerated. Then, two entangled qubits
are distributed to Alice and Bob through a quantum
channel, respectively. As a result, Alice and Bob share
the Bell state | + .

2) Alice encodes her two bits (xy) of classical information
by applying quantum gate to her entangled qubit locally.
With this, the entangled state | * can be transformed
into any of four Bell states, ie, | | | *
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Fig. 13. The quantum dense coding circuit.

and | . Formally, the corresponding relationships
between the classical information and quantum gate can
follow the following rules. If Alice wants to send 00 to
Bab, then she adopts an identity quantum gate to pro-
cess her entangled qubit. In this way, there is no change
in the Bell state | * . If Alice wants to send classi-
cal two-hit string 01 to Bob, then she uses Pauli-X gate
to process her entangled qubit. In this way, the bit ip
occurs on the Bell state | * . The result is that Bell
state | * transformsinto| = %qoo [11). If
Alice wants to send 10 to Bob, then she applies Pauli-Z
gate to her entangled qubit. In this way, the Bell state
undergoes phase ip. Asaresult, the Bell state becomes
| + = %(|01 +]10 ). If Alice wants to send classical
two-bit string 11 to Bob, then she adopts Z X quantum
gate to manipulate her entangled qubit. Consequently,
| * transformsinto | = %(|01 120 ).

3) After having performed one of four encoding processes
mentioned above, Alice sends her entangled qubit to Bob
through an identity quantum channel.

4) Upon receiving the entangled qubit sent by Alice, Bob
performs the BSM operation to get the transmitted clas-
sical bits. The BSM operation consists of three steps.
Firstly, Bob applies the CNOT unitary operation to his
entangled qubit. Then, he applies the H gate to Alice s
entangled qubit. Finaly, the resultant Bell state will be
one of the four entangled states, and Bob can obtain
the state of the nal entangled system by measuring
two entangled qubits over Bell bases. According to the
corresponding relationships (as shown in Table VIII)
between xy and the resultant Bell state, Bob can easily
obtain the classical information sent by Alice.

With the development of quantum information technol-
ogy, quantum dense coding has made a great progress in
theoretical study and experimental demonstration. So far,
many quantum dense coding schemes have been proposed.
Gorbachev et a. [116] and Cereceda [117] proposed a
guantum dense coding scheme based on the GHZ state,
respectively. Shimizu et al. [118] proposed a scheme for
enhancing the channel capacity to more than two classical
bits in quantum dense coding that involves transmitting a
polarization-entangled twin photon and a subsequent joint
measurement with a Bell-state analyzer—an experimental appa-
ratus performing projective measurement onto maximally
entangled two-qubit state. Hao et a. [119] introduced
controlled quantum dense coding to increase the information
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TABLE VIlI
THE RELATIONSHIP BETWEEN Xy AND BELL STATE

xy Resultant Bell State
00 %(|00>+\11>)
01 %(|00> — [11))
10 %001) +]10))
11 %(IOD —[10))

capacity by controlling the entanglement of a quantum
channel, and Huang et a. [120] came up with a scheme
for multi-party secure communication based on controlled
dense coding. Liu et a. [121] proposed a general scheme for
superdense coding among multiple parties. In the experiment,
researchers adopted various experimental schemesto verify the
superiority of quantum dense coding technology in improv-
ing information capacity [122], [123], [124], [125], [126].
Reference [127] redlizes a channel capacity of 2.09 using
high-dimensional entanglement based quantum superdense
coding.

Based on the number of communicating parties, we can
divide quantum dense coding schemes into two categories
as shown in Table IX: two-party and multi-party quantum
dense coding schemes. The two-party scheme contains gen-
eral schemes represented by Bennett s scheme and controlled
schemes. The general scheme can transmit 2 classical bitsfrom
Alice to Bob at the cost of a maximally two-qubit entangled
state. The controlled scheme represented by Hao s scheme
introduce a third party, i.e., controller, and use the GHZ state
to implement quantum dense coding, and the average channel
capacity of this scheme is 1+2sin? , where is a parameter
used to determine the measurement base of the third party and
0 7~ Other controlled quantum dense coding schemes
are realized by consuming certain partialy entangled states
caled maximal dlice (MS) states. The average channel capac-

ity of dense coding is 1 + sin? ( ) + cos? using the
MS-state-based controlled scheme, where is used to deter-
mine the measurement base of the third party, is used to
determine the MS state, 0 z,and 0 % [128].

The multi-party quantum dense coding scheme can be divided
into three categories: three-parity schemes, (N + 1)-party
schemes, and simultaneous dense coding schemes. The three-
party scheme represented by Cheng s scheme use a three-qubit
entangled state to transmit atotal of 2+2 2 classical bits from
senders to a receiver, where  is used to determine the three-
qubit entangled system s state, and —2 [129]. Expand
three-party schemes to N + 1 parties, and channel capacity
can be up to 2N + 2 2 [130]. Notably, there is only one
receiver in three-party schemes and (N + 1))-party schemes.
If there are multiple receivers and one sender, the multiple-
party scheme can also be called simultaneous dense coding
schemes. The Bell-state-based three-party simultaneous dense
coding scheme can transmit a total of 4 bits between partici-
pants [131]. Similar to controlled two-party schemes, atotal of
4 bits can be transmitted by introducing a controller in GHZ-
state-based controlled simultaneous schemes represented by
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TABLE IX
THE COMPARISON BETWEEN DIFFERENT QUANTUM DENSE CODING SCHEMES

Topics Schemes Participants Implementation cost Channel capacity
General schemes Alice and Bob Maximally two-qubit entangled state 2 bits
Two-party
Alice, Bob, and Controller GHZ state 1 4 25sin? 0 bits
Controlled schemes o )
Alice, Bob, and Controller MS state 1+sin (eb:tqw +cos”0
Three-party schemes Alice, Bob, and Charlie three-qubit entangled state 2 + 2a? bits
Multi-party (N + 1)-party schemes N senders and one receiver (N + 1)-qubit entangled state 2N + 20?2 bits
. . Alice, Bob, and Charlie two pair of Bell state total 4 bits
Simultaneous dense coding
Alice, Bob, Charlie, and Controller two pair of GHZ state total 4 bits

Situ s scheme [132]. By comparing these schemes, we can nd
that multi-party schemes perform well in channel capacity, but
these schemes consume more entangled qubits than two-party
schemes and are more challenging to implement. In summary,
guantum dense coding is becoming a mature quantum tech-
nology. However, the practical application of these quantum
dense coding schemes need to be more thoroughly explored
to provide secure communication in an entanglement-assisted
guantum network.

C. Quantum Teleportation

In addition to QKD and quantum dense coding, quantum
teleportation is another vital technology to realize secure com-
munication. The concept of quantum teleportation was rst
proposed by Bennett et al. [133] in 1993, which pioneered
the exploration of using classical communication and entan-
gled qubits to directly teleport unknown qubits from one
node to another, and it was demonstrated experimentally in
1997 [134], [135]. Formally, quantum teleportation is a quan-
tum technology that utilizes classical communications and
the properties of quantum entanglement to transmit quantum
information between two communicating parties, even if they
are not connected via quantum channels [136]. In other words,
Bob, who shares a Bell state with Alice, can make local perfect

copy of the unknown qubit Alice wants to transmit based
on classical information sent by Alice, thus realizing quantum
information transmission between two communicating parties
without suffering quantum channel noise.

As described in Sections | and 111-B, QKD and quantum
dense coding can only redlize the transmission of classi-
cal information (random keys and speci ¢ binary bits) using
guantum mechanics properties. In other words, QKD and
guantum dense coding are usually used as auxiliary tools
to protect classical communication between Alice and Bob.
QKD is easy to implement under existing technical condi-
tions and is the rst quantum-based secure communication
technology to be deployed and used to provide security
services. Unlike QKD technology, which aiming at distributing
random keys between two communicating parties, quantum
dense coding can implement the transmission of speci ¢
classical binary bits. However, its practical application is
limited by the development of physical devices. Similar to
guantum dense coding, quantum teleportation requires two

communicating parties to share entangled qubits. However,
quantum teleportation fundamentally differs from quantum
dense coding since it realizes the transmission of quan-
tum information rather than classical information. Besides,
the state of the teleported qubits is not subject to collapse-
after-measurement during quantum teleportation. Hence, quan-
tum teleportation play a more pivotal role in entanglement-
assisted quantum networks than QKD and quantum dense
coding.

In order to achieve the copy of qubits, al information of
an unknown qubit must be divided into classical information
and gquantum information and sent to Bob via the classical
channel and quantum channel, respectively. Notably, quantum
information of an unknown qubit is not transmitted to Bob
via a redigtic physical channel. Due to the non-local correla
tion properties of Bell states [137], [138], [139], the quantum
information of an unknown qubit can be instantaneously

transferred to Bob s entangled qubit after the BSM opera-
tion. Hence, the implementation of quantum teleportation only
requires classical information to be transmitted through classi-
cal channels after two communicating parties share entangled
states, i.e., the transmission of an unknown qubit free from
the interference of quantum channel noise. Fig. 14 depicts
a standard quantum teleportation system. After entanglement
distribution, Alice and Bob share Bell state, i.e., each of them
has an entangled qubit locally. Then, Alice performs a BSM
operation on the unknown qubit she wants to send to Bob and
the local entangled qubit together and sends the measurement
result (two classical bits 00, 01, 10, or 11) to Bob via classi-
cal channels. Finally, according to the measurement outcomes,
Bob applies the corresponding unitary operation to his entan-
gled qubit to obtain a copy of the teleported qubit, i.e., the
state information of the teleported qubit is mapped to Bob s
local entangled qubit. Hence, with the help of quantum tele-
portation, the unknown qubit can be teleported from Alice to
Bob, no matter how far apart they are. Most notably, although
guantum teleportation allows quantum information to be tele-
ported without areal physical channel, the unknown qubit does
not travel faster than light because classical communication is
indispensable for quantum teleportation. Besides, although the
teleported qubit does not directly suffer from channel noise,
channel noise will lead to a low- delity entangled system
shared by two communicating parties, thus affecting the suc-
cess probability of quantum teleportation. Hence, it is required
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to realize high- delity entanglement distribution between
guantum nodes to ef ciently realize qubits transformation.
Suppose that Alice and Bob share an entangled qubit pairsin
Bell state, | * = (|00 +|11 ). Besides, Alice prepares a
thirdqubit| = |0 + |1.| isanunknown single qubit.
In other words, Alice does not know thevaluesof and . As
shown in Fig. 15, the required steps for teleporting |  from
Alice to Bob by adopting quantum teleportation technology
are discussed as follows with the aid of a quantum circuit:
1) In the quantum teleportation system, three qubits form
a new Hilbert space, i.e., the tensor product of the
unknown qubit and the Bell state. More concretely, Alice
takes the local unknown qubit |  together with the
shared Bell state| * astheinitial state of the quantum
teleportation system, and the initial state is written as:
— | +

| o =1
=%( [0+ 1) (00 +]11)

= %[ (1000 + 1011 )+ (J100 + [111 )]. (16)

2) A CNOT gate is applied to Alice s two loca qubits. In
this local operation, the unknown qubit is used as the
control qubit and the entangled qubit is used as the target
qubit for the input of the CNOT gate. After performing
CNOT process, the result of the quantum teleportation
system is

| 1 =CNOT| o
%[ (1000 + 011 )+ (J110 +]101)]. (17)
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TABLE X
THE RELATIONSHIP BETWEEN m1m» AND BOB S QUBIT

mimo Bob’s Qubit
00 al0) + 8]1)
01 all) + 30)
10 a0y — B|1)
1 al1) - 80)

3) Then, Alice applies the H gate to her local unknown
qubit. In this local operation, [0 and |1 are mapped
to %qo +1]1) and %qo |1), respectively. As a
result, the transformation of the Eq. (17) is as follows:

| 2 =H| 1
= 20000 ( Jo + J1)+fo1 ( L+ [0)
YO (0 [)+p1 1 o]
(18)

4) After the above step, the measurement operation col-
lapses the state of two qubits into one of four Bell
states. In this step, Alice measures her two qubitsjointly.
The state of Bob s qubit is determined by Alice s mea-
surement result mymy. The corresponding relationship
between m1m; and the state of Bob s qubit is presented
in Table X. If mimy = 00, Bob s qubit is in state

[0 + |1.If Alices measurement result is 01, the
qubit Bob possesses is in state |1 + [0 . If mimy
equals 10, Bob squbitisinstate |0 |1 . Otherwise,

Bob s state is in state |1 |0 . The measurement
operation yields two classical bits, which are then sent
to Bob through classical channels.

5) According to the measurement result feedback by Alice,
Baob applies the corresponding single-qubit unitary gate
to his local qubit to obtain the initial unknown qubit
| . The corresponding operation applied by Bob can
be represented as ZMX M2 where m; and my are
the classical bits that result from Alice s measurement.
For example, if Alice s measurement result is 10, i.e.,
m1 = 1 and my = 0, Bob only needs to perform the X
transformation on his qubit. In a nutshell, the X and Z
gates are applied conditionally to Bob slocal qubit. Asa
result, the quantum formation of |  can be completely
transferred to Bob s qubit, thus recovering |

Experimentally, quantum teleportation has achieved many

breakthrough results and records. Reference [140] increases
the distance of quantum teleportation to 600 meters using
optical  ber. Subsequently, the distance record of quan-
tum teleportation has gradualy increased from 16 km [141]
to 143 km [142]. The distance record using superconduct-
ing nanowire detectors for quantum teleportation reaches
102 km [143]. For material systems, the distance record is
21 meters [144]. Reference [145] achieves the fully deter-
ministic quantum teleportation in 2013. Reference [146]
demonstrates the open-destination quantum teleportation
using ve-photon entanglement. Reference [147] realizes
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the teleportation of a composite quantum state of two
qubits in 2004. Reference [392] proposes a scheme for
transferring information by quantum teleportation. Pan's
group [148], [149] carried out the rst experiment teleporting
multiple degrees of freedom of a quantum particle. Recently,
Valivarthi et a. [150] achieved quantum teleportation over
44 km with a delity exceeding 90% in 2020. Besides, [151]
realizes ground-to-satellite quantum teleportation, which is
an essential step towards a global-scale quantum Internet.
Moreover, qubit teleportation between non-neighboring quan-
tum nodes [152] and imperfect quantum dots [153] has been
implemented. Currently, researchers have demonstrated quan-
tum teleportation in the existing optical  ber network [154],
[155] and realized chip-to-chip quantum teleportation [156].
These encouraging breakthroughs make it convincing that
guantum teleportation can be effectively implemented to pro-
vide services for secure communication and quantum comput-
ing in future entanglement-assisted quantum networks.

D. Entanglement Puri cation

Entanglement puri cation was originaly introduced in the
context of quantum communication as a solution to the
problem of long-distance communication over noisy quantum
channels [157]. Because qubits are extremely fragile, noise in
guantum channels and the interaction with an uncontrollable
environment, including quantum memory and measurement
devices, have the effect that the expected entangled qubits
are produced only with a certain non-unit delity. As a
result, the pure entangled system will decay into a mixed
entangled system after being distributed over noisy quan-
tum channels, thus resulting in various errors in quantum
information processing [158]. Notably, high- delity entangled
systems shared by distant quantum nodes are crucial to achiev-
ing high-performance and reliable quantum applications. For
example, delity directly affects the accuracy of measurements
in quantum sensing. Higher delity can provide more accu-
rate measurement results, thereby improving the reliability and
accuracy of the application. An entangled system with low

delity will result in increased inaccuracy or unpredictability
of quantum sensing. Hence, a design that can protect quan-
tum information is required in entanglement-assisted quantum
networks. The most known method is entanglement puri ca
tion, where quantum information is protected by improving
the quality of the entangled system.

Entanglement puri cation is a process of extracting the
maximally entangled state from some partially entangled
states using local measurement and classical communication
(LOCC). That is, entanglement puri cation is a powerful tool
to distill high- delity entanglement from low-quality entangle-
ment ensembles, which plays a crucia role in long-distance
guantum information transmission [159]. In a nutshell, entan-
glement puri cation can improve entangled systems  delities
at the cost of a reduced number of entangled qubit pairs. As
shown in Fig. 16, there are M copies of non-maximally entan-
gled states with delity F, before entanglement puri cation.
During entanglement puri cation, these entangled qubit pairs
are manipulated in such a way that a fewer number of copies
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with a reduced amount of noise are produced. As a result,
N pairs of entangled qubits with delity F, are generated
from the original M non-maximally entangled qubit pairs after
entanglement puri cation, i.e, N <M and F; < F».

The most basic puri cation protocol is implemented based
on two CNOT gates and is rst proposed by Bennett et a.
in 1996 [160]. As shown in Fig. 17, the required steps for
achieving entanglement puri cation using two CNOT gates
are described as follows:

1) Preparing two entangled qubit pairs and performing
local unitary operations. Both Bell states are in the
sate | * = %(lOO + |11 ), and they constitute a
pure entangled system. Then, distributing these two Bell
states to two distant quantum nodes, Alice and Bob,
through noisy quantum channels. The rst operation in
this puri cation protocol is to have Alice and Bob per-
form a random rotation on each shared pair, choosing a
random rotation independently for each entangled qubit
pair and applying it localy to both members of the
entangled qubit pair. This transforms the initial genera
entangled state into a rotationally symmetric entangled
system that can be presented by the Werner state of
purity F:

1 F +

WE =F + - F
F=F| I+ ——

Sl B |- (19)
2) Alice and Bob apply a CNOT gate to their two locally
entangled qubits, one of which acts as the control qubit
and the other as the target qubit. Notably, using the
CNOT gate to process qubits is equivalent to perform-
ing an XOR operation. Thus, after performing the CNOT
gate, the target qubit will hold the parity of the control
and target qubits. Then, Alice and Bob each calculate the
parity of the two entangled qubits they hold. Traversing

all 16 possible outcomes, we can get the truth table
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TABLE XI
TRUTH VALUE OF ENTANGLEMENT PURIFICATION

Before After (n.c. = no change)
Source Target Source Target
o+ ot n.c. n.c.
T+ ot n.c. ot
T+ vt n.c. ot
o+ Tt n.c. n.c.
o+ - oF n.c.
Tt - T 4
Tt T T -
ot v oF n.c.

as shown in Table XI. Here, we assume that the states
of two entangled qubit pairs shared by Alice and Bob
ae T and |, respectively. The entangled system +
consists of entangled qubits e; and e,, and consists
of entangled qubits ez and e4. We use ™ as the source
pair and as the target pair to illustrate the deriva
tion of the truth table. In this hypothesis, two entangled
qubits e; and e, act as control qubits, and e3 and e4 are
target qubits. As discussed in Section 11-D, the feature
of the CNOT gate is that the target qubit is inverted as
the output only when the control qubit is |1 . Hence,
the result of the operation that Alice and Bob perform
CNOT gate simultaneously is presented as follows:

[
1 1

= 5000 +11) (o0 11)
1

24000 (00 [10)+110 (00 [10)}
%{|oo [00 01 [00 +]10 [00 |11 |00 }

cnoT %{|oo [00 |01 |00 + |11 |00 |10 |00 }

= %{|oo [00 |00 |10 +]10 |10 |10 |00 }

= 24000 (00 110) 10 (00 20}

=200 10)(00  10)

CNOT

%(lOO |10 )(Joo  ]10)
=1 1

= (0 1) (o0 1)
=l

According to the results, we can know that target pair do
no change and the source pair + becomes . Since
there are four possible state for each of the target and
source pairs, the truth table contains 16 outcomes.

3) Next, Alice and Bob measure the target qubit they hold
and exchange the measurement outcomes with the aid of
classical communication. If their measurement outcomes
are the same, control qubits are retained. Otherwise,
they discard the control qubits. By analysis, we can
obtain the probability that the entangled state is | *
after entanglement puri cation is F2 + 3(1  F)>2.

(20)
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The probability that Alice and Bob have the same
measurement outcomesisF2+4F (1 F)+3(1 F)>2.
Consequently, the delity of the entangled state is

e FZ+3(1 F)?
F2+2F(1 F)+3(1 F)

According to Eq. (21), we can easily draw the conclu-
sion that the CNOT gate based entanglement puri cation
scheme is valid only if the delity of the puri ed initia
entangled states is larger than 0.5.

We can regard the puri cation operation as a quantum
information processing module with inputs and outputs. This
module takes two low- delity entangled states as input and
outputs a high- delity entangled state. Notably, the delities
of two input entangled states affects the output  delity. Let us
consider a simple case where an entangled qubit pair has only
suffered a bit ip error and the two entangled states input to
the puri cation module are identical. In this case, the delity
of the output entangled state after one round of entanglement

. . . _ E2 .
puri cation can be written as F = =gz @ FR Besides, the
rounds of entanglement puri cation affect the nal entangled
state s delity. If an entangled state is puri ed by consuming
N entangled qubit pairs with delity F, the na delity F",
can be iteratively calculated by

(21)

FF( D

FN =
FFO D+ F)1 FO D

(22)

where FO = F. As described above, the delities of two input
entangled states and the rounds of entanglement puri cation
are closely related to the overhead of entanglement sources,
signi cantly affecting networks performance. Hence, there
are two pivotal puri cation-related problems in entanglement-
assisted quantum networks: scheduling puri cation operations
and determining the rounds of entanglement puri cation. We
will discuss these two issues in Section VI.

Until now, entanglement puri cation has made great
progress both theoretically and experimentally. In 1996,
Deutsch et a. [161] improved Bennets scheme by using
two additional unitary transformations to achieve entanglement
puri cation. Murao et al. [162] proposed an improved CNOT-
gate puri cation scheme for multi-particle systems in 1998.
However, limited by the incompleteness of physical devices,
the above two schemes are challenging to achieve the CNOT-
gate operation. In this context, Pan et al. [163] proposed an
entanglement puri cation scheme based on a simple optical
element, the polarizing beamsplitter (PBS) [164], in 2001 and
then demonstrated this scheme experimentally in 2003 [165].
After that, many entanglement puri cation schemes based
on linear opticad elements were proposed [166], [167],
[168], [169]. Notably, the puri cation scheme mentioned
above all have probabilistic constraints, i.e., they are
probabilistically implemented to generate an entangled state
with delity of 1.0. Although some research groups have
proposed improved puri cation schemes [170], [171], [172],
these schemes, collectively referred to as progressive puri ca-
tion schemes, are still not free from probabilistic constraints.
To overcome probabilistic constraints, Sheng et a. [173]
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TABLE XIlI
THE COMPARISON BETWEEN DIFFERENT ENTANGLEMENT
PURIFICATION SCHEMES

Topic Progressive Scheme Det;g:; i::i:ﬁc
CNOT-based PBS-based
Efficiency Low Low High
Overhead High High Low
Implementation Complex Simple Complex
Probabilistic Yes Yes No

proposed a two-step deterministic puri cation scheme in
2010. After that, the one-step deterministic puri cation
schemes [174], [175], [176] and the other deterministic puri -
cation schemes[177], [178], [179] were successively proposed
by this group.

Here, we comprehensively compare the existing entangle-
ment puri cation schemes, i.e., progressive and deterministic
schemes, interms of ef ciency, overhead, implementation, and
probabilistic, as shown in Table XII. There are mainly two
progressive entanglement puri cation schemes. CNOT-based
and PBS-based schemes. The CNOT-based scheme requires
applying the CNOT gate to entangled qubit pairs. However,
the low success probability of the CNOT-based operation
is hardly suf cient for long-range quantum communication.
Hence, the CNOT-based scheme is inef cient and requires
more entanglement resources to be consumed for improving
entanglement delity. Although the PBS-based scheme is eas-
ier to implement than the CNOT-based scheme, it needs to
detect single photons during entanglement puri cation. As
a result, the ef ciency of the PBS-based scheme is very
low (only half of the CNOT-based scheme) due to photon
loss, thus resulting in higher entanglement resource overhead.
Moreover, the PBS-based scheme is successfully implemented
with probability. The probabilistic characteristic signi cantly
limits the ef ciency of entanglement puri cation. Unlike the
two progressive entanglement puri cation schemes mentioned
above, deterministic puri cation schemes can generate entan-
gled states with a delity of 1.0 in a de nite way. Moreover,
these schemes perform well in terms of ef ciency since they
do not suffer from photon loss. Hence, deterministic puri ca
tion schemes can improve entanglement delity at the cost of
less entanglement resource overhead. Notably, the implemen-
tation of deterministic puri cation schemes usually requires
high-precision optical devices, such as high-quality PBS,
polarization rotators, phase shifters. However, these optical
devices must have high stability and accuracy in operation,
which is dif cult to satisfy these requirements in a real-world
environment. Therefore, deterministic puri cation schemes are
experimentally dif cult to implement.

Entanglement-assisted quantum networks require ef cient
and low-overhead entanglement puri  cation schemes for high-
quality entanglement distribution. On the one hand, it is
challenging to successfully distribute entangled qubit pairs
between adjacent quantum nodes due to the inherent loss
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and noise in the quantum channel. The success probabil-
ity of the point-to-point entanglement distribution is usually
negative exponential to the physical length of the quantum
channel. As a result, entangled qubit pairs shared by adjacent
guantum nodes are a scarce network resource. Entanglement
puri cation schemes need to be as ef cient as possible
to improve the utilization of entanglement resources. On
the other hand, the delity of the entangled state shared
by two distant quantum end nodes is approximately equal
to the product of the delity of the measured entangled
states on the selected path. In order to generate high-quality
end-to-end entanglement, single-hop entanglement usually
needs to be puri ed to have high delity. Therefore, it
is required to perform puri cation operations in multiple
rounds between adjacent quantum nodes, contributing to
more entanglement resources being consumed. Entanglement
puri cation schemes with low overhead facilitate improv-
ing entanglement-assisted quantum networks performance. As
discussed above, although deterministic puri cation schemes
are experimentally dif cult to implement due to the imper-
fection of current physical devices, they perform better than
CNOT-based and PBS-based progressive schemes in terms
of ef ciency and resource overhead. Hence, deterministic
puri cation schemes have a broad application prospect, espe-
cialy in view of the groundbreaking development in physical
devices.

Currently, various entanglement puri cation schemes
have been demonstrated in realistic systems [180], [181],
[182], [183]. Guos group [184] implemented the ef cient
entanglement puri cation experiment over 11 km in 2021.
Besides, the best delity that the entanglement puri ca
tion experiment can achieve, implemented in 2022 [185],
is 94.09 — 0.98%. As a key role in high-performance
qubit transmission, entanglement puri cation is expected to
mature for practical application soon, thereby supporting high-
quality qubit transmission in entanglement-assisted quantum
networks.

E. Quantum Error Correction

Quantum communication is the most sophisticated applica-
tion of quantum information processing. However, the trans-
mission of qubits over noisy physical channels inevitably
leads to errors in quantum information, which considerably
hinders the commercia application of quantum communica-
tion. Thus, how to transmit quantum information in a way
such that its quantum feature can be suf ciently preserved
is a vital problem. Referring to classical communication,
the quantum error correction (QEC) design [186], [187],
[188] that can protect quantum information during transmis-
sion or recover quantum information after the transmission is
required for quantum communication. In this context, QEC
code has been introduced as an ef cient error correction
method to protect quantum information using a speci ¢
encoding.

Although the idea of designing QEC codes is similar to the
idea of classical error-correction codes, i.e., introducing redun-
dant information in a suitable way to improve the resistance
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of information to interference [189], [190], it is not a smple

extension of classical error-correction codes due to the unique

characteristics of quantum mechanics. There are three major

challenges in designing QEC codes:
No-cloning theorem: For classical error-correction codes,
redundant information is introduced by preparing
multiple copies of a single bit. However, as discussed
in Section 1I-A, qubits strictly follow the no-cloning
theorem. Consequently, copying a qubit to introduce
redundant quantum information is impossible.
Errors are continuous: In classical communication, the
state of a single bit is deterministic. Thus, only bit- ip
error needs to be considered in the error of classica
information. However, due to the superposition princi-
ple, the degree of error in quantum information is greater
than that of classical information errors. Qubits are sus-
ceptible to both bit- ips and phase- ips. Consequently,
QEC codes must be designed with the ability to detect
error types simultaneously.
Collapse after measurement: In a classical system, it
is possible to measure arbitrary properties of the bit
register without the risk of compromising the encoded
information to obtain an error pattern. However, any mea-
surement operation in the quantum world destroys the
state of qubits and makes recovery impossible.

These problems make it is quite challenging to design QEC

codes compared to classical error correction codes.

Fortunately, none of the problems discussed above is fatal
for QEC code designs. We can adopt some ingenious ways
to overcome these challenges. Firstly, to break the limi-
tation of the no-cloning theorem, a single qubit can be
encoded as a complex entangled state. In this way, we can
introduce redundant information into QEC codes without
violating the fundamental principle of quantum mechanics.
Secondly, although the variety of quantum errors is a con-
tinuum, it is a linear combination of three basic quantum
errors (corresponding to three Pauli matrices) [191]. Thus,
all quantum errors can be corrected as long as these three
basic ones are corrected. Lastly, the quantum error pattern
can be obtained by using a special type of projective mea
surement referred to as a stabilizer measurement [192], i.e,
only measure some additional qubits but not all of them. In
this way, quantum coherence is maintained, while the results
of measurement operations can completely re ect the quan-
tum error pattern. In summary, these novel ideas pave the
road for designing QEC codes to correct quantum errors,
thus accelerating the development of quantum information
technology.

The rst two QEC code schemes were proposed by
Shor [193] and Steane [194] in 1995 and 1996. In Shor
code, nine qubits are used to encode a single qubit, analo-
gous to classical repetition codes but with low error correc-
tion ef ciency. Steane s scheme introduces the concept of a
complementary basis, and seven qubits are used to encode a
single qubit. After that, Calderbank, Shor, and Steane proposed
a landmark QEC code scheme, known as Calderbank-Shor-
Seane (CSS) codes [195], [196], inspired by the basic idea
of classical theory of linear codes. It is worth noting that one
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of the most powerful applications of QEC is not merely the
protection of transmitted quantum information but aso the
protection of qubits as it dynamically undergoes computation.
In this context, a fault-tolerant QEC code is introduced for
high-quality quantum computing. A QEC code is said to be
fault-tolerant if it can account for errors that occur at any loca
tion in the quantum circuit [197]. As the smallest code capable
of protecting against a quantum error model, the [[4, 2, 2]]
code [198], [199] is a promising candidate to achieve fault-
tolerance QEC code. Severa implementations of the [[4, 2, 2]]
code have aready been experimentally demonstrated to be
effective in [200], [201], [202], [203], [204]. In addition to
the QEC code designs mentioned above, in recent years, some
other designs have been proposed in theory or implemented
on qubit hardware [205], [206], [207], [208], [209], [210]. No
matter which code method is used to implement error correc-
tion, consuming redundant qubits is inevitable. Improving the
qubit transmission rate is pivotal in implementing guantum
error correction in entanglement-assisted quantum networks.
Therefore, although achieving ef cient and perfect QEC
codes is still a challenging task, efforts to design ef cient
network schemes to realize high-performance entanglement-
assisted quantum networks have to continue, thus providing
support for the application of QEC codes. Besides, the devel-
opment of quantum information technology enables QEC
technology to evolve at an astonishing speed. Hence, it
is expected that the technology will soon mature enough
to serve various quantum applications, especialy quantum
computing.

F. Entanglement Swapping

Establishing entanglement between distant quantum nodes
is one of the essential building blocks for achieving distributed
guantum applications. However, the success possibility of
direct entanglement distribution between two quantum nodes
will decrease exponentialy with the physical distance of
a quantum channel [211], [212], i.e, it is extremely dif -
cult to enable two distant quantum nodes to share entangled
qubit pairs. Therefore, a quantum technology that can extend
the distance of entanglement distribution from point-to-point
over a short distance to remote end-to-end is required in
entanglement-assisted quantum networks. However, quantum
information technology strictly follows the no-cloning theo-
rem. Consequently, the signal ampli cation and regeneration
methods adopted in classical communication do not work in
long-distance quantum communication. Inspired by quantum
teleportation, an entangled qubit isolated from an entangled
qubit pair can be teleported from one quantum node to another
to establish entanglement between two distant quantum nodes,
entanglement swapping was proposed as an effective solution
to generate long-haul entanglement between distant quantum
nodes [213], [214], [215].

Entanglement swapping is essentially a LOCC operation
used to effectively extend the distance of entanglement dis-
tribution. Fig. 18 depicts the principle of entanglement swap-
ping. Initialy, the distance between any two adjacent quantum
nodes is L. After entanglement distribution between adjacent
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Fig. 18.  Establishing distant entanglement between Alice and Bob by
performing entanglement swapping.

guantum nodes, the middle quantum node, Charlie, shares
entangled qubit pairs with Alice and Bob, respectively. Then,
Charlie performs BSM operation on his two non-entangled
qubits separated from two pairs of entangled qubits and sends
the measurement outcomes to Alice and Bob, respectively.
Similar to quantum teleportation, the entangled qubit iso-
lated from the entangled state shared by Charlie and Alice
is teleported to Bob. Hence, the distance of entanglement dis-
tribution is extended from L to 2L, and Alice establishes a
distant entanglement with Bob. With the assistance of entan-
glement swapping, any distant communicating parties can
establish long-distance entanglement by coupling multiple
single-hop entangled qubit pairs along a selected path. For
example, assuming a n-hop path is selected to connect two
communicating parties, and the physical length of the i-th
hop is |;, two parties can establish an entanglement of length

i—1'li by performing entanglement swapping along this
path.

Notably, there are some network problems caused by entan-
glement swapping during remote entanglement distribution.
Firstly, entanglement swapping shows the probabilistic fea-
ture due to the imperfection of physical devices. As a result,
selecting a path with a high success probability of remote
entanglement distribution is pivotal in entanglement-assisted
guantum networks. Moreover, unlike that packets are for-
warded hop by hop from the source to destination nodes
in classical network, swapping operations can be performed
in paralel on a selected path to improve the entanglement
distribution rate. However, it is required to track entangle-
ment during remote entanglement distribution, considering
the probabilistic feature of entanglement swapping. Due to
the collapse-after-measurement phenomenon, it is also nec-
essary to avoid competition for entanglement resources by
swapping operations. Hence, entanglement-assisted quantum
networks need to manage swapping operations performed in
parallel. In Section VI, we will present network issues related
to entanglement swapping in detail.

The quantum circuit of entanglement swapping in a
guantum system consisting of three node is shown in Fig. 19.
The required steps for implementing entanglement distribution
between Alice and Bob by performing entanglement swapping
are provided as follows:
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Fig. 19. The quantum circuit of entanglement swapping.

1) Entanglement preparation. Suppose Charlie shares Bell
sate| * = L(0L +]10)and| * =L (o1 +
[10 ) with Alice and Bob, respectively, after entan-
glement preparation. In other words, Charlie possesses
entangled qubits 2 and 3, and the entangled qubits owned
by Alice and Bob are 1 and 4, respectively. The tensor
product of | * and| * isregarded astheinitial state
of the entanglement swapping system:

| 0o =
1
= 200201 +[0110 +|1001 +[2020].  (23)

(R

2) Then, Charlie takes the entangled qubit 2 as the con-
trol qubits and applies the CNOT gate to the entangled
qubit 3. After that, the state of the quantum system goes
from| o to]| 1:

1

| 1 =57 10001 [0111 +[0010 0100

+]1001 + [1111 +|1010 +]1100 .(24)

3) Charlie applies the H gate to his entangled qubit 2. As
a result, the state of the quantum system is

1
l2=5 17 1T

+ | I I |

. (25
4) Finally, Charlie performsthe LOCC operation on histwo
entangled qubits. The system s state collapses into one
of four Bell states, i.e., entanglement is built between
entangled qubits 1 and 4, which are originally inde-
pendent of each other. According to Eq. 25, when the
measurement result is| * or | or| *or|
the Bell state shared by Alice Bobis| * , | o ,
and | * , respectively, and the probability of which is

one in four.

As shown in Fig. 20, there are three methods to manage
swapping operations on a selected path consisting of multiple
intermediate quantum nodes. The rst method is caled the
sequence method or hop-by-hop method. For the sequence
method, swapping operations are performed hop-by-hop aong
the selected path. Hence, the entanglement swapping rounds
equal the number of intermediate nodes on the selected path.
As shown in Fig. 20(a), establishing an end-to-end entan-
glement connection between Alice and Bob involves three
rounds of entanglement swapping. The second method, i.e.,
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Fig. 20. Three entanglement swapping methods for remote entanglement
distribution.

the nested method, is shown in Fig. 20(b). For this method,
non-adjacent intermediate nodes perform swapping operations
simultaneously to create multi-hop entanglement in each swap-
ping round, and these nodes that have swapped entanglement
are removed from the selected path. End-to-end entanglement
can be established after multiple rounds of nested entangle-
ment swapping. The last method adopts a parallel manner
in which all intermediate nodes perform BSM operations to
swap entanglement simultaneously, and then Bob establishes
entanglement with Alice based on convergent measurement
results. Hence, only one round of entanglement swapping is
required, as shown in Fig. 20(c). The sequence method can
effectively avoid entanglement resource competition between
intermediate nodes and facilitate the tracking of entangle-
ment correlations, but it results in complex interactions and
a high delay time during remote entanglement distribution.
The nested method can reduce remote entanglement dis-
tribution latency while avoiding resource competition. The
paralel method signi cantly simpli es the management of
swapping operations and reduces delay time. However, the
parallel method contributes to inef cient remote entanglement
distribution due to the probabilistic feature of entanglement
swapping. Compared to sequence and parallel methods, the
nested method is currently a good choice to support remote
entanglement distribution in entanglement-assisted quantum
networks. With the development of quantum physical devices,
entanglement distribution between adjacent quantum nodes
and entanglement swapping tend to be perfect, so the parallel
method will be adopted to realize ef cient remote entangle-
ment distribution for future entanglement-assisted quantum
networks.

There are two types of quantum systems in quantum
information technology, i.e., discrete variable (DV) and con-
tinuous variable (CV) quantum systems [216]. In DV and
CV quantum systems, quantum information is encoded in

nite-dimensional and in nite-dimensional Hilbert spaces,
respectively. DV and CV quantum systems have their pros
and cons. in DV quantum systems, we can obtain maxi-
mally entangled states, but the generation of entanglement
is usualy probabilistic [217]. In contrast to DV quantum
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systems, CV quantum systems can redize the determinis-
tic generation of entanglement, but it cannot generate per-
fect entangled states [218], [219]. As the pivotal heart of
entanglement-assisted quantum networks, entanglement swap-
ping has been experimentally demonstrated in both DV and
CV systems. In the DV regime, various EPR sources, e.g.,
polarization [220], [221], energy-time [222], orbital angular
momentum [223], and superconducting entangled qubits [224],
have been adopted to implement entanglement Swapping.
Entanglement swapping is also unconditionally demonstrated
in the CV regime [225], [226], [227], the redlization of
which is based on quadrature entanglement of optica elds
from parametric down-conversion and feed-forward tech-
niques [228], [229]. Besides, single-state entanglement swap-
ping was successfully demonstrated by Zeilinger s group in
2001 [230], and multiple-state entanglement swapping of pho-
tonic Bell states was successfully demonstrated in 2008 by
Pans group [231]. Recently, Adriens group redlized the
interconnection between heterogeneous entanglement-assisted
guantum networks by hybrid entanglement swapping [232],
which tremendously promotes the application of entanglement
swapping in future entanglement-assisted quantum networks.

G. Quantum Memories

Quantum memories are important in many contexts, includ-
ing the implementation of single-photon sources, quantum
repeaters, loophole-free Bell inequality tests, communication
complexity protocols, and precision measurements. There are
several reasons for their signi cance. Firstly, as the smallest
microscopic particle unit, quantum states are susceptible to
noisy environments. Another reason is the probabilistic feature
of both entanglement preparation and quantum manipula
tion during remote entanglement distribution. Hence, quantum
memories are necessary for storing and synchronizing ran-
domly generated entangled qubits in entanglement-assisted
guantum networks [233], [234].

Unlike classical memories that can store copyable binary bit
strings, quantum memories are used to store fragile qubits and
are restricted by the fundamental laws of quantum mechanics.
There are four pivotal requirements that need to be satis ed
for guantum memories:

High delity: Qubits stored in quantum memory should
interact less with the noisy environment. In other words,
the state of a single qubit extracted from a quantum
memory should exhibit a high degree of coincidence with
its pro-storage state.

High ef ciency: Another important evaluation metric of
guantum memories is store-and-retrieve ef ciency, i.e.,
the ratio between the energies of stored and retrieved
pulses. Generally, high ef ciency implies a higher success
probability of reading out a single qubit from quantum
memories.

Long lifetime: The lifetime of quantum memories, also
known as storage time, is crucia. Due to the inevitable
decoherence of qubits during storage, quantum memo-
ries must be able to keep qubits coherent for as long as
possible.
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Practicality at room temperature: To build large-scale
and wide-area entanglement-assisted quantum networks,
guantum memories must be operable at room tempera-
ture while performing well in the three evaluation metrics
discussed above.
These four requirements pose signi cant challenges for the
implementation of quantum memories, especialy for small-
sized quantum memories.

Over the past few decades, quantum memories have
been extensively studied in a variety of storage schemes,
including the electromagnetically induced transparency (EIT)
scheme [235], [236], [237], the Duan-Lukin-Cirac-Zoller
(DLCZ) protocol [238], [239], the gradient echo memory
(GEM) [240Q], [241], quantum memory based on Faraday
interaction [242], [243], far off-resonance Raman
memory [244], [245], and quantum memories based on
off-resonant cascaded absorption (ORCA) [246]. Essentialy,
the various storage schemes listed above involve the
interaction of light with matter, interference between internal
states of matter, and the evolution and restoration of phase
relations. Quantum memories can be categorized into three
types based on the media used: solid-state quantum memories,
atomic quantum memories, and optical quantum memories.
We will elaborate on these three categories of quantum
memory as follows.

Solid-state Quantum Memories. There are two main cate-
gories of solid-state quantum memories. diamond-based mem-
ories and rare-earth ion-doped crystal memories. The lifetime
of diamond-based quantum memories using optical photons as
storage statesis too short, only afew picoseconds [247], [248].
Although the nuclear spin coherent times in a diamond with
an NV center at room temperature have reached the order of
seconds [249], the optical photons in a diamond at room tem-
perature can lead to a severe broadening of the leap frequency.
Hence, the quantum memory scheme using the NV center in
a diamond is not yet suitable for building quantum entangle-
ment [250]. The rare-earth ion-doped crystal scheme is one of
the most promising quantum memory solutions for practical
applications due to the excellent coherence properties at cryo-
genic temperatures [251]. In [252], the nuclear spinsin a solid
with a six-hour coherence time have been achieved. So far, var-
ious solid-state quantum memories have been demonstrated
[253], [254], [255], [256], and specially [257] demonstrated
a spin-wave solid-state quantum memory with a delity of
(99.4 —0.6)%.

Atomic-ensemble Quantum Memories: This category of
guantum memories is primarily implemented based on the spe-
cial properties of certain atoms. Generally, atomic-ensemble
guantum memories are realized using akali metal atoms
such as rubidium or cesium atoms. Alkali metal vapour iso-
topes exhibit large optical depths at near-infrared wavelengths
due to their relatively narrow spectral lines and high num-
ber densities at warm temperatures of 50200 C. These
atoms typically have long coherence times, and the ensemble
coherence lifetimes in warm alkali vapours are often limited
by intrinsic coherence times. Alkali vapors have been utilized
for some of the most signi cant memory advancements, thanks
to their attributes of high optical depth, long coherence times,
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TABLE XIlI
THE COMPARISON BETWEEN DIFFERENT QUANTUM MEMORIES

Practicality at

Topic Fidelity Efficiency Lifetime room
temperature
Solid-state High Low High Poor
Atomic- Low High Low Poor
ensemble
Optical Low Low Low Well

and easily accessible optical transitions in the near-infrared
[258], [259]. In addition to akali vapors, other implementa-
tions of atomic-ensemble quantum memories utilizing various
storage schemes, such as EIT [260], DLCZ [261], [262], [263],
GEM [264], [265], [266], and far off-resonance Raman [267],
[268], have also been presented in recent years.

Optical Quantum Memories: This type of quantum memory
represents the simplest approach to storing photons. To achieve
time delay and storage functions, photons can travel in the
optical circuit with low loss. Generally, an optical memory is
an optical loop circuit that enables programmable control of
the storage time. The circumference of the ring optical circuit
determines the storage time [269]. Additionally, the storage
and retrieval of photons are implemented by changing the
photons polarization [270], [271]. The low loss and minimal
environmental noise in optical loop memory facilitate certain
applications, such as multi-photon synchronization. However,
the storage time of the memory is xed by the length of the
optical ber. Alternatively, light can be stored in a cavity [272],
[273] to achieve variable and on-demand storage time, abeit
at the cost of limited ef ciency. In summary, optical quantum
memory exhibits limitations in terms of ef ciency and exi-
bility. Hence, this storage scheme is not suitable for quantum
repeaters [274].

Here, we provide a comprehensive comparison of three
guantum memories in terms of four pivotal indicators, i.e.,

delity, ef ciency, lifetime, and practicality at room tempera-
ture, as shown in Table XIII. Solid-state quantum memories
perform well in delity and lifetime due to solid materials,
especially rare-earth ion-doped solid materials, with long opti-
cal coherence time and wide optical absorption bandwidths.
The dédlity of solid-state quantum memories can achieve
0.999 [275], and the lifetime can reach the order of sec-
onds. However, currently implemented solid-state quantum
memories have low ef ciency (only 56% [276]) and per-
form poorly at room temperature. Since photons are not easily
absorbed by atoms, atomic-ensemble quantum memories per-
form well in terms of ef ciency. However, the delity and
lifetime performances of atomic-ensemble quantum memories
are poor because atoms move so violently that their colli-
sions produce high noise. Optical quantum memories exhibit
good practicality at room temperature but perform poorly
in terms of delity, ef ciency, and lifetime due to photon
loss and channel noise. In summary, each type of quan-
tum memory has its advantages and disadvantages, and it is
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Fig. 21. The knowledge map of entanglement-assisted quantum networks.

still required to explore how to leverage their advantages in
practical application scenarios.

In the past decades, quantum memory has evolved from its
original theoretical demonstrations to becoming close to prac-
tical nowadays, offering advantages in quantum information
technology. In the latest research, the storage delity of
guantum memory reaches up to 99% under laboratory
conditions [277]. Furthermore, the latest quantum memory
can store a single photon for over one hour, as shown
in [278]. Analogous to classical memory, a quantum memory
can be regarded as the combination of multiple indepen-
dent memory cells [279] with high delity, high ef ciency,
and long storage time. Quantum memories that can pro-
vide exible storage services are expected to be realized
in the near future, facilitating the development of quantum
repeaters to further support entanglement-assisted quantum
networks.

IV. ENTANGLEMENT-ASSISTED QUANTUM NETWORKS

This section mainly presents an introduction to
entanglement-assisted quantum networks. More concretely,
the development stages of entanglement-assisted quantum
networks are discussed rst. Then, we make a compre-
hensive comparison between classical communication and
qguantum communication, such as implementation steps,
information resources, and security, to demonstrate that
entanglement-assisted quantum networks are fundamentaly
different from classical networks. Based on this comparison,
we further present the differences between classical networks
and entanglement-assisted quantum networks, ranging from
physical resources to protocol stacks. Moreover, network
elements, including physical channels, EPR sources, quantum
end nodes, quantum repeaters, and quantum routers, are
described. Finaly, we present a general structure of an
entanglement-assisted quantum network and explain how
guantum end nodes interact with each other to support various
guantum applications.

Entanglement Purification

Entanglement Swapping

A. De nition

Entanglement-assisted quantum networks are the network
infrastructures formed by interconnecting numerous quantum
nodes, which can realize quantum information transmis-
sion between arbitrary quantum nodes under the government
of network designs and the fundamental laws of quantum
mechanics, thus supporting various quantum applications.
As shown in Fig. 21, we elaborate on the connotation of
entanglement-assisted quantum networks in terms of quantum
mechanics, enabling technologies, network elements, network
designs, and various quantum applications.

Firstly, entanglement-assisted quantum networks follow the
fundamental laws of quantum mechanics, such as the no-
cloning theorem, the superposition state, the uncertainty prin-
ciple, and quantum entanglement. These unique properties,
with no counterpart in classical mechanics, contribute to the
enormous advantages of quantum information technology over
classical information technology. The preparation, storage,
transmission, and processing of quantum information are gov-
erned by the unique properties of quantum mechanics. As a
result, entanglement-assisted quantum networks are essentially
different from classical networks.

Secondly, enabling technologies described in Section Il
are essential building blocks for entanglement-assisted quan-
tum networks. Unlike classical networks, the interconnection
and intercommunication between distant quantum nodes are
realized based on entanglement. Hence, entanglement prepa-
ration, entanglement puri cation, and entanglement swapping
play a pivotal role in establishing high- delity entanglement
between distant quantum nodes, and these enabling technolo-
gies support quantum teleportation and thus realize quantum
information transmission.

Thirdly, physical network elements, including physical
channels, quantum end nodes, and networking devices, are the
necessary physical devicesto realize large-scale and wide-area
entanglement-assisted quantum networks. Notably, quantum
operations, including entanglement distribution, entanglement
swapping, and quantum teleportation, are implemented with
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the help of classical communication. Hence, physical chan-
nels involve quantum channels and classica channels. In
entanglement-assisted quantum networks, quantum end nodes
and networking devices are connected via physical channels
according to speci ¢ rules to form a mesh topology, thus
building the underlying infrastructure. This infrastructure is
a promising platform for implementing remote entanglement
distribution between quantum end nodes, thus supporting var-
ious quantum applications. Although entanglement-assisted
guantum networks are fundamentally different from classi-
cal networks, they are similar in the classes and functions of
network elements. Therefore, the structural design principles
of classical networks can provide guidance for the implemen-
tation of future entanglement-assisted quantum networks.
Fourthly, network designs are essentia to implement
effective and ef cient remote entanglement distribution
in entanglement-assisted quantum networks. Notably, an
entanglement-assisted quantum network goes beyond a smple
collection of multiple independent paths used to establish end-
to-end entanglement connections. It is necessary to manage
concurrent network tasks to satisfy applications requirements
in an orderly and ef cient manner. Additionally, management
solutions used in classical networks cannot be directly applied
to entanglement-assisted quantum networks. Hence, network
designs, such as routing algorithms, scheduling schemes, and
resource allocation agorithms, need to be studied, acting as
administrators to manage concurrent tasks to ensure the quality
of service in entanglement-assisted quantum networks.
Lastly, quantum applications, including quantum commu-
nication, quantum computing, quantum sensing, and quantum
cryptography, running on quantum end nodes can fully exploit
the potential of quantum information technology. Quantum
communication is one of the most interesting applications
of applied quantum physics closely related to quantum tele-
portation. It enables the unconditional secure transmission of
guantum information between communicating parties based on
guantum properties. Quantum computing is a beautiful combi-
nation of quantum physics, computer science, and information
theory. Due to the superposition state, quantum computing
can provide exponential speed-up compared with classical
computing. Hence, quantum computing has a wide appli-
cation prospect in the era of big data Quantum sensing
is one of the most advanced quantum applications. It uses
guantum resources to improve the sensitivity or precision of
a measurement based on quantum properties beyond what
is possible classically. Hence, quantum sensing can signi -
cantly boost the performance of a number of practical tasks,
including gravitational wave detection, astronomical obser-
vations, microscopes, target detection, data readout, atomic
clocks, biological probing, and so on. Quantum cryptography
is the science of exploiting quantum properties to perform
cryptographic tasks. The most well-known and developed
application of quantum cryptography is QKD, which offers an
information-theoretically secure solution to the key exchange
problem in classica networks. Quantum cryptography also
corresponds to a collection of other ideas broadly related to bit
commitment, such as quantum secret sharing. Overall, quan-
tum applications present signi cant advantages over classica
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applications based on the unique features of quantum mechan-
ics. Notably, many quantum applications require quantum end
nodes to establish entanglement. Hence, remote entanglement
distribution between quantum end nodes is one of the building
blocks of entanglement-assisted quantum networks.

In summary, entanglement-assisted quantum networks can
be de ned as a promising platform composed of quantum
nodes and physical channels that follow the fundamental laws
of quantum mechanics. These networks are built to support
ground-breaking quantum applications. They work by realiz-
ing remote entanglement distribution and quantum information
transmission between quantum end nodes, all under the control
of network designs.

B. Development Stages

Similar to the development trajectory of classical
information technology, quantum information technology
will evolve from point-to-point quantum communication to
large-scale entanglement-assisted quantum networks for sup-
porting various quantum applications. Entanglement-assisted
guantum networks application scenarios have been identi ed
in [280]. The functionality that an entanglement-assisted
qguantum network can achieve is driven by the development
of quantum physical devices, so this development trajectory
shows the vast diversity in functionality at different stages.
Consequently, the development of entanglement-assisted
guantum networks is not only re ected in network scale but
also functionality. More concretely, the development stages
of function-driven entanglement-assisted quantum networks
are shown in Fig. 22.

Quantum Key Distribution Networks (QKDNs): A QKDN
is a quantum network that can distribute random secret keys
between QKD nodes based on the fundamental laws of quan-
tum mechanics [281]. This stage differs substantially from
others in the sense that it mainly achieves unconditional
secure key distribution in theory to enhance the security
of classical communication rather than quantum information
transmission. Optical devices and QKD protocols drive the
development of QKDNs. The maturity of optical devices
promotes QKD technology from laboratory to practical appli-
cation. Currently, some small-scale QKDNSs are available for
commercia service, and a satellite-to-ground QKDN has also
been demonstrated experimentally [282]. Notably, the inherent
loss and noise of quantum channels signi  cantly limit the rate
of key distribution between adjacent QKD nodes. For exam-
ple, the rst QKD metropolitan network, DARPA, can only
provide secret key distribution services with a maximum key
rate of 10kbps. In order to effectively achieve long-distance
key distribution, these QKDNs mainly adopt trusted repeaters
to overcome distance limitations. Trusted repeaters, a class
of quantum devices that contain multiple pairs of quantum
transmitters and receivers, work by transmitting quantum keys
using classical encryption operations, such as XOR opera-
tions. However, it is challenging to guarantee that all trusted
repeaters are completely trusted in the real-world QKDN.
Consequently, trusted-repeater-based remote key distribution
is faced with severe security challenges. Fortunately, some
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Fig. 22. The development stages of entanglement-assisted quantum networks.

innovative QKD protocols, e.g., measurement device indepen-
dent QKD (MDI-QKD) [283], [284], [285] and two- eld QKD
(TF-QKD) [7], are proposed to improve the rate of remote
secret key distribution by introducing untrusted third parties to
overcome distance limitations. However, large-scale QKDNs
require the integration of trusted repeaters and untrusted third
parties, which reduces the security level of QKDNs. One way
to extend the key distribution distance with high-level secu-
rity is to use quantum repeaters. Quantum repeaters work by
performing entanglement swapping to establish long-distance
entanglement. With the assistance of quantum repeaters, two
distant QKD nodes can share entangled qubit pairs and realize
unconditionally secure key distribution using entanglement-
based QKD protocols, such as E91 protocol [4]. However, an
idealized quantum repeater is still unavailable. Hence, build-
ing large-scale and wide-are QKDNSs to distribute secret keys
for supporting classical secure communication will remain a
focus of quantum network research.

Prepare-and-Measure Networks (PMNSs): Thanks to the dra-
meatic development of quantum devices, including light sources
and detectors, this stage attempts to offer end-to-end quantum
functionality. In other words, encrypted information can be
transmitted in the form of encoded qubits using speci ¢ cod-
ing rules. As a result, PMNs enable end-to-end information
transmission by preparing and measuring qubits hop-by-hop,
which is different from transmitting quantum keys hop-by-
hop with the help of trusted repeaters in QKDNs. At this
stage, any quantum node encodes qubits and transmits them
to the next quantum node via quantum channels, i.e., hop-
by-hop information transmission. Then, this nhode measures
the received qubits and prepares qubits to be sent to the next
hop based on the measurement outcomes. During information
transmission between quantum end nodes, each quantum node
on the communication path acts as both an encoder and
decoder. The transmission of classical information based on
the prepare-and-measure method is aso known as quantum
secure direct communication (QSDC), which consists of two
implementations: one based on single photons and one based

on entanglement. The rst QSDC protocol was proposed by
Long and Liu [286] in 2000, and many QSDC protocols
have been proposed in recent years [287], [288], [289], [290].
Besides, researchers demonstrated QSDC in a network of 15
nodes in 2021 [291]. Photon loss and quantum decoherence
dtill are key obstacles for PMNSs. It is challenging to keep the
accuracy of classical information during long-distance commu-
nication. Moreover, PMNs strongly rely on quantum memory
since the key to QSDC between adjacent quantum nodes is
block (i.e., a sequence of qubits) transmission. Note that the
prepare-and-measure functionality is not equivalent to trans-
mitting arbitrary quantum information since the qubits being
transmitted are not unknown, i.e., the essence of which is till
the transmission of classical information.

Entanglement Distribution Networks (EDNs): An EDN can
realize end-to-end entanglement distribution in a determin-
istic [292] or heralded [109] manner. The development of
entanglement distribution technology facilitates the imple-
mentation of EDNSs. In this stage, end-to-end entanglement
is established by repeatedly performing entanglement swap-
ping along a repeater chain consisting of multiple quantum
repeaters. As discussed above, the implementation of end-to-
end secure communication in QKDNs and PMNs signi  cantly
relies on intermediate quantum devices. In QKDNSs, trusted
repeaters are required to perform classical encryption opera-
tions to expand the distance of key distribution. The premise
that each trusted repeater will not maliciously disclose quan-
tum keys ensures the security of end-to-end key distribution.
In PMNSs, end-to-end secure communication is implemented
with the strong assumption that each quantum node is secure,
i.e., encrypted information will not be lesked maliciously
by quantum nodes. The major advance over the previous
stagesisthat EDNs allow the realization of device-independent
application protocols. More concretely, each quantum node
in EDNSs is quite untrustworthy, and each intermediate node
between a pair of quantum end nodes is transparent to the
end-to-end application protocol, i.e., the information leak-
age of intermediate nodes will not affect the end-to-end
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applications implementation. Device-independent application
protocols are redlized based on entanglement characteris-
tics. This stage does not strongly require quantum nodes to
con gure quantum memory. To reduce the negative effects
of guantum decoherence, entanglement distribution is usu-
ally triggered in an on-demand manner. Hence, in addition
to developing physical devices responsible for entanglement
preparation, the entanglement distribution scheduling design
is aso pivotal to EDNs performance. Notably, the genera-
tion of multi-party entanglement cannot be achieved at this
stage.

Quantum Memory Networks (QMNSs): The implementation
of QMNSs bene ts from the fact that a quantum memory
can operate like a classica memory in a room-temperature
environment. This stage requires that each quantum node
in the network have a local quantum memory. Different
from entangled qubits being prepared on demand in EDNS,
entangled qubits can be stored in a quantum memory for a
period of time in QMNSs, facilitating to aleviate the proba-
bilistic feature of quantum operations such as entanglement
distribution and entanglement swapping. As a result, QMNs
allow the implementation of complex quantum applications,
such as blind quantum computing [293], [294], secret shar-
ing [295], and leader selection [296], by exploiting the
ability of local quantum memory. This stage is the turning
point of networks development. In other words, a quantum
network enables the deterministic transmission of quantum
information between any pair of quantum end nodes, thus
achieving some less complicated distributed quantum tasks.
As discussed in Section I11-G, a quantum memory needs
to satisfy four pivotal requirements, and they directly affect
guantum memories performance. Therefore, the délity, life-
time, ef ciency, and practicality of quantum memories will
signi cantly affect QMNs performance. Besides, the size of
guantum memories is aso pivotal to QMNSs. Hence, devel-
oping large-size, high- delity, high-lifetime, ef cient, and
room-temperature-applicable quantum memories is essential
to the implementation of QMNSs.

Fault-tolerant Qubit Networks (FQNs): FOQNs work by
distributing entangled qubits to support some quantum appli-
cations. The fourth stage is distinguished by the feature that
loca quantum operations can be performed fault-tolerantly.
Fault tolerance implies that all errors caused by noisy quantum
channels, measurement devices, and quantum memories can
be considered negligible by adding more network resources.
Hence, high-performance quantum memories are strongly
required in FQNSs to store more network resources. Besides,
QEC technology aso plays a pivotal role in FQNs. At this
stage, the available fault-tolerant local operations allow the
execution of higher-accuracy local quantum computation and
protocols with an arbitrary number of rounds of communica-
tion. In a nutshell, we can consume more network resources
to aleviate quantum decoherence to support high-quality
qubit manipulation. Hence, in addition to the deterministic
transmission of quantum information that QMNs can real-
ize, many quantum applications, e.g., clock synchronization
and distributed quantum computation, can be realized in
FONSs.
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Quantum Information Networks (QINs): This stage is the

nal stage in the development of entanglement-assisted quan-
tum networks. At this stage, numerous quantum nodes capable
of preparing, storing, transmitting, and manipulating qubits
are interconnected to form large-scale QINs. Thanks to the
maturity of physical devices and quantum information tech-
nology, quantum decoherence can be effectively and ef ciently
overcome, and network resources are suf cient to satisfy con-
current network tasks at this stage. In this stage, high- delity
entanglement can be established between quantum end nodes,
no matter how far apart, to support the implementation of high-
performance application protocols. QINs allow each quantum
end node to arbitrarily exchange quantum information with
others. Similarly to the current Internet, a global quantum
Internet can be realized to support various quantum applica-
tions. At this stage, physical devices and quantum information
technology have been signi cantly improved. Therefore,
the main challenge in QINs is to solve network issues,
such as routing design, request scheduling, resource alloca-
tion, and qubit transport control, to improve entanglement-
assisted quantum networks performance, thus serving users
with QoS.

C. Classical vs Quantum Communications

Entanglement-assisted quantum networks are governed by
the fundamental laws of quantum mechanics, which are essen-
tially different from classical networks. In other words, an
entanglement-assisted quantum network is a revolutionary
network rather than the development product of classical
networks. There are many differences between entanglement-
assisted quantum networks and classical networks. Here, we
consider a future entanglement-assisted quantum network in
the nal development stage, i.e., QIN, and brie y conclude
the differences from classical networks. To better understand
how entanglement-assisted quantum networks vary from clas-
sical networks, we rst comprehensively compare classical
communication with quantum communication represented by
guantum teleportation.

Quantum teleportation is a new communication method that
uses quantum superposition and entanglement properties for
guantum information transmission. Based on the three funda
mental principles of quantum mechanics, i.e., the uncertainty
principle, the collapse-after-measurement phenomenon, and
the no-cloning theorem, quantum teleportation provides an
absolute security guarantee that cannot be eavesdropped on
and decrypted for information transmission. Here, we compare
guantum teleportation between two directly linked nodes with
classical communication. Detailed comparisons are shown in
Table X1V and discussed as follows.

Steps: Classical communication between adjacent nodes is
implemented based on three steps. encoding, transmission,
and decoding, i.e., classical information is directly transmit-
ted from the sender to the receiver via a classical channel
as the speci ¢ encoded signal. However, it is unsuitable to
directly transmit quantum information between adjacent quan-
tum nodes due to the inherent photon loss and quantum
decoherence of quantum channels. Quantum teleportation
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A COMPREHENSIVE COMPARISON BETWEEN CLASSICAL COMMUNICATION AND QUANTUM COMMUNICATION
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Topics

Classical Communication

Quantum Teleportation

Steps

Information Resources

Third party

Sender

Channel

Receiver

Security

Encoding, transmission, and decoding.
Macroscopic objects, e.g., voltage and electric current.
Features: it can be cloned, deterministic state.
Absent.

Classical transmitter: encoding information into classical
signal suitable for transmission over a classical channel.

Quantum Transmitter: absent.
Classical channel: medium used to transmit classical

signal. Bandwidth is determined by the difference
between the maximum and the minimum frequency.

Quantum channel: Absent.

Classical receiver: decoding the classical information
from the received classical signal.

Quantum receiver: Absent.

Security is guaranteed by classical encryption
algorithms, and it is challenging to realize unconditional
secure information transmission in information theory.

Entanglement distribution and LOCC operation.

Microscopic particles, e.g., photons and cold atoms.
Macroscopic objects, e.g., voltage and electric current.

Features: the no-cloning theorem, superposition state.

EPR source: distributing entangled qubit pairs between

adjacent quantum ndoes to establish entanglement links.

Classical transmitter: encoding the outcomes of the
BSM operation into classical signal.

Quantum transmitter: performing BSM operation on
local qubits for conveying the entanglement at receiver.

Classical channel: medium used to realize the
transmission of the classical results of the BSM
operation between two communicating parties.

Quantum channel: medium used to transmit entangled
qubit to quantum nodes. Bandwidth is determined the
number of entanglement links.

Classical receiver: decoding the classical input of the
unitary operation from the received classical signal.

Quantum receiver: performing unitary operation to
decode the entangled input of the BSM operation and
obtain the teleported qubit.

It can achieve unconditional security based on the
fundamental principles of quantum mechanics.

is an effective communication method to transmit quan-
tum information based on entanglement properties, consisting
of two steps. entanglement distribution between sender and
receiver, and LOCC operation.

Information Resource: In classical communication, the basic
unit of classical information is O or 1 bit. Binary bit strings
are encoded into the deterministic signal characterized by
macroscopic objects, such as voltage and electric current, for
transmission over a classical channel. For quantum teleporta
tion, the basic unit of quantum information is a single qubit.
Qubits are represented by microscopic particles, e.g., photons
and cold atoms. Unlike deterministic classical bits that can be
cloned, qubits follow the fundamenta principles of quantum
mechanics, such as the no-cloning theorem and superposi-
tion state. Besides, the state of a single qubit is determined
by its probability amplitudes. Most notably, the implementa-
tion of quantum teleportation requires classical communica-
tion to transmit measurement results. Hence, the information
resource of quantum teleportation also contains macroscopic
objects.

Third party: In classical communication, a third party is
absent. The reason is that classical information is transmitted
directly in the channel in the form of classical signals without
the assistance of a third party. However, quantum teleporta
tion requires two communicating parties to share entangled
qubit pairs before qubit transmission since it is implemented
based on entanglement properties. Hence, the third party, EPR
sources, is necessary for quantum teleportation and aims at
distributing entangled qubit pairs to adjacent quantum nodes.

Sender: In classical communication, the classical sender is
responsible for encoding data into classical signals suitable
for transmission over a classical channel, and the quantum
transmitter is absent. As described in Section I11-C, quantum
teleportation, essentially an LOCC operation, is implemented
with the help of classical communication. Hence, each quan-
tum node needs to deploy classical and quantum transmitters.
The quantum transmitter performs BSM operations on the
local entangled qubits and the data qubit for conveying the
entanglement to the receiver. The classical transmitter in quan-
tum teleportation is responsible for encoding the results of the
BSM operation into classical signals and sending them to the
receiver.

Channel: In classical communication, the classical channel
is the transmission medium used to transmit classica sig-
nals and can be used to extend the communication range
through classical amplify-and-forward or decode-and-forward
technologies. The bandwidth of a classical channel is deter-
mined by the difference between the maximum and minimum
frequency. The quantum channel is absent in classical com-
munication. For guantum teleportation, the classical channel
is used to transmit the classical results of the BSM opera-
tion, and the quantum channel is responsible for distribut-
ing entangled qubit pairs to establish entanglement links. A
guantum channel s bandwidth equals the number of entan-
glement links established between adjacent quantum nodes.
Notably, it is challenging to use the quantum channel to
extend the communication distances due to the no-cloning the-
orem. Hence, long-distance quantum teleportation generaly
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TABLE XV
A COMPREHENSIVE COMPARISON BETWEEN ENTANGLEMENT-ASSISTED QUANTUM NETWORKS AND CLASSICAL NETWORKS

Topics Classical Networks

Entanglement-Assisted Quantum Networks

Physical Resources

Transmission Method

Transmission Resources
Transmission Medium Fiber, cable, free space, etc.

Relay Solution

Networking Devices

Protocol Stack TCP, UDP, HTTP.

Deterministic signal characterized by macroscopic
physical quantities such as voltage and electric current.

Three steps: signal modulation, transmission through
channel, and signal demodulation.

Time, frequency, and spatial resources.

Signal regeneration and amplification.

Hubs, routers, repeaters, switches, etc.

Unknown quantum state characterized by microscopic
particles such as photons, cold atoms.

Quantum teleportation based on entanglement
distribution and LOCC operation.

Physical: Time, frequency, and spatial resources.
Logical: Entanglement resources.

Fiber and free space (loss and decoherence).

Quantum repeaters based on quantum memory and
entanglement swapping.

EPR sources, quantum repeaters, routers, etc.

Ongoing.

requires quantum repeaters to be deployed to realize remote
entanglement distribution.

Receiver: In classical communication, the classical receiver
works by decoding the classical information from the received
classical signal, and the quantum receiver is absent. For quan-
tum teleportation, the classical receiver is responsible for
decoding the classical information required by unitary oper-
ation. According to classical information decoded by the
classical receiver, the quantum receiver can perform the cor-
responding unitary operation to decode the entangled input of
the BSM operation, thus obtaining the teleported qubits.

Security: In classical communication, the security of the
transmitted information is guaranteed by classical encryp-
tion algorithms without quantum-resistant features. That is,
the classical encryption algorithm can be broken in a short
time by an ef cient quantum computer running an ef cient
guantum algorithm. Hence, it is challenging to realize uncon-
ditional secure classical communication in information theory.
However, quantum teleportation can realize unconditional
secure information transmission based on the fundamental
principles of quantum mechanics.

In summary, gquantum communication essentialy differs
from classical communication. Unlike classical signalsthat are
forwarded hop-by-hop along classical channels, the transmis-
sion of qubits is free from the noise of quantum channels.
Besides, quantum teleportation can realize unconditionally
secure communication due to the no-cloning theorem, which
is quite challenging in classica communication. For quan-
tum communication, two quantum nodes must share entangled
qubit pairs. Qubits can be transmitted no matter how far away
two communicating parties are as long as they are entangled.
Most notably, long-distance qubit transmission should adopt
guantum repeaters since the signal regeneration and ampli -
cation technologies adopted in classical communication cannot
be used in quantum communication. Although quantum com-
munication performs better in security than classical commu-
nication, it cannot completely replace classical communication
since quantum teleportation is essentially an LOCC operation.
Hence, classical communication and quantum communication
cooperate in entanglement-assisted quantum networks to real-
ize quantum information transmission.

D. Differences From Classical Networks

As discussed above, quantum communication is funda
mentally different from classical communication. Hence, as
a promising platform that can realize quantum information
transmission between arbitrary quantum nodes to support
various quantum applications, entanglement-assisted quantum
networks signi cantly differ from classical networks. Here,
we comprehensively compare entanglement-assisted quantum
networks and classical networks. The detailed comparisons,
ranging from physical resource to protocol stack, are shown
in Table XV and discussed as follows.

Physical Resources: The differences between classical
networks and entanglement-assisted quantum networks begin
with the physical resource. Classical information is encoded
as a binary string of bits. Due to the fact that the state of each
bit is determinate, either 0 or 1, thus the input of classical
information processors is a deterministic signa characterized
by macroscopic physical quantities such as voltage and elec-
tric current. Moreover, macroscopic physical quantities can
be cloned and recovered during transmission through chan-
nels. However, the quantum state follows the principle of the
superposition state, i.e., the state of a quantum system is deter-
mined by its probability amplitudes in the guantum world,
as discussed in Section 11-A. Hence, quantum information is
encoded, transmitted, stored, and manipulated in the form of
unknown qubits characterized by microscopic particles such
as photons, cold atoms, and ions. Compared to classica phys-
ical resources, these physical resources are more susceptible
to environmental noise and cannot be cloned. The vast differ-
ence in physical resources introduced by the unique features
of quantum mechanics is why entanglement-assisted quantum
networks are fundamentally different from classical networks.

Transmission Method: In classical networks, the transmis-
sion of a data packet involves three steps. Firstly, the sender
modulates the data it wants to send into the determinis-
tic signal. Then, the signa is transmitted to the receiver
hop by hop through classical channels. After receiving the
signal, the sender performs the demodulation operation to
obtain the communication data. The transmission of classica
information inevitably suffers channel noise. The differencein
the transmission method is the change from store-and-forward
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style to teleportation style, which is realized with the aid
of entanglement swapping. In entanglement-assisted quantum
networks, quantum information is transmitted using quan-
tum teleportation technology, a speci ¢ transmission method
of quantum communications. For quantum teleportation, the
data qubits that encode quantum information can be tele-
ported from the sender to the receiver without suffering
from quantum channel noise. In this way, two communicat-
ing parties only need to establish end-to-end entanglement
by iteratively performing entanglement swapping. After the
sender performs a LOCC operation, the receiver can achieve
the copy of the data qubits locally owned by the sender
using entanglement features. Hence, the transmission method
in entanglement-assisted quantum networks can be intuitively
regarded as a communication process that consists of only
two steps. end-to-end entanglement distribution and LOCC
operations. Most notably, although data qubits are not sub-
ject to channel noise in quantum teleportation since data
qubits are not transmitted over quantum channels, entangled
qubit pairs shared by two communicating parties inevitably
suffer channel noise, which results in low- delity entangle-
ment and thus directly affects the accuracy of the transmitted
quantum information. Consequently, establishing high- delity
end-to-end entanglement is pivotal to quantum teleportation.

Transmission Medium: As discussed above, classical
information is modulated into the deterministic signal char-
acterized by macroscopic physical quantities before being
transmitted. Various media can be used in classical information
systems to describe macroscopic physical quantities. Thus,
there are many types of transmission media in classical
networks. Classical communication can generally be catego-
rized as wired and wireless communication, and the corre-
sponding transmission mediainclude cable, ber, radio waves,
and microwaves. Besides, these transmission media only intro-
duce loss errors in classical communication. However, qubits
can only be transmitted as photons. Consequently, only two
transmission media, namely optical ber and free space, can
be used to transfer qubits. Due to the inherent loss and noise
in photonic channels, quantum communication inevitably faces
two problems, photon loss and quantum decoherence, result-
ing from the transmission media. Both of these problems
signi cantly affect the performance of qubits transmission in
entanglement-assisted quantum networks.

Transmission Resources: In classical networks, transmis-
sion resources are time, frequency, and spatial resources. Time
resources are time intervals or time slots used to transmit sig-
nals. Frequency resources refer to the frequency range used
to transmit signals over classical channels. Spatial resources
refer to the physical space used to alocate transmission
channels or paths. These transmission resources are crucia
for the transmission rate of data packets. The more time,
frequency, and spatial resources are allocated for signal trans-
mission, the more classical information can be transmitted. In
entanglement-assisted quantum networks, qubits are transmit-
ted with the assistance of end-to-end entanglement, and each
entangled qubit pair can only be used to transfer a single qubit.
Before quantum tel eportation, two communicating parties need
to share entangled qubit pairs by performing entanglement
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swapping aong the selected pathto couple each hop s entan-
glement links. Hence, the more entanglement links per hop,
the higher the expected number of end-to-end entanglement
that can be established, i.e.,, more qubits can be teleported
from the sender to the receiver. Intuitively, the transmis-
sion resources of entanglement-assisted quantum networks are
entanglement links (also called logical transmission resources).
Notably, entanglement links are essentially entangled qubit
pairs shared by adjacent quantum nodes. Entangled qubits are
transmitted through quantum channels in the form of pho-
tons. Hence, transmission resources in entanglement-assisted
guantum networks aso include time, frequency, and spatial
resources. The more time, frequency, and spatial resources
alocated to entangled qubit transmission, the more entan-
glement links can be established. Therefore, time, frequency,
and spatial resources are also the transmission resources of
entanglement-assisted quantum networks, and these resources
are called physical transmission resources.

Relay Solution: The transmission media of both classical
and gquantum communications introduce loss error. Hence,
relay solutions are necessary for long-distance communica-
tion in classical and entanglement-assisted quantum networks.
Notably, the state of a classical bit is determinate and not
affected by measurement operations. Hence, signal regen-
eration and ampli cation techniques can be used to aleviate
loss errors, thus achieving high-quality long-distance commu-
nication. However, limited by the no-cloning theorem, signal
regeneration and ampli cation techniques cannot be applied to
extend the distance of entanglement distribution. Fortunately,
entanglement properties provide arelay solution, called entan-
glement swapping, for long-distance quantum communication.
Notably, entanglement swapping is a quantum operation with
the probabilistic feature due to the imperfection of physical
devices. In this way, the distance of entanglement distribu-
tion can be extended from adjacent quantum nodes directly
linked by a short-distance channel to a pair of quantum nodes
a any long distance by performing LOCC operations only.
Quantum repeaters play a pivotal role in entanglement-assisted
guantum networks relay solution. In order to establish high-

delity distant entanglement, a large number of entangled
qubit pairs need to be consumed to correct errors caused
by quantum decoherence. Consequently, a practical quan-
tum repeater requires the assistance of quantum memory. In
summary, the relay solution in entanglement-assisted quan-
tum networks is realized based on two essential processes
of quantum repeaters, generating high- delity entanglement
links with the help of quantum memory and performing swap-
ping operations locally to extend entanglement distribution
distances.

Networking Devices: In terms of physical structure, both
classical and entanglement-assisted quantum networks are the
interconnection of various end nodes and support concur-
rent network tasks over a long distance. These two networks
require relay and routing devices to extend communication
distance and network scale. In classical networks, hubs (also
caled multi-port repeaters) and repeaters are used to mit-
igate channel loss during data transmission, and switches
and routers are responsible for routing packets to the right
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Fig. 23.  The comparison between TCP/IP stack and entanglement-assisted
quantum network stack.

destinations. Notably, although the structure of entanglement-
assisted quantum networks is more or less the same as that
of a classical network, their transmission methods are funda-
mentally different. An entanglement-assisted quantum network
works by distributing entangled qubit pairs between distant
guantum end nodes to achieve quantum teleportation. Thus,
apart from basic network devices like repeaters and routers,
entanglement-assisted quantum networks require a networking
device that can build entanglement links between adjacent
guantum nodes. This basic but essential networking device,
named EPR sources, aims at generating and then distributing
entangled qubit pairs to establish entanglement links. With
the assistance of EPR sources, quantum end nodes can be net-
worked and communicate with each other using entanglement
features.

Protocol Stack: In order to simplify the complex pro-
cess of end-to-end communication and support the network s
iterative development, it is required to design a protocol
stack for a network. Classica networks have been widely
deployed, and some layered models have been proposed.
There are two standard layered models, OSI (Open Systems
Interconnection) [297] and TCP/IP [298]. Both models contain
multiple layers, and each layer de nes a set of speci ¢ func-
tions or actions called protocols. For example, the application
layer consists of HTTP protocol [299], the transport layer con-

gures TCP or UDP protocol, and the network layer contains
IP protocol. Each layer provides services to the layer above
from the bottom to the top of the layered model. Besides,
each layer only solves a part of the abstract problems and
provides an overall solution through the cooperation of all
layers.

Here, wetakethe ve-layer TCP/IP stack and the implemen-
tation of end-to-end communication as examples to illustrate
that the entanglement-assisted quantum network s protocol
stack is signi cantly different from classical networks, as
shown in Fig. 23. The stack design of entanglement-assisted
guantum networks is driven by entanglement-based function-
ality. At the physical layer, both classical and entanglement-
assisted quantum networks are responsible for processing
information. In addition to processing data qubits, the
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entanglement-assisted quantum networks physical layer also
performs entanglement generation (EG) to prepare entangled
qubits. Unlike the link layer in classical networks, guantum
networks link layer does not provide service for transmit-
ting quantum information between adjacent quantum nodes.
The link layer of entanglement-assisted quantum networks
aims to provide high-quality entanglement resources for the
network layer by entanglement distribution (ED) and entan-
glement puri cation (EP). Moreover, the classical network
layer is responsible for routing and forwarding packets hop
by hop. However, the network layer of entanglement-assisted
guantum networks performs entanglement swapping (ES) to
establish long-distance end-to-end entanglement. Notably, dif-
ferent from hop-by-hop information transmission in classical
networks, swapping operations can be performed hop by hop
(i.e., sequentia), nested, or in paralel on a selected path.
Classica and entanglement-assisted quantum networks pro-
vide end-to-end communication services at the transport layer,
but end-to-end quantum communication is implemented by
performing measurement operations, e.g., quantum telepor-
tation. The application layer of classical and entanglement-
assisted quantum networks enables applications to use the
transmitted information. Most notably, all quantum operations
require classical communication to control. Hence, quantum
networks protocol stack needs to design a control plane. In
summary, each layer s function and implementation operation
of entanglement-assisted quantum networks protocol stack are
different from those of classical networks, so the classical pro-
tocol stack cannot be directly applied to entanglement-assisted
guantum networks.

In order to facilitate the development of quantum applica
tions and their widespread use, it is also essential to develop
methods that allow quantum protocols to make good use of
the underlying quantum hardware and make fast and reactive
decisions for ef ciently generating entanglement in quantum
networks to mitigate the limited qubits lifetime. However,
it is hard to predict what the exact physical components
and the upper user services will be, which means that the
protocols in entanglement-assisted quantum networks have
not been well de ned. So far, some valuable studies have
been done to pave the road for designing protocol stacks for
entanglement-assisted quantum networks. Reference [41] has
discussed three protocol stacks. Based on this work, we add
additional work and present four proposals for the protocol
stack in entanglement-assisted quantum networks, representing
the most comprehensive state-of-the-art so far.

1) Van Meter et al.: In [300], the authors provided
the rst description of a layered protocol stack for
guantum repeater networks. This model emerged from
the implementation processes of end-to-end entangle-
ment distribution, including entanglement preparation,
entanglement puri cation, and entanglement swapping.
Speci cally, the authors highlighted separate actions
of entanglement, each action associated with a layer
of the proposed protocol stack. The rst action is the
entanglement preparation attempt in the physical entan-
glement (PE) layer. The second layer, the entanglement
control (EC) layer, is responsible for measuring some
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2)

properties of the laser pulses implemented at the PE
layer to determine the success of the entanglement
preparation attempt. The error management layer then
handles the entanglement puri cation with the assis-
tance of aspeci ¢ puri cation control (PC) protocol. The
next layer is the remote state composition, which corre-
sponds to the entanglement swapping action. This layer
establishes end-to-end entanglement using an entangle-
ment swapping control (ESC) protocol. The subsequent
layer is the error management layer, which uses the
PC protocol to establish high- delity end-to-end entan-
glement. Finaly, the top layer is the application layer,
where applications determine the necessity of end-to-end
entanglement, or if our quantum states can be mea
sured on a pay-asyou-go base. It is worth nothing
that although the authors divided the implementation of
end-to-end entanglement distribution into four types of
guantum actions, in practical deployment, some quantum
repeaters may deploy a protocol stack with more than six
layers. For example, in addition to link-level entangle-
ment puri cation, end-to-end entanglement puri cation
is also required. Stemming from the aforementioned
layered model, the authors introduced the quantum
recursive network architecture (QRNA) [301], [302].
Furthermore, the authors extended the above protocol
stack by focusing on the issues of synchronization and
signaling among quantum nodes [303], as well as the
higher layers from an entanglement-assisted quantum
network services perspective [304].

Wehner et al.: In [305], [306], the authors proposed
a layered model of entanglement-assisted quantum
networks based on bipartite entanglement. In this model,
end-to-end entanglement is established on demand. The
protocol stack is divided into ve layers. Currently, the
author are focusing on the physical layer, link layer, and
network layer protocol design. The rst layer, known
as the physical layer, incorporates an auxiliary pro-
tocol caled the midpoint herald protocol (MHP). Its
purpose is to generate entanglement between two adja
cent quantum nodes within a nite time slot. The MHP
consults the upper link layer to determine if entangle-
ment needs to be generated within a given time slot.
The link layer is responsible for robust entanglement
generation and utilizes the quantum entanglement gen-
eration protocol (QEGP). QEGP receives entanglement
requests from high layers, which include parameters
such as remote node ID, number of entanglement pairs,
minimum delity, and regquest type. These instructions
are then provided to the physical layer protocol. The
entanglement preparation is triggered on demand to
aleviate the negative effects of quantum decoherence.
This means that entanglement is generated as needed,
rather than continuously. The network layer is responsi-
ble for establishing entanglement over long distances by
implementing entanglement swapping using link layer
functions. Additionally, the network layer includes an
entanglement manager that keeps track of each entangled
qubit pair within the network to avoid confusion. Finally,

3

4)
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the transport layer facilitates the transmission of qubits
upon requests from the application layer. Examples of
such a request are quantum computing and quantum
communication.
D r et al.: Different from the two proposals men-
tioned above, the protocol stack of entanglement-assisted
guantum networks proposed in [307] is based on
multi-particle entangled states. The layers responsibili-
ties range from establishing point-to-point connectivity,
intra-network graph state generation, to inter-network
routing of remote entanglement distribution. The authors
assume that an entanglement-assisted quantum network
operates in three phases. dynamic, static, and adaptive.
In the rst phase, quantum nodes prepare entangled
qubits and utilize quantum channels to distribute them
among each other. The number of entangled qubits
shared by quantum nodes changes dynamically from
0 to some, hence, termed the dynamic phase. After
the rst phase, quantum nodes share entangled states.
The number of shared entangled states between quan-
tum nodes is xed before providing service for remote
entanglement distribution requests, resulting in the static
phase. Finally, entangled qubits are manipulated to ful-
[l the nodes requests in the adaptive phase. Stemming
from the three phases, the authors organize the protocol
stack into four layers: the physical layer, connectiv-
ity layer, link layer, and network layer. The physica
layer corresponds to the quantum channels connect-
ing adjacent quantum nodes, for example, optical bers
or free space channels. It is responsible for forward-
ing entangled qubits from one network to the other.
The connectivity layer tackles errors caused by imper-
fect quantum channels and ensures point-to-point or
point-to-multipoint connectivity in terms of high- delity
entangled states between quantum nodes. The link
layer de nes the boundaries of an entanglement-assisted
guantum network in terms of entangled, distributed,
multi-particle network states. It aims to generate arbi-
trary graph-based entangled states on request in a
network. The network layer is responsible for generating
and manipulating inter-network entanglement to enable
graph state requests spanning several different small-
scale entanglement-assisted quantum networks through
guantum routers. In this protocol stack design, each layer
above the physical layer has access to auxiliary proto-
cols for entanglement puri cation, entanglement swap-
ping, and monitoring the internal state of small-scale
entanglement-assisted quantum networks. Moreover, the
authors proposed several auxiliary protocols operat-
ing on these layers. Within the above framework, the
authors updated their proposal with a genuine network
model [308], capable of handling quantum superposi-
tions of network tasks.
Li et al.: Inspired by the OSl layering modd of the
current Internet, the authors described a ve-layer pro-
tocol stack to support the iterative development of
the quantum Internet [39]. The authors assumed that
entanglement links are continuously established and be
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Fig. 24. The representation of different protocol stacks designed for entanglement-assisted quantum networks.

regarded as the underlying network resource used to
serve request. This work discusses the speci ¢ func-
tions that need to be implemented at each layer to build
future entanglement-assisted quantum networks. More
speci cally, the physical layer of the quantum Internet
should shield the differences between physical devices
and transmission media. The link layer aims to con-
trol entanglement links and process feedback from the
network layer to maintain entanglement between two
adjacent quantum nodes without breaking. The main
work of the network layer is to pre-de ne a swap-
ping path and perform entanglement swapping on the
selected path to establish remote end-to-end entangle-
ment. Additionally, entanglement puri cation must be
performed at the link layer to correct loss errors and
operation errors to generate high- delity entanglement.
The responsibility of the transport layer is to ensure the
reliable transmission of qubits by designing transmis-
sion control protocols. Finaly, the application layer s
function is to enable multiple quantum system appli-
cation processes to communicate with each other and
complete a series of services required for business pro-
cessing. Based on the above hierarchical structure, the
authors presented a cluster-based structure to describe
how quantum nodes can be effectively interconnected,
thereby achieving higher performance in the designed
entanglement-assisted quantum network. Inspired by the
hierarchical structure of classical networks, the concept
of the quantum local area network (QLAN) is proposed
as an essential component of the quantum Internet. In
this design, numerous quantum repeaters and routers
are interconnected to form a quantum core network,
and multiple QLANs are interconnected through the
guantum core network.
All four protocol stack models described above rec-
ognize quantum entanglement as the key resource of

entanglement-assisted quantum networks. These models can
be divided into two categories, i.e., the model designed for
two-qubit entangled systems and the model designed for
multi-qubit entangled systems, as shown in Fig. 24. For the
two-qubit-based model, the rst protocol stack model proposed
by Van Meter et al. presents a clear distinction between layers
based on the level of entanglement, including single-hop,
multi-hop, and end-to-end entanglement. Besides, this model
considers error correction during entanglement distribution
and extension. In this model, the network layer runs multiple
rounds of entanglement swapping and entanglement puri ca-
tion, which is essentially different from other models. The
second protocol stack model proposed by Wehner et a. focuses
on on-demand entanglement distribution and mainly consid-
ers the probabilistic nature of entanglement preparation to
design an auxiliary protocol for robust entanglement distri-
bution between adjacent quantum nodes. The fourth protocol
stack model proposed by Li et a. adopts a ve-layer model
inspired by the OSI layering model, regarding swapping-
based remote entanglement distribution as the establishment
of communication connectionsin classical networks. The main
difference between the second and fourth models is the func-
tion of the link layer. In the second model, the link layer
is designed to realize robust entanglement generation for
requests. However, in the fourth model, the authors adopted
the continuous entanglement method, i.e., entanglement links
are continuously established and stored in quantum memory
as the underlying network resources. Hence, the link layer
in the fourth model works by establishing and managing
entanglement links, including entanglement distribution and
entanglement link alocation. The fourth model relies more
on the implementation of perfect quantum memories than
the second model since the second model is conducive to
the implementation of on-demand entanglement distribution.
However, neither of them adequately considers entanglement
puri cation in entanglement-assisted quantum networks. For
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Fig. 25. The connection map between enabling technologies and network elements in entanglement-assisted quantum networks.

the multi-qubit-based model, the third protocol stack model
proposed by D r et a. envisions a physical layer focusing on
single-hop entanglement. However, both the two upper lay-
ers provide services lying at the intersection between different
classes. Similarly, the connectivity layer acts on the single hop
as well as on intermediate nodes.

Although some valuable protocol stack models are proposed
in recent years, the unique features of quantum mechanics still
pose many challenges to designing protocol stack models for
entanglement-assisted quantum networks. Firstly, considering
that quantum manipulation cannot be achieved without classi-
cal communication and the collapse-after-measurement phe-
nomenon, designing a mapping between classical information
and the underlying qubits is required for the protocol stack.
Besides, it is challenging to design an error correction proto-
col at the link layer. Error detection at the link layer needs
to ef ciently reduce the adverse effects of loss and opera
tion errors. However, athough quantum error-correcting codes
can theoretically realize error detection, this method may be
prohibitively expensive in practice. Moreover, qubits life-
time is short, so the network layer is required to synchronize
the randomly generated entanglement quickly to establish
high- delity end-to-end entanglement. However, in a large-
scale entanglement-assisted quantum network, it is extremely
hard to achieve entanglement synchronization at the network
layer due to the limited information on each quantum node.
Overall, designing the protocol stack for an entanglement-
assisted quantum network still requires researchers persistent
efforts.

In summary, entanglement-assisted quantum networks
essentialy differ from classical networks. Since entanglement-
assisted are governed by the fundamental laws of quan-
tum mechanics with no counterpart in classical networks,
it shows signi cant advantages compared with classical
networks. Firstly, in terms of information transmission,
entanglement-assisted quantum networks can realize uncon-
ditionally secure communication due to the no-cloning the-
orem, which is challenging to realize in classical networks.
Besides, entanglement-assisted quantum networks perform

better in computing power than classical networks. In the
classical world, computing power is limited by Moore s Law.
However, the superposition principle in quantum mechanics
can effectively overcome the limitation of Moores Law and
thus achieve an exponential increase in computing power.
Hence, entanglement-assisted quantum networks can further
signi cantly improve computing power by interconnecting
multiple quantum computers. Moreover, the non-local correla-
tion feature of quantum entanglement makes quantum sensing
more precise and sensitive than classical sensing. Although
entanglement-assisted quantum networks have tremendous
advantages over classical networks, their implementation also
poses many challenges ranging from physical resources to
network designs, such as entanglement preparation and routing
design. Currently, researchers in academics and practitioners
in industry are making efforts to overcome these challenges:
academic researchers focus on designing ef cient schemes
to improve the performances of enabling technologies, e.g.,
entanglement puri cation and quantum memory, and those in
the industry are exploring the application of enabling tech-
nologies and developing practical physical devices. A series of
breakthroughs, such as the long-lifetime storage scheme and
micro quantum chip, have been made, which pave the way
for building high-performance entanglement-assisted quantum
networks with the strong anti-noise ability and high qubit
transmission rate.

E. Network Elements

In order to support concurrent qubit transmission tasks
over long distances, numerous quantum end nodes are
networked with the assistance of physical channels and
networking devices. Hence, the elements of an entanglement-
assisted quantum network mainly include physical channels,
networking devices, and quantum end nodes. In entanglement-
assisted quantum networks, network elements are the entities
that enable quantum technologies to function. The connection
map between enabling technologies and network elements is
shown in Fig. 25. By adopting entanglement preparation and
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Fig. 26. The components of entanglement-assisted quantum networks.

distribution technology, EPR sources can be used to establish
entanglement links between adjacent quantum nodes with the
assistance of quantum channels. Furthermore, long-distance
entanglement can be generated by performing entanglement
swapping and entanglement puri cation on the entangled qubit
pairs stored in quantum memories. Quantum routers or quan-
tum repeaters can cooperate with classical channels to realize
this function. After end-to-end entanglement is established,
guantum end nodes can adopt quantum teleportation or quan-
tum dense coding to implement high-performance information
transmission with the help of quantum error correction and
guantum memories.

As described above, the network elements and their func-
tions can be summarized brie y as shown in Fig. 26. The
requirements and functions of these network elements are
discussed in detail as follows.

Physical Channels: As the basic component of
entanglement-assisted quantum networks, physical channels
are communication links connecting adjacent quantum nodes.
Most notably, entanglement-assisted quantum networks
work with the assistance of classica communications.
Consequently, there are two types of physica channels
in entanglement-assisted quantum networks, i.e., classica
and quantum. The classica channels are communication
links adopted for transmitting classical messages, such as
measurement outcomes and control signals, between commu-
nicating parties. Quantum channels serve as quantum links
between adjacent quantum nodes. A good quantum channel
possesses three features: low loss, low quantum decoherence,
and high bandwidth. However, since qubits can only travel
as photons over a channel, quantum channels can only be
photonic channels. There are two types of photonic channels:
free-space channels [309] and optica ber channels [310].
Free space refers to the space in the atmosphere where
optical waves can travel freely and the space beyond the
atmosphere. Generally speaking, free space means air as
opposed to materia, transmission line, ber-optic cable,
etc. An optical ber is a exible transparent ber made
by drawing glass (silica) or plastic. Optical bers are used
most often as a means to transmit photons, the transmission
principle of which is total re ection of light . Each quantum
channel has its advantages and disadvantages. For example,
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free-space channels perform better than optical ber channels
in terms of the higher bandwidth of the channels, but optica
ber channels outperform free-space channels in terms of
lower photon loss, eg., the loss can be as low as 0.2dB
in an optical ber, but the photon loss of free-space is as
high as 50dB even in a non-foggy environment. A future
entanglement-assisted quantum network or the quantum
Internet may use a combination of these photonic channels.

EPR Sources: Most of the quantum applications require dis-
tant quantum end nodes to share entangled qubit pairs. Thus,
EPR sources are required in entanglement-assisted quantum
networks. EPR sources achieve the preparation and distribu-
tion of entangled qubits between adjacent quantum nodes,
i.e., establish entanglement links. The preparation of entangled
qubits can be achieved with NV centers in diamond, trapped
ions, atoms, and superconducting circuits, and these schemes
have been demonstrated experimentally. Besides, there are two
fashions of entanglement distribution between two directly
linked quantum nodes, i.e., deterministic [311], [312], [313]
and heralded [97], [109], [314]. The deterministic entangle-
ment distribution fashion means that there is no inherent
probabilistic nature to the EPR sources. Heralded fashion is
a dightly weaker form of deterministic entanglement distri-
bution in which the successful generation of entangled qubits
can be denoted as an event independent of the measurement
of entangled qubits themselves. Here, the generation of entan-
glement is deterministic, conditioned on such a successful
heralded signal. With the development of physical materials
and devices, high-quality entangled qubits can be ef ciently
generated. Besides, entanglement preparation and distribution
technologies discussed in Section I11-A are becoming mature.
Hence, it is convinced that EPR sources can effectively work
to serve entanglement-assisted quantum networks.

Quantum End Nodes: Quantum end nodes are the basic plat-
form where various quantum applications can run. Similar to
classical end nodes, a quantum end node is essentially a pro-
cessor that can manipulate qubits. Quantum end nodes need
to meet the following requirements. Firstly, quantum memory
is an essential component for quantum end nodes. The reason
is that some quantum applications require the simultaneous
manipulation of multiple qubits, but only a single qubit can be
teleported by performing quantum teleportation. Consequently,
guantum end nodes must achieve the robust storage of qubits
to synchronize random arrivals of qubits. Besides, quan-
tum nodes need to achieve the high- delity processing of
quantum information. Decoherence is inevitable in quantum
information processing due to the environmental noise intro-
duced by physical hardware. Thus, minimizing the delity
attenuation of qubits during quantum information process-
ing is necessary for quantum end nodes to support advanced
tasks such as quantum computing and quantum sensing. Lastly,
high compatibility with photonic communication hardware is
required for quantum end nodes. This is because qubits can
only be transmitted as photons over a channel, but quantum
end nodes will adopt various physical resources to process
guantum information. Thus, a high-ef ciency converter is
required to tackle the problem of incompatibility between dif-
ferent physical hardware. For this requirement, many research
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Fig. 27. The abstract structure of a quantum router.

groups are currently working toward such a converter [315],
[316], [317]. It is expected that quantum end nodes will be
developed into small-scale quantum computers like classical
computers.

Quantum Repeaters: Since the inherent loss and quan-
tum decoherence in photonic channels, it is challenging to
achieve the transmissions of entangled qubits between two
distant quantum nodes. An intermediate device is required
to overcome the limitation of distance. Fortunately, quantum
repeaters can improve the transfer rate of entangled qubits
between distant quantum nodes. Notably, the signal ampli-

cation technology adopted in classical repeaters cannot be
applied to quantum repeaters because of the no-cloning the-
orem. Essentially, a quantum repeater works by performing
entanglement swapping to solve the problem of low transmis-
sion rates over long distances. As discussed in Section 111-F,
entanglement swapping can extend the distance of entan-
glement distribution without subjecting entangled qubits to
channel noise. Thus, quantum repeaters can effectively over-
come the distance limitation of entanglement distribution.
Besides, to improve the robustness of establishing high- delity
end-to-end entanglement, a quantum repeater needs to con g-
ure quantum memory to store entangled qubits. Lastly, in order
to achieve high-quality entanglement distribution between dis-
tant quantum end nodes, quantum repeaters are required to
enable erasing errors caused by photon loss and quantum
decoherence during transmission. Reference [318] classi ed
all the proposed gquantum repeater schemes into three gen-
erations depending on the methods used to correct errors.
Basically, the rst generation of quantum repeaters use entan-
glement puri cation to suppress operation errors [319], the
second generation of quantum repeaters use QEC to correct
operation errors [320], and the third generation of quantum
repeaters rely on QEC to correct both loss and operation
errors [321], [322]. A future quantum repeater can cor-
rect loss and operation errors simultaneously, i.e., quantum
repeaters support QEC and entanglement puri cation. Thanks
to the development of quantum memory and entanglement-
based technologies, ef cient quantum repeaters are expected
to be redized to effectively extend the communication
distance.

Quantum Routers. Entanglement distribution between any
pair of distant quantum end nodes is achieved by perform-
ing entanglement swapping along quantum repeater chains
to couple entanglement links into end-to-end entanglement.
However, an entanglement-assisted quantum network is not
a simple combination of multiple linear quantum repeater
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chains. Similar to the data packet routing in classical networks,
guantum routing of entanglement from one source end node
to one or many destination end nodes is an essential func-
tion for entanglement-assisted quantum networks. Besides,
a quantum device is required to aggregate multiple quan-
tum nodes together to extend the network scale. Therefore,
guantum routers are requisite networking devices for routing
entanglement distribution ows and extending network scalein
entanglement-assisted quantum networks. The abstract struc-
ture of aquantum router is shown in Fig. 27. A quantum router
is a quantum physical device with multiple input and output
ports [323], and it can route the input entanglement distribu-
tion ow to the correct output port [324] with the assistance
of a routing processor. In a quantum router, each port con-

gures some gquantum registers (or memory units) to store
entangled qubits to establish entanglement links with adjacent
guantum nodes. Besides, a quantum router needs to deploy a
swapping module, i.e., a measurement device, which is sim-
ilar to the packet switching module in a classical router. For
each input entanglement distribution ow, the routing process
involves three steps. Firstly, the routing processor selects an
output port according to the routing table obtained by run-
ning the con gured routing protocol. Then entangled qubits
are retrieved from quantum registers at the input and output
ports. Finally, the swapping module performs BSM operation
on two entangled qubits to swap entanglement, thereby routing
entanglement distribution ow to the next hop. In summary,
the functions of quantum routers are similar to but more than
the quantum repeaters. In addition to storing entangled qubits
and extending the distance of entanglement distribution, quan-
tum routers need to use local entanglement to link different
neighbors entangled qubits. In a nutshell, quantum routers
are responsible for extending the entanglement distribution

ow from the source node to the destination one via the path
selected by the routing protocol. Currently, the basic research
problem of quantum routing has been investigated in various
systems [325], [326], [327], [328], [329] but with numerous
constraints. Driven by the development of physical devices,
a future quantum router is expected to ef ciently achieve the
routing of entanglement distribution ows.

F. Network Structure

Although some valuable works [302], [330] have explored
the structure of entanglement-assisted quantum networks,
these schemes are not conducive to network scaling and
protocol stack design. The differences between entanglement-
assisted quantum networks and classical networks are caused
by the unique features of quantum mechanics. However, they
have the same network components, except for EPR sources,
and the networking devices present the same function. For
example, repeaters are deployed to extend the distance of
information transmission between end nodes, and quantum
routers are adopted to scale network size and route requests.
In entanglement-assisted quantum networks, EPR sources aim
at distributing entangled qubits between adjacent quantum
nodes to provide link resources for qubit transmission. An
EPR source coupled with a quantum channel can be likened

Authorized licensed use limited to: University of Science & Technology of China. Downloaded on January 27,2024 at 12:31:08 UTC from IEEE Xplore. Restrictions apply.



2170

Fig. 28. The structure of an entanglement-assisted quantum network.

to a classical channel in classical networks structure. Hence,
entanglement-assisted quantum networks have a similar struc-
ture to classical networks.

Here, inspired by the hierarchical structure of classical
networks, we present a general structure for developing wide-
area entanglement-assisted quantum networks. As shown in
Fig. 28, a large-scale and wide-area entanglement-assisted
guantum network consists of a backbone quantum network and
many QLANS. The backbone network is the interconnection of
many quantum routers, quantum repeaters, and EPR sources.
More concretely, any pair of two adjacent quantum routers
over short distances are directly linked via quantum chan-
nels in synergy with classical ones. Two adjacent quantum
routers far apart are connected with the assistance of quan-
tum repeaters. Besides, in the backbone network, EPR sources
are deployed between any pair of adjacent quantum nodes
to establish entanglement links. These pairs can be repeater
to repeater, repeater to router, or router to router. The
backbone network is designed to achieve entanglement rout-
ing and establish remote entanglement. Similar to classical
LANSs, QLANSs are composed of three mgjor parts. quantum
information processing equipment, network connection equip-
ment, and transmission medium. Each quantum information
equipment is a quantum end node that can handle various
guantum tasks. The network connection equipment consists
of quantum routers and EPR sources. In QLANS, adjacent
guantum nodes are linked via the transmission medium, i.e.,
quantum channels and classical channels. QLANS are respon-
sible for quantum information processing, thus providing a
promising platform for various quantum applications. In a
wide-area entanglement-assisted quantum network, quantum
information interaction between two QLANS is achieved via
the backbone network.
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G. Working Principle

A future entanglement-assisted quantum network works by
distributing entangled qubit pairs between distant quantum
end nodes and performing quantum teleportation to trans-
mit quantum information, thus supporting various quantum
applications. Here, we take the example of quantum com-
munication between two quantum end nodes (Alice and
Bob) belonging to different QLANSs to describe the work-
ing principle of entanglement-assisted quantum networks.
Because of the signi cant difference in enabling technolo-
gies, the implementation of end-to-end communication in
entanglement-assisted quantum networks differs from that in
classical networks. Fig. 29 presents the general implementa
tion of end-to-end communication in classica networks and
entanglement-assisted quantum networks.

As shown in Fig. 29(a), end-to-end classical communica
tion is generally realized via three steps. Firstly, Alice sends
a request for communication to Bob. Then Bob responds to
Alices communication request. Thirdly, Alice encodes the
data into signals suitable for transmission over a classical
channel, classical networks provide routing service to forward
the data hop by hop along a selected path, and Bob decode
the received signals to obtain the data transmitted by Alice.
During end-to-end classical communication, a path connecting
Alice and Bob is selected according to the speci c rule (i.e.,
routing protocol), and each intermediate networking device in
the selected path decodes the input signal and then encodes
it again before being forwarded to the next hop. In sum-
mary, classical information is directly transmitted hop by hop
through classical channels.

As shown in Fig. 29(b), the implementation of end-to-end
guantum communication generaly follows six steps. Firstly,
Alice sends a communication request to Bob. Then Bob
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Fig. 29. The implementation of end-to-end communication in classical networks and entanglement-assisted quantum networks.

responds to Alices request. Thirdly, entanglement-assisted
guantum networks route Alices request to Bob along a
selected path and allocate entanglement link resources for
two communicating parties. Fourthly, swapping operations are
performed using a sequence, nested or paralel manner on
the allocated entangled qubit pairs to establish end-to-end
entanglement and then Alice performs quantum teleportation
to transmit quantum information. Finally, Bob feedback the
results of quantum teleportation to Alice. In summary, end-to-
end guantum communication requires establishing end-to-end
entanglement rst by coupling multiple entanglement links
along a selected path, and quantum information is not directly
transmitted hop by hop through quantum channels but through
a LOCC operation.

As described above, although entanglement-assisted quan-
tum networks working principle differs from that of clas-
sical networks, the implementation of end-to-end classical
communication can provide constructive guidance for end-to-
end gquantum communication. The reason is that end-to-end
entanglement distribution is similar to end-to-end classical
communication, especially when swapping operations are per-
formed sequentially along the selected path. However, different
from data ows that can share the transmission resources of
classical channels, entanglement links cannot be shared by
guantum communication requests due to the collapse-after-
measurement phenomenon. Hence, the capacity of quantum

channels, i.e., bandwidth, is dynamic. Besides, the quality of
the entanglement link signi cantly affects end-to-end entan-
glement s delity and thus affects the ef ciency of quan-
tum teleportation. Hence, it is required to aleviate quantum
decoherence by performing puri cation operations during end-
to-end quantum communication. In summary, we can learn
from end-to-end classical communication to design end-to-
end quantum communication protocols, but the unique features
of entanglement-assisted quantum networks need to be fully
considered.

Inspired by end-to-end classical communication strategies,
there are two typical strategies, namely connection-oriented
and connectionless [331], to achieve end-to-end quantum
information transmission in entanglement-assisted quantum
networks. The essential difference between the two quantum
communication strategies is whether the entanglement link
resources shared by adjacent quantum nodes are generated
before path selection. The connection-oriented strategy selects
a path and assigns the dedicated quantum memory unit for
two communicating parties to establish end-to-end entangle-
ment, then entanglement distribution is performed to ful Il
the alocated memory units to generate the required entan-
glement links resources. The connectionless strategy selects a
path and allocates the generated entanglement link resources
to two communicating parties along the selected path. For
two quantum communication strategies, swapping operations
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Fig. 30. The connection-oriented qubit transmission between Alice and Bob.

can be performed sequentially or in parallel to realize remote
entanglement distribution. Here, we assume that entanglement
swapping is performed hop-by-hop along a path to establish
long-distance end-to-end entanglement and elaborate on the
implementation of two strategies as follows.

For the connection-oriented strategy (as shown in
Fig. 30) [332], each quantum node on the selected path alo-
cates the dedicated quantum memory units for each request
to establish the dedicated end-to-end entanglement connec-
tions, similar to the virtual circuit in classical communication.
Concretely, a path connecting Alice and Bob is rst selected,
and each quantum node on the selected path alocates the
dedicated memory units for this source-destination (SD) pair.
Then, entanglement distribution is performed between adjacent
guantum nodes to Il quantum memory units, i.e., entangle-
ment links are established on demand. In order to realize
high-quality quantum teleportation, entanglement puri cation
is performed to improve the delity of entanglement links.
After that, swapping operations are performed aong the
selected path to establish end-to-end entanglement connec-
tions. Finally, Alice can teleport qubits to Bob using quantum
teleportation technology. For the connection-oriented strategy,
qubits are teleported from Alice to Bob aong the same path.
After quantum communication, two communicating parties
notice quantum nodes to free the dedicated quantum memory
units.

For the connectionless strategy (as shown in Fig. 31), entan-
glement links are established between neighboring quantum
nodes, and they can serve any quantum communication request
before being alocated. Notably, in order to mitigate quantum
decoherence caused by the channel noise during entanglement
distribution, entangled qubit pairs generally are stored in quan-
tum memory after being puri ed. Then, a path is selected with
the help of entanglement routing algorithms, and each quantum
node on the selected path all ocates entanglement link resources
for Alice and Bob. Similar to the connection-oriented strategy,
entanglement puri cation is also required to improve each
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Fig. 31. The connectionless qubit transmission between Alice and Bob.

entanglement link s delity. After that, the allocated entangled
qubit pairs are retrieved from quantum memory and swapping
operations can be performed hop-by-hop along the selected
path to couple multiple entanglement links into end-to-end
entanglement connections. Finally, quantum teleportation can
be performed to realize qubit transmission. For the connec-
tionless strategy, all the end-to-end entanglement connections
used to teleport qubits from Alice to Bob may be estab-
lished through different paths, which is determined by routing
protocols.

Both of the two strategies have their advantages and dis-
advantages. The connection-oriented strategy performs better
than the connectionless one in terms of transmission relia
bility because the dedicated entanglement link resources are
alocated, but it will lead to high network congestion in
the scenario of high concurrent requests. Notably, quantum
operations, such as entanglement distribution, entanglement
swapping, and quantum teleportation, are usually implemented
with a success probability. Hence, the connectionless strat-
egy would provide a higher qubit transmission rate, using
the pre-established entanglement links, than the connection-
oriented strategy. Unlike classica communication, the qubit
transmission rate in entanglement-assisted quantum networks
is an expected value. Here, we take the quantum communica-
tion over a k-hop homogeneous linear path as an example to
show the calculation of the qubit transmission rate. Assume
that each hop provides m homogeneous entanglement links to
serve quantum teleportation per unit time after entanglement
distribution (or entanglement link alocation) and entanglement
puri cation, quantum repeaters with the same success proba-
bility of entanglement swapping, and each nal end-to-end
entanglement connection established between two communi-
cating parties has the same effect on quantum teleportation.
Let denote the success probability of entanglement swapping
and quantum teleportation as q and p, respectively. We can
get the expected number of the shared entangled states per
unit time: mgX 1. Hence, the expected qubit transmission
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Fig. 32.  The imperfection of quantum system in entanglement-assisted
quantum networks.

rate along the linear path is mpg* 1. In summary, when a
path is selected, the qubit transmission rate is mainly deter-
mined by the number of end-to-end entanglement connections
established per unit time and their delity. In genera, al
network designs discussed in Section VI aim at maximiz-
ing the expected qubit transmission rate and thus realizing
high-performance entanglement-assisted quantum networks.

V. CHALLENGES AND BREAKTHROUGHS

This section presents some challenges of building a future
entanglement-assisted quantum network that supports dis-
tributed quantum applications from a networking perspec-
tive. We start with the problem of the imperfect quantum
system mainly caused by various factors, including qubits,
guantum channels, quantum memory, and quantum opera
tion. Then, we describe the obstacle about the consolidation
of different quantum technologies, and the challenge in the
synergy between classical and entanglement-assisted quan-
tum networks is discussed at the end. Finally, we show the
great advances presented by the second quantum revolution,
which makes it possible to build a large-scale and wide-area
entanglement-assisted quantum network in the near future.

A. Imperfect Quantum System

The rst and prime chalenge for building future
entanglement-assisted quantum networks is the inherent imper-
fection of quantum systems. As shown in Fig. 32, a variety
of factors contribute to the fact that quantum systems are
imperfect [42]. Firstly, in an open system, qubits are very
fragile, thus being susceptible to noisy environments. As a
result, qubits show a short lifetime, i.e, the state of a sin-
gle qubit can only be maintained for a very short time after
it is prepared. If the state of a single qubit changes, the
guantum information it carries will be lost. Besides, qubits
follow the no-cloning theorem. Preparing copies of a single
qubit is impossible to reduce the effect of a short lifetime.
Consequently, qubits need to be measured as soon as pos-
sible after they have been generated. Secondly, the inherent
photon loss and noise of a quantum channel inevitably cause
loss error and quantum decoherence during the transmissions
of qubits, the result of which is that it is hard to establish a
perfect entanglement link between adjacent quantum nodes.
Thirdly, although quantum memory can enhance the lifetime
of qubits, its inherent noise introduces redundant gquantum
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decoherence for quantum systems. Besides, the capacity of
quantum memory is limited by the incompleteness of the phys-
ical devices. Consequently, quantum memory hardly works
as well as classical memory. Lastly, quantum operations in
entanglement-assisted quantum networks show probabilistic
feature. For example, entanglement preparation, entanglement
swapping, and entanglement puri cation generally are success-
fully performed with a probability. Besides, quantum opera-
tions inevitably introduce operation errors due to the inherent
noisy environment in quantum hardware. As discussed above,
the inherent imperfection of quantum systems exists in the
preparation, transmission, storage, and manipulation of qubits,
severely increasing the dif culty of interconnecting various
guantum nodes to form an entanglement-assisted quantum
network with good operational performance.

B. Consolidation of Various Physical Resources

Similar to classical networks, a large-scale and wide-area
entanglement-assisted quantum network usualy is a combi-
nation of numerous heterogeneous and small-scale quantum
networks. The difference between heterogeneous quantum
networks is re ected in network structure, network scale, and
especialy physical resources. In quantum information tech-
nology, various physical resources can be used to support
guantum networking and internetworking. Physical resources
differ in the qubits preparation, transport, and storage. For the
preparation of qubits, asingle qubit can be represented by ions,
atoms, photons, spins, and superconductors. Each existing
form of qubits shows unique superiority in different quantum
applications. For example, optical-based quantum comput-
ing technology shows superiority in scalability and quantum
coherence times, but it is impossible to program qubits and
hard to miniaturize the size of computing devices [333], [334].
Quantum computing based on superconductivity technology
shows strong operability and integrability [335], [336] com-
pared to optical quantum computing technology. Besides, both
NV centers [337], trapped ions [338], neutral atoms [93],
and superconducting circuits [339] can achieve the prepa
ration of entangled qubits. However, qubits can only be
transmitted as photons in quantum channels, including opti-
ca ber and free space. Notably, photons show signi cant
differences from matter qubits. Thus, a quantum signal con-
verter is required to eliminate the difference between various
physical resources. Summarily, entanglement-assisted quan-
tum networks need to provide an suitable approach to abstract
the underlying physical resources, thus making them scal-
able globally, including connecting physically and logicaly
heterogeneous networks. However, considering the imperfect
guantum systems and the no-cloning theorem, consolidating
various physical resources in entanglement-assisted quantum
networks is quite challenging.

C. Synergy Between Classical and Quantum Networks
Entanglement-assisted quantum networks work by dis

tributing entangled qubit pairs, i.e., establish entanglement,

between quantum nodes to teleport qubits, thus supporting
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Fig. 33. Breakthroughs related to entanglement-assisted quantum networks.

ground-breaking quantum applications. Notably, each quan-
tum operation, such as entanglement swapping, entanglement
puri cation, and quantum teleportation, requires the assistance
of classical communication. Classical messages are usually
used to control quantum operations and the feedback of
operation outcomes. As a result, there is inevitably a cum-
bersome interaction of classical information between quantum
nodes in entanglement-assisted quantum networks. The man-
agement of classical interactions directly determines whether
guantum operations can be accurately performed. Besides,
it is worth noting that realistic quantum systems are never
completely isolated from their environment, and a quantum
system undergoes quantum decoherence when interacting with
its noisy environment. Thus, the additional latency intro-
duced by classical interactions between quantum nodes will
negatively affect the performance of entanglement-assisted
guantum networks. In summary, there is a requirement to ef -
ciently synergize entanglement-assisted quantum networks and
classical networks. However, entanglement-assisted quantum
networks are governed by the laws of quantum mechanics
without counterparts in the classical world. Consequently,
the inherent differences between classical and entanglement-
assisted quantum networks still require further attention from
researchers. Moreover, the security issueisalso avital obstacle
hindering the implementation of entanglement-assisted quan-
tum networks [340]. Although the laws of quantum mechanics
ensure quantum superiority, especially the security of quantum
communication, classical communication still faces security
risks. Besides, quantum systems are incredibly fragile, and
physical disruptions seriously affect the normal operation
of entanglement-assisted quantum networks, such as attacks
against quantum repeaters [341], [342]. Hence, the security
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system of classica networks must be improved to ensure
the security of quantum operations in entanglement-assisted
guantum networks.

D. Breakthroughs

Although it is challenging to build an entanglement-assisted
guantum network, the second quantum revolution promotes the
development of quantum information technology, signi cantly
giving birth to entanglement-assisted quantum networks. As
shown in Fig. 33, we present some breakthroughs that are
critical to building a future entanglement-assisted quantum
networks, including physical devices, enabling technologies,
guantum applications, and eld trials.

In terms of physical devices, quantum memory and quantum
repeater have made breakthrough progress. Reference [343]
presents an integrated solid-state quantum memory and [344]
proposes a one-hour coherent storage. A quantum memory that
can store photonic qubits on demand was developed [345].
Reference [346] develops a robust quantum memory, the
lifetime of which exceeds 2 seconds. A scalable quantum
repeater was developed in 2015 [347]. Besides, al-photonic
and error-correction-based quantum repeaters were proposed
successively [348], [349]. It is expected that high-lifetime
and scalable quantum memory can be realized and exibly
deployed in entanglement-assisted quantum networks in the
near future.

In terms of enabling technologies, satellite-based and drone-
based entanglement distributions were demonstrated [107],
[350], respectively. Reference [351] realizes all-optical
entanglement swapping and [232] presents an experi-
ment to connect two heterogeneous quantum networks by
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entanglement swapping. High-dimensional quantum telepor-
tation was experimentally demonstrated in 2020 [352]. We
can foresee that entanglement distribution can be ef ciently
implemented even in harsh environments, and swapping oper-
ations can be effectively performed to establish end-to-end
entanglement to support quantum teleportation.

Here, we use quantum computing as an example to present
the dramatic development of quantum applications. Google
developed a quantum computer, Sycamore, and rst demon-
strated quantum supremacy using 53 superconducting qubits
in 2019 [353]. Reference [336] realizes a quantum compulter,
Zuchongzhi, to strengthen quantum computational advantage
using 62 superconducting qubits in 2021. The quantum com-
puter Jiuzhang uses 76 and 113 photonic qubits to demonstrate
guantum computational advantage successively [354], [355].
Obviously, quantum applications have been rapidly maturing
in recent years.

In terms of led trials of entanglement-assisted quantum
networks, [356] reports on the experimental realization of a
three-node network with the longest link of 30 meters, and the
authors achieved multi-party entanglement distribution across
the three nodes and any-to-any connectivity through entangle-
ment swapping. Reference [357] implements the determinis-
tic generation and transmission of multi-qubit entanglement
between two quantum nodes with three interconnected qubits.
A dynamic multi-protocol entanglement distribution network
with six quantum nodes is implemented in 2022 [358],
Additionally, [359] realizes an experimental demonstration
of entanglement delivery using a quantum stack. In sum-
mary, the second quantum revolution signi cantly promoted
the development of quantum devices, enabling technolo-
gies, and quantum applications. These breakthroughs make
it possible to build entanglement-assisted quantum networks
in the near future. Besides, developing quantum hardware
for building the network infrastructure, network design is
also a crucial aspect in redizing effective entanglement-
assisted quantum networks that can support various quantum
applications.

V1. RESEARCH DIRECTIONS

In this section, we rst provide some future research direc-
tions for the pivotal problems that must be overcome to realize
a wide-area entanglement-assisted quantum network and then
suggest some solutions. These research directions focus on
the architecture design of future entanglement-assisted quan-
tum networks, entanglement-based network problems, and
standardization. Speci cally, architecture design and standard-
ization aim at solving the problems caused by the challenges
discussed in Section V, namely, the consolidation of vari-
ous physical resources and the synergy between classical and
entanglement-assisted quantum networks. The proposal for
studying entanglement-based network designs aims to solve
the problems caused by imperfect quantum systems to improve
network performance.

A. Overview

In this section, we describe the research direction from
three aspects. architecture design, network design, and
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standardization. The architecture design aims to decompose
the complex end-to-end qubit transmission problem into
multiple sub-problems that are easier to solve. It proposes a
layered protocol stack and abstracts the differences between
different physical resources,enabling the iterative develop-
ment of an entanglement-assisted quantum network. The
goa of network design is to implement high-performance
entanglement-assisted quantum networks and provide QoS
for users. Network design focuses on the ef cient genera-
tion and application of entanglement resources. Speci cally,
entanglement preparation scheduling aims to ef ciently estab-
lish entanglement links between adjacent nodes to reduce
remote entanglement distribution latency. Entanglement rout-
ing design is responsible for selecting a good path that
can redlize a high end-to-end entanglement establishment
rate, thus improving the qubit transmission rate. Entanglement
puri cation management is designed to effectively improve
entanglement  delity with a small entanglement resource
overhead. Entanglement swapping control is conducted to
ef ciently establish end-to-end entanglement. Entanglement
request scheduling aims to improve the utilization of entan-
glement link resources Entanglement resource allocation is
responsible for the ef cient and fair all ocation of entanglement
links. Congestion control aims to reduce network congestion,
thus improving the service quality of entanglement-assisted
guantum networks. The study of standardization promotes the
development of the entanglement-assisted quantum network
industry and facilitates the construction of large-scale and
wide-area quantum Internet. In summary, network design
supports architecture design and promotes the study of stan-
dardization. Furthermore, architecture design and the study
of standardization drive network design to become more ef -
cient and reliable. These research directions jointly promote
the development of entanglement-assisted quantum networks,
and we will provide detailed descriptions of them in the fol-
lowing sections. The relationship among the three research
aspects is shown in Fig. 34.

B. Architecture Design

The development of entanglement-assisted quantum
networks is a process of iteratively updating technologies
and increasingly extending network scale. In this process, it
is required to eliminate the variability among heterogeneous
quantum networks to improve networks scalability. Although
the OSI model and TCP/IP model have been proven to be
hugely successful in the current Internet, it is doomed to fail
by extending only some classical protocols to their quantum
counterpart without global modi cations. The reason is that
entanglement-assisted quantum networks are governed by
the laws of quantum mechanics, which inherently differs
from classical network design principles. Hence, there is
a need to have a novel design of networks architecture
from different points of view when building a large-scale
and wide-area entanglement-assisted quantum network.
Architecture design aims at providing feasible and effective
solutions to solve the problem of integrating heterogeneous
small-scale entanglement-assisted quantum networks to form
a larger-scale and wide-area entanglement-assisted quantum
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Fig. 34. Theillustration of the relationship between research directions.

network and simplifying the process of remote entanglement
distribution. We can divide the architecture design into two
parts: the design of the network structure and the protocol
stack design. A good design of network structure should
be one that can simply and ef ciently interconnect hetero-
geneous quantum networks and reduce the cost of network
deployment. Van Meter et a. proposed a recursive structure
for entanglement-assisted quantum networks [302], [304],
which is useful for building arbitrary distributed entangled
states, such as Bell pairs and GHZ, W, and cluster states.
However, network scaling will bring about large deployment
overhead in such arecursive design. The protocol stack design
aims at dividing the complex process of remote entanglement
distribution into multiple easy-to-implement sub-processes. In
this way, each layer is an abstract function or an independent
system, contributing to the scalability and exibility of
entanglement-assisted quantum networks. Currently, the
service requirements for quantum applications are unclear,
and designing a high-performance entanglement-assisted
guantum network architecture remains an open issue.

C. Entanglement Distribution Scheduling

Entanglement distribution aims to distribute entangled qubit
pairs between adjacent quantum nodes to establish entan-
glement links. However, it is hard to establish an entan-
glement link, and each quantum node may make numerous
attempts to establish entanglement with adjacent quantum
nodes. As a result, the time spent on entanglement distribu-
tion cannot be ignored. There are mainly two fundamental
models to schedule entanglement distribution, i.e., on-demand
and continuous [360]. For the on-demand model, SD pairs
requests trigger entanglement distribution, and entanglement
distribution is only performed hop-by-hop along swapping
paths selected for achieving remote entanglement distribution
between SD pairs. In this way, the on-demand method will
result in high latency and a waste of entanglement resources,
especially considering the imperfection of entanglement swap-
ping. For the continuous model, any pair of adjacent quantum
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nodes attempt to remain entanglement as much as possible,
i.e., entanglement distribution is performed spontaneously in
a consume-then-replenish manner. In this way, entangled qubit
pairs are stored in quantum memory and wait to be measured,
introducing unnecessary quantum decoherence. Summarily,
these two models negatively affect the performance of remote
entanglement distribution in latency and entanglement  delity,
respectively. Hence, an ef cient design is required to sched-
ule entanglement distribution to establish low-latency and
high- delity entanglement in entanglement-assisted quantum
networks.

In genera, there is a trade-off between latency and the
attenuation of delity during remote entanglement distribution.
Since entanglement puri cation can mitigate the attenuation of
entanglement  delity, the entanglement distribution scheduling
can be regarded as the problem of managing preparation oper-
ations on the selected swapping path to minimize the latency
of end-to-end entanglement distribution [361]. A novel design
is to perform entanglement distribution along the selected
path in parallel. Reference [362] proposed an optimal entan-
glement distribution scheme on a quantum repeater chain,
but the authors ignored the probabilistic feature of entangle-
ment swapping. Notably, the failed entanglement swapping
will trigger re-distribution operations on a swapping path, thus
introducing redundant latency. To aleviate the negative impact
of the imperfect swapping operation on remote entanglement
distribution latency, we can split a long swapping path into
multiple segments and make the pre-distribution operations be
performed within the segments as much as possible. Besides,
considering that the superiority of machine learning (ML)
techniques have been demonstrated for network optimization
in classical networks, we can also adopt machine learning in
entanglement-assisted quantum networks to optimize entan-
glement distribution scheduling. For example, [363] reported
atry to use ML to resolve the incompatibility of entanglement
distribution rate between the DV and CV quantum systems.
Moreover, we can utilize ML to predict end-to-end entangle-
ment distribution requests based on the historica data and
pre-establish entanglement links based on the predicted results.
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In this way, the latency caused by entanglement distribution
can be effectively reduced, though prediction accuracy will
affect the cost.

D. Entanglement Routing Design

The routing problem is fundamental but critical in achiev-
ing entanglement distribution between any pair of quantum
end nodes in entanglement-assisted quantum networks. Similar
to classical networks, the function of entanglement routing
is to select one or multiple good swapping paths con-
necting SD pairs. The selected path is used to establish
end-to-end entanglement by performing entanglement swap-
ping rather than forwarding qubits hop-by-hop. As discussed
above, entanglement-assisted quantum networks are funda
mentally different from classical networks, and thus the rout-
ing algorithms adopted in classical networks cannot be directly
applied to entanglement-assisted quantum networks. We need
to redesign the routing algorithm for remote entanglement-
distribution. In recent years, some routing agorithms have
been proposed for swapping path selection. For example, [364]
fully considers the nature that the success probability of
establishing an entanglement link is negatively exponential
related to the physical distance of a quantum channel and
then proposed a Dijkstra-based algorithm for entanglement-
assisted quantum networks. However, this routing algorithm
ignores the effect of swapping operations probabilistic fea
ture on the performance of remote entanglement distribution.
Reference [365] proposes a routing agorithm with a more
complex routing metric, such as quantum decoherence time
and the success probability of entanglement swapping, to

nd an optimal path between quantum end nodes. However,
this algorithm relies on a single node to have the global
information of the whole network topology, so the ef -
ciency of path selection is not good. Pirandola proposed a
path selection design for entanglement distribution in a dia-
mond topology [366]. However, this routing design relies on
the assumption that entanglement swapping can be perfectly
performed, which obviously doesnt apply to real quantum
systems. Schoute et al. studied the path selection of remote
entanglement distribution in the ring and spherical topolo-
gies [367], and Das et a. evaluated routing designs under
different speci ¢ network topologies [368]. However, these
routing designs often perform poor in randomly generated
network topologies and are not suitable for deployment in real
wide-area quantum information networks. Pant et al. adopted
the greedy strategy to select a path with minimum hops from
the source node to the destination node [369]. However, this
algorithm only considers the special scenario where adjacent
guantum nodes share a pair of entangled qubits and only stud-
ies the routing design under the specia network model of
a lattice network. Reference [393] proposes a entanglement
routing algorithm, taking into account the success probabil-
ity of entanglement swapping and hop counts. However, this
routing algorithm can only select the approximate optimal
swapping path for an SD pair. In summary, these algorithms
either do not suf ciently take into account the properties of
entanglement-assisted quantum networks or perform poorly in
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scalability. Considering quantum decoherence and imperfect
guantum operations, it is challenging to design an ef cient
entanglement routing algorithm for selecting swapping paths
in entanglement-assisted quantum networks.

Three problems need to be solved before designing an
entanglement routing algorithm. (1) What is the goal of a rout-
ing algorithm in entanglement-assisted quantum networks?
Generally, a routing algorithm in classica networks will
reduce end-to-end communication latency as much as possi-
ble to increase network throughput with avoiding the routing
loop. In addition to considering the entanglement distribu-
tion rate (EDR) in the routing algorithm design, entanglement

delity is aso a non-negligible objective. Hence, there are
basically three requirements for entanglement routing designs
in entanglement-assisted quantum networks: maximum EDR,
the highest entanglement  delity, and atrade-off between EDR
and entanglement delity. (2) How to determine the met-
rics based on the properties of entanglement links? Different
from classica networks, quantum operations are imperfect,
and the quality of the entanglement link is measured by

delity. Hence, it is chalenging to select the characteristics
of an entanglement link as routing metrics. (3) How to de ne
the cost function for a routing algorithm in entanglement-
assisted quantum networks? Generally, more than one metric
is selected to achieve the goal of the routing algorithm.
However, there will be a trade-off between multiple routing
metrics [370]. Consequently, we need to balance the weights
of the different metrics in designing the cost function to real-
ize the optimal routing goal in entanglement-assisted quantum
networks.

The choice of routing metrics plays a vita role in designing
entanglement routing a gorithms. Here, we present some rout-
ing metrics [367] that might need to be considered in routing
algorithm design. (1) The success probability of entanglement
preparation. Notably, it is dif cult to build an entanglement
link between adjacent quantum nodes. Hence, the success
probability of entanglement preparation is critical to end-
to-end EDR. (2) The success probability of entanglement
swapping. Remote entanglement distribution isrealized by per-
forming entanglement swapping on a quantum repeater chain,
and thus the success probability of entanglement swapping
aso affects the end-to-end EDR. (3) Hop count. The higher the
number of hops, the lower the probability that an end-to-end
entanglement will be established. Besides, more hops results
in more delay and thus delity degradation. (4) Entanglement

delity. Generally, the higher the delity, the closer the quan-
tum manipulation is to perfection. Furthermore, high- delity
entanglement will reduce the resource and time overheads
associated with the entanglement puri cation. (5) Bandwidth.
Bandwidth represents the number of available entanglement
links. The high-bandwidth path can reduce the risk of network
congestion on the one hand and compensate for the imperfect
guantum operations on the other. It, however, brings out the
cost or poses the requirements for entanglement preparations
and quantum memories. In summary, there are severa rout-
ing metrics that can be selected to design an entanglement
routing algorithm. But, we need to consider whether thereis a
trade-off between different metrics for a special routing target.
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E. Entanglement Swapping Control

Entanglement swapping plays a vital role in networking
numerous quantum information processors. However, the
inherent features of swapping operations signi cantly
affect remote entanglement distribution, thus affecting the
performance of entanglement-assisted quantum networks.
Firstly, entanglement swapping is an imperfect operation due
to the inherent limitation of quantum hardware. If a failed
Sswapping operation cannot be precisely detected, this error will
be passed along a swapping path to end-to-end entanglement.
In this case, remote entanglement distribution needs to be re-
performed or consumes valuable entanglement link resources
to correct errors. As a result, the precious entanglement
link resource on the swapping path will be wasted. Hence,
entanglement-assisted quantum networks need to provide a
swapping operation management design that can effectively
detect the failure of entanglement swapping. Secondly, a pair
of entangled qubits shared by two quantum nodes can serve
two quantum nodes to perform swapping operations. However,
the case that two quantum nodes attempt to swap entanglement
simultaneously will make entanglement relationships hard to
track, especially considering the imperfect swapping opera-
tion. Conversely, there will be competition for the shared
entangled qubits between two quantum nodes, thus impeding
remote entanglement distribution [371]. Hence, entanglement
swapping control is required to avoid entanglement resource
competition. Summarily, these two problems caused by the
unique features of entanglement swapping impair networks
performance. Hence, entanglement-assisted quantum networks
need to provide an effective entanglement swapping con-
trol design to tackle these two problems and improve the
performance of remote entanglement distribution.

Entanglement swapping control aims at managing swap-
ping operations on a swapping path to precisely detect the
faillure of entanglement swapping and avoid entanglement
resource competition between quantum nodes as much as
possible. As discussed in Section 111-F, athough the parallel
entanglement swapping method can reduce remote entangle-
ment distribution latency and simplify complex information
interactions, it inevitably contributes to the two problems
mentioned above. Hence, the parallel entanglement swapping
method is not a good choice for remote entanglement distribu-
tion, especially considering the scarcity of entanglement link
resources. Besides, although the sequence entanglement swap-
ping method can effectively solve the entanglement resource
competition problem and track entanglement, it contributes to
high entanglement distribution latency. For these two methods,
the failed entanglement swapping contributes to the result that
swapping operations must be re-performed from the source
node. In this case, an SD pair will spend more time establish-
ing an available end-to-end entanglement and lead to a waste
of valuable entanglement link resources, especialy in the sce-
nario where only the quantum repeater directly linked by the
destination node fails to swap entanglement in a swapping
path.

A novel design is to split the swapping path into multiple
segments, i.e., using the nested-based method to manage
swapping operations on a selected path. In this way, swapping
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operations can be performed in parallel in different segments,
and entanglement swapping just needs to be re-performed
within a segment if a repester fails to swap entanglement.
However, determining the optimal segmentation points in the
swapping path poses a greater challenge. The more quan-
tum repeaters a segment contains, the fewer the number of
entanglement swapping rounds. However, the success proba
bility of establishing multiple-hop entanglement in a segment
is inversely proportional to the length of the segment. There
are two situations during remote entanglement distribution.
Firstly, the multiple-hop entanglement established in some
segments will undergo a long decoherence time, thus build-
ing end-to-end entanglement with low delity. Secondly, most
segments will establish multiple-hop entanglement using the
re-generated link-level entanglement with high delity. In this
case, the SD pair establishesahigh- delity entanglement at the
cost of increased latency and wasted entanglement resources.
In summary, there is a trade-off between the latency of remote
entanglement distribution and end-to-end entanglement  delity
in the segment-based control. For the problem of entangle-
ment swapping control, we can design a segmentation method
according to SD pairs requirements so as to realize remote
entanglement distribution with QoS.

F. Entanglement Puri cation Management

End-to-end entanglement distribution requires puri cation
operations to correct errors caused by channel loss and
guantum decoherence. However, entanglement puri cation
improves delity at the expense of reducing the num-
ber of entangled qubit pairs, which negatively impacts the
performance of entanglement-assisted quantum networks in
end-to-end EDR. Notably, the output delity and success prob-
ability of entanglement puri cation are closely related to the
input delity of entangled qubit pairs. This implies that dif-
ferent puri cation designs used in end-to-end entanglement
distribution will consume varying numbers of entangled qubit
pairs. Furthermore, different application scenarios have dif-
ferent requirements for entanglement delity. For instance,
quantum sensing demands high- delity entanglement to ensure
accurate and reliable measurement results, often necessitating
entanglement delity of 99% or higher. Conversely, certain
applications may tolerate lower- delity entangled systems,
such as quantum simulations aimed at studying complex
systems behavior rather than replicating every detail precisely.
Consequently, the delity requirements of different application
scenarios in uence the number of entangled qubit pairs con-
sumed in entanglement puri cation. In this context, managing
puri cation operations along the swapping path can reduce the
number of entangled qubit pairs consumed for error correction,
thereby enhancing the performance of entanglement-assisted
guantum networks.

Entanglement puri cation management can be de ned as
the problem of controlling puri cation operations on a swap-
ping path to minimize the consumption of entangled qubit
pairs while meeting end-to-end entanglement  delity require-
ments. Several insightful works have proposed solutions to
address this problem. Briegel et a. [372] introduced the con-
cept of connecting a series of imperfect entangled qubit pairs
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using a novel nested puri cation protocol, enabling the cre-
ation of highly- delitous distant entanglement. Li et a. [373]
proposed a scheme to purify entanglement links by utiliz-
ing an expected cost value on a selected path, ensuring the

delity of end-to-end entanglement. Similarly, Li et al. [374]
presented a puri cation scheme to improve the delity of
entanglement links up to a feasible threshold. Zhao et al. [375]
introduced an entanglement puri cation scheme that deter-
mines the rounds of puri cation performed by each hop,
optimizing network throughput in scenarios involving con-
current requests. However, these entanglement puri cation
solutions primarily focus on managing puri cation opera
tions performed on link-level entanglement resources. It is
important to note that decoherence occurs during the transmis-
sion, storage, and measurement of entangled qubits, making it
challenging to meet end-to-end entanglement delity require-
ments solely with link-level puri cation operations. Therefore,
in order to establish high- delity end-to-end entanglement,
entanglement puri cation must be performed after each entan-
glement swapping round in entanglement-assisted quantum
networks.

For a selected swapping path, once the entanglement swap-
ping control is determined, entanglement puri cation man-
agement can be divided into two problems. (1) How many
rounds of puri cation operations should be performed? The
number of puri cation rounds is positively correlated with
end-to-end entanglement delity. However, performing more
rounds of puri cation consumes more entanglement resources.
Considering the limited availability of entanglement resources,
it is crucial to minimize the number of puri cation rounds
performed on entangled qubit pairs while still meeting the

delity requirements of SD pairs. (2) How should entan-
gled qubit pairs be selected for each round of puri cation?
Entanglement puri cation can be seen as a processing unit
with input and output. The delity of the input entanglement
directly impacts the output delity and the success probabil-
ity of the puri cation operation. Some puri cation scheduling
designs, discussed in [376], show that the puri cation gain
achieved with different combinations of input entanglement

delity can vary signi cantly. Therefore, selecting different
entangled qubit pairs for puri cation can reduce the state tran-
sition of entangled qubit pairs from useful to useless caused
by decoherence. This approach preserves more entangle-
ment resources, ultimately improving network performance. In
summary, entanglement puri  cation management signi cantly
affects the consumption of entanglement resources, making it a
crucial area of research in the context of entanglement-assisted
guantum networks.

G. Entanglement Resource Allocation

Most quantum applications require distant quantum nodes to
establish entanglement, but entanglement is a scarce resource
in entanglement-assisted quantum networks. This scarcity
arises due to the following reasons: (1) Dif culty in estab-
lishing entanglement links: Establishing an entanglement link
is challenging due to inherent quantum channel losses and
limitations of quantum hardware. The success probability of
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establishing an entanglement link decreases exponentially with
the physical length of the quantum channel. As a result, adja
cent quantum nodes in a network can only share a nite
amount of entanglement resources. (2) Quantum decoherence
mitigation through entanglement puri cation: Entanglement
puri cation operations can aleviate the negative impact of
decoherence on remote entanglement distribution by improv-
ing entanglement delity. However, enhancing delity comes
at the cost of reducing the number of available entangle-
ment links. (3) Imperfections in entanglement swapping:
Each SD pair requires multiple attempts of remote entan-
glement distribution to establish end-to-end entanglement.
Consequently, a signi cant number of entanglement links are
consumed for each request. In summary, the inherent features
of entanglement-related quantum operations contribute to the
limited availability of entanglement resources in entanglement-
assisted quantum networks. Therefore, ef ciently alocating
entanglement resources to support concurrent entanglement
distribution requests between multiple SD pairs is a crucia
issue that needs to be addressed.

Entanglement resource allocation can be de ned as the
problem of effectively distributing the limited entanglement
resources on a shared quantum link to accommodate multiple
remote entanglement distribution requests. The allocation of
entanglement links to each SD pair directly impacts the
rate of entanglement distribution. Fairness is an important
criterion for resource allocation, but there is typically atrade-
off between fairness and the overall rate of entanglement
distribution in entanglement-assisted quantum networks. An
ideal entanglement resource alocation design should ensure
fairness while maximizing the total rate of remote entangle-
ment distribution. Reference [374] proposes three methods
for entanglement resource allocation. However, this work did
not adequately address the design of entanglement puri -
cation management. Notably, the consumption of entangle-
ment resources by puri cation operations signi cantly affects
resource alocation. Therefore, the design of entanglement
resource allocation methods must consider puri cation strate-
gies and entanglement  delity.

H. Entanglement Request Scheduling

Ef cient and effective scheduling of remote entanglement
distribution requests at a quantum node is essential. While
some scheduling designs have proven successful in classical
networks [377], [378], [379], these designs are not suitable
for entanglement-assisted quantum networks. The fundamental
difference lies in the fact that an entanglement link can only
serve a single entanglement ow, unlike classical networks
where multiple data ows can share bandwidth. Additionaly,
each pair of adjacent quantum nodes on the selected path must
allocate the same number of entanglement links for the source-
destination (SD) pair. Consequently, a suboptimal scheduling
scheme can lead to blocked requests at certain hops [380],
reducing the overall request service rate of entanglement-
assisted quantum networks. Furthermore, quantum decoher-
ence in quantum memory can cause the decay or even break-
down of the entangled system shared by adjacent quantum
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nodes or nodes spanning multiple hops, resulting in wastage
of entanglement resources. Therefore, the development of
effective request scheduling algorithms is crucial. Currently,
research on request scheduling in entanglement-assisted quan-
tum networks is gill in its early stages due to unclear
service requirements for future networks. Reference [380]
presents a solution to the scheduling problem through a general
framework of heuristic agorithms, proposing three illustra-
tive instances with the objective of minimizing application
delay while achieving high system utilization in terms of
entanglement rate and delity of remotely entangled qubits.
However, the network model assumed by the authors over-
looks the dynamic nature of link capacity (or entanglement
link resources), which is unrealistic in actual deployments.
As research on entanglement-assisted quantum networks pro-
gresses, the development of effective request scheduling
mechanisms will become increasingly important for network
performance and will require more effort from researchers.

I. Congestion Control

Entanglement links play a crucial role in quantum internet-
working. However, establishing entanglement links between
adjacent quantum nodes is challenging, and puri cation opera
tionsarerequired toincrease delity at the expense of reducing
the number of entanglement links. This creates a contradiction
between concurrent entanglement distribution requests and the
limited entanglement link resources in entanglement-assisted
quantum networks. As a result, bottleneck links inevitably
arise, leading to network congestion, degraded performance,
and a poor user experience. Therefore, congestion control
mechanisms that can regulate the rate of end-to-end entangle-
ment distribution to mitigate network congestion are necessary
in entanglement-assisted quantum networks.

Although various congestion control strategies have
been proposed and successfully deployed in classical
networks [381], [382], [383], these strategies cannot be
directly applied in entanglement-assisted quantum networks
due to the unique nature of entanglement. Hence, the devel-
opment of effective congestion control strategies is essential.
Before designing a congestion control strategy to ensure
network performance, two issues need to be addressed.
(1) How is congestion de ned in entanglement-assisted quan-
tum networks? In classical TCP protocol, congestion is typ-
ically determined if the destination node fails to receive a
packet within a xed period of time or receives three consecu-
tive repeated ACKs [384]. However, in entanglement-assisted
guantum networks, latency alone cannot serve as the sole cri-
terion for detecting network congestion due to the imperfect
nature of entanglement swapping. (2) How can entanglement

ows be controlled? This is the core challenge in design-
ing congestion control strategies. Congestion control strategies
can be broadly categorized as coarse-grained or ne-grained.
Coarse-grained strategies effectively alleviate network conges-
tion but come at the cost of reduced utilization of entanglement
resources. For instance, [385] proposes a transport protocol
named DTPs for entanglement-assisted quantum networks,
which employs a Sending Window Control mechanism for
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coarse-grained congestion control. Speci cally, the sending
window size is halved when network congestion is detected,
and it doubles when congestion is absent. On the other hand,

ne-grained strategies can reduce network jitter in entangle-
ment distribution rates to enhance resource utilization but
may not effectively alleviate network congestion. There is
a clear trade-off between relieving network congestion and
maximizing entanglement resource utilization. Regardless of
the strategy employed, implementing congestion control in
entanglement-assisted quantum networks is challenging due
to the probahilistic feature of quantum operations.

J. Sandardization

Today, quantum key distribution (QKD) stands as a rep-
resentative of quantum secure communication technology
and has gradually transitioned from laboratories to commer-
cia services. In the coming decades, future entanglement-
assisted quantum networks and the quantum Internet are
expected to emerge as promising platforms supporting a
range of quantum applications, including blind computing,
enhanced sensing, and secret sharing. However, as discussed
in Section V-B, a magjor obstacle impeding the development
of entanglement-assisted quantum networks is the challenge
of consolidating diverse quantum hardware technologies to
enable quantum internetworking. Therefore, to construct large-
scale and wide-area entanglement-assisted quantum networks,
the industry needs to actively engage in standardization efforts.
Similar to classical networks, the main focus of standardizing
entanglement-assisted quantum networks is to de ne abstrac-
tions and interfaces that decouple the underlying quantum
hardware from upper-layer software. Currently, there are sev-
eral international groups and standardization initiatives (such
asthosein ITU, IEEE, |IETF, ETSI) working towards de ning
architectures, interfaces, and protocols that ensure interop-
erability between entanglement-assisted quantum networks
(including QKDNSs) and their seamless integration with exist-
ing telecommunications infrastructures [386], [387], [389],
[389], [390], [391].

VIlI. CONCLUSION

In this survey, we discussed the fundamental principles of
guantum mechanics to showcase the advantages of quantum
information technology, speci cally in terms of secure com-
munication and immense computing power. Entanglement-
assisted quantum networks stand as promising platforms for
supporting groundbreaking quantum applications by enabling
the distribution of entangled qubit pairs and the teleportation
of qubits between distant quantum end nodes. Subseguently,
we introduced essential enabling technologies for construct-
ing future entanglement-assisted quantum networks, includ-
ing entanglement preparation, quantum dense coding, entan-
glement swapping, quantum teleportation, quantum mem-
ories, and more. We also presented the current research
progress in these technologies. Furthermore, we empha-
sized that the development of entanglement-assisted quantum
networks is propelled by enabling technologies and quan-
tum physical devices. We outlined six developmental stages
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of entanglement-assisted quantum networks, highlighting the
capabilities of each stage. Viewing an entanglement-assisted
guantum network as a mesh structure comprising numerous
networking devices capable of qubit preparation, transmis-

sion,

storage, and processing, we discussed the challenges

associated with building future networks. These challenges
encompass imperfect quantum systems, the integration of
diverse physical resources, and the synergy between clas
sical and entanglement-assisted quantum networks. Drawing
inspiration from classical networks, we summarized research
directions pertaining to inter-networking problems. We rmly
believe that entanglement-assisted quantum networks will gar-
ner increasing attention from researchers and practitioners
alike. It is expected that these networks will be realized in
the near future, paving the way for the widespread application
of quantum information technology.
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