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Abstract—E-voting plays a vital role in modern social life.
However, traditional e-voting systems usually rely on a trusted
third party and therefore non-verifiable and prone to a single
point of failure. In recent years, many researchers have tried
to turn to blockchain to eliminate the vulnerabilities of e-voting
systems. However, blockchain-based e-voting brings new prob-
lems in protecting voters’ privacy and ballots’ confidentiality,
and causes a great performance degradation. In this paper, we
propose AvecVoting, an anonymous and verifiable blockchain-
based e-voting scheme, providing both strong security and high
performance. Specifically, we utilize threshold encryption and
one-time ring signature to protect voters’ privacy and ballots’
confidentiality. Furthermore, to improve the performance, we
introduce the concept “counter” to count the ballots. Through the
carefully designed RandomSortition and reputation-based PayOff
algorithms based on smart contracts, AvecVoting can achieve
correct counting even when some counters are untrustworthy.
Our security and performance analyses show that AvecVoting
provides strong security such as anonymity, non-repeatability,
confidentiality, verifiability, etc., and meanwhile overcome the
performance issues caused by blockchain and provides good
efficiency in both voting and counting stages.

Index Terms—E-voting, Blockchain, Smart Contract, One-time
Ring Signature, Reputation.

I. INTRODUCTION

Voting provides a justice and effective way of making deci-

sions and thus plays a vital role in modern society. Traditional

paper ballots require a lot of manpower and material resources,

and both the voting and counting processes are cumbersome

and redundant. On the contrary, electronic voting [1], or e-

voting, is more convenient and efficient, and is not restricted

by geographic distance. In modern life, e-voting is inseparable

from people’s lives. From national elections to as small as a

group deciding who will be the leader or where to go to dinner,

e-voting provides a very convenient way to make decisions.

Traditional e-voting protocols can be roughly divided into

three categories: mix-net-based e-voting [2], homomorphic

encryption-based e-voting [3], and blind signatures-based e-

voting [4]. However, the above three traditional electronic

voting protocols all require a trusted third party to collect,

verify, and count ballots, which makes the system prone

to a single point of failure. In 1994, Szabo [5] first pro-

posed the concept of smart contracts which combine contracts

with computer operations to allow traceable and irreversible

transactions without the involvement of a third party. In

2008, the blockchain technology was officially born with

Bitcoin [6], and prompted researchers to implement secure

and reliable smart contracts based on blockchain, such as

Ethereum and Hyperledger. Consequently, researchers began

to utilize blockchain and smart contract technology to solve

the problems existing in traditional e-voting, and established

some decentralized e-voting systems without a trusted third

party. However, the use of blockchain brings new problems

in protecting voters’ privacy and ballots’ confidentiality, and

causes great performance degradation [7].

Considering the above issues, our goal is to provide a

blockchain-based e-voting system that meets both security

and performance requirements. For security, the system should

guarantee the security requirements in traditional e-voting, i.e.,

anonymity, non-repeatability, confidentiality, anti-tampering,

verifiability, correctness, robustness. For performance, our

system should complete voting and counting within acceptable

time and computation overhead. To this end, we propose

AvecVoting by adopting threshold encryption [8], [9] and one-

time ring signature [10] algorithms for privacy and confi-

dentiality. We further design a counter model for efficient

and reliable counting. The main idea of the counter model

is to set a group of “counters” to verify and count ballots

off-chain, rather than directly counting in smart contracts

with high computation overhead or requiring voters with

low computing power to count themselves. By our carefully

designed RandomSortition and reputation-based PayOff al-

gorithms, AvecVoting can count the ballots correctly even

when some counters are untrustworthy. In summary, this paper

makes the following contributions:

1) We propose AvecVoting, a blockchain-based e-voting

system that provides both strong security and high per-

formance. We adopt threshold encryption and one-time

ring signature to satisfy basic security requirements of

e-voting systems, e.g., anonymity, confidentiality, non-

repeatability.

2) To eliminate the performance degradation caused by

the adoption of blockchain, we design a counter model

for efficient and reliable counting. Further, to guaran-

tee the security with untrustworthy counters, we pro-

pose RandomSortition and reputation-based PayOff al-

gorithms, ensuring that honest counters get their due
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reward while malicious counters are disqualified for

counting and will be punished.

3) We give thorough security analysis to ensure AvecVoting

can achieve anonymity, correctness, verifiability, and

robustness. Besides, We evaluate the performance both

the on-chain and off-chain parts of AvecVoting, and

experiment results show that it can provide practically

acceptable performance.

The rest of our paper is organized as follows. Section II

introduces a series of work related to our scheme, and then in

Section III, we introduce our system model and the security

assumptions and the design goals. Then the proposed voting

system is presented in detail in Section IV. Section V provides

a security analysis and a performance analysis of our scheme.

Finally, we have a summary of our work in Section VI.

II. RELATED WORK

Existing e-voting protocols can be roughly divided into three

categories: mix-net-based e-voting, homomorphic encryption-

based e-voting, and blind signatures-based e-voting. Among

them, mix-net-based e-voting [2] achieves anonymity by dis-

rupting the correspondence between voters and ballots, and

therefore a sufficient number of mix nodes are needed. Ho-

momorphic encryption-based e-voting [3] realizes to directly

perform operations on the ciphertext and obtain the final

result without decrypting a single ballot, ensuring privacy.

However, its computational complexity is relatively high.

Blind signatures-based e-voting [4] utilizes blind signatures

to verify whether ballots are submitted by legitimate voters

without revealing its generator. All these traditional protocols

require a trusted third party.

Zhao et al. [11] introduced blockchain into e-voting systems

in 2015. Since then, more blockchain-based e-voting schemes

were proposed, some of which still used a trusted third party

to complete their scheme, such as [12]. Some of the existing

work, e.g., [13], are based on cryptocurrencies such as Bitcoin

[6]. McCorry et al. [14] presented the first implementation of a

decentralized and self-tallying internet voting protocol in 2017,

while the voting result cannot be revealed if one voter refuses

to cast his/her ballot in the voting phase. These self-tallying

e-voting systems need users to do the calculation job both

on-chain and off-chain, making the system user-unfriendly.

III. SYSTEM MODEL, SECURITY ASSUMPTIONS, AND

DESIGN GOALS

This section introduces the system model, security assump-

tions, design goals of the proposed AvecVoting.

A. System model

1) The structure of the voting system: As shown in Fig. 1,

AvecVoting system is divided into three layers:

• User layer: There are two kinds of users: initiators and

voters. Users log into the voting system after identity

authentication and use the services provided by the ap-

plication layer.

• Application layer: The application layer consists of

applications that provide services to users, including

Gen.Ballots to generate ballots for voters, Vote.Main to

submit and count ballots, Committee.Select to select the

counter committee, and Counter.Payoff to pay or punish

counters.

• Data layer: The data layer is essentially a blockchain

that supports smart contracts, such as Ethereum. All

related data are maintained through smart contracts on

the blockchain, so that authorized participants can reliably

get their required information.

TheBlockchain

Smart ContactsSmart Contacts

                        
                    

VotersInitiator

Initiator.Interface Voters.Interface

Counters Pool

Gen.Ballots

Vote.Main Committee.Select Counters.Payoff

Application layer

In
it

ia
te

Data layer

User layer

Fig. 1. The structure of the voting system.

2) Entity information:
• Initiator: The initiator is responsible for establishing

smart contracts, publishing smart contracts and related

parameters, and submitting voting fees. It is supposed to

have a blockchain account.

• Voter: Voters are responsible for the key negotiation and

voting. To establish the system public key and restore the

private key of the threshold cryptosystem, voters should

have secure channels between each other.

• Counter: Any user on the blockchain can become a

counter by adding his/her blockchain wallet address

w.address into the CountersPool. During the counting

stage, the smart contract invokes the random selection

algorithm to select some counters from CountersPool to

form a counter committee (CC), which is responsible for

verifying the legality of ballots and counting all the legal

ballots. Each counter in CC should have a certain wallet

balance to use as deposits and his/her reputation value is

greater than 0. These requirements will be described in

detail in IV-C.

B. The security assumption

First of all, we assume that all entities are curious, i.e., they

want to know the intermediate results of the voting process,

including the content of each voter’s ballot, the calculation or

decryption results of a specific step, or whether a voter has

submitted a valid ballot, et al. In addition, each entity may

have the following malicious behaviors during its operations.
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• Initiator: A malicious initiator may try to publish wrong

smart contracts. However, since all the contents of a smart

contract are publicly accessed, a wrong smart contract

will be discovered soon, and the corresponding malicious

initiator will also be exposed. Therefore, we do not

consider the malicious initiator in AvecVoting.

• Voter: A malicious voter may try to submit illegal ballots,

e.g., incorrectly formatted ballots, out-of-range ballots, or

repeatedly ballots when one vote per person is restricted.

Besides, according to AvecVoting’s threshold encryption,

we assume that a small number of voters are negative

and do not provide their secret shares during the counting

stage.

• Counter: We assume that counters are untrustworthy,

means that they may provide wrong verifying or counting

results. However, we also assume that most of them

aim to profit by performing their tasks honestly, because

providing wrong results will damage their interests.

C. Design goals

AvecVoting aims to realize the following security and per-

formance design goals.

• Anonymity and Confidentiality: The identity of voters

and the corresponding relationship between voters and

ballots will not be disclosed. No one can obtain interme-

diate voting results before the end of the voting stage.

• Correctness and Verifiability: Correctness requires that

all valid ballots are counted in the final result and all

invalid ballots are discarded. So as to ensure that the

final result of counting votes is the sum of legal ballots.

Verifiability includes two aspect: each participant can

verify whether a ballot is valid and whether the final

voting result is correct. Specifically, a ballot will be

identified as illegal if it is generated by a illegal voter

or by a voter who have already submitted a ballot. Illegal

ballots, incorrectly formatted ballots and out-of-range

ballots are invalid. Otherwise, the ballot is valid.

• Robustness and Practicability: AvecVoting should have

robustness and practicability. Robustness requires that

even when some entities fail to complete their tasks, the

system can still operate correctly. Practicability requires

AvecVoting to complete voting and counting within ac-

ceptable overhead that meets the real-world demand.

IV. THE PROPOSED AVECVOTING

A. Overview

AvecVoting system is an anonymous and verifiable e-voting

system based on blockchain. It adopts threshold encryption and

one-time ring signature to satisfy basic security requirements

of e-voting systems and adopts blockchain to realize reliable

counting with untrustworthy counters. AvecVoting system con-

sists of three main entities, i.e., initiators, voters, counters, and

three stages, i.e., initialization, voting, and counting. After that,

there is also a payoff process to pay or punish the counters.

Firstly, the initiator initiates a single-choice vote, sets

options, and adds each legal voter’s ring public key into

the legal ring public key sets PKR for subsequent ballot

verification. Besides, legal voters conduct key negotiation off-

chain to obtain the threshold public key pkT and calculate the

secret shares for subsequent decryption and counting. Next is

the voting stage, where voters decide their choice, encrypt

the ballots, generate one-time ring signatures, and submit

ballots and signatures to the smart contract. After the voting

stage, voters submit their secret shares to the smart contract,

i.e., Vote.Main, for subsequent ballot decryption. Vote.Main
invokes Committee.Select to run RandomSortition algorithm

to randomly select a group of counters as CC, the counter

Committee, which is responsible for verification and counting.

Counters in CC first restore the threshold private key skT

which can decrypt the ballots. They then verify the one-time

ring signature of each ballot and use skT to decrypt it if

legal. After decrypting all the legal ballots, counters then count

the valid ballots and submit the final result to Vote.Main.

When all counters in CC have submitted the result or timeout,

Vote.Main then counts the received results and adopts the most

numerous result as the final voting result. Finally, Vote.Main
invokes PayOff contract to reward honest counters and punish

malicious ones.

It should be noted that AvecVoting system can reduce the

calculation burdens of initiators and voters by using counters

to verify and count the ballots. Furthermore, the designed

algorithms such as RandomSortition and PayOff ensure that

AvecVoting can achieve correct counting even with some

malicious counters.

B. The three stages of AvecVoting

This section will introduce the specific process of AvecVot-

ing system, which is divided into three stages: 1) initialization

and key negotiation, 2) voting, 3) verification and counting.

Voter 1 Voter n Initiator Blockchain

2.Register Vote.Main

4.Secretly send parameters

Vote.Main
5. Upload public parameters

Vote.Main
3.Update the voter list 

1.Initiate

Fig. 2. Initialization and key negotiation.

1) Initialization and key negotiation: The initialization and

key negotiation stage consists of the following five steps,

as shown in Fig. 2, and solid arrows represent on-chain

interactions, dashed arrows represent off-chain ones.

• Initialization. The initiator initializes Vote.Main contract

by setting parameters including Topic, number of voting

options N , deadline for voter registration treg , for secret

share submitting tss, for voting tv and ballot counting

tc, the number of voters nv and counters nc, the least

number of secret shares to restore the threshold private

key nss, revenue and fine for counters mr, mf , etc., and

initiating the following lists Loption, Lvoter, Lkey−img ,

Lballot, Lcounter and paying the cost of this voting mv .
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• Voters registation. For i ∈ {1, ..., nv}, V oteri registers

with the initiator and submits the identity IDi and ring

public key pkRi to the smart contract Vote.Main.

• Updating the voter list. Then V ote.Main updates Lvoter.

After treg , the smart contract V ote.Main will no longer

accept registration information.

• Secretly sending parameters. V oteri randomly selects

an element xi ∈ Fq and generates a polynomial fi(z)
of degree nss−1 as fi(z) =

∑nss−1
j=0 fi,jz

j mod q
where fi,0=xi. Then, V oteri calculates si,j=fi(j), for

j = {1, ..., nv}, j �= i and secretly sends si,j to V oterj
through an off-chain secure channel. After receiving other

voter’s parameters sj,i, V oteri calculates his/her secret

share by si =
∑nv

j=1 sj,i.
• Uploading public parameters. V oteri calculates Fi,0 =

fi,0G where G is the base point of the elliptic curve of

threshold crypto system, and uploads it to V ote.Main.

2) Voting: For i ∈ {1, ..., nv}, V oteri views Loption

during the voting stage and generates a ballot B′
i according

to his/her choice and calculates the threshold public key by

pkT =
∑nv

i=1 Fi,0. Then V oteri uses Enc(pkT , B′
i) to encrypt

his/her ballot B′
i and get an encrypted ballot Bi, where pkT is

the threshold public key. Then V oteri uses his/her ring private

key and others’ ring public key to generate a ring signature

Si on Bi by Si = (Ii, c
1
i , ..., c

nv
i , r1i , ..., r

nv
i ), where Ii is

V oteri’s key image to prevent duplicate signatures, cji and rji
are obtained with other voters’ help to realize anonymity. Here

the calculation process is omitted due to space limitations, and

[15] can be referred for more details. Subsequently, V oteri
submits Bi||Si to Vote.Main. Vote.Main checks whether the

ring signature of the ballot is first used by checking whether

the key image I is existed. If so, Vote.Main updates the ballot

to Lballot, or discards it if not. After tv , V ote.Main will no

longer accept ballots.

Voter Counters Pool Counter Committee Blockchain

1.Submit the secret share

2.Random select to form the Counter Committee

Vote.Main

Vote.Main

Committee.Select

Vote.Main

Counters.Payoff

3.Calculate the decryption key

4.Verify and decrypt the ballots

5. PayOff

Fig. 3. Verification and counting.

3) Verification and counting: As shown in Fig. 3, the

processes of verification and counting stage are as follows.

• Submitting secret share. When counting starts, each

V oteri submits the secret share si to Vote.Main. After

tss, V ote.Main no longer accepts secret shares.

• Randomly forming the counter committee. Counters in the

CountersPool who want to participant in the counting

should adjust their status to online. Vote.Main invokes

Committee.Select to randomly select a group of counters

from online counters as CC, the counter committee.

• Calculating the decryption key. After CC is selected,

each counter in it, denoted as Counterk (1 ≤ k ≤ nc),

calculates the threshold private key skT by

skT =

nss∑

i=1

si ·
t∏

j=1,j �=i

j

j − i
mod nG,

where nG is the order of G.

• Verifying and decrypting ballots. Counterk verifies each

ballot Bi in Lballot by V er(Bi, Si). If legal, Counterk
then decrypts each Bi by Dec(skT , Bi) and counts

all the decrypted valid results and generates the final

counting vector Resultk = (sum1, ..., sumN ), where

sumn (1 ≤ n ≤ N ) represents the votes of the nth

option. Then Counterk submits Resultk to V ote.Main.

After tc, V ote.Main no longer accepts counting results

and it determines the most numerous counting vector

Result = (sum1, ..., sumN ) and publish it as the final

result RV .

• PayOff. For incentive, after obtaining RV , V ote.Main
invokes Counters.Payoff contract to reward the counters

who submitted the correct result, that is Resultk = RV ,

and punish others who were wrong.

C. Details of Main Algorithms

Algorithm 1: Random Sortition

1 assert(oc >= 10 ·N );

2 seed ← hashblock;

3 SC ← ∅;

4 i ← 0;

5 while i < N do
6 index ← seed%len(RC);
7 if RW [index].state == Online &&
8 RW [index].reputation > 0 &&
9 RW [index].balance > fine then

10 RW [index].state ← Candidate;

11 oc−−;

12 Add RC[index] ⇒ SC;

13 i++;

14 end
15 seed ← hash(seed);
16 end
17 return SC;

1) Random Sortition: The algorithm RandomSortition is

used to select a group of independent and non-collusive

counters from CountersPool to form the counter committee

CC. The input is a list of counter addresses RC with length

len(RC), number of online counters oc (oc is required to

be ten times greater than len(RC) to guarantee randomness),

number of CC (N ), and the hash value of the latest block’s

timestamp and difficulty (hashblock). The output is an address

list that represents the members of CC. As shown in Algo-

rithm 1, the algorithm RandomSortition takes hashblock as the
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seed (i.e., seed) to prevent cheating. A counter can be selected

into CC only when its serial number is equal to seed and has

a positive reputation value and balance more than mf . The

seed of each iteration is the hash of the previous one. This

process repeats until nc members are selected.

2) PayOff: PayOff is responsible for reward the honest

counters and punish malicious ones to promote counters to

complete the counting process correctly. As in Algorithm 2,

counters who gave a correct result are rewarded a bonus

mr, and others lose their penalty deposit mf as a fine. In

addition, PayOff introduces the parameter reputation, which

is recorded in the smart contract Counters.Payoff, to prevent

malicious counters from being selected into CC. A counter’s

reputation value increases when he/she counted correctly and

decreases otherwise. If a counter’s reputation value becomes

less than zero, he/she can no longer participate in the counting

task. Through such an incentive mechanism, according to

the Nash equilibrium, only the honest counter can get the

maximum benefit [16]. Since we consider that most counters

aim to benefit by participating in counting tasks, the final

counting result is considered to be true.

Algorithm 2: Payoff

1 i ← 0;

2 while i<len(CC) do
3 if CC[i].result == RV then
4 CC[i].balance ← CC[i].balance+mr;

5 CC[i].reputation ← CC[i].reputation+ 1;

6 end
7 else
8 CC[i].balance ← CC[i].balance-mf ;

9 CC[i].reputation ← CC[i].reputation− 2;

10 end
11 end

V. SECURITY AND PERFORMANCE ANALYSES

A. Security analysis

In this section, we analyze possible attacks and misbehav-

iors and explain how AvecVoting can resist these attacks.

1) Attacks against anonymity:
• Adversaries trying to match voters with ballots:

V oteri’s signature on his/her ballot Bi has the form of

Si = (Ii, c
1
i , ..., c

n
i , r

1
i , ..., r

n
i ), where Ii doesn’t expose

V oteri’s public key, and cji and rji confuse V oteri with

other voters in the voter group. Therefore, given Si, one

can only confirm whether V oteri is in the voter group,

but cannot determine his/her specific identity [10].

• Voters trying to obtain information before submitting
ballots: Each ballot is encrypted with the threshold public

key pkT , and only when counting starts and more than

nss voters submit their secret shares can the private key

skT be restored [9]. Since counting starts after the finish

of the voting stage, it is impossible for any voter to obtain

any information before submitting the ballot.

2) Attacks against Correctness and Verifiability:
• Voters repeatedly voting: The key image Ii is used to

prevent repeated voting. To generate a valid Si, V oteri
must calculate Ii as required, and Ii in V oteri’s different

signatures are the same. When V ote.Main receives two

ballots with a duplicate Ii, it will discard the latter one.

• Adversaries pretending to be a legitimate voter: Dur-

ing the registration stage, the initiator adds all the valid

voters’ ring public key pkRi (1 ≤ i ≤ nv) to V ote.Main.

Later when voting, voters are supposed to sign the ballot

with their ring private key skTi . However, an adversary

who have no ring private key cannot generate a valid

signature, thus the ballot that he/she submits will be

discarded by counters during counting stage.

• Adversaries trying to tamper with ballots: Due to the

non-tamperable nature of blockchain, no one can tamper

with the ballot once it is submitted to V ote.Main.

• Some counters submit wrong counting results: The

counter committee CC is selected by RandomSortition
which uses the timestamp and difficulty value of the

current block as the seed. Due to the unpredictability

of the next block, counters have no way to conclude.

Besides, the PayOff incentive mechanism promotes coun-

ters to count correctly and the reputation limitation of

CC also prevent malicious counters to be selected. Thus,

AvecVoting can achieve correct counting even when some

counters are untrustworthy.

3) Attacks against robustness:
• Some voters not providing their secret shares: Among

the n valid voters, as long as nv voters submit their secret

shares, CC can then recover the threshold private key

skT and decrypt ballots. Since n and nv are set by the

vote’s initiator during the initialization stage, we consider

that the initiator is able to select appropriate values to

ensure the successful decryption.

B. Performance analysis

1) The off-chain part: To guarantee performance, AvecVot-

ing completes the encryption & decryption and signature &

verification processes off-chain, and we therefore conduct

the experiments of this part off-chain. Our experiments are

conducted on a virtual machine running Ubuntu 20.04 with

Intel Core i5 8500 CPU, 4GB RAM. In our experiments, we

set the number of voters varies from 10 to 80. As shown

in Fig. V-B1, the cost of signature & verification increases

approximately linearly with the increase in the number of

voters. The cost of encryption & decryption increases as the

number of voters increases. Furthermore, the proportion of

the decryption cost increases as the value of t increases. This

is because that the computing power required to recover the

threshold private key skT increases as the threshold value nss

increases.

2) The On-chain part: For the on-chain part, we conduct

our experiments with Ethereum smart contracts written in

Solidity and deployed on an Ethereum test network. The
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TABLE I
ON-CHAIN CONSUMPTION OF EACH ROLE

Role Theoretical Analysis of the Transaction Cost Gas Cost ETH Cost
Initiator CInitialization 453939 0.0091

Voter CRegist + CGetVoterConfig + (n− 1) · CGetFi + CUploadFi + CSubmitBallot + CUploadShare 1623587 0.0325
Counter CGetVoterConfig + CRandomSelect + n · (CGetShare + CGetBallot) + CUploadResult + CPayOff 2987579 0.0597
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Fig. 4. The cost off-chain

theoretical analyses of the transaction cost and gas cost and

Ether cost of each role are listed in TABLE I where CEvent

represents the on-chain cost of to execute Event. The gas

and ETH cost shows that counters undertake more computing

work, which is reasonable because counters have the stronger

computing power and can get rewards through counting.

Assigning computing work to counters dramatically reduces

the computational overhead of voters and initiators, making

AvecVoting user-friendly and more practical. We can also

see that the initiator has the least on-chain cost, which is

reasonable because the initiator should pay the counters.

VI. CONCLUSION

In this paper, we proposed AvecVoting, an blockchain-

based e-voting system that provides both strong security and

high performance. For basic security requirements of e-voting,

we utilized threshold encryption and one-time ring signature

to protect voters’ privacy and ballots’ confidentiality. For

improving performance and practicability, we designed the

counter model for efficient counting utilizing smart contracts.

Specifically, we proposed the RandomSortion algorithm and

the reputation-based PayOff incentive mechanism to ensure

that AvecVoting can achieve correct counting even when some

counters are untrustworthy. Finally, we gave security and

performance analyses, which showed that AvecVoting provides

strong security while solving the performance issues caused

by blockchain, providing good efficiency in both voting and

counting stages.
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