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Abstract—In power utility service outsourcing, some
time-sensitive computations (e.g., dynamic prices prediction) are
outsourced to a third-party service provider. This brings in new
privacy threats to customers. Although some existing works
focus on achieving privacy-preserving temporal and spatial
aggregation for one center, they basically cannot be directly
applied to the scenario of service outsourcing with multiple
centers (e.g., with power utility and service providers). We
thus propose a privacy-preserving service outsourcing scheme,
called PPSO, for real-time pricing demand response in smart
grid with fault tolerance and flexible customers’ enrollment and
revocation. In our proposed PPSO, power utility can outsource
the dynamic pricing prediction to a service provider, while still
preserving customers’ privacy. Extensive experiment results
demonstrate that PPSO has less computation overhead and
lower transmission delay compared with existing schemes.

Index Terms—Privacy preservation, real-time pricing (RTP)
demand response (DR), service outsourcing, smart grid.

I. INTRODUCTION

SMART grid incorporates advanced information and com-
munication technology to provide more reliable and eco-

nomic electricity generation, transmission, and distribution.
Intelligent devices, such as smart meters, are thus introduced
for the architecture of smart grid. The smart meter is one of the
core components in advanced metering infrastructure (AMI)
which can collect various types of data and transmit them
to other parties through the communication network. Power
demand data collected by AMI is important for power utilities
to project the demand response (DR) program to maintain the
stability of supply and demand in the power system.
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DR was defined by the U.S. Department of Energy as “a tar-
iff or program established to motivate changes in electric use
by end-use customers, in response to changes in the price of
electricity over time, or to give incentive payments designed to
induce lower electricity use at times of high market prices or
when grid reliability is jeopardized” [1]. It is recognized as the
most cost-effective and reliable solution for smoothing of the
demand curve. In general, DR can be classified into two types:
1) price-based DR (PDR) program, which motivates customers
to change their consumption patterns according to the dynamic
(time-varying) electricity prices and 2) incentive-based DR
program, which rewards participating customers for reducing
their electricity usage in response to DR requests [2], [3].

In fact, real-time pricing (RTP) DR scheme, classified as
a PDR scheme, has already been applied to a large num-
ber of industrial and commercial customers [4]. Under the
RTP scheme, power utility determines electricity prices for the
upcoming time period and announces them before the start
of each time period (e.g., 15 min beforehand) [5], thereby
improving customers’ power usage patterns for shifting the
demand curve. The price is subject to multiple factors, such
as random events, total real-time power consumption, and the
response of customers to the previous prices [6].

For power utility, it is difficult to securely collecting and
correctly processing all the data that affect the price. On the
one hand, the real-time power data have the characteristics
of “3Vs”: volume, velocity, and variety [7]. In the traditional
way, securely collecting these massive data often uses sym-
metric encryption (e.g., AES) or asymmetric encryption (e.g.,
RSA) to encrypt/decrypt each individual data, which will intro-
duce heavy load in communication and computation to power
utility. On the other hand, compared with third parties, such
as some enterprises specialized in large data analysis, power
utilities may not be able to provide more efficient and accu-
rate processing algorithms (such as electricity forecasting and
dynamic pricing algorithms). Additionally, as a third party,
some types of service providers have been formally intro-
duced into the architecture of smart grid, which can remotely
monitor and manage power usage based on customers’ pref-
erence [8], [9]. For the above reasons, many existing RTP
programs choose to outsource some complex operations to
third-party service providers.

In fact, the practical demonstrations of services outsourcing
have been conducted by companies, such as Oracle [10] and
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ENERNOC [11], which act as the service provider and use
statistical algorithms to derive information from customers’
power data for utility customers. However, as power con-
sumption data usually involves customers’ privacy information
(especially the real-time consumption data), service outsourc-
ing would pose a significant threat to privacy, which will
reduce the willingness of customers to participate in the DR
programs.

Recently, researchers have paid much attention to privacy
preservation in smart grid. For the scenario of real-time
data collection, Lu et al. [12] and Abdallah and Shen [13],
respectively, used the homomorphic encryption to aggre-
gate customers’ power data, while avoiding the violation
of customer’s privacy. Chim et al. [14] used anonymous
credentials to conceal customer’s real ID for privacy preser-
vation in power request. A survey of privacy preservation
in V2G has been provided in [15]. However, till now, few
researches have considered the privacy preservation problem
of service outsourcing in RTP DR program, which is com-
pletely different from the above scenarios. It requires the
service provider to have the capability of leveraging cus-
tomers’ energy consumption to carry out the dynamic pric-
ing prediction, without leaking any privacy information of
customers.

In this paper, motivated by the fact that the privacy
preserving problem of service outsourcing in real-time demand
respond is worthy to be studied and so far still there is
no proposed method addressing it well, we conduct this
paper to address this problem. In our scheme, a third-
party service provider is introduced to collect and process
customers’ encrypted consumption data. The power utility
can charge customers correctly even the electricity price
is time-varying. Our contributions can be summarized as
follows.

1) We propose a privacy-preserving service outsourcing
scheme addressing RTP DR in smart grid. We realize
an efficient DR with fault tolerance and flexible cus-
tomers’ enrollment and revocation. As far as we know,
this paper is the first to address the privacy issue in the
scenario of service outsourcing dealing with real-time
pricing DR in smart grid.

2) To prevent users’ privacy disclosing to the third-party
service provider, we modify the Paillier cryptosystem
to hold two different decryption keys: one is for the
service provider to access the particular customer set’s
aggregation data, and the other one is for the power
utility to access the encryption data of all customers.

3) A special billing mechanism is proposed for dynamic
pricing of DR. The scheme not only provides each cus-
tomer’s correct electricity bill during the time-varying
price periods but also prevents privacy from disclosing
to other parties.

The rest of this paper is organized as follows. Section II
discusses the related works. We review Paillier cryptosystem
as our preliminary in Section III. In Section IV, we intro-
duce our system architecture and security assumptions. Then,
we present our proposed PPSO in Section V, followed by
security and performance analysis in Sections VI and VII,

TABLE I
PRICING STRATEGIES

respectively. Finally, Section VIII makes a conclusion on
this paper.

II. RELATED WORKS

A. Time-Based Demand Response Programs

In the traditional power grid, the power utility adopts the
flat pricing strategy to schedule the electricity load. Under
this strategy, customers can reduce their electricity bills by
using less electricity throughout the duration of the day [16].
Recently, time-of-use (TOU) pricing strategy has been widely
adopted by utility companies, e.g., Hydro One [17] and
Waterloo North Hydro [18]. Under TOU, electricity prices
are changes according to the time of day [19]. The integra-
tion of two-way communication for the smart grid enables
the RTP strategy for DR, in which the utility announces the
dynamic prices at different time periods for users’ dynamic
demand [5]. Recent researches for RTP strategy mainly focus
on maximization of electricity load. Tsui and Chan [20] opti-
mized electricity loads for various household appliances in
smart home under RTP. Namerikawa et al. [21] designed a
distributed real-time electricity pricing mechanism by utiliz-
ing game-theoretic approach, which provides suppliers and
consumers with a guaranteed incentive to participate in the
RTP market. However, consumers are risk-averse, and the pri-
vacy disclosure issue discourages the widely deployment of
the existing RTP programs [22]. In order to make the above
pricing strategies easier to understand, we use Table I to
summarize the main difference between them.

B. Security and Privacy in Smart Grid

The security and privacy issue is the main impediment for
the development of smart grid, which has been identified
in [23]–[25]. Generic security protection methods in tradi-
tional networks, such as source authentication and integrity
protection mechanism, have thus been introduced to construct
a more secure communication between different components
in smart grid [26], [27]. However, owing to the distinctive fea-
tures of smart grid, customers’ privacy may still be leaked out
unconsciously.

Therefore, recently, some new privacy-preserving mech-
anisms have been proposed for smart grid. The works
in [14], [28], and [29] utilize anonymous credentials/permits
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TABLE II
COMPARISON OF RELATED WORKS

to conceal user’s real ID during legality verifying of
interactive messages. This can also be achieved by using zero-
knowledge proof, which has been presented in [30] and [31].
Meanwhile, some other schemes focus on data obfusca-
tion, which aim to hide individual metering data. One way
is adding the given distribution noise (like Laplace distri-
bution) into each customer’s metering data [32]–[36], or
securely generating the secret shares and sending them
to two noncolluding cloud servers [37], so as to prevent
user’s privacy being compromised by differential attacks.
Another way is implementing data aggregation technolo-
gies, which often utilize homomorphic encryption to get the
sum of consumers’ data, so that individual data cannot be
revealed.

The homomorphism property of homomorphic encryption
that allows computing on ciphertext has been implemented
widely in smart grid to preserve privacy. Lu et al. [12]
proposed a novel efficient and privacy-preserving aggrega-
tion (EPPA) scheme to process the data of all dimension
as a whole rather than separately. Wang [38] proposed an
identity-based data aggregation protocol which is more effi-
cient when compared to the public-key-based schemes, and
moreover the problem of forward security of key evolution
were discussed in [39]. Several schemes about fault tolerance
for smart grid, such as [32] and [34], have been proposed
to construct a more robust system even when some user fail-
ures and server malfunctions occur. Meanwhile, Shi et al. [33]
and Sun et al. [40], respectively, provided effective solu-
tions to perform the error detection when some smart meters
are malfunctioning. Considering potential internal attackers,
Fan et al. [41] used blinding factors to create blinded data,
while the works of [42] and [43] proposed a more efficient
solution by using the Boneh–Goh–Nissim public key cryptog-
raphy. Recently, Li et al. [44] also presented a aggregation
scheme to collect multisubset data against internal attackers.

Specifically, we divide the related works into three cate-
gories and summarize their advantages and disadvantages in
Table II.

Owing to the fact that service outsourcing scenario usually
has multiple centers (e.g., power utility and service providers),
directly implementing these existing schemes brings in a
severe computation burden and may leak customers’ privacy.
Therefore, in this paper, we propose an efficient privacy-
preserving scheme for service outsourcing with multiple
centers in smart grid.

III. PRELIMINARIES

In this section, we review the Paillier cryptosystem [45] and
give its extension which serves as the basic building block of
our proposed scheme.

A. Paillier Cryptosystem

The Paillier cryptosystem is one of the popular public key
encryption schemes, which can achieve homomorphism prop-
erty and has been widely applied in many privacy-preserving
applications [32], [40]. Let E(·), D(·), and r be the notations of
encryption function, decryption function, and a random num-
ber in Z

∗
N , respectively. To generate the private key and public

key, we first choose two secure prime numbers p and q, and let
N = pq be RSA modulus. We then choose a random element
g ∈ Z

∗
N2 , and compute λ = lcm(p − 1, q − 1), μ = (L(gλ mod

N2))−1 mod N, where function L(x) = (x − 1)/N. Therefore,
the private key prk is {λ,μ}, and the public key puk is {N, g}.
The operation for encrypting a message m is shown as

c = E(m) = gm · rN mod N2 (1)

and the corresponding decryption process is

m = D(c) = L
(

cλ mod N2
)

· μ mod N. (2)

While the additive homomorphism property is given as
follows:

E(m1) · E(m2) = (
gm1 · rN

1

)(
gm2 · rN

2

)
mod N2

= gm1+m2 · (r1r2)
N mod N2

= E(m1 + m2). (3)

B. M-Paillier: Modified Paillier Cryptosystem

We make some modifications on the traditional Paillier
cryptosystem to deliver two different decryption keys for our
proposed scheme, and we call them the general decryption
key and the particular decryption key. Indeed, the general
decryption key is the same as a traditional Paillier decryp-
tion key, which can be used to decrypt a single ciphertext
or any aggregated ciphertext encrypted by the corresponding
public key. The particular decryption key is a limited key,
and is limited to decrypt the defined set of aggregated cipher-
texts. The modified scheme contains the following five phases:
1) key generation; 2) encryption; 3) homomorphic aggregation;
4) general decryption; and 5) particular decryption.

1) Key Generation: Select two large and independent
prime numbers p and q randomly, and compute
λ = lcm(p − 1, q − 1), where λ is the least common
multiple (LCM) of p − 1 and q − 1, and let N =
p · q. Then, define a function L(x) = [(x − 1)/N] and
choose a generator g = (1 + N), compute μ = (L(gλ

mod N2))−1 mod N. Additionally, n random numbers
{x1, x2, . . . , xn} in Z

∗
N are generated, where n is the total

number of system customers. Then compute x0 ∈ Z
∗
N to

make it satisfy

x0 +
n∑

i=1

xi = 0 mod λ. (4)
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Finally, let (N, g) be the public key, (λ, μ) be the general
decryption key, and x0 be the particular decryption key.

2) Encryption: To encrypt message m ∈ Z
∗
N at the time

point t, the ciphertext can be computed as follows:

c = E(m) = gm · H(t)N·xi mod N2

where H(·) is a chosen hash function H : {0, 1}∗ →
{0, 1}N .

3) Homomorphic Aggregation: The property of additive
homomorphism is still held in M-Paillier, which can be
used in secure aggregation as follows:

c = E(m1) · E(m2) · · · E(mn)

= gm1+m2+···+mn · H(t)N·(x1+x2+···+xn) mod N2

= E(m1 + m2 + · · · + mn). (5)

4) General Decryption: The encryption result is still in the
form of the traditional Paillier cryptosystem, which can
be decrypted by using the general decryption key (λ, μ)

as follows:
n∑

i=1

mi = L(cλ mod N2) · μ mod N.

5) Particular Decryption: The particular decryption key x0
is a limited key, which can only be utilized to decrypt the
specified set of aggregation data (e.g., all n customers)

n∑
i=1

mi = c · H(t)N·x0 − 1

N
mod N. (6)

The correctness of the equation can be proved as follows:

c · H(t)N·x0 = g
∑n

i=1 mi · H(t)x0+∑n
i=1 xi

= g
∑n

i=1 mi · H(t)kλ mod N2

= 1 + N ·
n∑

i=1

mi. (7)

IV. COMPONENTS, SECURITY ASSUMPTIONS, SYSTEM

FLOW, AND DESIGN GOALS

Here, we first describe the components and security assump-
tions for our proposed PPSO. Then, we demonstrate the system
flow in detail. Finally, the design goals for our scheme are
presented.

A. Components

Components in smart grid can communicate with each other,
and take their respective responsibilities to construct a privacy-
preserving demand request/response mechanism. The scheme
involves four components, including smart meter (also men-
tioned as customer), gateway, service provider, and power
utility, as shown in Fig. 1.

1) Smart Meter/Customer: Smart meters are intelligent
devices that are installed at customer premises by utility com-
panies. We assume that smart meters can implement basic
cryptographic operations and control other intelligent devices
in the house and response to the dynamic prices. For clar-
ity, we can treat the smart meter and customer as the same
component.

2) Gateway: Gateways are usually deployed by a third-
party operator (e.g., telecom operator) to connect power utility,
service providers, and smart meters into a network. They are
usually physically locked from outside access so that attackers
are relatively difficult to compromise them.

3) Service Provider: Service providers in smart grid are
able to provide some special services for power utility or cus-
tomers. In this paper, service providers are assumed to have
a powerful algorithm for dynamic pricing prediction through
the collected power consumption data and other valuable
information.

4) Power Utility: Power utility buys and sells electricity,
announces dynamic prices to customers during different time
periods, and charges each customer after a billing period.
It also takes the responsibility for system initialization and
customers registration/revocation.

B. Threat Model

In this paper, we follow the same assumption
of [46] and [47] and assume the power utility is fully
trusted, while the service provider is assumed to be honest
but curious. On the one hand, service provider will follow
the defined protocols to provide its services correctly for
gaining allowable benefits. On the other hand, it may attempt
to violate customers’ privacy for the purpose of crime or
gaining illegal benefits. Additionally, we also assume that
the service provider has no capability to collude with the
customers under its serving scope. Since the gateways are
usually deployed by a third-party operator, we also assume
they are semi-honest, which means that they will follow the
protocol but are interested in customers’ privacy. The smart
meters are tamper resistant such that the stored keys are
difficult to be cracked or altered by outside parties.

C. System Flow

The system flow of our proposed scheme is shown in Fig. 1.
Recently, the RTP DR has been applied to a large number
of industrial and commercial customers [4]. However, in the
residential domain, the existing RTP schemes have not been
widely deployed, as many consumers are risk-averse. Also, in
some cases the cost saving resulting from adopting the new
pricing program exceeds what is imposed on customers to
follow the program [48]. Therefore, the power utility tends to
adopt a new pricing plan and allows customers to join in and
quit the program voluntarily. Taking into account the above
considerations, our scheme should contain two types of cus-
tomers: 1) DR customers and 2) traditional customers. DR
customers participate in the RTP DR program and are charged
with the dynamic pricing strategy. Meanwhile, traditional cus-
tomers can be charged with the flat pricing strategy. It is noted
that the operations for this difference are only for power utility
and gateways, and all customers in our scheme implement the
same operations during the whole process. In addition, time
is slotted in DR program, and we assume that a billing period
contains T time slots. At each time slot, the electricity price is
fixed, but the prices at different time slots are usually different.

The main procedure for DR customers consists of meter-
ing process, submission process, price forecasting, price
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Fig. 1. System flow.

announcement and price response, and billing. At the begin-
ning of each time slot, the metering process is first carried
out, where each smart meter measures the power consump-
tion data, encrypts the data, and sends the encrypted data to the
corresponding gateway. Then the gateway duplicates the data
into two copies, where one copy is submitted to the service
provider for price forecasting, and the other one is submitted
to the power utility for billing. After receiving all processed
data of consumers from gateways, the service provider can
predict the price for the next time slot, and sends the forecasted
result to the power utility. Then the power utility announces the
assessed power price to the involved customers. In the billing
period, the power utility computes the accumulative electric-
ity bill for each individual customer. It should be noted that,
owing to the characteristics of 3Vs for real-time power con-
sumption data [7], we allow the service provider to directly
collect data from gateways, rather than the power utility, in
order to avoid lots of complex cryptographic operations for
the power utility. However, the proposed scheme should ensure
that the service provider can only correctly handle the power
consumption data from the customers involved in the specific
DR program. For the traditional customers, the same as what
proposed in [13] and [49], the power utility can directly col-
lect aggregate data for billing or just monitoring the status of
the system.

D. Design Goals

We intend to design an efficient scheme that can guar-
antee customers’ privacy preserving when the power utility
outsources some time-sensitive computation in the RTP DR
program to a third-party service provider. Specifically, our
design goals comprise the following four aspects.

1) Data Confidentiality: The proposed scheme should
achieve the confidentiality of individual customer’

real-time energy consumption data, even if an adversary
eavesdrops the communication channel or compromise
the gateways and service provider.

2) Privacy Preservation: Except the trusted power utility,
no one, including the service provider, can be allowed
to learn customers’ privacy information from real-time
energy consumption data.

3) Fault Tolerance: The proposed scheme should provide
the capability of fault tolerance, in which even when
some smart meters are malfunctioning and fail to submit
real-time consumption data, the power utility and service
provider should still be able to decrypt other customers’
submitted data.

4) Flexible Customers Enrollment and Revocation: The
proposed scheme should provide a flexible customer
enrollment and revocation mechanism for supporting a
customer to dynamicly join in/quit from the RTP DR
program.

V. PROPOSED SCHEME

In this section, we first give the system initialization. Then,
two subprotocols, namely the privacy-preserving data metering
for traditional customers and the privacy-preserving service
outsourcing in RTP DR program for DR customers, of our
scheme are provided in detail.

A. System Initialization

Let U, U
a, and U

b be the system customer set, DR customer
set, and traditional customer set, respectively (U = U

a ∪ U
b).

As stated in Section III-B, the power utility randomly chooses
two different large primes p and q, where |p| = |q| = l,
and then generates the public key (N = pq, g) and computes
the general decryption key (λ, μ) for the Paillier cryptosys-
tem. Then, the power utility generates n random numbers
{x1, . . . , xn} in Z

∗
N (|U| = n), and computes the particular

decryption key x0 ∈ Z
∗
N such that

x0 +
∑
i∈Ua

xi = 0 mod λ. (8)

In practice, the size of each random number should not be
less than 1024 bits. Finally, the power utility sends x0 to the
service provider and xi to each customer i in U via secure
channels. In addition, a secure hash function H : {0, 1}∗ →
{0, 1}N is selected. The system parameters are published as
{N, g, H}.

B. Subprotocol I: Privacy-Preserving Data Metering for
Traditional Customers

Considering that there are some customers (called tra-
ditional customers) who are not willing to participate in
the DR program, the proposed scheme must be universal
for both DR customers and traditional customers. As what
traditional privacy-preserving data metering schemes, such
as [13] and [49], are doing, our privacy-preserving data meter-
ing for traditional customers mainly consists of the following
three steps.

1) Encryption: At the time for data collection (e.g., time
slot t), customer i ∈ U

b reads the corresponding data
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mi,t, and encrypts it with xi and N as follows, then sends
the encryption result ci,t to the corresponding gateway

ci,t = E
(
mi,t

) = gmi,t · H(t)xi·N mod N2. (9)

2) Aggregation: After receiving the encryption results from
customers, the gateway aggregates them into one mes-
sage ct, and submits ct to the power utility

ct =
∏

i∈Ub

E
(
mi,t

) = g
∑

i∈Ub mi,t · H(t)N·∑i∈Ub xi mod N2.

(10)

3) Decryption: After receiving the aggregated data from
gateways, the power utility gets the sum of submitted
data mt by decrypting it with the general decryption key
(λ, μ) as follows:

mt =
∑

i∈Ub

mi,t = L
(

ct
λ mod N2

)
· μ mod N. (11)

It should be noted that the data metering scheme is flexible
and fault-tolerant, meaning that even if some smart meters
fail to submit their metering data to the gateway, the utility
is still able to decrypt the aggregated data by using general
decryption key (λ, μ).

C. Subprotocol II: Privacy-Preserving Service Outsourcing
in RTP Demand Response for DR Customers

DR customers who participate in the proposed DR program
should submit their real-time power consumption data to the
third-party service provider. As shown in Fig. 1, the detailed
processes are described as follows.

1) Metering Process: DR program should be implemented
based on collected power consumption data, so the
metering process is carried out first to collect customers’
electricity usage. We elaborate the electricity usage col-
lection with respect to a time slot t and a DR customer
i ∈ U

a. The customer i reports its electricity usage mi,t

with the operation of encryption as follows:

ci,t = E
(
mi,t

) = gmi,t · H(t)xi·N mod N2 (12)

where xi is the encryption key delivered by power util-
ity in the phase of system initialization, and ci,t is
the encryption form of electricity usage for customer
i at time slot t. Then the customer sends ci,t to the
corresponding gateway.

2) Submission Process: After receiving the encryption
results from customers, the gateway first duplicates each
data into two copies. One copy is used to implement the
operation in (13) for charging the customer

bi,t = ci,t
pt , i ∈ U

a (13)

where pt is the predetermined electricity price at time
slot t, bi,t is actually the encryption form of mi,t · pt and
the corresponding plaintext of bi,t represents the elec-
tricity bill for customer i at time slot t. The encryption
form of electricity bill for each customer will be sent
to power utility for charging at the billing phase. The
other copy is used to implement the operation in (14),

and the result is submitted to the service provider for
price forecasting

ct =
∏
i∈Ua

ci,t (14)

where ct is the encryption form of
∑

i∈Ua mi,t, which is
the sum of all DR customers’ electricity usage.

3) Price Forecasting: After receiving the aggregated data
from gateway, the service provider first decrypts the data
with its particular decryption key x0 as follows:

mt = ct · H(t)x0·N − 1

N
mod N (15)

where mt = ∑
i∈Ua mi,t is the sum of all DR customers’

electricity usage at time slot t.
After the decryption, the service provider utilizes its
adopted algorithm, such as the algorithm in [50]
(denoted as output = A(input)), to generate the price
pt+1 in the next time slot as follows:

pt+1 = A(mt, other parameters). (16)

Then the service provider sends pt+1 to the power utility
for ending this phase.

4) Price Announcement and Price Response: When the
power utility receives the forecasted price pt+1 for the
next time slot, it will broadcast/multicast it to all DR
customers. After receiving the electricity price, DR cus-
tomers can manually or automatically adjust its power
usage pattern as the pricing response.

5) Billing Process: For charging customer i, the power util-
ity first performs (17) to accumulate the total electricity
bills in the form of ciphertext during the specific time
period

bi =
T∏

t=1

bi,t. (17)

The power utility gains the plaintext by decrypting it
with its general decryption key (λ, μ)

Mi = L
(

bi
λ mod N2

)
· μ mod N. (18)

In fact, Mi is equal to
∑T

t=1 mi,t · pt and represents the
total electricity bills for customer i during the dynamic
pricing period.

6) Fault Tolerance: Smart meters may be malfunctioning
because of the limitations of its lifetime or natural disas-
ter, and they require the power utility to remotely reset
or reinstall them back to the normal status. However,
during this maintenance period, the service provider
would fail to get m′

t in price forecasting phase by
decrypting the real-time aggregated data (assume that
the malfunctioning smart meters set at time slot t is U

a
m),

since

c′
t = g

∑
i∈Ua/U

a
m

mi,t · H(t)
∑

i∈Ua/U
a
m

xi (19)

where x0 + ∑
i∈Ua/Ua

m
xi �= 0 mod λ. Observing this

problem, we design a fault tolerant mechanism to allow
the service provider successfully decrypt the aggregated
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data even when some smart meters are failed to submit
their data. In detail, the power utility first implements
the operation as (20) and sends the result Hmal to the
service provider

Hmal = H(t)
∑

i∈U
a
m

xi·N . (20)

After receiving the aggregated data and Hmal, the service
provider decrypts the ciphertext as follows:

m′
t = c′

t · Hmal · H(t)x0·N − 1

N
mod N

=
∑

i∈Ua/Ua
m

mi,t. (21)

D. Dynamic Customers’ Enrollment and Evocation

Customer sets in the system may not always remain
unchangeable, i.e., a new customer can be added into the
customer set U or an existing one can be revoked from it.
Therefore, the dynamic customer management is crucial to
our scheme. The scheme is described as follows.

1) Dynamic Customer Management for Traditional
Customers: When a customer Ub is added into the
system as a traditional customer, the power utility first
generates a random number xb ∈ Z

∗
N as the secret key

for the newly joined customer, then delivers the key to
this customer through the secure channel. Meanwhile,
when a customer Ur is removed from traditional
customer set U

b, the power utility just deletes its secret
key from the database.

2) Dynamic Customer Management for DR Customers:
When a customer Ua is added into the system as a
DR customer, the power utility first generates a random
number xa ∈ Z

∗
N and sends it to Ua via the secure chan-

nel. Then the utility randomly selects a small number of
DR customers from DR customer set U

a (denoted the
selected DR customer set as U

a
sel ∈ U

a). For security
consideration, |Ua

sel| should be larger than 2. Then the
utility generates a new x′

i ∈ Z
∗
N for each customer in

U
a
sel, such that

xa +
∑

i∈U
a
sel

x′
i =

∑
i∈U

a
sel

xi mod λ.

Finally, the power utility sends each x′
i to the corre-

sponding selected customer in |Ua
sel| through the secure

channel. To remove a customer Ur from DR customer
set U

a, the procedure has to be more complicate than
that of removing a traditional customer. The power util-
ity randomly selects a subset U

a
sel (|Ua

sel| ≥ 2) from
DR customer set, and generates a new random number
x′

i ∈ U
∗
N for each selected DR customer in U

a
sel, such

that
∑

i∈U
a
sel

x′
i =

∑
i∈U

a
sel

xi − xr mod λ.

Then the utility sends the newly generated number x′
i to

the corresponding selected DR customers in |Ua
sel| via

the secure channel.

VI. SECURITY ANALYSIS

In this section, we discuss the security issues of the
proposed PPSO scheme via analysis. Our analysis mainly
focuses on confidentiality and privacy preservation.

A. Confidentiality for Metering Data

In the proposed PPSO scheme, each customer i’s electricity
usage data in time slot t is encrypted as ci,t = gmi,t · H(t)xi·N
mod N2 by smart meters before being submitted to the gate-
way. To prove its confidentiality, we first give two assumptions
as follows.

1) The Problem of Deciding Nth Residuosity (DCR[N]): A
num x is said to be an Nth residue modulo N2 if there
exists a number y ∈ Z

∗
N2 such that x = yN mod N2. The

problem of deciding Nth residuosity is to distinguishing
Nth residues from non Nth residues, which is believed
to be computationally hard.

2) Decisional Composite Residuosity Assumption (DCRA):
There exists no polynomial time distinguisher for Nth
residues modulo N2, that is, DCR[N] is intractable.

Then, the confidentiality for metering data can be derived from
the following lemma.

Lemma 1: The proposed M-Paillier scheme is semantically
secure under DCRA.

Proof: Here, we use the IND-CPA game to prove our
lemma. Proving the lemma is the same as proving that if
M-Paillier is not secure, then DCRA does not hold. We assume
a polynomial time adversary A against M-Paillier, then we can
construct an adversary against DCR[N] as follows.

1) A chooses two messages m0, m1 ∈ ZN .
2) The challenger chooses b ∈ {0, 1}, and outputs c = gmb ·

H(t)xiN mod N2. Meanwhile, we choose an instance
x ∈ DCR[N], and want to find out whether x is an N′th
residue or not. Then, we compute c′ = cx and send c′
to A.

3) A decides if c′ is an encryption of m0 or m1, and answers
b′ ∈ {0, 1}. If b′ = b, we say x is Nth residue, otherwise
it is not N′th residue.

Therefore, two cases are contained.
1) x Is an Nth Residue: Then c′ is an encryption of m0 or

m1. Thus, A has a non-negligible advantage. It means it
has a probability non-negligible more than 1/2 to choose
the right one. When A wins, we win as well. In other
words, we also have a probability non-negligible higher
than 1/2 to find Nth residues.

2) x Is Not an Nth Residue: Then x is an encryption of
some random message, and c′ is also an encryption of
random message. Thus, A chooses with zero advantage,
which means that it has only probability 1/2 to choose
the right one. So when A wins, we lose, and this happens
with probability 1/2.

In summary, we more often choose rightly when x is an Nth
residue than wrongly when x is not an Nth residue. So we can
solve DCR[n] with probability non-negligible more than 1/2,
and accordingly break the DCRA assumption. In other words,
our proposed M-Paillier is semantically secure if DCRA holds.
Thus, the confidentiality of metering data is protected.
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B. Privacy Preservation for Customers

In order to prevent the privacy of customers from disclosing,
the service provider is not allowed to recover each individ-
ual customer’s usage data, but can gain the aggregated data
of a specific customer set. Here, we prove this goal by the
following lemmas.

Lemma 2: Suppose that the number of participating cus-
tomers satisfies |Ua| ≥ 2 and service provider cannot com-
promise each individual customer’s private key xi (i ∈ U

a).
Service provider cannot violate individual customer’s privacy.

Proof: First, from Lemma 1, we know that service
provider is unable to access each individual customer’s meter-
ing data without knowing each customer’s private key. Since
service provider holds decryption key x0 which satisfies
x0 + ∑

i∈Ua xi = 0 mod λ, it can recovered the aggregated
data

∑
i∈Ua mi,t from the ciphertext as

∏
i∈Ua

ci,t · H(t)x0 = g
∑

i∈Ua mi,t · H(t)x0+∑
i∈Ua xi . (22)

However, it is still impossible for service provider to infer
individual customer metering data from the aggregated result∑

i∈Ua mi,t since |Ua| ≥ 2. In fact, the decryption capability
for the service provider is totally decided by the fully trusted
power utility. Without any individual xi, the service provider
is impossible to access any individual customer’s electricity
usage data.

Lemma 3: Suppose that the service provider collude with
customer set U

c, and |Uc| < |Ua| − 1, service provider
is unable to infer other noncolluding individual customer’s
metering data.

Proof: By colluding with customer set U
c, service

provider can obtain the aggregated result
∑

i∈Uc mi,t and∑
i∈Ua mi,t. Since |Ua| − |Uc| ≥ 2, service provider cannot

infer other noncolluding individual customer’s metering data
as proven in Lemma 2. On the other hand, service provider
may try to recover the private key {λ,μ}. However, the private
key λ can be recovered only with all of the DR customers’
secret keys as

x0 +
∑
i∈Ua

xi = zλ, z ∈ Z. (23)

Thus,

x0 +
∑
i∈Uc

xi = zλ −
∑

j∈Ua/Uc

xj. (24)

As U
a/U

c �= ∅ and xj is a random number in Z
∗
N

, the service
provider cannot obtain the private key {λ,μ}.

Lemma 4: In the phase of customers’ enrollment and revo-
cation, service provider is unable to infer customers’ private
key.

Proof: In the dynamic customers’ enrollment and revo-
cation, when a customer Ua is added into or removed from
DR customer set U

a, the power utility chooses to update a
random subset of DR customers’ secret keys. Therefore, the
added/removed customer key still would not be leaked to the
service provider, and the forward security is also achieved after
updating secret keys.

TABLE III
SECURITY COMPARISON WITH RELATED SCHEMES

C. Security Comparisons

We compare the proposed PPSO with several other repre-
sentative data aggregation schemes for smart grid in terms of
the aspects of data confidentiality, accurate results, dynamic
customers, and privacy-preserving service outsourcing. As
shown in Table III, these existing works have not yet taken
the issue of privacy-preserving service outsourcing into con-
sideration in smart grid, and the issue is well addressed in our
proposed PPSO.

VII. PERFORMANCE EVALUATION

In this section, we evaluate the performance of the proposed
PPSO in terms of computation overhead, transmission delay,
and communication overhead. As shown in Section V, our
proposed PPSO consists of two subprotocols: 1) PPSO for
traditional customers (denoted as PPSO-TRAD) and 2) PPSO
for DR customers (denoted as PPSO-DR).

A. Experiment Setup

The privacy-preserving issue for service outsourcing in
smart grid has not been explored in depth. As far as we know,
there is still no existing scheme similar to ours that can be
introduced for performance comparison. To specifically eval-
uate the performance with related works, we choose three
representative works EPPA [12], PPFA [36], and 3PDA [43],
and make a suitable modifications so that they can be applica-
ble to the scenario of service outsourcing in DR. Without loss
of generality, we use EPPA for illustration of our modifica-
tions, PPFA and 3PDA are also made the same changes. For
the traditional customers who do not participate in the DR pro-
gram, the original EPPA scheme can be directly implemented
to replace PPSO-TRAD (denoted as EPPA-TRAD). While for
the DR customers, there are generally two approaches to utilize
EPPA for constructing PPSO-DR liked protocol. One approach
(denoted as EPPA-DR1) is that the power utility directly col-
lects all DR customers’s real-time consumption data by using
EPPA, then the utility securely sends specific data to the ser-
vice provider (e.g., encrypted by AES algorithm). The other
approach (denoted as EPPA-DR2) is that the gateways directly
submit the real-time consumption data to the service provider
as in our scheme. However, for preventing customers’ pri-
vate information from leaking to the service provider, each
DR customer should, respectively, encrypt data twice by using
different public key.

B. Computation Overhead

To evaluate the computation overhead for our scheme, we
first investigate the time costs of the primitive cryptography
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(a) (b)

Fig. 2. Computation overhead for customer. (a) Comparison for TRAD
protocol. (b) Comparison for DR protocol.

(a) (b)

Fig. 3. Computation overhead for gateway. (a) Comparison for TRAD
protocol. (b) Comparison for DR protocol.

operations as in 3PDA [43], in which the experiments
are conducted in a laptop with the Intel Core i5–2450M
CPU@2.50 GHz and 8 GB RAM, based on the PBC and
Openssl library. Their experiment results show that the time
costs for the pairing operation, point multiplication, Paillier
encryption, Paillier decryption, and homomorphic addition are
2.187, 1.476, 18.114, 16.768, and 17.589 ms, respectively.
Based on these data, we respectively, compare our compu-
tation overhead of customer, gateway, and power utility with
the related works as follows.

1) Computation Overhead for Customer: As shown in
Fig. 2, our scheme is more efficient than EPPA, but is inferior
to 3PDA and PPFA, in terms of running time. However, it is
acceptable since whether in TRAD protocol or DR protocol,
the running time for customer in our scheme is less than 2 s
even when the time slot is set as 100.

2) Computation Overhead for Gateway: As shown in
Fig. 3, our scheme is more efficient than EPPA, but inferior to
PPFA and 3PDA schemes, in terms of the time cost of gate-
way. It should be noted that the running time is not too high
for each individual time slot and it is acceptable for gateways
which usually has a certain computing power to execute these
operations.

3) Computation Overhead for Power utility: We compare
the computation overhead of our scheme with that of related
works which is shown in Fig. 4. From the figure, it can be seen
that our scheme is equally good to EPPA and more efficient
than 3PDA in both TRAD and DR protocol in terms of the
time cost. Although PPFA is more efficient than our proposed
PPSO, it cannot get the accurate result since noise is added to
perturb metering data.

(a) (b)

Fig. 4. Computation overhead for power utility. (a) Comparison for TRAD
protocol. (b) Comparison for DR protocol.

TABLE IV
COMPARISON OF COMMUNICATION OVERHEAD

C. Transmission Delay

In an RTP DR program, the transmission delay of con-
sumption data is also a critical factor which can influence
the effectiveness of DR. Therefore, we compare the transmis-
sion delay of our proposed PPSO with the modified related
schemes for DR protocol. For clarity, we assume that the aver-
age transmission delay between any two components is σ ,
that is, the time cost of the signal transmission for customer-
gateway, gateway-utility, gateway-service provider, and service
provider-utility is σ . We can easily derive that the transmission
delay for our DR protocol is 5 · σ , while the DR1 and DR2
protocol for EPPA, PPFA, and 3PDA have the same transmis-
sion delay, that is 6 ·σ and 5 ·σ , respectively. In summary, our
proposed PPSO is more efficient than related works in terms
of the transmission delay.

D. Communication Overhead

Owing to the fact that the TRAD protocol for EPPA, PPFA,
3PDA, and our proposed PPSO all have the same procedure,
the size of message are very similar. Therefore, in this part,
we only compare the communication overhead of DR protocol
of our scheme with that of the related works. Specifically, the
size of ciphertexts encrypted by asymmetric encryption algo-
rithms (e.g., Paillier) are set as 1024 bits, ciphertexts encrypted
by symmetric encryption algorithms (e.g., AES) are set as
512 bits. We compare the communication overhead with dif-
ferent number of customers as shown in Table IV (the number
of time slots are set to 100). It can be seen that our proposed
PPSO is barely equally good to EPPA and PPFA, and is more
efficient than 3PDA scheme, in terms of the communication
overhead.

VIII. CONCLUSION

In this paper, we proposed a privacy-preserving service
outsourcing scheme for DR in smart grid. In our scheme, time-
sensitive computations in RTP DR, such as dynamic prices
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predictions, are outsourced to a third-party service provider
to improve the effectiveness of DR program and reduce the
computation load on the power utility. Moreover, we fur-
ther modified the traditional Paillier cryptosystem, which only
generates a single decryption key, to derive two different
decryption keys for the new demand. In our modification,
the decryption keys can be used to preserve customers’ pri-
vacy while sharing the consumption data with the service
provider. Compared with two modified EPPA-based schemes,
our proposed PPSO is more efficient in terms of the computa-
tion overhead and the transmission delay. In the future work,
we will consider to add some special noises, such as Laplace
noise, to customers’ metering data to prevent the differential
privacy attack in the case of outsourcing services to service
provider.
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