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A format feature extracting and classifying algorithm for
unknown data link frame

XUE Kaiping, LIU Bin, LI Wei, HONG Peilin
(Department of Electronic Engineering and Information Science, University of Science and Technology of China, Hefei 230026, China)

Abstract  With the rapid development of communication network, private protocol is widely
adopted. Without necessary prior knowledge, the existing analyzing tools for the open protocols
cannot be used for obtaining the information from the private protocol data. To get the information
from the private protocol data, one has to extract the protocol format feature and classify the protocol
data correctly. Based on the general rules of protocol format, a format feature reverse extracting and
data classifying algorithm was proposed for unknown data link frame. By data link frame precoding
and fixed-field mining, the frame format features can be extracted from the frame sample set and the
feature vectors can be calculated. Finally, the data link frames are classified based on the weighted
Euclidean distances between the feature vectors. The test results show that the proposed method can
be used to extract the protocol format features effectively and to correctly classify the data link frames
by using format features.
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Table 8 Influences of threshold parameters on

the algorithm
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Table 9 Influences of & on the classification accuracy

a T/F Ethernet-1Pv4-TCP Ethernet-1Pv4-UDP Ethernet-ARP Ethernet-IPv6-TCP Ethernet-IPv6-UDP
T 100.0 100.0 100. 0 100.0 100.0
i F 0.0 0.0 0.0 0.0 0.0
10 T 100. 0 100. 0 100. 0 100. 0 100. 0
F 0.0 0.0 0.0 0.0 0.0
T 58.2 100.0 100.0 91.5 99.9
0-9 F 41.8 0.0 0.0 8.5 0.01
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