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Abstract—Data access control is a challenging issue in cloud
storage. Ciphertext-Policy Attribute-based Encryption (CP-ABE)
is a potential cryptographic technique to address the above issue,
which is able to enforce data access control based on users’
permanent characteristics. However, in some scenarios, access
policies are associated with users’ temporary conditions (such
as access time and location) as well as their permanent ones.
CP-ABE cannot deal with such situations commendably.
In this paper, we focus on the scenario where users’ access
privilege is determined by their attributes, together with their
locations. To cope with this data access control requirement, we
propose a location-aware attribute-based access control mechanism (LABAC) for cloud. In LABAC, we uniquely integrate
CP-ABE with location trapdoors to make up access policies. In
this way, data owners can flexibly combine both users’ attributes
and locations to implement a fine-grained control of their data.
A competitive advantage of LABAC is that it requires no any
additional revocation mechanisms to revoke location-aware access
privilege when user location changes. Security and performance
analysis are presented which show the security and efficiency of
LABAC for practical implementations.
Index Terms—Cloud Storage, Data Access Control, CP-ABE,
Location.

I. I NTRODUCTION
Cloud storage, known as Storage as a Service (STaaS) [1],
enables users to store their data at remote disks and access
them at anytime from any place, and meanwhile significantly
reduce their cost of capital expenditure on hardware maintenances. However, this novel data storage paradigm also
brings challenging issues on data access control, which must
be well resolved to protect data against unauthorized access.
Traditional access control architectures usually assume the
data owner and data servers are in the same trust domain, while
this assumption no longer holds when data are outsourced to a
remote cloud server, which resides outside the trust domain of
the data owner. As a consequence, traditional access control
solutions are not applicable, leaving the enforcement of data
access control to be an open problem.
Several works and researches are focusing on finding solutions to the data access control in cloud storage model [2–
5]. Among those works, schemes based on Ciphertext-Policy
Attribute-Based Encryption (CP-ABE) primitive [2–4] have
attracted wide attention for its capacity to grant data owners
fine-grained control of their data. Intuitively, CP-ABE is often
suggested as a realization to implement role-based access
control, where the user’s attributes correspond to the long-term

roles. Whereas, in some scenarios, a user’s access privilege
is not only determined by his/her inherent roles but also
depends on his/her environmental conditions such as location
(referred to as spatial dimension). For example, the widespread
location-based service (LBS) [6] requires users to show up at
specialized location to access sensitive data. The requirement
of combing a user’s location information and role into access
policies in traditional models has been satisfied in previous
works, known as GEO-RBAC [7], LRBAC [8], GSTRBAC
[9]. However, when it comes to the scenario where data are
stored in cloud, little work has strived to solve that problem,
except the literatures [10, 11] and [12]. Although in [10], the
authors gave a solution named LoTAC for cloud storage model,
their proposal lacks fine-grained control of data consumers.
Shao et al. [11] designed a fine-grained location-based service
framework in cloud, called FINE, but their scheme cannot
combine spatial dimension and attribute dimension into access
policies flexibly. The work in [11] was constructed on Keypolicy Attribute-based Encryption (KP-ABE) prototype, in
which data owners cannot directly designate access policies
to secure their data.
A trivial solution to combine a user’s role and location
into access policies is to regard the spatial dimension as
an exceptional domain of attributes sets, thus the location
information can be seamlessly embedded into CP-ABE access
policies as a normal attribute. However, the main difference
between a user’s location information and his/her attributes
is that the attributes are classified by his/her identity which
will hold for a long period while the location information
is a temporary condition, which is frequently changing over
time. If location information is handled as an attribute of
the user, his/her attribute set will change constantly with
his/her frequent movement. To ensure data confidentiality, the
key distributor should always monitor the changes of users
attribute set thus to revoke the old-version attributes and assign
new attributes to them in time, which is obviously impractical
in real scenarios. Even worse, existing proxy re-encryption
schemes for CP-ABE to deal with attribute revocation and
update are quite inefficient [13, 14], which could paralyze
the access control system due to users’ frequently changing
locations.
In this paper, we address the location-aware role-based
access control in cloud storage environment and pro-
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pose a location-aware attribute-based access control scheme
(LABAC) to cope with the problem. We start with a locationaware framework and then give our cryptographic algorithms.
Our approach is also based on CP-ABE primitive, to inherit
the property of fine granularity for a role-based access control,
but the location information is handled in a different manner.
In LABAC, sensitive data are encrypted by access policies
before outsourcing to the cloud. The location information is
embedded as trapdoors inside access policies and attributes
are handled in the same way as what CP-ABE does. Location
servers are deployed to release trapdoors for users. To decrypt
a ciphertext, a user (data consumer) should possess proper
attribute set to satisfy the attributes inside the access policy as
well as get a token from the corresponding location server
to get rid of the trapdoor. The trapdoor is independent of
users’ attribute sets, which as a result users do not possess
private keys associated to their temporary locations. Therefore,
the trapdoor approach relieves the burden of revoking and
reassigning users when their locations change. Furthermore,
LABAC allows the location trapdoors to be set arbitrarily in
the access policy along with attributes, and one ciphertext can
be associated with multiple trapdoors in terms of different
locations. In this way, the location information can be incorporated with users’ attribute sets in a flexible manner, and
data owners can determine users possessing different attribute
sets to access the same datum from different locations, as
shown in Figure 1. The main contributions of this work can
be summarized as follows.
1) We address the location-aware attribute-based access
control problem in cloud and give a general framework.
In this framework, location servers are deployed to help
handle location-related access control by cryptography,
and the attribute-related access control is conducted
by fundamental CP-ABE schemes. To the best of our
knowledge, it is the first time to incorporate a user’s
location and attributes in access policies simultaneously.
2) A location-aware access control scheme is proposed,
without losing the fine granularity of CP-ABE prototype.
Specially, the implementation of location trapdoor in
fundamental CP-ABE relieves the burdensome revocation when a user’s location changes.
3) Security and performance analysis are provided, which
indicates that our proposed scheme is secure, flexible
and efficient.
The rest of this paper is organized as follows. In Section II,
technical preliminaries are presented. Following the definitions
of system model and security assumptions in Section III, we
detailed introduce our proposed location-aware attribute-based
access control (LABAC) scheme in Section IV. We analyze
LABAC in terms of security and performance in Section V.
Finally, the conclusion is given in Section VI.
II. P RELIMINARIES AND D EFINITIONS
A. Access Policy Structures
An access policy structure 𝒯 consists of several nodes of
a policy tree, and some location-related trapdoors 𝑇 𝐷. We

give an example of access policy structure in Fig 1. A leaf
node represents a certain attribute (In Fig. 1, 𝐴0 , ⋅ ⋅ ⋅ , 𝐴3 are
the relevant attributes), and each non-leaf node represents a
threshold gate (“AND”, “OR”, or other threshold gates). Each
non-leaf node 𝑥 has two logic value 𝑛𝑥 and 𝑘𝑥 , where 𝑛𝑥 is the
number of its child node, and 𝑘𝑥 is the threshold. Especially,
𝑘𝑥 = 1 if 𝑥 is an 𝑂𝑅 gate, or 𝑘𝑥 = 𝑛𝑥 if 𝑥 is an 𝐴𝑁 𝐷 gate.
We refer readers to [4] for further details about the access
policy structure 𝒯 .
In the structure 𝒯 , 𝑇 𝐷𝑦𝑘 is related to location 𝐿𝑜𝑐𝑘 and it
is appended to a node 𝑦. From the perspective of algorithm,
𝑇 𝐷 can be appended to arbitrary nodes of the policy tree. For
instance, in Fig. 1, 𝑇 𝐷𝑦22 is appended to a leaf node in order to
restrict the attribute 𝐴1 along with location 𝐿𝑜𝑐2 , while 𝑇 𝐷𝑦11
is set upon a non-leaf node to restrict a sub-policy “𝐴2 ∧ 𝐴3 ”
along with location 𝐿𝑜𝑐1 .
A user’s private key 𝑆𝐾 is associated with a set of attributes. In Fig. 1, 𝑈1 ’s attributes are 𝐴0 , 𝐴2 and 𝐴3 , while
𝑈2 ’s attributes are 𝐴0 and 𝐴1 .
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Fig. 1. An Example of Access Policy Structure

B. Trapdoors and Tokens
A location trapdoor (𝑇 𝐷) is embedded in a policy tree, such
that the corresponding user’s access permission is restricted by
the status of 𝑇 𝐷. In this paper, we define two statuses for the
location trapdoor: exposed or unexposed.
Unexposed. A trapdoor (𝑇 𝐷) is unexposed if the intended
users cannot access the corresponding secret through the
trapdoor with their private keys.
Exposed. A trapdoor is exposed if the intended users can
get the corresponding secret through this trapdoor.
Tokens (𝑇 𝐾) are generated by location servers to help users
transform a trapdoor from unexposed status to exposed status.
III. S YSTEM M ODEL AND S ECURITY A SSUMPTIONS
A. System Model
Our system consists of six entities: cloud server, an attribute
authority, multiple location servers, each with some sensors,
many data owners and data consumers. Fig. 2 shows the
organization of these entities.
∙ The data owner (Owner) defines access policies and
encrypt his/her data under the policies before uploading
them to the cloud server.

∙

∙

∙

∙

∙

The attribute authority (AA) is responsible to set up the
system parameter and distribute private keys to the users
according to their attribute sets.
The location servers (LS) are located in some particular
areas where location information is required in access
privilege assignments. It can execute some computation
operations for users such as decrypting a trapdoor. The
location server can affirm a user’s location with the help
of sensors.
Sensors are deployed in the areas around the location
to help location servers authenticate a user’s location.
They can be RFID sensors, base stations or something
else, based on the positioning technique the system uses.
We assume the authentication results from sensors can be
securely transmitted to location servers.
The data consumer (User) can download any ciphertext
of his/her interest from the cloud server and tries to
decrypt the ciphertext. He/she is equipped with a private
key according to his/her attribute set.
The cloud server (CS) stores owners’ uploaded data and
provides access services for data consumers.

of revocation caused by users’ frequently changing locations.
We give our solution by creatively setting trapdoors inside the
access policy, as shown in Fig. 1. The secret for a successful
decryption is distributed not only inside attributes (leaf nodes
in access policy) but also inside trapdoors which are related to
locations. As an example in Fig. 1, the trapdoor 𝑇 𝐷𝑦22 is set
on a node 𝑦2 . For 𝑈2 , to decrypt the ciphertext according to
his/her attribute set, he/she has to interact with location server
2 at location 𝐿𝑜𝑐2 to get a token 𝑇 𝐾𝑦22 , with which he/she can
transform the trapdoor from unexposed to exposed status, thus
he/she can obtain the intended secret through the trapdoor for a
successful decryption. If he/she cannot get the relevant token,
he/she cannot decrypt the ciphertext correctly. Fig. 3 shows the
main procedure to decrypt a ciphertext. A notable property
of token and trapdoor is that they are unique for different
ciphertexts. A token of ciphertext 𝐴 gives no advantage for a
user to decrypt ciphertext 𝐵 (𝐵 ∕= 𝐴). Therefore, he/she has
no access privilege of other ciphertexts when he/she leaves,
without additional revocation mechanisms to revoke him/her.
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Fig. 2. System Model of LABAC Scheme

Fig. 3. Main Procedure of Decrypting a Ciphertext

B. Security Assumptions

B. Details of LABAC Scheme

The cloud server is assumed honest-but-curious, which
correctly executes the tasks assigned to it for profits but also
tries to find out as much information of data contents as
possible. On the contrary, AA is assumed to be fully trusted
which will not collude with any entity to harvest data content
even if it is highly beneficial. LS is also assumed fully trusted,
which is managed by local administrators who aim to protect
data security. We can trust the location servers that they
will not collude with users to gain unauthorized rights. That
security assumption also fits in Sensors.
User is assumed dishonest. He/she wants to decrypt data
even he/she is not authorized with any potential approaches,
such as colluding with other users. We assume Owner to be
honest and will not do harm to their data confidentiality.

1) System Initialization: The attribute authority (𝐴𝐴) generates 𝐼 = [𝑝, 𝔾1 , 𝔾2 , 𝑔, 𝑒, 𝐻0 , 𝐻1 , 𝐻2 ], where 𝑒 : 𝔾1 ×𝔾1 →
𝔾2 is a non-degenerate bilinear map, 𝔾1 and 𝔾2 are cyclic
multiplicative groups of order 𝑝, 𝑔 is a generator of 𝔾1 ,
𝐻0 , 𝐻1 : {0, 1}∗ → 𝔾∗1 , 𝐻2 : 𝔾2 → ℤ∗𝑝 . 𝐴𝐴 also randomly
chooses 𝛼, 𝛽 ∈ ℤ𝑝 , and the public key 𝑃 𝐾 is set as:
𝑃 𝐾 = (𝐼, ℎ = 𝑔 𝛽 , 𝑒(𝑔, 𝑔)𝛼 )
The master key 𝑀 𝐾 of 𝐴𝐴 is:
𝑀 𝐾 = (𝛽, 𝑔 𝛼 )

IV. L OCATION - AWARE ATTRIBUTE - BASED ACCESS
C ONTROL S CHEME

Besides, assume there are 𝐿 locations, then every location
server 𝑘 (𝑘 ∈ 1, 2, . . . , 𝐿) randomly chooses a location secret
key 𝛾𝑘 as its secret key. The public key 𝑃 𝐾𝑘 of each location
server 𝑘 is:
𝑃 𝐾𝑘 = {𝔽𝐿𝑜𝑐𝑘 , 𝑙𝑘 = 𝑔 𝛾𝑘 }

In this section, we first give an overview of our proposal,
then we give detailed descriptions of LABAC scheme.

𝔽𝐿𝑜𝑐𝑘 is the format description of that location. The master
secret key of location 𝐿𝑜𝑐𝑘 is:

A. Overview
Our main motivation to design LABAC is to inherit fine
granularity from CP-ABE and avoid the burdensome overhead

𝑀 𝐾𝑘 = 𝛾 𝑘
In our system, each user 𝑈𝑗 is assigned a unique ID 𝑈 𝑖𝑑𝑗 .

2) Encryption: The data owner first encrypts his/her data
𝑀 with a symmetric key 𝜅 ∈ 𝔾2 . Then he/she encrypts 𝜅
under the access policy he/she has defined and finally uploads
the whole encrypted data. Owner generates the ciphertext 𝐶𝑇
by the following algorithm.
The algorithm chooses a polynomial 𝑞𝑥 for each node 𝑥
in the tree 𝒯 . These polynomials are chosen in a top-down
manner, starting from the root node 𝑅. For each node 𝑥 in
the tree, set the degree 𝑑𝑥 of the polynomial 𝑞𝑥 to be one less
than the threshold value 𝑘𝑥 of that node, that is 𝑑𝑥 = 𝑘𝑥 − 1.
And for any node 𝑥, it has two values 𝑞𝑥0 , 𝑞𝑥1 . 𝑞𝑥0 is a parameter
inherited from its parent node (or dealt with root node, if 𝑥 is
a root node), and 𝑞𝑥1 is the one shared with its child node (or
dealt with the relevant attribute, if 𝑥 is a leaf node).
Starting with the root node 𝑅, the algorithm chooses a
0
= 𝑠.
random 𝑠 ∈ ℤ𝑝 and sets 𝑞𝑅
For each node 𝑥 with assigned value 𝑞𝑥0 , if it is related to
location 𝐿𝑜𝑐𝑘 , 𝑠𝑘𝑥 ∈ ℤ𝑝 is randomly chosen for the trapdoor.
With random 𝜐𝑘 ∈ ℤ𝑝 , the trapdoor is set as:
𝑇 𝐷𝑥𝑘 = (𝐴𝑥 = 𝑔 𝜐𝑘 , 𝐵𝑥 = 𝑠𝑘𝑥 + 𝐻2 (𝑒(𝐻1 (𝔽𝐿𝑜𝑐𝑘 ), 𝑙𝑘 )𝜐𝑘 ))
Then the other value 𝑞𝑥1 is computed as:
{ 1
𝑞𝑥 = 𝑞𝑥0 − 𝑠𝑘𝑥
𝑥 is related to location 𝐿𝑜𝑐𝑘
𝑞𝑥1 = 𝑞𝑥0
otherwise

𝑘

𝑇 𝐾𝑦𝑘 = (𝑔𝐻0 (𝑈 𝑖𝑑𝑗 ))𝑠𝑦

5) Trapdoor Exposure: On receiving token 𝑇 𝐾𝑦𝑘 from
location server 𝑘, the user exposes the trapdoor 𝑇 𝐷𝑦𝑘 by
computing 𝐹𝑇𝑦 𝐷 as:
𝐹𝑇𝑦 𝐷 =𝑒(𝑇 𝐾𝑦𝑘 , 𝐷′ )
𝑘

=𝑒((𝑔𝐻0 (𝑈 𝑖𝑑𝑗 ))𝑠𝑦 , 𝑔 𝑢𝑗 )
𝑘

=𝑒(𝑔𝐻0 (𝑈 𝑖𝑑𝑗 ), 𝑔)𝑢𝑗 𝑠𝑦

6) Decryption: The user 𝑈𝑗 decrypts the ciphertext with
his/her private key 𝑆𝐾𝑗 . We first define a recursive algorithm
𝐷𝑒𝑐𝑟𝑦𝑝𝑡(𝐶𝑇, 𝑆𝐾𝑗 , 𝑥) that takes as input a ciphertext 𝐶𝑇 , a
private key 𝑆𝐾𝑗 , and a node 𝑥 from 𝒯 .
If the node 𝑥 is a leaf node, then we let 𝐴𝑡𝑡𝑖 = 𝑎𝑡𝑡(𝑥) and
define as follows.
If 𝐴𝑡𝑡𝑖 ∈ 𝑆𝑗 , then
𝐹𝑥 =𝐷𝑒𝑐𝑟𝑦𝑝𝑡𝑁 𝑜𝑑𝑒(𝐶𝑇, 𝑆𝐾𝑗 , 𝑥)
𝑒(𝐷𝑖 , 𝐶𝑥 )
=
𝑒(𝐷𝑖′ , 𝐶𝑥′ )

(1)

For any non-leaf node 𝑥, the polynomial is randomly chosen
with 2 restrictions: 1) 𝑞𝑥 (0) = 𝑞𝑥1 ; 2) 𝑑𝑥 = 𝑘𝑥 − 1. For any of
its child node 𝑧, set 𝑞𝑧0 = 𝑞𝑥 (𝑖𝑛𝑑𝑒𝑥(𝑧)).
Let 𝒴 be the set of leaf nodes in 𝒯 . The ciphertext is then
constructed as:
˜ = 𝜅𝑒(𝑔, 𝑔)𝛼𝑠 , 𝐶 = ℎ𝑠 ,
𝐶𝑇 = {𝐶
1

If the trapdoor is decrypted correctly, then 𝑇 𝐷𝑦′ = 𝑠𝑘𝑦 . The
location server generates the relevant token and sends it to the
user. The token 𝑇 𝐾𝑦𝑘 is computed as:

1

∀𝑥 ∈ 𝒴, 𝐶𝑥 = 𝑔 𝑞𝑥 , 𝐶𝑥′ = 𝐻1 (𝑎𝑡𝑡(𝑥))𝑞𝑥 ;

1

= 𝑒(𝑔𝐻0 (𝑈 𝑖𝑑𝑗 ), 𝑔)𝑢𝑗 𝑞𝑥
If 𝐴𝑡𝑡𝑖 ∈
/ 𝑆𝑗 , then we define 𝐷𝑒𝑐𝑟𝑦𝑝𝑡𝑁 𝑜𝑑𝑒(𝐶𝑇, 𝑆𝐾, 𝑥) = ⊥.
Faced with ∀𝑧 ∈ 𝒯 (including leaf nodes and non-leaf
nodes) which is linked with a trapdoor 𝑇 𝐷𝑧𝑘 ∈ 𝒯 and it is
exposed, set 𝐹𝑧′ as:
𝐹𝑧′ = 𝐹𝑧 ⋅ 𝐹𝑇𝑧 𝐷

∀𝑇 𝐷𝑦𝑘 ∈ 𝒯 , 𝑘 ∈ {1, 2, . . . , 𝐿}, 𝑇 𝐷𝑦𝑘 = (𝐴𝑦 , 𝐵𝑦 )}

1

𝐸𝜅 (𝑀 )

˜ 𝐶, {𝐶𝑥 , 𝐶𝑥′ }, {𝑇 𝐷𝑦𝑘 }}
𝐶𝑇 = {𝐶,

Fig. 4. Format of Owner’s Data On the Cloud Server

3) Key Generation: For user 𝑈𝑗 with attribute set 𝑆𝑗 , 𝐴𝐴
randomly chooses 𝑢𝑗 ∈ ℤ𝑝 . Then, for every attribute 𝐴𝑡𝑡𝑖 ∈
𝑆𝑗 , it assigns a random value 𝑟𝑖 ∈ ℤ𝑝 . The private key 𝐴𝐴
generates for user 𝑈𝑗 is:
(𝛼+𝑢𝑗 )/𝛽

𝑢𝑗 /𝛽

′

𝑢𝑗

𝑆𝐾𝑗 = {(𝐷 = 𝑔
𝐻0 (𝑈 𝑖𝑑𝑗 )
,𝐷 = 𝑔
∀𝐴𝑡𝑡𝑖 ∈ 𝑆𝑗 : 𝐷𝑖 = (𝑔𝐻0 (𝑈 𝑖𝑑𝑗 ))𝑢𝑗 𝐻1 (𝐴𝑡𝑡𝑖 )𝑟𝑖 , 𝐷𝑖′ = 𝑔 𝑟𝑖 )}
4) Token Generation: In this phase, a location server
outputs a token for the user to expose the trapdoor. The
location server first confirms the user’s identity and his/her
location, with the help of sensors around the location. After
confirmation, the location server 𝑘 receives the trapdoor 𝑇 𝐷𝑦𝑘
from user 𝑈𝑗 and computes:
𝑇 𝐷𝑦′𝑘

𝛾𝑘

= 𝐵𝑦 − 𝐻2 (𝑒(𝐻1 (𝔽𝐿𝑜𝑐𝑘 ) , 𝐴𝑦 ))

𝑘

= 𝑒(𝑔𝐻0 (𝑈 𝑖𝑑𝑗 ), 𝑔)𝑢𝑗 (𝑞𝑧 +𝑠𝑧 )

We assume the access policy 𝒯 is attached to 𝐶𝑇 implicitly.
The format of data on the cloud server is shown in Fig. 4.
Description

1

𝑒((𝑔𝐻0 (𝑈 𝑖𝑑𝑗 ))𝑢𝑗 𝐻1 (𝐴𝑡𝑡𝑖 )𝑟𝑖 , 𝑔 𝑞𝑥 )
=
1
𝑒(𝑔 𝑟𝑖 , 𝐻1 (𝐴𝑡𝑡𝑖 )𝑞𝑥 )

0

= 𝑒(𝑔𝐻0 (𝑈 𝑖𝑑𝑗 ), 𝑔)𝑢𝑗 𝑞𝑧

If the trapdoor is unexposed, the decryption is blocked, and
the algorithm returns ⊥. For ∀𝑧 ∈ 𝒯 (including leaf nodes
and non-leaf nodes) that is not set with any trapdoors:
𝐹𝑧′ = 𝐹𝑧
1

= 𝑒(𝑔𝐻0 (𝑈 𝑖𝑑𝑗 ), 𝑔)𝑢𝑗 𝑞𝑧

0

= 𝑒(𝑔𝐻0 (𝑈 𝑖𝑑𝑗 ), 𝑔)𝑢𝑗 𝑞𝑧
0

Until now, all 𝐹𝑧′ = 𝑒(𝑔𝐻0 (𝑈 𝑖𝑑𝑗 ), 𝑔)𝑢𝑗 𝑞𝑧 . We now consider
the recursive case when 𝑥 is a non-leaf node. For all node 𝑧
that are children of 𝑥, let 𝑆𝑥 be an arbitrary 𝑘𝑥 -sized set of
child nodes 𝑧 such that 𝐹𝑧′ ∕= ⊥. If no such set exists then the
node is not satisfied and the function returns ⊥.
Then for each non-leaf node 𝑥:
∏ ′Δ𝑖,𝑆′
𝑥
𝐹𝑧
𝐹𝑥 =
𝑧∈𝑆𝑥

=

∏

𝑒(𝑔𝐻0 (𝑈 𝑖𝑑𝑗 ), 𝑔)

𝑧∈𝑆𝑥
1

=𝑒(𝑔𝐻0 (𝑈 𝑖𝑑𝑗 ), 𝑔)𝑢𝑗 𝑞𝑥

𝑢𝑗 𝑞𝑧0

∏
𝑦∈𝑆𝑥 ,𝑦∕=𝑧

𝑖𝑛𝑑𝑒𝑥(𝑦)
𝑖𝑛𝑑𝑒𝑥(𝑦)−𝑖𝑛𝑑𝑒𝑥(𝑧)

1

For root node 𝑅, denote 𝐹𝑅 = (𝑒(𝑔𝐻0 (𝑈 𝑖𝑑𝑗 ), 𝑔)𝑢𝑗 𝑞𝑅 ). Set
𝐹𝑅′ as:
{ ′
𝑘
𝑇 𝐷𝑅
is set upon 𝑅
𝐹𝑅 = 𝐹𝑅 ⋅ 𝐹𝑇𝑅𝐷
′
𝐹 𝑅 = 𝐹𝑅
otherwise
If 𝒯 is satisfied by 𝑆𝑗 and no unexposed trapdoors block the
decryption, 𝐹𝑅′ = 𝑒(𝑔𝐻0 (𝑈 𝑖𝑑𝑗 ), 𝑔)𝑢𝑗 𝑠 . Then the algorithm
computes:
𝐶˜
=𝜅
𝜅′ =
𝑒(𝐶, 𝐷)/𝐹𝑅′
With the symmetric key 𝜅, the user can obtain the plaintext
𝑀.
V. S ECURITY AND P ERFORMANCE A NALYSIS
A. Security Analysis
Security properties of LABAC can be summarized as follows.
1) Data Confidentiality: We can classify adversaries against LABAC into two categories: 1) adversaries with unsatisfied attribute set; 2) the ones that are not located in the access
area. If LABAC is secure against the above two categories,
then it can resist any individual attack, including the one that
neither has satisfied attribute set, nor in the access location.
The following paragraphs discuss these features.
LABAC makes necessary modifications towards CP-ABE,
so that location information can be embedded into access
policies. These modifications have not change the structure
of CP-ABE algorithm, so that it holds the same property of
data confidentiality against the first category of adversaries, as
Waters’ scheme [4].
The set and exposure of trapdoors implements Identitybased Encryption (IBE) scheme [15]. Thus, the security of
token can be proved secure in random oracle model. Moreover,
without a correct token, the reconstructed 𝐹𝑅′ will be a
random element of 𝔾2 , which makes the adversary unable
to compromise LABAC, who belongs to the second category
of adversaries.
Towards the one with neither satisfied attribute set nor access location, we can either assign him/her additional attributerelated private keys or location-related tokens, so that he/she
becomes either kind of adversaries. Note that the assigned
information has not reduce his/her advantage. From the above
analysis, we can conclude that LABAC is confidential against
any individual adversary.
2) Security Against Collusion Attack: Users with different
attribute sets may collude to combine a new private key
that is associated with a larger attribute set to decrypt unauthorized ciphertexts. Similar to other collusion-resistant
schemes, LABAC is collusion resistant because there is an
unknown random value 𝑢𝑗 for every different 𝑈𝑗 in private
keys (for example, for 𝑈𝑗 , 𝐷𝑖 = (𝑔𝐻0 (𝑈 𝑖𝑑𝑗 ))𝑢𝑗 ⋅𝐻1 (𝐴𝑡𝑡𝑖 )𝑟𝑖 ).
Therefore, private keys from 𝑈𝑖 of random value 𝑢𝑖 cannot
combine with private keys from 𝑈𝑗 of 𝑢𝑗 to make a new private
key that has larger privileges.
What is worth noting is that there may be another kind of
collusion of users, that is, 𝑈𝑗 may let 𝑈𝑖 (𝑖 ∕= 𝑗) to get his/her

tokens, so that 𝑈𝑗 can access unauthorized data, which can
only be accessed by 𝑈𝑗 if himself/herself is in 𝑈𝑖 ’s current
location. We resolve the potential threat by the authentication
of users at certain location and making the tokens related
to the user who is right-now-authenticated. Thus, 𝑈𝑖 who is
showing up at some particular position 𝐿𝑜𝑐𝑘 will get token
𝑘
as (𝑔𝐻0 (𝑈 𝑖𝑑𝑖 ))𝑠𝑦 , which cannot be used by 𝑈𝑗 who has
1
𝐹𝑦 = 𝑒(𝑔𝐻0 (𝑈 𝑖𝑑𝑗 ), 𝑔)𝑢𝑗 𝑞𝑦 . In this way, such collusion attack
can be well resisted.
3) Non-revocation Security: Unlike private keys which
grant users access privileges associated with their attribute
sets for a long time, one token only give users capabilities
to decrypt an exclusive ciphertext. That is to say, even if the
user can decrypt ciphertext 𝐴 at certain location 𝐿𝑜𝑐𝑖 with
token 𝑇 𝐾𝑦𝑖 1 for trapdoor 𝑇 𝐷𝑦𝑖 1 of 𝐴, when she/she leaves
from location 𝐿𝑜𝑐𝑖 , the token 𝑇 𝐾𝑦𝑖 1 can not be used to expose
any other trapdoor 𝑇 𝐷𝑦𝑖 ∈ 𝒯 of ciphertext 𝐵(𝐵 ∕= 𝐴). Thus,
his/her access privilege related to location 𝐿𝑜𝑐𝑖 is revoked
automatically when he/she leaves.
4) Security Against Location Server Compromise: In
LABAC, the location server 𝑘 is only assigned the ability to
decrypt trapdoors associated with location 𝐿𝑜𝑐𝑘 and it has no
additional privilege to break the security of CP-ABE schemes.
If some location server 𝑖 is compromised, it only influences
the security of ciphertexts whose access policies are related to
that location, while other locations and attribute-related access
control are not affected.
B. Performance Analysis
1) Functional Properties: From the perspective of functionality, in Table I, we make comparisons among our proposed
framework and Waters’ CP-ABE [4], LoTAC [10] and FINE
[12], which address the similar problem in cloud storage.
Notably, LABAC allows trapdoors to be set upon any node
𝑥 in access tree, thus location information and attributes can
be combined flexibly. This flexibility can also be achieved
by Waters’ CP-ABE [4] if we consider location as a normal
attribute. However, additional revocation is needed to revoke
users’ attributes which associates with changing locations.
TABLE I
F UNCTIONAL PROPERTIES
Schemes
Fine granularity
Location-awareness
Flexible combination
Need of additional revocation

CP-ABE
√
×
√
Yes

LoTAC
×
√

FINE
√
√

×
No

×
No

LABAC
√
√
√
No

2) Location-related computation overhead: From this subsection, we numerically evaluates the performance of LABAC
versus CP-ABE schemes, where the location information is
handled as a normal attribute. For one ciphertext associated
with 𝑙 locations, we evaluate the overhead caused by the
enforcement of location information in access policies. The
main operations include multiplication 𝑇𝑚 and exponentiation
𝔾0
𝔾1
𝔾2
, 𝑇𝑚
and 𝑇𝑚
represent the compu𝑇𝑒 , and pairing 𝑇𝑝 . 𝑇𝑚
tation cost of multiplication on 𝔾0 , 𝔾1 and 𝔾2 respectively.

𝑇𝑝𝔾0 , 𝑇𝑝𝔾1 , 𝑇𝑒𝔾0 , 𝑇𝑒𝔾1 , 𝑇𝑒𝔾2 are similar notations for operations
on the three groups. The comparison results versus Waters’
scheme [4] are shown in Table II. As we can see, LABAC
does not increase much overhead to owners and it even reduces
decryption cost for users.
TABLE II
L OCATION - RELATED COMPUTATION OVERHEAD
Entity
𝑂𝑤𝑛𝑒𝑟
𝑈 𝑠𝑒𝑟

2𝑇𝑝𝔾0

[4]
2𝑙𝑇𝑒𝔾0
𝔾0
+ 𝑇𝑒𝔾0 + 2𝑇𝑚

LABAC
(𝑇𝑒𝔾1 + 𝑇𝑒𝔾2 + 𝑇𝑝𝔾1 )𝑙
𝔾2
𝑇𝑚
+ 𝑇𝑝𝔾1

3) Computation overhead with location-changing users:
To illustrate the efficiency of LABAC, we evaluate the computation overhead caused by location-changing users versus
literature [14], which is a CP-ABE scheme with revocation
mechanisms. Assume there are 𝐿 location servers, and for
each location, there is an average of 𝑁 related users and 𝑊
ciphertexts related to it. A user is equipped with 𝑑 ciphertexts
to decrypt at one location. Table III shows the revocation
overhead of [14] to revoke a user and computation overhead
of location servers to generate tokens. As shown in Table III,
we reduce the cost for authority and cloud server but add
overhead for location servers. But it is a reasonable tradeoff
to protect data confidentiality, since LABAC allows access
privilege to be revoked immediately and automatically when
the user leaves, without other entities involved in revocation.
TABLE III
C OMPUTATION OVERHEAD C AUSED BY LOCATION - CHANGING USERS
Entity
𝐴𝐴
𝐶𝑆
𝐿𝑆

[14]
𝔾
2𝑁 𝑇𝑒𝔾 + 3𝑁 𝑇𝑚
𝔾 )𝑊
(2𝑇𝑒𝔾 + 𝑇𝑚
0

(2𝑇𝑒𝔾1

LABAC
0
0
𝔾1
+ 𝑇𝑝𝔾1 + 𝑇𝑚
)𝑑/𝐿

VI. C ONCLUSION
This paper proposes a location-aware attribute-based access control scheme for cloud storage, in which the location
information is flexibly set as trapdoors inside fundamental
access policies of CP-ABE, and trapdoors are released with
the help of location servers. The trapdoor approach makes that
the change of users’ locations will not cause revocation of
users’ attributes. Our analysis shows that the above approach
is effective and our proposed LABAC brings little overhead
to data consumers, attribute authorities and the cloud.
From the perspective of security, LABAC shows another
advantage that compromise of one location server will only
influence the data associated with this location, while other
data remain confidential. In our future work, we will focus on
the restoration mechanisms in case a certain location server
is compromised, including re-allocation of updated location
server and secure re-encryption technique for relevant data.
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