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Abstract
Although most of the quantum signatures can be verified by a designated receiver,
they do not match the classical designated verifier signature since an indistinguish-
able signature cannot be efficiently simulated. To adapt quantum signatures in specific
environments like E-voting and E-bidding, several quantum designated verifier sig-
nature (QDVS) schemes have been proposed. However, it is still too complicated and
infeasible to implement existing QDVS schemes in practice. In this paper, we pro-
pose a practical QDVS scheme without entanglement for E-voting applications. It
only involves the quantum processing part of the underlying quantum key distribution
(QKD) to generate correlated key strings, which protects the communication against
potential eavesdroppers. The proposed scheme can be easily and efficiently deployed
over the existing QKD network without complicated quantum operations. We further
show that our QDVS scheme satisfies the required main security requirements and has
the capability against several common attacks.

Keywords Quantum signature · Designated verifier · Quantum key distribution ·
E-voting

1 Introduction

Digital signature is always used for verifying the authenticity of digital messages. To
be specific, a valid digital signature scheme has the properties that anyone (called
verifier) who knows the public key of the signer can verify the validity of a signature,
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and the verifier is confirmed that the digital message did not tamper in the communi-
cations. Digital signature is a widely used cryptographic tool for software distribution,
financial transactions, and other cases requiring authenticity and integrity. The security
of classical digital signature schemes is commonly based on several hardness assump-
tions of computational complexity like integer factorization and discrete logarithm.
Hence these schemes will no longer be secure in the quantum era by using Shor’s
algorithm [1]. On the other hand, quantum mechanisms such as non-cloning prop-
erty, measurement collapse, and the uncertainty principle provide nice fundamentals
for unconditional security in the sense of information theory. In 2001, quantum digi-
tal signature (QDS) was firstly investigated by Gottesman and Chuang [2], and they
constructed a quantum signature scheme using quantum one-way functions.

After that, many researchers have intensively studied various kinds of quantum
digital signature schemes. The arbitrated quantum signature (AQS) schemes such as
[3–9] are mainly studied in the field of quantum digital signatures. The quantum blind
signature (QBS) scheme is another widely studied topic, which is proposed to meet
the specific requirements of various application scenarios like electronic election and
e-commerce. The QBS schemes were proposed in previous works like [10–13]. The
quantum proxy signature (QPS) schemes such as [14–16] are also further studied.
Moreover, some other (mixed) quantum signature schemes were proposed such as
quantum group signature (QGS) scheme [17], quantum group blind signature (QGBS)
scheme [18], and quantum proxy blind signature (QPBS) scheme [19].

However, a generic digital signature scheme cannot be applied in several special
environments over the Internet. If it is used in e-commerce, suppose each bank issues
and signs its own electronicmoneywith public verifiability, anyone in each transaction
knows the identity to who the electronic money belongs. Therefore, such information
may lead to the leakage of some business secrets that will be further obtained by
malicious adversaries. In this sense, there exists the collision of verifiability andprivacy
in the cases such as electronic election, online bidding and so on. Hence, the public
verifiability of a usual digital signature is not desired in some special situations such
as E-voting, E-bidding, and software distribution because the signer does not wish
his/her receiver to transfer the belief of the signature to anyone else.

To solve the above problem, Jakobsson et al. [20] introduced the concept of desig-
nated verifier signature (DVS) scheme. A DVS scheme is a digital signature scheme
with special security goals, which makes it possible to convince a designated verifier
that a message was correctly signed by the sender and meanwhile this designated
verifier cannot transfer the conviction to any third party. This security requirement is
achieved using an efficient simulation algorithm of the designated verifier to generate
a simulated signature that is indistinguishable from the real signature of the signer.

Although a designated verifier of the above quantum digital signature schemes can
verify the signature by using the shared key with the signer, these schemes do not sat-
isfy the definition of common DVS schemes. The reason is that the designated one is
not able to explicitly and efficiently generate a simulated signature. To overcome this
problem, a quantum designated verifier signature (QDVS) scheme was proposed in
[21] using GHZ states, quantum one-way functions, and complicated quantum oper-
ations. Later, more QDVS schemes were proposed in [22,23] by converting existing
schemes. But both of them use quantum entanglement and complicated quantum oper-
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ations. To overcome the security drawbacks and improve the efficiency of previous
QDVS schemes [21–23], Xin et al. [24,25] proposed more secure and efficient QDVS
schemes. In their schemes, the partners need not use any quantum one-way function
or perform any quantum state comparison.

Recently, QDS using quantum key distribution (QKD) technology achieves rapid
developments as mentioned in [26]. It has attracted plenty of interest in both theory
[27–29] and experiment [30–32].While theQDS schemepresented in [2] needs nonde-
structive state comparison, longtime quantum memory, and a secure quantum channel
for practical application, these problems were sequentially fixed in [30–32] and QDS
further extended to more variants such as [33–35]. As for experiments, a more than
100-km QDS experiment was demonstrated based on a decoyed BB84 system [36]
and DPS QKD [37], both of which are secure against a PNS attack. Moreover, MDI
QDS schemes were implemented in both the laboratory [38] and field [39].

In this paper, based on the recent developments presented in [33], we propose
a practical and efficient QDVS scheme without entanglement. We summarize the
advantages as follows.

– Wepresent the quantumdesignated verifier signature schemewith itsmain security
properties and threat assumptions. In our QDVS scheme, only a designated verifier
can verify the validity of a signature, and he/she cannot prove to a third party
whether the received signature was produced by the signer or by himself/herself.

– We not only provide a new approach for constructing QDVS schemes but also
provides useful properties of privacy protection required in the E-voting or E-
bidding scenarios.

– Compared to previous schemes like [21,24,25], our QDVS scheme based on the
quantum processing part of the QKD technology is simpler and more practical.
Similar to [33], we remove all trust assumptions on the quantum channels, and
the noise threshold for each quantum channel is less strict than for distilling a
secret key using QKD. Thus, the proposed scheme can be easily deployed and
implemented over the existing QKD network.

We mainly focus on the QDVS scheme for E-voting applications in this paper. The
rest of the paper is organized as follows. In Sect. 2, we give a detailed description
of our QDVS scheme. The security issues are analyzed and discussed in Sect. 3. In
Sect. 4, we further apply the proposed QDVS scheme to E-voting scenarios. Finally,
we conclude the paper in Sect. 5.

2 The proposed QDVS scheme

2.1 Overview

Our QDVS scheme involves four entities as follows. A signer Alice wants to send
the message and its signature to a designated verifier. A designated verifier Bob will
verify the signature fromAlice. A malicious participant Eve aims to learn some useful
information about the key strings or the signed messages through eavesdropping. The
trusted center Trent controls and monitors the whole signing procedure. Trent only
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transmits communications between Alice and Bob and would not forge a member’s
signature in the domain.

The proposed QDVS scheme has the following design goals. Firstly, no one except
the trusted center can learn any useful information about the content of a signed
message. Secondly, all the signatures are verified by a designated verifier, who can
efficiently generate a simulated signature that is indistinguishable from a signer’s real
signature. Thirdly, if a dispute happens, the trusted center can check what happened
before and then deal with the signed message using the records.

The main QDVS procedure has three sequential phases, namely distribution, sign-
ing, and verification. Tomeet the specific requirement of theQDVS scheme,we require
a simulation phase for generating an indistinguishable signature. The communication
of the distribution phase involves both quantumand classical information transmission.
The remaining phases only deal with the communication of classical information.

We briefly describe the QDVS scheme for signing on one-bit message m. In the
distribution phase, Trent distributes correlated key strings between Alice and Bob
using the key generation protocol (KGP). In the signing phase, Alice sends a pre-
signature indicating the message to Trent and then Trent sends the real signature to
the designated receiver Bob. In the verification phase, Bob calculates the mismatch
rate between the received signature and his kept key strings. Bob accepts the signature
if the mismatch rate is less than a small threshold. In the simulation phase, Bob can
generate a simulated signature on the samemessage by using the simulation algorithm.
A detailed description and a toy example are given below.

2.2 Key generation protocol

We modify the KGP that was introduced in [33] and aimed to perform the quantum
part of the QKD technology to generate raw keys without error correction or privacy
amplification. The underlying QKD is the prepare-and-measure decoy-state BB84
protocol using weak coherent pulses as described in [40]. When the KGP is performed
by Trent, we assume that Trent has a phase-randomized source of coherent states. The
intensity of each light pulse is decided by Trent to be u1, u2 or u3 for u1 > u2 > u3.
The intensities are chosen due to predetermined probabilities pu1 , pu2 and pu3 . We
also use all intensity levels for KGP as showed in [40]. To encode bitstreams, Trent
will randomly select one of the following four possible polarization states:

|0Z 〉 and |1Z 〉 for Z basis,

|0X 〉 = 1/
√
2 (|0Z 〉 + |1Z 〉) and |1X 〉 = 1/

√
2 (|0Z 〉 − |1Z 〉) for X basis.

The X and Z bases are randomly chosen with probabilities pX ≥ 1/2 and
pZ = 1 − pX ≤ 1/2, respectively. Such asymmetric generating probabilities will
increase the efficiency. Trent independently chooses intensities and states are to avoid
correlations between intensity and stream encoding. Alice/Bob will choose the X and
Z measurement bases with respective probabilities pX and pZ . For each received
state, Alice/Bob derives one of four possible results {0, 1,∅, d}, where 0 and 1 are
two bit values, ∅ indicates no detection, and d means a double click event. If double
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clicks appear, Alice/Bob randomly chooses 0 or 1. Then the basis and intensity choices
will be announced over an authenticated classical channel. If states are transmitted and
measured in different bases, or if there is no detection, they are discarded. The protocol
is executed until a sufficient number of measurement results have been obtained.

A raw preliminary key string is obtained by choosing a random sample of length
n+nk of the X basis counts. The bit string generated byAlice (for example) can be split
into three parts (XA, ZA, Km

A ) for m = 0 or 1. Trent holds the corresponding string
(XT , ZT ,Cm

A ). The X string has length nk and is derived from X basis measurements,
which is used to estimate the correlation between Alice’s and Trent’s key strings.
After that, the X strings will be discarded. The Z string is generated from Z basis
measurements, which is used to quantify the level of eavesdropping by Eve. The Km

A
string of length n can be further split into Em

A and Ẽm
A strings of the same length n/2.

We will explain how to deal with Em
A and Ẽm

A afterward.
One may refer to [33] for more details and its further security analysis. We roughly

show the following security conclusion.

cLX ,0 + cLX ,1[1 − h(φU
X ,1)] − h(pE ) = 0.

Here cLX ,i denotes the lower bound on the count rate for X basis pulses containing

i photons. φU
X ,1 denotes the phase error rate in X basis measurements coming from

single-photon pulses. The superscripts U and L denote worst-case scenario estimates
consistent with parameter estimation performed on a finite sample. pE is defined as
the minimum rate at which Eve can make errors. Suppose the error rate on X basis
measurements between Alice/Bob and Trent is upper bounded as eUX . We always have
suitable parameters and a sufficiently large string length that makes KGP secure as
long as pE > eUX . In our QDVS scheme, KGP is used as an underlying protocol for
the distribution phase.

2.3 Distribution phase

Step D1 The trusted center Trent uses KGP to generate correlated key strings shared
between Alice and Bob, respectively. Thus, Alice-Trent and Bob-Trent will
derive several bit strings as their private keys. For each possible message
m, Alice has Km

A while Trent has Cm
A , where key strings Km

A and Cm
A are

different but correlated. To be specific,we assume Km
A andCm

A are as follows.

Km
A = (kmA,1, k

m
A,2, . . . , k

m
A,n), Cm

A = (cmA,1, c
m
A,2, . . . , c

m
A,n). (1)

In the same way, Bob has Km
B while Trent has Cm

B as follows.

Km
B = (kmB,1, k

m
B,2, . . . , k

m
B,n), Cm

B = (cmB,1, c
m
B,2, . . . , c

m
B,n). (2)

All the key strings are distributed using QKD technology through the quan-
tum channel that has been proven unconditionally secure. Besides, the length
of the above key strings is an even number n.
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Step D2 Alice and Bob should exchange half of their private keys with the corre-
sponding bit positions through authenticated classical channels via Trent.
The exchanged bit positions are chosen uniformly at random by Trent using
a locating function L(·). To be specific, it takes the time stamp TSAB when
Trent conducts KGP for Alice and Bob as the input. Its output L(TSAB)

induces the exchange set E = {e1, e2, . . . , en/2} of cardinality n/2 from the
set {1, 2, . . . , n}. Trent then transfer E to Alice and Bob. For simplicity, we
denote the complementary set

Ẽ := {1, 2, . . . , n} \ E = {ẽ1, ẽ2, . . . , ẽn/2},

which will be used for privacy protection of the message to be signed.
Step D3 After Alice and Bob receive the exchange set E from Trent, Alice/Bob sends

the key strings with respect to the bit positions in E that are assumed as

Em
A = (kmA,e1, k

m
A,e2 , . . . , k

m
A,en/2

), Em
B = (kmB,e1 , k

m
B,e2 , . . . , k

m
B,en/2

) (3)

to Bob/Alice via Trent using the authenticated classical channels. The key
strings they do not forward are respectively denoted by

Ẽm
A = (kmA,ẽ1

, kmA,ẽ2
, . . . , kmA,ẽn/2

), Ẽm
B = (kmB,ẽ1

, kmB,ẽ2
, . . . , kmB,ẽn/2

). (4)

Next, Ẽm
A and Em

B will be combined together into the final key strings SmA
while Ẽm

B and Em
A contribute to SmB . Concretely, Alice fills those received

bits into the bit positions contained in E in order and Bob does that in the
same way. Finally, the key strings kept by Alice and Bob are as follows
(assuming ẽ1 < · · · < e1 < · · · < en/2 < · · · < ẽn/2).

SmA = (smA,1, . . . , s
m
A,n) = (kmA,ẽ1

, . . . , kmB,e1 , . . . , k
m
B,en/2

, . . . , kmA,ẽn/2
), (5)

SmB = (smB,1, . . . , s
m
B,n) = (kmB,ẽ1

, . . . , kmA,e1 , . . . , k
m
A,en/2

, . . . , kmB,ẽn/2
). (6)

2.4 Signing phase

Step S1 Alice wants to sign a one-bit message m and send the signature to Bob.
Alice first sends the pre-signature Ẽm

A to the trusted center Trent and asks
for transferring the corresponding signature to Bob.

Step S2 Once Trent receives Ẽm
A from Alice, Trent figures out the message m, on

which Alice wants to generate a signature by the distinguishing algorithm.
To be specific, it outputs the correct value of m by comparing Ẽm

A with C0
A

and C1
A on the bit positions in Ẽ . Trent calculates the mismatch rate r0A,T

between Ẽm
A and C0

A as

r0A,T = #{ẽi : kmA,ẽi
�= c0A,ẽi

, i = 1, 2, . . . , n/2}
n/2

, (7)
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and the mismatch rate r1A,T between Ẽm
A and C1

A as

r1A,T = #{ẽi : kmA,ẽi
�= c1A,ẽi

, i = 1, 2, . . . , n/2}
n/2

. (8)

Trent identifies m = 0 if r0A,T < t or m = 1 if r1A,T < t , where t is a small
threshold value determined by the underlying KGP. Finally, Trent records
Alice’s action for future dispute or repudiation.

Step S3 Trent sends Cm
S = (cmS,1, c

m
S,2, . . . , c

m
S,n) as the signature on m from Alice

to Bob. In detail, Cm
S is made up of cmA,ei

⊕ cmB,ẽi
and c1−m

B,ẽi
that are defined

as
cmS,ei = cmA,ei ⊕ cmB,ẽi

, cmS,ẽi
= c1−m

B,ẽi
(9)

for i = 1, 2, . . . , n/2, where ⊕ represents the XOR operation. Note that the
messagem needs not to be transmitted since Bob can figure out the correct
value of m. Hence, we can guarantee the confidentiality of m to protect
privacy.

2.5 Verification phase

Step V1 Bob receives Cm
S and know this received signature is generated from Alice

onmessagem. To be specific, Bob uses the distinguishing algorithm to figure
out the correct value of m by comparing

(cmS,ẽ1
, cmS,ẽ2

, . . . , cmS,ẽn/2
) = (c1−m

B,ẽ1
, c1−m

B,ẽ2
, . . . , c1−m

B,ẽn/2
)

with Ẽ0
B and Ẽ1

B . Bob calculates the mismatch rates

r0T ,B = #{ẽi : c1−m
B,ẽi

�= k0B,ẽi
, i = 1, 2, . . . , n/2}

n/2
, (10)

r1T ,B = #{ẽi : c1−m
B,ẽi

�= k1B,ẽi
, i = 1, 2, . . . , n/2}

n/2
. (11)

Bob knows m = 1 if r0T ,B < t or m = 0 if r1T ,B < t , where t is the same
small threshold value determined by the underlying KGP.

Step V2 Bob uses the corresponding key strings SmB that consist Alice’s Em
A and

his own Ẽm
B to verify the validity of the received signature. To do so, Bob

calculates the mismatch rate

rm = #{ei : cmS,ei
�= smB,ei

⊕ smB,ẽi
, i = 1, 2, . . . , n/2}

n/2
. (12)
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Step V3 If the mismatch rate rm is less than a small threshold value 2t , Bob discovers
the message m and accepts the signature on m. Otherwise, Bob rejects and
claims to abort the protocol this time.

2.6 Simulation phase

Step F Bob can generate a simulated signature Fm
S = ( f mS,1, f mS,2, . . . , f mS,n) that is

indistinguishable from the real signatureCm
S = (cmS,1, c

m
S,2, . . . , c

m
S,n) via his

knowledge of Km
B . For simulating

cmS,ẽi
= c1−m

B,ẽi
, i = 1, 2, . . . , n/2,

Bobmodifies the remained Ẽ1−m
B throughbit flippingon a randomsetG ⊂ Ẽ

as
f mS,ẽi

= k1−m
B,ẽi

, ẽi ∈ Ẽ\G, f mS,ẽi
= 1 − k1−m

B,ẽi
, ẽi ∈ G. (13)

The flipping set G is chosen to satisfy the following equations

#{ẽi : f mS,ẽi
�= k1−m

B,ẽi
, i = 1, 2, . . . , n/2}

n/2
< t, (14)

#{ẽi : f mS,ẽi
�= cmS,ẽi

, i = 1, 2, . . . , n/2}
n/2

< t . (15)

For simulating

cmS,ei = cmA,ei ⊕ cmB,ẽi
, i = 1, 2, . . . , n/2,

Bob directly replaces cmA,ei
by kmA,ei

and modifies the kept kmB,ẽi
to approach

cmB,ẽi
. In more detail, Bob applies bit flipping on a random set H ⊂ E as

f mB,ẽi
= kmB,ẽi

, ẽi ∈ Ẽ\H , f mB,ẽi
= 1 − kmB,ẽi

, ẽi ∈ H . (16)

The flipping set H is designed to satisfy the following equations

#{ei : f mB,ei
�= kmB,ẽi

, i = 1, 2, . . . , n/2}
n/2

< t, (17)

#{ei : kmA,ei
⊕ f mB,ẽi

�= cmS,ei
, i = 1, 2, . . . , n/2}

n/2
< 2t . (18)

Hence, Bob uses

f mS,ei = kmA,ei ⊕ f mB,ẽi
, i = 1, 2, . . . , n/2, (19)

and derives the simulated signature Fm
S .
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Fig. 1 The diagram of the proposed quantum designated verifier signature scheme

2.7 Toy example

We summarize the corresponding operations performed by each participant, namely
Alice, Bob, and Trent in the QDVS process in Fig. 1.

For completeness and visualization, we provide a toy numerical example for further
explanation to understand our QDVS scheme. Let public parameters be n = 16 and
thus we have n/2 = 8. Let the small threshold value be t = 15%. The whole QDVS
procedure is stated as follows.

Step D1 The trusted center Trent uses KGP to distribute key strings. Alice and Trent
hold different but correlated key strings Km

A and Cm
A

K 0
A = 0100111010110000, K 1

A = 1001011100100110,

C0
A = 0110111010110010, C1

A = 1001010100101110.

Bob and Trent hold different but correlated key strings Km
B and Cm

B

K 0
B = 1000111001010011, K 1

B = 1100010010011110,

C0
B = 1000101001011011, C1

B = 1100110010011111.

Step D2 Alice and Bob exchange half of their private keys through authenticated
classical channels via Trent. The timestamp is TSAB = 1614571200 and the
location function L(TSAB) outputs two sets

E = {1, 2, 3, 4, 5, 6, 7, 8}, Ẽ = {9, 10, 11, 12, 13, 14, 15, 16}.
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Step D3 Alice/Bob sends the private keys concerning E as

E0
A = 01001110, E1

A = 10010111, E0
B = 10001110, E1

B = 11000100

to Bob/Alice. The key strings they do not forward are

Ẽ0
A = 10110000, Ẽ1

A = 00100110, Ẽ0
B = 01010011, Ẽ1

B = 10011110.

The final keys kept by Alice and Bob are

S0A = 1000111010110000, S1A = 1100010000100110,

S0B = 0100111001010011, S1B = 1001011110011110.

Step S1 Alice wants to sign a one-bit message m = 1. Alice first sends the pre-
signature Ẽm

A = 00100110 to Trent.
Step S2 Once Trent receives 00100110 from Alice, Trent calculates the mismatch

rates

r0A,T = #{00100110 �= 10110010}
n/2

= 3

8
= 37.5%,

r1A,T = #{00100110 �= 00101110}
n/2

= 1

8
= 12.5%

Trent identifiesm = 1 since r1A,T = 12.5% < t = 15% and records Alice’s
action for future dispute or repudiation.

Step S3 Trent sends

Cm
S = C1

S = (10010101 ⊕ 10011111, 01011011) = 0000101001011011

as the signature from Alice to Bob.
Step V1 Once Bob receives 0000101001011011, he calculates the mismatch rates

r0T ,B = #{01011011 �= 01010011}
n/2

= 1

8
= 12.5%,

r1T ,B = #{01011011 �= 10011110}
n/2

= 3

8
= 37.5%

Bob knows m = 1 since r0T ,B = 12.5% < t = 15%.
Step V2 Bob finds the corresponding keys

SmB = S1B = 1001011110011110.
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Bob checks the mismatch rate

r1 = #{00001010 �= 10010111 ⊕ 10011110}
n/2

= #{00001010 �= 00001001}
n/2

= 2

8
= 25%.

Step V3 Since the final mismatch rate r1 = 25% is less than 2t = 30%, Bob finally
knows m = 1 and accepts the signature on m.

Step F Bob aims to generate the simulated signature

F1
S = ( f 1S,1, f 1S,2, . . . , f 1S,n)

that is indistinguishable from the real signature C1
S = 0000101001011011.

To simulate

c1S, j = 0, 1, 0, 1, 1, 0, 1, 1, j = 9, 10, 11, 12, 13, 14, 15, 16.

Bob modifies Ẽ0
B = 01010011 via random bit flipping on G = {13} and

has

f 1S, j = 0, 1, 0, 1, 1, 0, 1, 1, j = 9, 10, 11, 12, 13, 14, 15, 16.

To simulate

c1S, j = 0, 0, 0, 0, 1, 0, 1, 0, j = 1, 2, 3, 4, 5, 6, 7, 8.

Bob modifies Ẽ1
B = 10011110 via random bit flipping on H = {16} and

has

f 1B, j = 1, 0, 0, 1, 1, 1, 1, 1, j = 9, 10, 11, 12, 13, 14, 15, 16.

Then Bob combines E1
A = 10010111 with above 10011111 to compute

f 1S, j = 0, 0, 0, 0, 1, 0, 0, 0, j = 1, 2, 3, 4, 5, 6, 7, 8.

Finally, Bob obtains the simulated signature on message m = 1,

F1
S = 0000100001011011

that is a valid signature and can pass the verification phase.
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3 Security analysis

3.1 Security properties

Before analyzing the security issues of the proposed QDVS scheme, we briefly men-
tion the threat assumptions. We assume the malicious adversary Eve has the ability
to eavesdropping over the quantum and classical channels. More precisely, Eve can
eavesdrop, capture, and measure partial quantum information over the quantum chan-
nel. Eve has the chance to probabilistically catch and resend the quantum states. Eve
is only assumed to eavesdrop but not to tamper classical information over the classical
channel. Evemay conduct several common attacks such as forgery attack, inter-resend
attack, and impersonation attack.

We refer to the security definitions in [41,42] and conclude the following security
properties specified for our proposed QDVS scheme.

– Designated verifiability If the signer properly produces the signature under the
signing procedure, then it should be correctly accepted by the designated verifier
in the verification phase.

– Unforgeability It is infeasible for any adversary to forge a valid signature without
the knowledge of the key strings of either the signer or the designated verifier.

– Non-repudiation After signing on the message, the signer cannot deny it. The
trusted center can check the relative signing record to identify the creator of the
signature.

– Non-transferability The designated verifier cannot transfer the conviction to any
third party. In other words, the designated verifier cannot prove to any third party
whether the signature was produced by the signer or by himself/herself.

– Message-privacy The message can only be recognized by the trusted center and
the designated verifier, an adversary cannot learn any knowledge of this message.

– Source-anonymityGiven a valid signature, it is infeasible to figure out the signature
is produced by the original signer or the designated verifier even if the secret key
strings are disclosed.

The security analysis is provided below to demonstrate that the proposed scheme
is a designated verifier signature scheme with desired security properties. One may
refer to [33] for more details and parameter constraints of the underlying KGP.

3.2 Designated verifiability

The designated verifiability is also regarded as the correctness of the proposed QDVS
scheme. It means that the designated verifier Bob can simply check the validity of a
signature by calculating the mismatch rate between the received signature and his kept
key string.

As discussed in [33], KGP is built upon the underlyingQKDprotocol, whichwill be
the prepare-and-measure decoy-state BB84 protocol [43] using weak coherent pulses
as described in [40]. KGP has been proven secure with a sufficiently large n. The
correctness of our proposed QDVS scheme is based on the security of KGP, which
relates to the mismatch rates (10), (11), and (12) in the verifying phase.
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Bob can correctly derive the value of the signed message due to calculation and
comparison of the mismatch rates (10), (11). Once the signing procedure is properly
executed, one of the judging conditions r0T ,B < t and r1T ,B < t must be satisfied,
which implies the exact message signed by the signer. Afterwards, Bob applies the
judging condition rm < 2t and decide to accept or reject the signature. Based on the
security analysis of KGP, the following inequalities hold.

#{ei : cmA,ei
�= smB,ei

, i = 1, 2, . . . , n/2}
n/2

< t,

#{ẽi : cmB,ẽi
�= smB,ẽi

, i = 1, 2, . . . , n/2}
n/2

< t .

As defined in (9), the XOR operation will increase the mismatch rate (12) to 2t at
most. The judging condition rm < 2t is suitable for checking the validity of the
signature. Hence, the verifiability can be achieved when the proposed QDVS scheme
runs honestly by Alice and Bob even if there exists an adversary Eve.

3.3 Unforgeability

The trusted centerTrent transits all the keys between the signerAlice and the designated
verifier Bob in our proposed QDVS scheme. Additionally, the keys are distributed
usingKGP based onQKD [43], which is proven unconditionally secure and a potential
adversary cannot obtain any useful information of the private keys by eavesdropping.
If an adversary attempts to catch any information from eavesdropping on the quantum
channel, he/she will be detected because of the resulted disturbance.

It is infeasible for an adversary to learn some knowledge from the transited sig-
nature. As SmA and SmB are randomly created by Trent using (5) and (6) through the
locating function with a private time stamp.

SmA = (kmA,1, . . . , k
m
B,e1 , . . . , k

m
A,n/2, . . . , k

m
B,en/2

, . . . , kmA,n),

SmB = (kmB,1, . . . , k
m
A,e1 , . . . , k

m
B,n/2, . . . , k

m
A,en/2

, . . . , kmB,n).

As defined in (9), the signature Cm
S consisting of cmA,ei

⊕ cmB,ẽi
and c1−m

B,ẽi
does not

leak any useful information since cmA,ei
, cmB,ẽi

and c1−m
B,ẽi

are secret. The possibility of
a successful forgery is

1

2n/2 × 1

2n/2 = 1

2n

that will be negligible for a sufficiently large n. To guarantee strong security, the
proposed QDVS scheme should be used as a one-time protocol.

The signature is unforgeable even by the signer Alice once she requested Trent
to generate and transmit the signature. This is due to the action record of the trusted
center Trent. It is an advantage of our proposed QDVS scheme and hence the replay
attack fails.
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3.4 Non-repudiation

Given a signature Cm
S as defined in (9), if this valid signature is sent from Alice, then

she cannot deny it. With the help of the trusted center Trent, the signer’s request will
be recorded. In more detail, Alice aims to sign the message m and asks Trent for
transferring its signature Cm

S to a designated verifier Bob. Since the correlated QKD
keys (1)

Km
A = (kmA,1, k

m
A,2, . . . , k

m
A,n), Cm

A = (cmA,1, c
m
A,2, . . . , c

m
A,n)

are generated particularly for Alice, Trent confirms that the pre-signature

Ẽm
A = (kmA,ẽ1

, kmA,ẽ2
, . . . , kmA,ẽn/2

)

defined in (4) is produced by Alice, not anyone else. Trent will check whether m = 0
or m = 1 by calculating the mismatch rates (7) and (8). Finally, Trent records Alice’s
request, which will be the evidence of her involvement.

3.5 Non-transferability

Bob can generate a simulated signature

Fm
S = ( f mS,1, f mS,2, . . . , f mS,n)

by using the simulation algorithm. As defined in (9), the received signature consists
of

cmS,ei = cmA,ei ⊕ cmB,ẽi
, cmS,ẽi

= c1−m
B,ẽi

.

Note that the crucial verification can be divided into two parts. The first part compares
cmS,ẽi

with k1−m
B,ẽi

to figurem. The second part compares cmS,ei
with kmA,ei

⊕kmB,ẽi
to verify

the validity of the signature.
The following strategy is performed to derive the simulated signature Fm

S . As
defined in (13), f mS,ẽi

= k1−m
B,ẽi

is directly used for simulating the first part under
constraints (14) and (15), which ensure the correctness and indistinguishability. Con-
cretely, direct replacement of cmS,ẽi

by f mS,ẽi
will not affect the verification of the

simulated signature. At the same time, cmS,ẽi
and f mS,ẽi

are indistinguishable to any
third party.

Similarly as defined in (16) and (19), f mS,ei
= kmA,ei

⊕ f mB,ẽi
is designed for simulating

the second part under constraints (17) and (18), which also ensure the correctness and
indistinguishability. The mismatch rate rm (12) of the simulated signature Fm

S for a
signed message m will be less than 2t and Fm

S can be correctly verified. It means
that the signature Fm

S simulated by Bob and the real one Cm
S generated by Alice are

indistinguishable from each other. Bob cannot prove to any third party whether the
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signature is produced byAlice or by himself. Thus, non-transferability can be achieved
via the simulation algorithm.

3.6 Message-privacy

To protect the privacy of the signed message m,

Ẽm
A = (kmA,ẽ1

, kmA,ẽ2
, . . . , kmA,ẽn/2

), C̃1−m
B = (c1−m

B,ẽ1
, c1−m

B,ẽ2
, . . . , c1−m

B,ẽn/2
)

are used in the pre-signature and signature, respectively. Thanks to the security guar-
antee of the underlying KGP, key strings Km

A and C1−m
B are secure and secret. Hence,

Ẽm
A (derived from Km

A ) and C̃1−m
B (derived from C1−m

B ) are also secure and secret
before they are used.

Assuming the message to be signed is m, then Ẽm
A will be transmitted from Alice

to notice Trent which message needs to be signed. On the one hand, Ẽm
A would not

leak any information of Cm
A and Cm

B , which are later partially transmitted to Bob as
the signature (9) by Trent. On the other hand, running the distinguishing algorithm
(7), (8) on Ẽm

A with respective C0
A and C1

A gives the correct value of m.
Similarly, C̃1−m

B is used to protect the privacy of the message m when the real
signature is transmitted from Trent to Bob. On the one hand, C̃1−m

B would not leak any
information of m. On the other hand, running the distinguishing algorithm (10), (11)
on C̃1−m

B with respective Ẽ0
B and Ẽ1

B gives the correct value of m. Thus, the property
of message-privacy can be achieved.

3.7 Source-anonymity

This property relates to non-transferability since both of them depend on the infeasi-
bility of figuring out whether the signature is produced by the original signer Alice or
the designated verifier Bob. By applying the simulation algorithm, Bob can generate a
valid simulated signature Fm

S intended for himself, so even if any third party knows the
shared keys of both Alice and Bob, it is still infeasible to identify whether the signature
Cm
S is generated by Alice or Bob. The infeasibility is guaranteed by the constraints

(15) and (18), (19).

#{ẽi : f mS,ẽi
�= cmS,ẽi

, i = 1, 2, . . . , n/2}
n/2

< t,

#{ei : f mS,ei
�= cmS,ei

, i = 1, 2, . . . , n/2}
n/2

< 2t .

Meanwhile, the correctness is guaranteed by the constraints (14) and (17).
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#{ẽi : f mS,ẽi
�= k1−m

B,ẽi
, i = 1, 2, . . . , n/2}

n/2
< t,

#{ei : f mB,ei
�= kmB,ẽi

, i = 1, 2, . . . , n/2}
n/2

< t .

Thus, we achieve the property of source-anonymity.

3.8 Attack resistance

In our proposed scheme, the quantum states are only transmitted in the distribution
phase. Eve has the chance to catch the above quantum states when they are transmitted
from Trent to Alice and Bob. However, Eve can never replicate those quantum bits and
the decoy states ensure the security of the quantum states. Consequently, any effective
attack will be discovered by the legal members. From the above analysis, it can be
seen that Eve cannot elicit any helpful information from the transmitted strings if Eve
does not want to bring any disturbance to the decoy states. In this condition, Eve can
obtain nothing about Km

A ,Cm
A (1) and Km

B ,Cm
B (2). Though E is transmitted over the

classical channel and Em
A (3) may leak to Eve, Ẽm

A (4) is kept secret and secure, which
ensures the security of the transmitted pre-signature. On the other hand, Cm

A and Cm
B

kept by Trent are secret, which ensures the security of the transmitted signature Cm
S

(9).
Furthermore, we demonstrate that the proposed QDVS scheme is secure against

several common attacks such as forgery attack, inter-resend attack, and impersonation
attack as follows.

3.8.1 Security against forgery attack

Similar to the discussion of the unforgeability property above, Cm
A and Cm

B are used
to sign a message m according to the signing phase. However, it is impossible for an
adversary to obtainCm

A ,Cm
B and Km

A , Km
B from the quantum communication according

to the above security analysis. Furthermore, to generate a forged signature, the adver-
sary may apply a similar simulation algorithm. In this case, the private key strings Km

B
have to be used as defined in (13) and (16).More precisely, the simulated signature Fm

S
consists of f mS,ei

and f mS,ẽi
defined in (13) and (19). f mS,ei

and f mS,ẽi
are generated using

Ẽm
B and Ẽ1−m

B that does not leak any useful information since they are kept secret.
Thus, the adversary needs to guess each bit of a n-bit string to carry out a successful
forgery attack. This possibility is 1/2n that is negligible for a sufficiently large n.

To guarantee security against forgery attack, the proposed QDVS scheme should
be used as a one-time protocol. Therefore, it is infeasible for the adversary to forge a
valid signature without knowledge of Cm

A , C
m
B and Km

B .

3.8.2 Security against inter-resend attack

In our proposed scheme, Trent sends the quantum sequences using KGP to Alice and
Bob, respectively. An adversary Eve may intercept and replace some of the particles
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with other states and then resend them to Alice and Bob. However, notice KGP inserts
decoy particles into the quantum sequences for checking eavesdropping actions. The
adversary’s eavesdropping actions or tampering with the transmitted quantum bits will
inevitably disturb part of the decoy particles. Therefore, the eavesdropping actions or
tampering on the quantum channels must be discovered by Alice and Bob. It is infeasi-
ble for Eve to eavesdrop and tamper with the quantum bits transmitted in the quantum
channels. Hence, the adversary’s inter-resend attack on the quantum sequences must
be discovered by Alice and Bob.

Since it is infeasible to eavesdrop or tamperwith the quantumchannels, an adversary
tries to intercept and resend the classical messages transmitted in the classical channel
under our QDVS scheme. However, Bob can discover the adversary’s resending action
since the same signature has been received before. Hence, the adversary’s inter-resend
attack would not affect the security.

3.8.3 Security against impersonation attack

An adversary Eve may impersonate the signer Alice, the designated verifier Bob
or even the trusted center Trent during the whole signature procedure. Firstly, Eve
can’t impersonate Trent to forge the valid key strings Km

A , Km
B during the distribution

phase. The reason is that only the trusted center Trent has sufficient resources to launch
quantum communication for all other participants. Thus, without knowing the private
key strings, it is infeasible for Eve to do the following steps. Even if Eve successfully
know Km

A ,Cm
A (5) and Km

B ,Cm
B (6), it is infeasible for Eve to compute the exchange set

E without using Trent’s secret time stamp TSAB . Therefore, this kind of impersonation
attack is infeasible for the adversary.

Secondly, if Eve wants to impersonate Alice to forge effective authentication infor-
mation, as the same as the above analysis of the forgery attack, the proposed QDVS
scheme can withstand the impersonation sender attack. The reason is that Eve cannot
forge the valid Ẽm

A without knowing Alice’s secret Km
A .

Thirdly, if Eve wants to impersonate the intended designated receiver Bob in order
to verify the signature generated by Alice, the proposed QDVS scheme can withstand
the impersonation receiver attack because a valid signature can only be verified by Bob
using his key strings SmB and Km

B . Furthermore, only Bob can figure out the messagem
that is signed by Alice using his secret Km

B . As a result, the adversary’s impersonation
attack would not affect the security of the proposed QDVS scheme.

4 The application to E-voting

Weconcentrate on the application scenario of binary (Yes/No) E-voting, where a ballot
of the one-bit message, namely bit 0 or 1, will be signed and verified. Quantum voting
protocol is extensively studied in the field of quantum information and its application.
Hillery et al. [44] presented the traveling ballot and distributed ballot schemes for
quantum voting. Later, quantum voting protocols based on quantum teleportation,
quantum entanglement and other techniques were proposed in [45–55]. Recently, Joy
et al. [56] showed the implementation of a new quantum binary voting protocol in
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the IBM quantum computer. One may refer to [57] for a different but comprehensive
theoretical analysis of quantumE-voting protocols.Most of the above voting protocols
make use of quantum entanglement, which is difficult to maintain due to decoherence
effects. Therefore, getting rid of the entanglement requirement is a significant step
toward the practical realization of the quantum voting protocols.

We start with the quantum E-voting system and then describe the corresponding
binary E-voting protocol equipped with our proposed QDVS scheme. Hence, this new
binary E-voting protocol is more efficient, which can be deployed over the existing
QKD network.

4.1 Quantum E-voting system

Consider using the proposed QDVS scheme for E-voting, where each participant is
connected with a trusted center equipped with a noisy untrusted quantum channel and
an authenticated classical channel. Several specific properties of the quantumE-voting
system are described as follows.

– The trusted center has sufficient quantum resource and computation capability
while all the participators in the same domain have limited resources.

– All the participants share distributed and correlated key strings with each other by
performing the quantum part of QKD through the trusted center.

– A predetermined participant serves as the initiator and the ballot collector to launch
electronic voting. The trusted center broadcasts the voting content as a judgment
question to other participants.

– Other potential participants create their pre-signatures of a one-bit answer, where
bit 1 (Yes) stands for approval or bit 0 (No) for disapproval as their ballots.

– The participants send their pre-signatures to the trusted center and ask for sending
the real signatures to the ballot collector.

– The ballot collector gathers all the signatures and finally counts the number of
issued ballots, which completes the voting procedure.

4.2 Quantum binary E-voting protocol

We assume the quantum E-voting system consists of the following entities: N voter
Ai for i = 1, 2, . . . , N , a tally clerk Bob and the trusted voting center Trent. Here
IDAi are strings of length u, where u := �log2 N� is determined by the number of
potential participants N .

Each voter can choose his/her preferred answer for the broadcast question IDe of
length �. The voting results of all the votes are counted by the tally clerk Bob, who
counts the received answers and check the validity of their signatures. Then based on
the number of votes, Bob selects the final winning judgment option and announces
the result. The specific steps of the quantum binary E-voting protocol are as follows.
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4.2.1 Initialization phase

Step I1 The trusted voting center Trent sets up a bulletin board for all the participants
and announces N , IDAi and IDe on it.

Step I2 A voter Ai sends an application for registration to Trent, who verifies Ai ’s
identity and voting qualifications. After that, Trent stores Ai ’s relative infor-
mation.

Step I3 Trent chooses a sufficiently large security parameter n to conduct our pro-
posed QDVS scheme. For each Ai and tally clerk Bob, Trent generates
respective key strings using KGP. According to the process in the distri-
bution phase of the QDVS scheme, Ai and Bob hold correlated secret key
strings, respectively.

Step I4 Trent begins to ask for a ballot from the voter Ai . The form of a ballot is
a one-bit message 0 or 1. Moreover, Trent just asks for a signature of the
ballot since its privacy is protected in our QDVS scheme. The generation of
the signature is described in Sect. 2.

4.2.2 Voting phase

Step V1 After receiving Trent’s voting notification, Ai makes his/her answer m and
generates its pre-signature pSigmi following the process in the signing phase
of the QDVS scheme.

Step V2 Once Trent receives pSigmi from Ai , Trent figures out the message m and
records (IDAi , IDB, IDe,m) for future dispute or repudiation.

Step V3 Trent sends the real signature Sigmi = Cm
S along with identification informa-

tion IDAi , IDe to Bob. If Trent detects eavesdropping from an adversary over
the communication channel or finds malicious attacks, the vote procedure
will be aborted.

4.2.3 Counting phase

Step C1 Bob receives (Cm
S , IDAi , IDe) from Trent, then Bob know this received sig-

nature is actually generated from Ai on message m.
Step C2 Bob searches the private keys and finds the corresponding keys. Bob then

check the validity of the signature Cm
S . After confirming the correctness,

Bob records Ai ’s answer to event IDe.
Step C3 After N participants Ai for i = 1, 2, . . . , N have finished voting, Bob pub-

lishes the final voting results and the corresponding IDAi on the bulletin
board for further checking the availability. Finally, Bob counts all the voting
results and announces the winning judgment option on the bulletin board.

5 Conclusion

In this paper, we propose a practical quantum designated verifier signature scheme
without entanglement based on quantum key distribution technology. Compared to
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previous QDVS schemes [21–25], our proposed scheme is also unconditional secure
(based on underlying QKD) and has the property that only a verifier designated can
verify the validity of a signature. The designated verifier has the capability of efficiently
simulating a signature that is indistinguishable from that of the signer.

Additionally, our proposed QDVS scheme has the following advantage. It depends
on much simpler operations that only consist of the quantum part of the quantum
key distribution procedure and other classical bit operations. As a result, our QDVS
scheme requires less computation and resource consumption and thus is more efficient
and concise than previous QDVS ones. Moreover, as mentioned in [33], all trust
assumptions on the quantum channels can be removed, and the noise threshold for
each quantum channel is less strict than for distilling a secret key using QKD. Thus,
our QDVS scheme can be easily deployed over the existing QKD network for E-voting
applications. In contrast, the disadvantage of our scheme is the heavy reliance on the
trusted center.

The proposed QDVS scheme meets the desired security demands, namely verifia-
bility, unforgeability, non-repudiation, non-transferability, and source-anonymity. We
give detailed security analysis and show that the proposed QDVS scheme can resist
major attacks such as forgery attack, inter-resend attack, and impersonation attack.

As an application of our QDVS scheme, we show how to embed it in specific
environments like E-voting. We describe the quantum E-voting system and present a
simple quantum binary E-voting protocol.
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