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PPMA: Privacy-Preserving Multisubset Data
Aggregation in Smart Grid

Shaohua Li, Kaiping Xue

Abstract—Privacy-preserving data aggregation has been
extensively studied in smart grid. However, almost all ex-
isting schemes aggregate the total electricity consumption
data of the whole user set, which sometimes cannot meet
the fine-grained demands from control center in smart grid.
In this paper, we propose a privacy-preserving multisub-
set data aggregation scheme, hamed PPMA, in smart grid.
PPMA can aggregate users’ electricity consumption data
of different ranges, while guaranteeing the privacy of indi-
vidual users. Detailed security analysis shows that PPMA
can protect individual user’s electricity consumption pri-
vacy against a strong adversary. In addition, extensive ex-
periments results demonstrate that PPMA has less com-
putation overhead and no more extra communication and
storage costs.

Index  Terms—NMultisubset
preserving, security, smart grid.

aggregation,  privacy-

|. INTRODUCTION

MART GRID integrates the traditional power grid with
S information and communication technologies, to achieve
efficient and reliable electricity generation, transmission, dis-
tribution, and control [1], [2]. In smart grid, both electricity
and information are exchanged between utilities and users. This
two-way mechanism allows smart grid to collect and analyze
the situation of power generation, transmission, and consump-
tion, etc., in real time; thus, ensuring a reasonable allocation of
power, but also to ensure timely response to potential safety and
security threats to the grid.

Collecting users’ electricity consumption data is one of the
most important processes of smart grid. Based on the collected
data, control center (CC) in smart grid can use the means of data
mining to obtain useful information, such as dynamic demand
response [3], [4] and energy use improve [S]. To collect nearly
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real-time electricity consumption data, smart meters (SMs) are
deployed on the consumers side, they usually record and report
these data periodically, e.g., every 15 min. All these data will
be transmitted to the CC for further processing and analysis.
Generally, the CC has strong storage and computing capacity,
and it can dynamically adjust the power grid, such as electricity
supply, pricing, etc., to meet real-time demands.

Communications in smart grid must be secured against ma-
licious attacks [6]—[8]. From consumers’ perspective, privacy-
preserving is quite necessary, as data reported by SMs will
expose consumers detailed real-time using, which can reveal
owner’s personal information. For example, the low/high power
consumption may indicate that householders are out/in the house
[9]; periods of high activity correlate with more people being
inside the home, e.g., for a get-together or party [10]. To pre-
serve the privacy of consumers, one straightforward approach is
to encrypt the data content before report, but this will increase
the computing and communication cost.

To protect users’ privacy against malicious attackers, in re-
cent years, some data aggregation schemes [11]-[14] have been
proposed to report overall consumption data in a geographical
region, and protect users’ fine-gained data from disclosure at the
same time. Lu er al. [15] proposed a privacy-preserving data ag-
gregation scheme, named EPPA, to aggregate multidimensional
data with a superincreasing sequence. To enable the gateway
(GW) to perform data aggregation, these schemes use homo-
morphic encryption techniques to encrypt consumption data.
Homomorphic encryption can allow some computations in the
plaintext space to be carried out on the corresponding ciphertext
space, e.g., the multiplication on ciphertext corresponds to the
addition on plaintext. All these schemes and many other related
works choose Paillier cryptosystem [16] as their homomorphic
algorithm. Meanwhile some others utilize different techniques,
such as lattice-based [17] or ElGamal-based [18].

As mentioned above, the existing data aggregation schemes
consider that CC is only concerned with the total electricity con-
sumption of the whole user set, which sometimes cannot meet
the fine-grained demands from the CC. For example, in order to
make better power generation prediction [19], [20] and develop
real-time pricing schemes [21], [22], CC needs to know not
only the aggregation result of the whole set of users, but also the
number of users whose electricity consumption is in a specific
range, and the total consumption of these users. Lu et al. [23]
first proposed a practical scheme to realize privacy-preserving
set aggregation, and this scheme achieves the aggregation of the
two subsets separately, but this scheme cannot handle the sit-
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uation with more than two subsets. EPPA, we have introduced
previously, can deal with this kind of set aggregation to some
extent in smart grid. However, it cannot hold the assumption
that the CC is honest-but-curious [24], [25], which can collude
with the residential GW.

In this paper, we propose a privacy-preserving multi-subset
aggregation (PPMA) scheme in smart grid, in which, the users
set in a residential area are divided into multisubset according to
their electricity consumption in each period, and CC can obtain
the sum of electricity consumption and the number of users for
each subset. Specifically, the main contributions of this paper
can be summarized as follows:

1) We propose a privacy-preserving multisubset aggregation
scheme for smart grid. To our knowledge, it is the first
attempt to achieve multisubset data aggregation in smart
grid. Given several consecutive electricity consumption
ranges, users can be divided into several subsets, then the
proposed scheme can aggregate the number of users and
the sum of electricity consumption for each subset, with
only one single aggregated data.

2) To protect the users’ privacy in smart grid communication
network, we introduce a trust third party (TTP) to the
smart grid and utilize Paillier homomorphic cryptosystem
[16] to aggregate users’ electricity consumption data in a
privacy-preserving way.

3) Furthermore, we give two extensions to support billing
and the scenario with dynamic users.

The rest of this paper is organized as follows: Section II
discusses the related work. In Section III, we introduce our sys-
tem model including system architecture, adversary model, and
design goal. Then, in Section IV, we review Paillier cryptosys-
tem and give the definition of subsets as our preliminaries. We
present our proposed scheme PPMA in Section V, followed by
security and performance analysis in Sections VI and VII, re-
spectively. Section VIII gives two extensions about billing and
dynamic users. Finally, Section IX makes a conclusion.

Il. RELATED WORK

The cyber security issue is a big obstacle in the way of devel-
opment of smart grid [6]-[8], [26]. Generic security protection
methods in traditional networks, such as key management,
source authentication, and integrity protection mechanism have
thus been introduced to construct a more secure communication
among components in smart grid [27]-[30]. However, owing
to the distinctive features of smart grid, users’ privacy may
be leaked out unconsciously, and result in a more serious
loss [9], [10].

To protect users’ private information from disclosure,
privacy-preserving techniques have been proposed in recent
studies. One direct way of privacy protection is hiding users’
real identity, Chim et al. [31] and Diao et al. [32] respectively
utilized anonymous credentials to conceal user’s real ID during
verifying the legality of messages. This can also be achieved by
using zero-knowledge proof, which has been presented in the
literatures [33], [34]. Except hiding users’ real ID to achieve
privacy preservation, many schemes focus on data obfusca-
tion, which aims to hide individual electricity consumption

data. A widely used method is adding the noise with a given
distribution (like Laplace Distribution) into each user’s meter-
ing data, so as to prevent user’s privacy being leaked out by
well-designed attacks, such as differential attack [13], [35], [36].

Another way of privacy protection, called data aggregation,
is to aggregate the electricity consumption for a specific region
without revealing the individual user’s consumption data. The
existing data aggregation schemes usually utilize homomorphic
encryption to aggregate the electricity readings and guarantee
the privacy for the users. In the literature [37], Ruj and Nayak
proposed a secure framework to aggregate the electricity con-
sumptions of all users in a specific region and achieve privacy
preserving with additive homomorphic encryption. Meanwhile,
it supports access control based on attribute-based encryption.
Li et al. [38] proposed an efficient privacy-preserving demand
response (EPPDR) scheme which achieves privacy-preserving
electricity demand aggregation and efficient response. Chen
et al. [13] proposed a multifunctional data aggregation scheme
(MuDA) to compute multiple statistical functions of users’ data,
such as summation, variance, etc., in a privacy-preserving way.
Since homomorphic encryption usually results in a larger com-
putational overhead, Dong er al. [18] considers an efficient
ElGamal-based homomorphic encryption, and Abdallah et al.
[17] proposes a lightweight lattice-based homomorphic data ag-
gregation scheme.

While all these schemes are proposed to aggregate the total
electricity consumptions in a residential area, and solve other
problems at the same time, e.g., MuDA can compute multifunc-
tion, and EPPDR achieves efficient demand response. How-
ever, as we pointed out before, when the CC needs to find out
the distribution of electricity consumption, none of the existing
privacy-preserving schemes can meet this demand. The scheme
proposed in [23] can achieve two-subset aggregation, in which
the CC is able to obtain the sum of electricity consumption
and the corresponding amount of users in each subset, but it
cannot be extended to aggregate multisubset (more than two
subsets). Our proposed scheme utilizes two superincreasing se-
quences (similar to EPPA) and Paillier cryptosystem [16], to
aggregate multisubset in a privacy-preserving way. At the same
time, this scheme can also protect privacy against the malicious
GW and CC.

[ll. SYSTEM MODEL
A. System Architecture

In our proposed scheme, there are four entities including SMs,

a GW, a CC, and an offline TTP. As our scheme focuses on data
aggregation in smart grid, we consider a residential area with n
users U = {U;,Us,...,U,}. As shown in Fig. I, there exists
one CC and one TTP in our proposed smart grid architecture, and
each residential area contains a GW to aggregate users reports.
1) SMs: Each user U; € U is equipped with a SM, which is
used to collect the corresponding user’s electricity con-
sumption data and reporting encrypted data to GW peri-
odically, e.g., every 15 min. We take n SMs (or n users)

in a residential area into account in our proposed scheme.

2) GW: As a communication relay and aggregator, GW ag-
gregates all data reported by n users, and forwards the
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Fig. 1. System architecture of our proposed PPMA.

final result to CC. The existence of GW reduces not only
the communication overhead between users and CC, but
also the computational cost of CC.

3) CC: CC has strong computing capacity, and it is respon-
sible for collecting, processing, and analyzing the data
reported by GW. With these information, CC can adjust
the electricity generation, transmission, and distribution
to meet the dynamic demands.

4) TTP: TTP is a fully trusted entity in smart grid, whose
duty is to run the key generation procedure in Paillier
cryptosystem, and further generate and distribute secure
parameters for CC and all users in U. In our proposed
scheme, TTP only participates in the system setup, and
will not involve in the multisubset data aggregation pro-
cedure.

B. Adversary Model

In this paper, we assume that there exists an adversary <7 re-
siding in the residential area to violate individual user’s electric-
ity consumption privacy as possible as he/she can. The adversary
4 is capable of launching multiple attacks:

1) &7 can eavesdrop the communication between residential
users and GW, to get the report data directly. Moreover,
the adversary .7 can compromise some users in a residen-
tial area, which means .« will obtain all the consumption
data and the corresponding security parameters of these
users. Then, &7 will try his/her best to disclose uncom-
promised users’ privacy.

2) </ can intrude in the database of GW and CC to steal
the individual user reports and security parameters, and
even compromise them. Although CC in reality is very
powerful, since the adversary <7 is also strong enough
under our assumption, the data stored in CC cannot com-
pletely avoid the risk of disclosure. Considering CC is
curious about the users’ privacy, it can be considered as
a powerful adversary too.

Surely, the adversary ./ can also perform other attacks to
obtain information he/she is interested in. However, in this pa-
per, we only focus on protecting individual user’s electricity

consumption privacy, other attacks are beyond the scope of our
work.

C. Design Goal

Our goal is to design an efficient and privacy-preserving mul-
tisubset aggregation scheme in smart grid. Specifically, the fol-
lowing three objectives should be achieved.

1) The functionality of multisubset aggregation needs to
be implemented correctly: The main contribution of our
work is to meet such a novel requirement. Different from
the traditional aggregation schemes, which aggregate all
the report data in a residential area, our proposed PPMA
allows CC to know the distribution of electricity con-
sumption and the corresponding number of users in dif-
ferent ranges.

2) The individual user’s electricity consumption privacy
should be guaranteed under our adversary model: The
adversary model considers possible security threats to in-
dividual user’s electricity consumption privacy, and these
private data related to users’ behavior habits and even
home security. For example, low electricity consumption
may indicate householders are out of the house. There-
fore, our proposed scheme should achieve the privacy-
preserving of individual user’s electricity consumption.

3) The high efficiency of computation and communication
in the aggregation should be achieved: Due to the weaker
computing power and communication capabilities of
SMs, our proposed solution cannot increase the compu-
tational complexity and communication overhead while
implementing the required functionality. Meanwhile, al-
though CC has strong computing power, as it needs to
handle many other tasks, our scheme should not add much
more extra computational cost, either.

IV. PRELIMINARIES
A. Paillier Cryptosystem

Paillier cryptosystem [16] is one of the most popular tech-
niques to achieve homomorphic additive encryption. In Paillier
cryptosystem, if two integers a and b are encrypted as Fj(a)
and Ej, (b) with a same key k, there exists a relationship between
plaintext operation and ciphertext operation, such that

Ei(a) - E,(b) = Ex(a+D).

Generally, Paillier cryptosystem is composed of the following
phases: key generation, encryption, and decryption.

1) Key Generation: Select two large and independent prime
numbers p and ¢ randomly, and we compute .. = lem(p —
1,g—1) and N = p-q, where X is the least common
multiple of p — 1 and ¢ — 1. Then, define a function

-1
L(z) = L= choose a generator g = (1 + V), and
compute 1 = (L(¢* mod N?))~' mod N. The public
key is (V, g), and the private key is (A, ).
2) Encryption: Given message m € Z}, first, we select a

random number r € Z3;,, and then the ciphertext can be
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computed as follows:
c=FEm)=g¢"-r" mod N%

3) Decryption: Let ¢ be the ciphertext to decrypt, where
¢ € Z’», and we can compute the plaintext message as

m = L(¢* mod N?)-px mod N.

The homomorphic encryption we utilized in our solution is
still Paillier cryptosystem, but we use another form of it. In
our proposed scheme, we consider such a ciphertext with the
generator (1 + N):

c=(1+N)"-rN* mod N?

where m is the plaintext to be encrypted, and A is the private key.
As ¢(N?) = N - ¢(N) = N - A, we can conclude the following
equations according to Euler theorem:

c=({1+N)" - rN* mod N?
=(1+N)" N mod N?
=(1+N)" mod N°. (1)

To further decrypt ¢, we expend the power (1 + N)™ with Bi-
nomial theorem (1 4+ N)™ =>""  (")N', and then simplify
the formula with mod N?Z, as all items with ¢ > 2 turn to zero,

we get
c=(1+N)" =1+mN mod N2 )

To learn the detailed derivation and proof of Formulas (1) and
(2), readers can refer to the literature [16].

B. Definition of Subsets

PPMA realizes the data aggregation of multisubset. Here, we
define the subset in detail. We assume that k subsets is equivalent
to k consecutive electricity consumption ranges, such that

[RlaRZ)v [R27R3)> Ty [Rka +OO)

For every user in a residential area, his/her electricity con-
sumption in each period belongs to one of k subsets, for exam-
ple, if the electricity consumption e satisfies Ry < e < Rj, then
e is in the first subset. Our scheme aims to compute the total
electricity consumptions of each subset in a period, and also the
corresponding number of users in each subset.

V. OUR PROPOSED PPMA SCHEME

Here, we will present our privacy-preserving multisubset ag-
gregation scheme. In the proposed scheme, the CC can obtain
the number of users and the sum of electricity consumptions
in each subset, without knowing the individual electricity con-
sumption of each user. We will first give an overview of our
proposed PPMA. Then, we will divide the scheme into four
steps to elaborate separately.

A. Overview

The purpose of our proposed PPMA is to aggregate the num-
ber of users and the total electricity consumptions in each subset,
while preventing the individual user’s privacy from revealing
against malicious adversary. In the system initialization phase,
TTP will generate the parameters of Paillier cryptosystem as

well as the private parameters of CC and each user in a res-
idential area. During the initialization, the CC and users in a
residential area should receive their parameters securely, and
leave no information to someone else. Once the system setup
is finished, all SMs can report the electricity consumptions to
GW periodically. The report needs to be encrypted using the
public key of Paillier cryptosystem and private parameter of the
individual user. After receiving reports from n SMs, GW ag-
gregates these ciphertexts into a single one, and sends the result
to CC. Then, CC decrypts the report with its private parameter,
and obtains the number of users as well as the total electricity
consumptions in each subset with our designed algorithm.

Our proposed PPMA scheme can preserve the privacy of indi-
vidual users against malicious adversary. Specifically, GW only
has the ciphertext of each report, and CC just knows the number
of users in each subset and the corresponding summation of
electricity consumptions. Therefore, both GW and CC cannot
obtain individual user’s electricity consumption data. Moreover,
if there has a strong adversary that compromise both GW and
CC, as only TTP has the private key of Paillier cryptosystem, the
adversary still cannot decrypt individual user’s encrypted report.
The detailed security analysis will be presented in Section VI.

B. System Setup

There are four entities that include users, a GW, a CC, and
an offline trusted third party (TTP) in the system model of our
proposed scheme.

1) TTP: TTP chooses two distinct large primes p and ¢ ran-
domly, where |p| = |¢| = [, and then computes the Pail-
lier cryptosystem’s public key (/N = pq, g) and private
key (A, p). Then, TTP takes a pseudo-random number

generator to generate n random numbers {xl, ey x,,,} in
Z’, and computes xg € Z; to satisfy
n
xo—l—in =0 mod A. 3)

i=1

In practice, for providing security, the size of each random

numbers should not be less than 1024 bits. Finally, TTP

sends xo to CC and respectively sends x; to U; (i =

1, 2, ..., n) via secure channels, then publishes { N, g}.

2) CC: Assume that CC needs to know the aggre-

gation of £k consecutive electricity consumption

ranges [Ry, Rz),[R2, R3), -+ ,[Ri, E], where R,

is always equals to 0 and F is the maximum elec-

tricity consumption, to be noted, m; € [R;, Ri11)

means that m; is less than R;,; and greater than

or equal to R;. Then, CC generates two groups of

coefficients, the first one is {a,an, -+ ,ax} satis-

fied a; > Z;’-;ll aj - (Rj+1 — Rj)-n, where a; =1

and ¢ =2,3,..., k. The second one is {by,bs,...,

by, } satisfied b; > by + by - n'~!, where by > a; - E - n +

S la; Rjsion and i=1,2,... n Finally, CC

chooses a hash function H :{0,1}* — Z%, and

publishes  {(Ri,g"',9"), (R2,9"*,9"),---  (Ri, 9",
g"), H}.

When the initialization process ends, CC has private x( and

each user U; holds his/her private z;. The parameters published
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by CC means that, if the electricity consumption of the user
U, belongs to the jth subset in some period, U; should use
private z; and the jth parameters (g%, g% ) as the encryption
parameters.

C. Encrypt Electricity Consumption

As user’s consumption data are reported to GW periodi-
cally, e.g., every 15 min, to protect user’s privacy from dis-
closure, a SM needs to encrypt these private data. From the
information that CC has published, SM can know what ranges
CC wants to collect. Assume that all residential users are
U ={U,,0,,...,U,}. If U;’s electricity consumption data
m; € [Rj,RJ-H), U; is denoted to lie in the subset U; C U.
Obviously, U =U,UU,U---UUy;, and U, NU; = &, for
,j=12,.... ki #j.

For each U; € U, as every period is small, it is reasonable to
assume that m; lies in {0, 1,2,..., E'}. At each time interval
t, without loss of generality, we suppose m; € [R;, Rj; 1), and
Am; = m; — R;. U; computes the ciphertext with the secret
key z; and (g%, ")

¢ = ga,j»Am,: _gbj .H(t)Nn:,v

Then, U; sends the ciphertext ¢; to GW.

mod N2. 4)

D. Aggregate Data

After receiving all the ¢; from the users, GW performs the
following aggregation process:

C = ﬁci
i=1

ap- Yy, Ami+ar Yy, Ami+-+ap- Yy, Am;
— el icUy iclUy
=49
n
N-Y x;

.gbl"U1|+b2"U2‘+"'+bk"Uk‘ H(t) = mod NZ.

(&)
Then, GW sends the aggregated ciphertext C' to CC.

E. Decrypt Aggregated Data

Once receiving the aggregated ciphertext C', CC performs the
following steps to recover the aggregated data, and compute the
number of users and the sum of electricity consumptions in each
subset from it.

1) Step 1: CC uses its secret key xg to compute:

V=C-H@t)N"™

ar- Y. Amitazr Y, Ami+-tag- Y, Am;

— ielUy ielUy ieUy

=49
.gbl‘\Ul|+I72'\U2\+"'+bk‘\Uk-\

CH( (o E) oa 2

)N
n
T+ E ;=0 mod 2
i=1

ap- Y, Ami+ar Y, Ami+-tag- Y, Am;
=g ielU ieUy ieUy

.gbl"U1|+b2“U2‘+"'+bk‘“Ulr‘ mod NZ. (6)

Algorithm 1: Recover(D).
fori=kto1do
‘Ul| = (D — D mod bl)/bZ
D =D — (b - |Ui])
end for
fori=kto1do
M = (D—-D mod a;)/a;
D=D-(a;-M)
M; :M-FRLHUL‘
end for
return {|U, |, |Uy|,--- ,|Us

}a{MhMZa"' 7Mk7}

2) Step 2: Then, we let

D= |a; Z Ami+ap Z Am;+---+ay - Z Am;

iGU] iEUz Z‘EU};
+ (by Uy + by - |Un| + -+ - + by - |Ug]). @)
CC can recover the aggregated data as follows:
V-1
D= — mod N2. (8)

3) Step 3: To recover the number of users and the sum of
electricity consumptions in each subset from D, CC ex-
ecutes Algorithm 1, and obtains {|U|,|Us|,..., |Uk|},
{M;, M,,..., M}, where |U;| is the number of users
lies in U;, and M is the total electricity consumptions of
users lies in U;. Obviously, |U| = Zle |U; | is the num-
ber of all users, and M = Zle M; is the total electricity
consumptions of all users in a residential area.

In each time period, these four procedures will be executed
repeatedly. Based on the result obtained from Step3, CC can
dig out the power usage trends, the distribution of electricity
consumption or use machine learning and other methods to fur-
ther analyze the data. The ultimate goal is to improve electricity
utilization, develop reasonable dynamic price, etc., in which the
most important one is to prevent blackouts.

VI. CORRECTNESS AND SECURITY ANALYSIS

In this section, we discuss the security issues of our proposed
scheme, specifically, to protect users privacy against a strong
adversary o7. As mentioned in our adversary model, the strong
adversary .o/ can be able to launch multiple attacks to violate
individual user’s privacy. In the following, we will first prove
the correctness of our scheme, and then analyze data privacy
protection from the aspects of attacks that may be initiated by
the adversary.

A. Proof of Correctness

The correctness of our scheme depends on whether CC can
decrypt aggregated data correctly. To proof that, we here demon-
strate Formulas (6), (8) and Algorithm 1. Note that, the other
processes are clearly correct, so we do not need to give addi-
tional proofs of them.
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1) Formula (6): With CC’s private key x, this formula elim-
inates the term containing H (¢) in C. We now bring D
in Formula (7) into Formula (5), and get

n
N-Y z;

C=g” H@t) = mod N?.

Based on Formula (3), we can assume that x+
Yooxi=k-x where ke€Z). We reintroduce
Formula (6) as follows:
V. =C-H(t)N"
= gD . H(t)N'(wU"'Z?:lmv)

_ gD _H(t)N-k-A

D N A

=g -r mod N2.

According to the description in our preliminaries, we can
get V =g¢” mod N2
2) Formula (8): From the description in our preliminaries,

we can get
V =g¢” mod N?
=(1+N)” mod N?
=1+N-D mod N*
V-1
=D=—n d N2
N mo
3) Algorithm 1: This algorithm has two for loops, the first
one recovers U;, i = 1,2, ..., k, and the second one re-
covers M;,i =1,2,...,k. Here, we will indicate how

these two loops work.
1) To explain the first for loop, as an example, we first
consider Uy,. Since

a1~ZAmi+a2~ZAmi+~-~+ak~ZAmi

ielU; ielU, €Uy
<ay - Z(Rz—R1)+a2' Z(R3—R2)+"'
iEU[ iGUz
+ar- Y (E~Ry)
iEUk
k—1

<ak~(Eka)~n+Zaj~(R]-+17Rj)~n

i=1

< by

and because
by - |U1| + by - ‘U2| + oo+ by - |U1¢_1|

< b1 - | Ui +bg—1 - |Ua| 4+ -+ - + b1 - [Ug—1]|
<bp_1-n

we can get
a1~ZAmi+a2-ZAmi+-~-+ak : Z Am;
icU; icU, i€Uy
+01 - |Ui| + b2+ U] + - + by - [Up—]
<by+bp_1-n
< by.

Therefore, we can get (D — D mod by)/b = (b -
|Uk|)/br. = |Ug|, and by using the same method, we can
recover all |U;|,i = 1,2,... k.

2) After recovering the number of users in each subset,
D will be equal to a; - >, Am; +a; - Ziem Am; +

ieU,

oot ag Y ey, Am;. For recovering M, since any
Amy, i € Uj is less than (R, — R;), we have

a Z Ami—i—az-ZAmi—l—n-—&—ak,l- Z Am;

€U 1€U, 1€Ug 4
§a1'Z(Rz—R1)+az' Z(R3—R2)+-~-
iGU] iEUz
+ap_1- Z (Rp — Ri—1)
Z‘EU],»,]
k—1

< Q4 (Bjy1 = Rj)-n
1

<.
Il

< ay.

Therefore, we can further get

(D—D mod a;)/ar= ak-z Am; /ak:ZAmi

iGU/,- iEUA-
and
My =Y (Ri+Am;) = Ry - [U| + > Amy.
iEUk iGU},~

With the same processes, we can obtain {M;, My, - - -,
M;. } finally.

B. Eavesdropping Cannot Reveal Individual User’s
Electricity Consumption Privacy

The adversary .7 can lurk in a residential area to eavesdrop
on communication data between the users and GW. Assume that
the adversary 7 has acquired a report data of the user Uj, i.e.,
¢;. In our proposed scheme, user U;’s consumption data sensed
by the corresponding SM can be formed as ¢; = g% 2™ -
g% - H#)N* mod N2. Let m; =a; - Am; +b; and r; =
H(t)", then the ciphertext ¢; = g™ - ¥ mod N? is still a
legal ciphertext of Paillier cryptosystem. Since Paillier cryp-
tosystem is semantic secure against the chosen plaintext attack,
the adversary .7 is not able to recover U;’s private data, i.e., aj,
Amy;, and b;. Thus, the individual user’s electricity consumption
privacy is protected from eavesdropping.
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C. Compromising Some Users Cannot Reveal Other
User’s Electricity Consumption Privacy

A strong adversary ./ can compromise some users in a resi-
dential area. In our system, considering n users in one residen-
tial area, the adversary <7 is able to compromise k (kK < n — 1)
users, where “compromise” means adversary .« can disclose
a user’s private data as well as the secret parameter x. Since
all secret parameters are randomly generated by TTP, they do
not have any correlation with each other. Knowing one or some
users’ secret parameters reveals nothing about the others’. Con-
sider such an extreme situation, that the adversary .#' compro-
misen — lusers,i.e.,U;,U,,...,U,_;.Then, the adversary ob-
tains x1, xo, - - - , T, 1. Since we have x¢ + x,, + Z?;ll z; =0
mod A, without any knowledge of zy and A, the adversary ./
still cannot reveal x,,. Thus, no matter how many users the ad-
versary has compromised, he/she cannot disclose the electricity
consumption privacy of uncompromised users.

D. Compromising GW Cannot Reveal Individual User’s
Electricity Consumption Privacy and the Aggregation
Result

After receiving encrypted data from residential users peri-
odically, GW can aggregate these ciphertexts by computing
C =1I'_, ¢ mod N?. Thus,if the adversary &/ compromises
GW, or hacks into the database, he/she can only get the encrypted
consumption data and the aggregated ciphertext. As analyzed in
Section VI-B, due to the semantic security of Paillier cryptosys-
tem, the ciphertext reveals nothing about the plaintext, so the
individual user’s electricity consumption privacy is preserved.
Moreover, the aggregated ciphertext C, as shown in Formula
(5), has the same form with user’s report data, which means ag-
gregated ciphertext C' is also a valid ciphertext of Paillier cryp-
tosystem. Since the adversary .2/ cannot obtain any security pa-
rameters from GW, he/she is not able to disclose the aggregation
result. Thus, even though GW is compromised, the individual
user’s electricity consumption privacy can be ensured.

E. Compromising CC Cannot Reveal Individual User’s
Electricity Consumption Privacy

After receiving an aggregated ciphertext from GW,
CC decrypts it and performs Algorithm 1 to obtain
{Uy],|Usly ..y |Ug|}s {My, My, ..., M}, where |U;| is the
number of users lying in U;, and M; is the total electricity
consumptions of users lying in U;. If a strong adversary .o/
compromises CC, he/she can get all these information. How-
ever, in our system, CC contains just one security parameter
xo, and this parameter can only be used to decrypt the ag-
gregated ciphertext, different from other aggregation schemes,
CC has no private key, i.e., A, u, of Paillier cryptosystem. In-
stead, we let TTP to retain them. Therefore, the adversary o/
cannot decrypt ciphertexts obtained from attacks mentioned in
Sections VI-B or VI-D. Moreover, as {|U;|, |U,|,...,|Ux|}
and {M;, M,, ..., My} are the aggregation results, even if the
adversary .o/ obtains them, he/she cannot associate these data
with individual user’s electricity consumption. Thus, individual

TABLE |
COMPUTATIONAL COMPLEXITY

SM GW ccC
PPMA 1xX0.,+1 x0, 0M-1)x0, 1 x O, +1x0,,
Paillier 1 x O, +1x0,, nm—1)x0p, 1 x O,
PPSDA 1 x O, +1x0,, (m—1)x0, 1x0,+1x0.,+DEC

Note: 1 x O, means one exponentiation operation in Z .1 x O, means one multipli-
cation operation in Z ,, ».D E C' means the special operation for decryption in PPSDA.

user’s electricity consumption privacy will not be revealed even
though CC is compromised.

VII. PERFORMANCE EVALUATION

In this section, we first measure the performance of our pro-
posed scheme in terms of the computation overhead of SM,
GW, and CC. In addition, since the message recover algo-
rithm (refer to Algorithm 1) is carried out on plaintext, the
number of subsets has almost no effects on computing over-
head, so we set the number of subsets to two, and compare
the computation cost with privacy-preserving set data aggrega-
tion (PPSDA) scheme in [23], which only supports two sub-
sets aggregation. We also consider a traditional approach with
the standard Paillier cryptosystem (simply denoted as the Pail-
lier in this paper), which only aggregates overall electricity
consumptions. Moreover, in this section, we also give a brief
performance analysis of communication and storage overhead
comparison.

Specifically, we implement our scheme by Java and run our
experiments on a computer with 3.1 GHz processor, 12 GB
memory, and Ubuntu 16.04 platform. We use 512-bit length
primes p and ¢ for Paillier homomorphic cryptosystem, and
limit the maximum electricity consumption data in a period to
100. To be noted, for security reasons, we suggest that the length
of primes p and ¢ should be at least 1024-bit in practical use.

A. Computational Complexity and Efficiency

When a residential user U; needs to encrypt the data, it re-
quires one exponentiation and one multiplication operation in
Z x> to generate c;. To be noted, the complexity of two multipli-
cation operations in Z > can be negligible compared with the
exponentiation operations. After receiving the ciphertext from
n users, GW should perform n — 1 multiplication operations
in Z x> and forward the result to CC. However, the overhead
of these operations cannot be ignored, as n is usually hundreds
or even thousands. To decrypt the aggregated ciphertext, dif-
ferent from the standard decryption of Paillier cryptosystem,
which requires L(x) function, in our scheme, CC needs only
one exponentiation operation. To further recover the number of
users and the sum of consumption data in each subset, CC just
performs several or (up to) dozens of (depend on the size of k)
subtraction or division operations in Z y2; thus, these operations
can be considered to have less impact on the overall performance
overhead.

We compare the computational complexity of PPMA with the
Paillier and PPSDA, as shown in Table I. We can see that, the
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Fig. 3. Aggregation cost at GW.

computing overheads of SM and GW in these three schemes are
consistent. As for CC, our proposed PPMA achieves the lowest
computing cost compared to the other two schemes.

We also compare the computing efficiency of our PPMA
scheme in SM, GW, and CC with the Paillier and PPSDA.
In our proposed scheme, as we fix the maximum electricity
consumption data, there are actually two factors that may affect
the performance obviously, i.e., the number of users and the
number of subsets.

In these three schemes, the number of users will not affect
the encryption cost obviously, and the number of subsets may
only have impact on our scheme, as the other two schemes
have fixed number of subsets (the Paillier has only one set and
PPSDA has two). We set the number of users to 500 and the
number of subsets to two, and execute the experiments, the
results are showed in Fig. 2. From the figure, we can see that
the encryption cost of our scheme changes little with the increase
of electricity consumption value, which means the number of
subsets also has little impact on the overhead of encryption,
as the number of subsets only affects the size of report data
of different electricity consumption. The encryption cost of the
Paillier is stable at about 2.6 ms, and PPSDA is overall optimal.
In general, the Paillier and PPSDA are slightly more efficient
than our proposed scheme, but the difference is small (about
2 ms), which can be accepted.

Fig. 3 shows the comparison result of the aggregation compu-
tation cost of our proposed scheme and the other two schemes.
As we have analyzed above, the number of subsets has no effect
on the aggregation computation cost of our scheme, so we set
it to two and conduct the experiment. In Fig. 3, the aggregation
function in PPSDA is more efficient than that in our scheme and
the Paillier, and our scheme almost has the same aggregation

—O— PPMA
—{1~ PPSDA

Time Cost (ms)

)_0_0_0_0_0—0_0_0_(
0

200 400 600 800 1000 1200 1400 1600 1800 2000
Number of Users

Fig. 4. Decryption cost at CC.

cost with the Paillier. Note that, when the total number of users
increases to 2000, the aggregation in our scheme costs 27 ms
and PPSDA costs 12 ms, although the latter is intuitively half
the cost of the former, in practice, since the aggregation is only
required to be performed once in each period, both of them are
efficient enough to aggregate data in time.

In order to explore the impact of the number of users on the
decryption overhead at CC, we tested our proposed scheme with
the number of users changes from 200 to 2000 and compared it
with PPSDA. Fig. 4 shows the comparison results in terms of
the decryption computation cost. From the figure, we found that
the decryption cost of our proposed scheme remains at around
4.60 ms regardless of the number of users. This is extremely
efficient and practical, as CC usually needs to process a large
amount of user data reported by different GWs in every period.
From the figure, we can see that the decryption overhead of
our proposed scheme is smaller relative to PPSDA, and the
computation cost of PPSDA goes up rapidly as the number of
users increases.

B. Communication and Storage Overhead

We analyze the communication overhead from two aspects:
SM-to-GW and GW-to-CC. In every period, each SM reports
one ciphertext of consumption information to GW, the overhead
is only associated with the size of ciphertext. The ciphertexts
in different schemes are only a little different in size, especially
for PPMA and PPSDA. For the GW-to-CC communication, as
the same as being analyzed above, there is no much more extra
cost.

We ignore the storage overhead of GW and CC, as they always
have a lot of storage space compared to SMs. Due to the limited
resources of SMs, it becomes a major consideration of storage
overhead in smart grid. Compared to other schemes with only
data aggregation, each SM in PPMA requires additional storage
of one secure key x and the parameters of &k subsets. As both
the secure key and each parameter size is 1024 bits, the extra
storage size in each SM is (k 4 1) x 1024 bits approximately.
As the number of subsets is generally from several to dozens, the
required additional storage size will be just a few KB. Therefore,
PPMA will not greatly increase the storage overhead.

VIIl. EXTENSIONS

Our PPMA scheme can aggregate multisubset data of all users
in one time point. However, sometimes we need to aggregate
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one user’s data of a number of continuous time periods, e.g., to
charge users [39]. Our work can be easily modified to support
such aggregation in a privacy-preserving way. In addition, dy-
namic users, i.e., user addition or user removal, is quite normal
in reality, and our scheme can also be modified to support that.

A. Extension to Support Billing

No matter in traditional grid or current smart grid, how to
charge users is always a realistic need. Here, we give an exten-
sion scheme to support billing. Assume a billing cycle contains
T time periods, i.e., from ¢; to ¢, from ¢, to ¢,,, etc. To
clearly give our extension, we consider charging U; of the first
billing cycle.

During this billing cycle, the ciphertext U; report in t; is ¢;;
(1 <5 < 7),and all these ciphertexts will be stored on the GW.
While computing ¢;;, a temporary value H(¢;)"" will also be
computed, which U; will store locally.

When billing is required, U; first computes

h=1THaw)" = |{T[HW)
j=1

J=1

T

sends h to TTP. Then, GW receives h~! from TTP and computes

’

V= |[[ei]/h mod N

Jj=1

:gD, mod N?

where

D/: aq Z Amij—i—az Z Amij —+ -4 ayj. Z Amij
iGU] iEUz Z’E]Uk

+ (b1 - |Ui| + by - |Ug| + - - + by - |Ug ).

GW can decrypt V' to get D" with Formula (8). By utilizing
Algorithm 1 with the input D', GW or CC can recover the sum
usage >, m;; for U;. Finally, CC can charge U; with a fee
of py - Z]T-:l m,;;, where p; is the electricity price of the first
billing cycle.

Note that, the key of billing is to recover the sum usage of
U; correctly, and this is guaranteed by the coefficients a; and
b; (i=1,2,...,k). In our basic PPMA scheme, these coeffi-
cients are associated with the number of users n and ranges.
However, in this extension, they are the number of periods 7
and ranges. Therefore, CC should derive these coefficients with
max{n, 7} instead of n, to make sure both the basic scheme and
the extension could work.

B. Extension to Support Dynamic Users

User increasing and decreasing will change the number of
users in an aggregation region, here we give an extension to
support this dynamic scenario. When a set of new users U, are
added into the system and a set of old users U, are removed
from the system, TTP first chooses a subset of users U,. that still

remain in the system, and then generates each U, € U, with a
new private key x,, and computes

Z 55;“3: Z Tye + Z Tyr — Z Tya

U.eU. U.€U. U, €U, U, €U,

where x,, is the private key of each U, € U, that will be re-
voked, . is the old private key of U, € U,, and 7, is the new
one generated by the TTP based on the above equation. All the
x.,. will be sent to each U, € U, in a secure channel to replace
the old z,,...

It is important to note that the subset of users U, should be
chosen careful. Considering the security issue in Section VI-C,
the size should be large enough to prevent possible attacks. This
is actually a tradeoff between security and performance.

IX. CONCLUSION AND FUTURE WORK

In this paper, for the first time we have defined the subsets
as many consecutive electricity consumption ranges, and un-
derlined the necessity of aggregating these subsets to CC. As
an initial attempt to achieve multisubset data aggregation, we
have proposed PPMA to aggregate the count of users and the
sum of electricity consumption in each subset. In particular, de-
tailed performance evaluation and security analysis show that
our PPMA scheme preserves the privacy of users’ electricity
consumption and achieves lower computation overhead at the
same time.

Currently, we have not considered the possible user failures,
which means some SMs may be damaged and they cannot en-
sure to report data correctly. As a result, CC cannot further
decrypt ciphertext correctly. Furthermore, how to support dy-
namic pricing is still a challenge issue, and we will continue to
study to address these problems in our future work.
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