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Abstract—Under the assumption of honest-but-curious cloud service provider, various cryptographic techniques have been used to
address the issues of data access control and confidentiality in public cloud storage. Among which, attribute-based encryption (ABE)
has been shown to be an attractive scheme. Although the technique of ABE brings in various benefits, its onerous overhead should not
be ignored. In this article, based on an improved LSSS (linear secret sharing scheme) matrix expression integrated in CP-ABE
(Ciphertext-Policy Attribute-Based Encryption) algorithm, we present an efficient and secure attribute-based access control scheme for
the scenarios where multiple data are shared and encrypted with frequently used sub-policies. In the scheme, a user can store the
parameters about a specific sub-policy in his/her first decryption, which can be reused in the subsequent data decryptions whose
embedded access policies include the same sub-policy so as to significantly reduce the computation cost. Our proposed scheme is
proved to be semantically secure under chosen plaintext attacks and can well preserve the confidentiality of the data sharing system.
Our analysis and experimentation also show that our scheme does significantly reduce the decryption time and while trades in only very

little storage overhead, and thus effectively promotes the efficiency.

Index Terms—Cloud storage, access control, frequently used sub-policy, decryption promotion

1 INTRODUCTION

ITH rapid development of cloud computing and soar-
Wing requirement of large-volume data sharing, more
and more individuals/corporations tend to outsource their
data into the cloud [1], [2], [3], [4]. This is a win-win service
paradigm for both cloud service client and service provider.
For individuals/corporations, cloud storage provides them
with convenient data sharing, reliable resource manage-
ment in a pay-as-you-go manner or with long-term lease
contracts [5], which is much more cost-effective compared
with buying and maintaining the facilities by themselves
[6]. Due to the advantage of centralized management, a
cloud service provider can make more effective use of its

o K. Xueand N. Yu are with the Department of Electronic Engineering and
Information Science, University of Science and Technology of China, Hefei
230027, China, and also with the School of Cyber Security, University of
Science and Technology of China, Hefei, Anhui 230027, China.

E-mail: {kpxue, ynh)@ustc.edu.cn.

o N. Gai is with the School of Cyber Security, University of Science and
Technology of China, Hefei, Anhui 230027, China. E-mail: gn1996@mail.
ustc.edu.cn.

e |. Hong is with Huawei Shanghai Research Institute, Shanghai 201206,
China. E-mail: hongjianan@huawei.com.

o D. Wei is with Computer and Information Science Department, Fordham
University, Bronx, NY 10458 USA. E-mail: wei@cis.fordham.edu.

e P. Hong is with Department of Electronic Engineering and Information
Science, University of Science and Technology of China, Hefei, Anhui
230027, China. E-mail: plhong@ustc.edu.cn.

Manuscript received 13 Mar. 2020; revised 6 Apr. 2020; accepted 11 Apr. 2020.
Date of publication 15 Apr. 2020; date of current version 17 Jan. 2022.
(Corresponding author: Kaiping Xue.)

Digital Object Identifier no. 10.1109/TDSC.2020.2987903

powerful computation/storage resources and professional
employees by renting various services out to the clients.

Apart from the benefits of cloud service, data confidenti-
ality becomes a critical challenge: as data are stored by the
honest-but-curious cloud service provider, it is not wise to
rely on the service provider to execute data access control.
The implementation of Ciphertext-Policy Attribute-Based
Encryption (CP-ABE) [7] in cloud storage service solves the
challenging issue of secure access control of outsourced
data, and enables data owners to carry out fine-grained and
flexible access control for their outsourced data, e.g., the
work in [8], [9], [10], [11], [12], [13]. Based on CP-ABE [7],
each user is issued with a secret key based on his/her attri-
bute set, a file is encrypted under an access policy, and a
user can decrypt the file if and only if his/her attribute set
satisfies the access policy.

In this work, we focus on the scenarios where different
access policies may contain identical sub-policies which are
frequently used for data access. Such scenarios occur in
quite a few organizations, enterprises, societies, etc., where
a number of users access data for the purpose of a cooper-
ated program, or for a common interesting topic. These
users usually have a common attribute set, which comprises
a social circle and can be expressed by an access sub-policy.
Also, different files shared by an owner usually have rela-
tions among them in these scenarios. Let’s take developing
access policies for some important documents of a univer-
sity as an example. Assume that some specific files can be
accessed only by a user who is a PhD or a professor of the
University of Science and Technology of China (USTC) and
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Fig. 1. Sub-policy embedded in multiple files.

his/her major is CS (Computer Science) or EE (Electronic
Engineering), some files can be accessed only by a user who
is a PhD or a professor from USTC and he/she works in
Beijing or Hefei, while some other files can be accessed only
by a user who is a PhD or a professor from USTC, majors in
CS, and meanwhile he/she works in the west campus.
Fig. 1 shows an instance in such scenario: assume that
three files are outsourced to be stored in the cloud, and the
corresponding access control policies are given in Fig. 1,
respectively. These three policies all contain an identical
sub-policy ““USTC" A (‘PhD’ Vv ‘Prof.”)”, which is frequently
used for different files. When using CP-ABE based access
control schemes in such scenario, users would better
execute the computation with the sub-policy for only once
during multiple data decryption processes for different
files. However, the existing CP-ABE based schemes is
unable to achieve this goal.

To deal with the scenarios with frequently used sub-
policies in cloud data sharing, we come up with a novel idea
to design a new access control scheme with the following
property: when a user queries one ciphertext and decrypts it,
the decryption result not only recovers the currently accessed
file, but also helps reduce the computation cost in the decryp-
tion procedure of subsequent ciphertexts embedded with
identical sub-policies. Besides the requirement of efficiently
reducing the computation overhead, the key challenge of our
idea is how to provide the confidentiality preservation - our
mechanism should not leave any opportunity for other users
to get unauthorized information of the outsourced data.

In this paper, we thus devise an effective scheme to
improve the performance of attribute-based data access con-
trol in the scenarios where multiple sets of shared data are
encrypted with identical embedded sub-policies. More spe-
cifically, the first access of a file by a user saves the
decrypted result with identical sub-policy, called identical
sub-policy parameter, which can be reused to help signifi-
cantly reduce the computation cost when conducting future
decryption tasks for other files embedded with the same
sub-policy.

In our design, users can store some decryption results in
his/her first access, and then when he/she further queries
other files embedded with the same sub-policy, only one-
time pairing operation is required for the same sub-policy,
if the file is published by the same data owner. In contrast,
in the existing attribute-based access control, the number of

expensive pairing operations is linear to the amount of
required attributes to satisfy the sub-policy. Though, the
main idea behind our design is simple, developing new
encryption and decryption algorithms to realize it is quite
challenging.

The main contributions of this paper can be summarized
as follows:

1) We first propose an improved LSSS (linear secret
sharing scheme) matrix expression to support differ-
ent access policies with identical sub-policies, which
can be integrated into CP-ABE algorithm.

2) Based on this expression method, we further
presents a design of an attribute-based access control
model to promote the efficiency of data decryption
in the scenarios where multiple data are shared and
encrypted with identical sub-policies in the cloud
storage. In the scheme, a user can store the parame-
ters about a specific sub-policy in his/her first
decryption. This parameter can be reused in the sub-
sequent data decryptions whose embedded access
policies include the same sub-policy to significantly
reduce the computation cost. Our further analysis
shows that our design trades only little storage for
saving significant computation cost.

3) We give a rigorous security proof to validate that the
proposed scheme is semantically secure against cho-
sen plaintext attacks. Meanwhile, it's proved that
users cannot get any information from the unautho-
rized files individually or collusively.

The rest of this paper is organized as follows. In Section 2,
we give the related works of data access control in public
cloud. Then system model and security assumption are
defined in Section 3, and preliminaries are reviewed in
Section 4. We give the improved LSSS matrix expression
in Section 5 and then present our access control scheme in
Section 6. Section 7 analyzes the correctness, security, and per-
formance properties. Finally, we conclude this paper in
Section 8.

2 RELATED WORK

Due to honest-but-curious cloud service provider, it is
extremely challenging in protecting the security of out-
sourced data [14], [15], [16], [17]. Faced with the threat that
cloud service provider may be curious about the stored
information, many works have been proposed to preserve
confidentiality of outsourced data, and to realize secure
data access control [8], [9], [10], [12], [13], [18], [19], [20],
[21]. Most of these works adopt ciphetext-policy attribute-
based encryption (CP-ABE) [7] as the core cryptographic
technique. In CP-ABE, each secret key is generated upon a
set of attributes, and each file is encrypted with an embed-
ded access policy. Intuitively, an access policy can be
regarded as a tree, which well suits common access control
models, e.g., RBAC (Role-based Access Control) [22].

When CP-ABE is utilized to conduct cloud data access
control, the structure of Linear Secret Sharing Scheme
(LSSS) matrix [23], [24], [25] is more efficient than the
original structure [7]. Many works have been proposed
to adjust CP-ABE algorithm to suit cloud architectures.
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Multi-authority architectures [9], [10], [26], [27] have been
proposed to address the practical deployment issue for
cloud storage, where attributes are managed by different
organizations. The threshold-based mechanism for authori-
ties [28] makes it possible that users can legally obtain secret
keys even when some authorities have broken down or
been compromised. The implementation of traceability [29],
[30] can prevent a semi-trusted authority from abusing its
privilege to issue keys to unauthorized users. Data access
policy updating [19], [31] and user revocation [32], [33] pro-
vide solutions for dynamic cloud access control systems.

However, the encryption and decryption processes of
CP-ABE both involve multiple pairing operations, which
introduce high computation cost [34], [35]. This becomes an
obstacle for practical deployments, especially when users’
devices are energy constrained. In order to reduce the com-
putation burden of the clients (users or owners), mecha-
nisms with lower cost have been proposed [9], [11], [36],
[37], [38]. Online/offline encryption [37], [38] reduces the
owner’s computation burden during data publishing, as
most encryption work has been prepared when the energy
is sufficient. Decryption outsourcing [9], [11], [36], [39] can
free up users’ decryption burden. In these schemes, cloud
service provider takes majority of decryption work, without
getting any knowledge of data information. However,
decryption outsourcing exposes users’ attribute sets to the
cloud, which induces user privacy concerns [40]. Some
schemes, such as what proposed in [41], [42], have realized
fast decryption for CP-ABE. However, in these two
schemes, the decrease of decryption complexity largely sac-
rifices the storage overhead on users’ secret keys and
ciphertexts. For instance, in literature [42], in order to realize
the fast decryption, an arbitrary access policy should be re-
organized as a two-layer one, AND gate first and OR gate
later. Briefly speaking, faced with the structure of Fig. 1b,
the volume size will expand from 4 to 6 in [42]. If the access
structure is more complicated, the ciphertext size will
increase by many times. In KP-ABE based approach [41],
the access policy is embedded in secret keys, which also
increases the key size by many times.

Recently, Wang et al. [43] proposed a mechanism to
encrypt multiple files in an integrated access structure. Dif-
ferent from other hierarchical ABE schemes, such as [8], [44],
in [43], multiple files can be organized in a hierarchical way,
which can significantly save the storage, encryption, and
decryption cost with such integrated structure. However, the
work of Wang et al. does not aim to handle data encryption
under different access policies with identical sub-policies.
Furthermore, based on the scheme in [43], all files should be
outsourced to the cloud storage simultaneously.

Therefore, we are motivated to consider if there is an
approach for owner and users to securely store some
parameters in encryption and decryption such that repeated
and complex computation can be avoided when multiple
texts are encrypted with identical sub-policy.

3 SYSTEM MODEL AND SECURITY ASSUMPTION

3.1 System Model

Our system model keeps consistent with the general system
model of access control in the cloud storage scene. As
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Fig. 2. System model.

depicted in Fig. 2, the data sharing system consists of four
kinds of entities as follows:

e  Cloud service provider (cloud) provides a storage plat-
form and an interface for other entities to upload
and download encrypted data. It does not conduct
access control for stored data. We assume that the
encrypted data can be downloaded freely by any
data consumer, the same as the assumption in [9],
[20], [28], [32].

o The central authority (CA) is responsible for managing
the security protection of the shared data and their
access control: it publishes system parameters and
distributes secret keys related to specific attribute set
for each user.

e  The data owner (owner) stores and shares data in the
cloud. In order to master the access control, each of
the outsourced data should be encrypted under a
designate access policy.

o  The data consumer (user) is assigned with a secret key
from CA. He/she can query any ciphertext stored in
the cloud, but is able to decrypt it only if his/her
attribute set satisfies the access policy.

3.2 Security Assumption

In our scheme, the cloud is assumed to be honest-but-
curious [9], [10]. On the one hand, it offers a reliable storage
service and correctly conducts all missions for other entities;
On the other hand, it may try to gain unauthorized informa-
tion for its own benefits.

CA is assumed to be fully trusted, which will issue secret
keys to users according to their attribute sets strictly. The
data owner will strictly define an access policy for his/her
outsourced file and encrypt it under the access policy. In
our design, the data owner is assumed to have a secure stor-
age to securely maintain his/her parameters.

We assume that some malicious users exist in the system
to try to decrypt any ciphertexts to obtain unauthorized
data by all means, including colluding with other users.

4 PRELIMINARIES

4.1 Bilinear Pairings

Let G; and G, be two multiplicative cyclic groups with the
same prime order p. Let e : G; X G; — Gy be a bilinear map
holding the following properties:

Authorized licensed use limited to: University of Science & Technology of China. Downloaded on January 22,2022 at 17:36:33 UTC from IEEE Xplore. Restrictions apply.



638 IEEE TRANSACTIONS ON DEPENDABLE AND SECURE COMPUTING, VOL. 19, NO. 1, JANUARY/FEBRUARY 2022

1)  Bilinearity. For all uw,v € G; and a,b € Z,, we have
e(u®,v") = e(u, v)™.

2)  Non-degeneracy. If g is a generator of Gy, then e(g, g) is
also a generator of Go.

3)  Computability. There is an efficient algorithm to com-
pute e(u, v) for all u, v € Gy.

Definition 1 (Decisional Parallel Bilinear Diffie-Hellman
Exponent Assumption) [23]. The decisional q parallel-
BDHE assumption is defined as follows. Let a, s, bi,...,
b, €r Z,, and g be a generator of G,. Given the information ij as

aq+2

9,9°,9% ... g"’q' g ga2q
VI<j<q:g g g gt

2q b:
a
» 9 /'77

there is a probabilistic polynomial-time adversary A to distin-
guish e(g, g)”’ﬁls from a random element Z = Gs,. If the advan-
tage of the adversary A is negligible, which is defined as
follows:

attls

PriA(g;e(g,9)" ) = 0] = PrlA(y, Z2) = 0]] < ¢, o))

we can say that the scheme is secure.

For more details about bilinear pairings and its applica-
tions, interesting readers can refer to [23], [45], [46].

4.2 Security Model
The security model is formalized by the following security
game between an adversary A and a challenger C.

e  Setup. The challenger C takes a security parameter A to
run the setup algorithm and gives the public parame-
ters PK to A, and keeps the master key MSK secret.

e Phase 1. Amakes a secret key request according to an
arbitrary attribute set 51, and C gives the correspond-
ing answer with the secret key SK to A.

o  Challenge. A submits two equal-length files M, and
M to C, with an access policy (M, p), which cannot
be satisfied by attribute set S;. C randomly selects
M,, v € (0,1) and encrypts it under (1, p). Here, the
access policy (M, p) follows the structure of LSSS
matrix, which is to be introduced in the next section.

e  Phase 2. Repeat Phase 1 with an attribute set S, where
S1 U S2 cannot satisfy (M, p).

e Guess. A outputs a guess V' of v. The advantage of A
is defined as:

p_‘pr[uzv]‘. o)

Definition 2. Similar to the scheme in [47], the proposed scheme
is secure against the chosen plaintext attack if all probabilistic
polynomial-time adversaries have at most a negligible advan-
tage in the above game, i.e.,p < e.

4.3 Access Structure and Linear Secret
Sharing Scheme

Definition 3 (Access Structure). Let P ={P,, P»,...,B,} be

VB, C:if Be Aand B C C, then C € A. An access structure

TABLE 1
Policy lllustrations
Notation Description Remarks
l # of attributes in policy
Iy # of attributes in sub-policy =1+l +1
n dimensions spanned by the policy
N dimensions spanned by the sub-policy n = n, +n,

(respectively, monotonic access structure) is a collection
(respectively, monotonic collection) A of non-empty subsets of

rized ones, and the sets not in A are called unauthorized ones.

Observing the constructions in [7], [23], [47], an LSSS access
structure can be used to denote the access policy A. Follow-
ing the method defined in [48], any monotonic boolean for-
mula can be converted into an LSSS representation. The
description of LSSS is presented in what follows.

Definition 4 (Linear Secret Sharing Scheme (LSSS) [23]).
There is a secret sharing scheme with a sharing-generating
matrix M™" with | rows and n columns. Let p(i) be the party
that labels the ith row of M. Choose a column vector
U = (50,72, ,Tn) € Zyy, and X = (M - ) is the vector of |
shares of the secret sg. The ith dimension of X, denoted as X;, is
the secret share belonging to party p(i).

Let I C{1,2,....1}. If {p(i) :i € I} is an attribute set
that satisfies the access policy (M, p), then there exist con-
stants {w; € Ly}, suchthat . ; w;N; = so. These constants
{w;} can be found in time polynomial in the size of the share-
generating matrix M"™". Note that, for any unauthorized set
S & A, no such constants {w; } exist.

5 IMPROVED LSSS MATRIX EXPRESSION TO
SUPPORT IDENTICAL SuB-PoLICY IN DIFFERENT
ACCESS POLICIES

In our work, we focus on the access policies that contain

identical sub-policy. Each of the policies can be expressed
by a matrix as the following format:

M{lxnl ; Ol Xms
TWZM’“ ””””””
| lsXng 3
—>1><7’L1 i MS ’ ( )
JMs o
M;ZX"Ll :F Olzxn

where there are [, duplicated row vector m, on the left side
of the submatrix M,. Table 1 illustrates some parameters for
matrix M, and all blocks in M hold the following properties:

e  M,: If a frequently accessed sub-policy is regarded as
an individual access policy, the relevant matrix is as:

Msub = ( 115)(1 J\/[e )7 (4)

where 1%*! is an all-one column vector. The row size
I, indicates the total number of attributes in the sub-
policy, and n, is the dimension spanned by the sub-

policy.
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e Other blocks (M, m;,M,): If the sub-policy is
regarded as one single attribute of the access policy
(or one leaf node in the tree), this policy can be
expressed by a new matrix:

M,

—
ms

M;

M = ; 5)

where M’ is a matrix of [; + 1 + [y rows and n; col-
umns. Especially, ‘my is the row vector labelling the
sub-policy to satisfy the linear secret sharing require-
ment of the new policy, where the sub-policy is man-
ually set as one single node.

It is worth noting that matrix M should obey some rules
due to the format in Eq. (3). An intuitive expression can be
described as: only the users satisfying sub-policy M, may
be able to satisfy M. Also, this work does not take into
account the case where M, is only an optional requirement
for M for the following considerations:

1) As we talk about the scenarios such as data sharing
among people with common interests or in the same
group, users accessing these data should all be in a
common social circle described by a sub-policy.
Thus, users who do not satisfy the sub-policy are
those who do not belong to the same group.

2) This feature gives us the potential to optimize
encryption/decryption performance. To present a
mechanism from having totally arbitrary policy
without any constraint is somewhat too challenging
and impractical either. In our research, we have put
forward relevant solutions, but the efficiency promo-
tion becomes less significant. Thus, we found that
the restrictions from real world has have their own
values in our design.

In fact, there is a special category of CP-ABE based
researches which only consider AND gates for access poli-
cies, e.g., [49], [50], [51], where AND gate is the only logic to
construct the access policy in practical usage. The access
policy in our scheme is more general than that of those
schemes. The special requirement in our scheme is that the
frequently used sub-policies in the form of a sub-tree should
be integrated to the policy tree via AND gate, which is act-
ing as an attribute and must be satisfied by potential users.
Note that based on the above discussion, we believe that the
policy restriction of our current work does not affect the
functionality too much.

6 OUR AccESS CONTROL SCHEME FOR DATA
SETS WITH FREQUENTLY USED SuB-PoLicy

6.1 Overview of Our Scheme

In order to increase the decryption efficiency, where different
data sets are embedded with an identical sub-policy, we
present an attribute-based access control model, as shown in
Fig. 3. Considering a scenario that an owner outsources mul-
tiple files and the access privileges of the files are released to
different sets of users embedded with an identical sub-
policy. When the owner first executes the encryption algo-
rithm, besides CT, an identical sub-policy parameter can
also be securely stored in his/her device. This parameter can

Parameter
Extraction

Plaintex Identical Sub-policy
Parameter

Further Encryption

Parameter Further Decryption
Extraction

Parameters in

User's Format

Fig. 3. The usage of identical sub-policy parameter: It is generated in the
first encryption/decryption, and assist further encryption/decryption.

Owner's Operation
First-Time
Encryption

Ciphertext Flow with
Identical Sub-policy
First-Time
Decryption,

User's Operation

be utilized later to assist the execution of subsequent encryp-
tions. For the user, the decryption algorithm will also be exe-
cuted for many times. When he/she first accesses one of
these files, the decryption outputs not only the plaintext, but
also the relevant identical sub-policy parameter stored in
his/her device. In the future, when the data being accessed
are with the same sub-policy and published by the same
owner, the saved parameters can be reused to help the user
to skip sub-policy related operations, thereby significantly
promoting the decryption efficiency.

The basic requirement is that the use of identical sub-
policy parameters should be devised in such a way that the
confidentiality property is still maintained and will not sac-
rifice too much other type of performance. After the detailed
construction description, we will analyze these features
thoroughly.

6.2 Construction
6.2.1 Setup

CA chooses two multiplicative cyclic groups G; and G, with
the same prime order p, and defines a bilinear map
e: Gy x G — Gy. CA also selects a generator g € Gy, and a
hash function H : (0,1)" — G;. It further chooses two ran-
dom secrets «, a € Z,. The public parameter is published as

PK = {p,G1,Gy,g9,¢,H,e(g9,9)", 9"}
Then, CA securely stores its master secret key as MSK = ¢*.

6.2.2 Encryption

Before uploading shared file M, the data owner should
encrypt it under the designed access policy (M, p). He/she
first uses a symmetric cryptography to encrypt data M with
arandomly chosen key K € G,.

Let M be a matrix in the form of Eq. (3). The encryption
algorithm differs a little, which depends on whether it is
executed first or subsequently by the data owner, or
otherwise.

If it is the first time to encrypt a file with a frequent sub-
policy, the procedure is given as follows:

A vector is setas U = (80,72, -, Tn;, Y1, - Yn,) €1 L1
The owner computes M. For i€ (1,l; +1s+1), \=
(M), denoted as the ith dimension of M v’; and 7; €p A
The ciphertext is generated as:

CT = {C = Ex(M),C = Ke(g, 9)™,C' = g,
Vie (1L, +1+1,): C = g™ H(p(i)) ", C) = ¢"i}.
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TABLE 2
user’s ldentical Sub-Policy Parameter

Sub-Policy Sequence ID sub-policy parameter
seqs(1 By Fou

(M, py), qs(1) ( o .*b)l
Seqs(2) (F‘z(ﬂ Fsub)2

(M37 ps)Q Seqs(?)) (F‘[TU F:ub)S

The uploaded file is in an encapsulated format as follows,

(M, p) | (Ms, py), seqs | CT,

where (M, p) denotes the access policy of the file; (Mj, p,)
denotes the designate sub-policy (p,(i) = p(i + 1), l; is the
row number of M; in Eq. (3)), and seg, can be regarded as
an identity (ID) to distinguish different owners for the iden-
tical sub-policy. The data owner securely stores the identical
sub-policy parameter of data owner as:

{(M57ps)’seqsvyz 7y"s)}'

If it is not the first time to encrypt the file embedded with
the same sub-policy, then there exists the relevant parame-
ter in the owner’s device. The generation of ' is different:
randomly choose vy = (sg,72,...,7,,). The vector is a con-
catenation of 7y and Y, where Y is the content of the param-
eter. The remaining steps proceed in the same way as the
first encryption.

(yl,...

6.2.3 KeyGen

For each user U; with attribute set S;, CA first randomly
chooses u; € Z, as a unique identity for the user. Then, CA
computes the user’s secret key as:

SK = {K =¢%¢"i, L =g",Vx € SJ K, = H(x)“’}

At the end of this procedure, SKj is sent to U; in a secure
tunnel. Furthermore, u;, as a secret parameter to resist poten-
tial collusion attacks, can be stored securely for the future key
requests of extra attributes by U; such that the user’s attribute
associated components will be linked with the same u;, even
if obtained at different times of key distributions. Compared
with the entire secret key SK, the volume of “u;”s is indeed
very small. It's important to note that similar method is also
adopted in many other related multi-authority CP-ABE
schemes, e.g., in literature [9]. Thus, we think, it is an accept-
able and recognized solution for our scheme.

6.2.4 Decryption

A user stores Table 2 to maintain user’s identical sub-policy
parameter. When getting CT', he/she first looks up Table 2
to see if the sub-policy and sequence ID is stored.

If not stored (first-time access), the algorithm proceeds as
follows: Suppose S5** C S; satisfies the sub-policy (Mu, p,)
where M, is Composed as Eq. 4). Let I, C {1,2,...,l} be
defined as I, = {i : p,(i SSUb} If I, satisfies M., the user
computes {w;},.; to solve the following equation:

> o Ma(i,j) = {0’
icls ’

j=1

2<j<ns. ©

The user arbitrarily selects iy € I; and computes:

(7a)

- 6(0 L) (C/ 7(] ) - e(ga g)uﬂl}\ioHlv

10

Fap = [ [ (e(Ci, L)e(CL K, ) 1) (7b)

i€l

The generated Fj,, can be regarded as e(g, g)“fa’\“b, where
Asup 1s regarded as the secret share for the sub-policy. The
computation of Fy,, as illustrated above, is called sub-policy
related decryption in our scheme.

Now the user gets M’ using Eq. (5), and maps p to o’
using the following rules:

,O(Z), 1 < { < ll7
0 (1) = ¢ sub — policy, i=10 +1,
p(i+1s—1), Lh+2<i<l+1+1.
Let Ic{l,....,li+1+4+10L}—{li+1} be defined as
I'={i:p(i)eS;}. I I {li + 1} satisfies M’, the user com-

putes {w;},_, Uy to hold:

>

iel |J {h+1}

T 17 | = ’
ot ={y 32, ®

Let X be computed using ); in the same way as obtaining
p' (1), the user computes:

e(C' K)
Foa't Hie[(e(civ L)e(C, Kﬂ’(i)))wi

sub

K =c/
9)

Ke(g,9)** - e(g, g)uja(w71+l)‘sub+zi€]w,vA;)
B (9. 9)"0elg, 9™

Finally, the recovery of the file is as:

M = Deci(C).

Let F = F, and F},;, = F.;, and the user stores these

components with the sub- -policy and sequence ID in Table 2.

If the relevant sub-policy and sequence ID is already stored

in the table, the sub-policy related decryption is more efficient: In

the sub- pohcy (Mg, ps), the user selects the same 7y and com-
putes I, as Eq. (7a), and Fi, is computed as:

F sub —

sub L(l/ g " (10)

The remaining steps are the same as the procedure with-
out user’s parameter, and the computed Fj,; is used to out-
put K in Eq. (9), which is to be proved in Section 7.1. It is
worth noting that our scheme is compatible with the situa-
tion where there is no substructure in the LSSS-compatible
access policy. Under this circumstance, encryption is con-
ducted according to the first case in the text. The only differ-
ence is that the common sub-policy is not defined and
mentioned. Thus, no relevant intermediate parameters
should be included. Accordingly, for users, no relevant inter-
mediate parameters should be cached and the decryption
should be implemented using standard CP-ABE algorithm.
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6.3 Necessary Additions When Considering
Revocation
Our proposed scheme can also introduce the same revoca-
tion mechanisms in some related CP-ABE based work, such
as the work of [9], without reducing the degree of confidenti-
ality for most cases except one special case — When a user
whose attribute set used to satisfy the sub-policy is revoked.
In this scenario, the sub-policy is no longer satisfied.

In this section, we do not address ciphertext re-
encryption and secret key update for user revocation, but
only introduce our proposed procedure for sub-policy
related executions.

The data owner and nonrevoked users separately con-
duct the following procedures:

e  Owner. In the first encryption after a relevant revoca-
tion, the owner re-selects the vector Y = (y1,...,yn,)
as a new-version of the parameter for the sub-policy.

e  Nonrevoked User. When a user receives a ciphertext
in a new version (the version update information
can be acknowledged by some means, e.g., notified
along with seg;,), the user decrypts it as the first-time
decryption and follows Egs. (7a) and (7b), respec-
tively, to compute Fj, and F\,, as his/her parame-
ter’s new-version for this sub-policy.

7 CORRECTNESS, SECURITY, AND
PERFORMANCE ANALYSIS

7.1 Correctness
The correctness of our scheme can be analyzed in terms of
two cases: the decrypt process without user’s stored identi-
cal sub-policy parameter, and the process with user’s stored
identical sub-policy parameter.

To prove the correctness of decryption without user’s
stored parameter, we first define a notation &; as:

Wi, { S ll7
w; = 0)2711 T W41, L <1<+, (11)
Wi 41, i > 1+ .

where {w;} and {w/} are the constants whose relevant attrib-
utes satisfy the policy of M’ and M, respectively. Let I, be
the index set of @;, and I’ C I; be the index set whose
elements label the attributes of the sub-policy. For 1 < j < n,,

> oM, j) =Y @iM(ig)+ Y wiM(i,j)

icly i€l i€ly—1I,

)Y@+ > @M (i, ).

i€l el

(12)

o —
= Wy 1M

We can compute the subtraction of Eq. (8) from Eq. (12) as:

(Zie[s wfli -

where ), ; @ =1 holds because of Eq. (6) together with
the format of M, defined in Eq. (4). Moreover, for

ny < j<mni+ns;, wehave:
S eiM(iyg5) = @ M(i, )+ Y @M(i,j)
16](|—IL

i€l iel!
/ ..
= Wi +1 E wj,]u-sub(la] —ny+ 1)

i€l

Eq.(12) — Eq.(8) = 1) - w11 () = 0,

13)

According to Eq. (6), the above equation outputs 0 for all j.
We summarize Egs. (12) and (13) as:

Saitlid) = {

icly
As A\ = (M ) we can further have: ), I @;\i = sg, which
equals to (wp+1Aep + > ;e wiX;) in Eq. (9) The analysis
shows that £’ = K, which can correctly decrypt M with a
symmetric cryptographic algorithm.

When encountering a decryption process with user’s
identical sub-policy parameter, we prove the correctness of
decryption as follows. We compare the secret shares of two
files {)\;} with the same sub-policy (denoted as A\!* and
M%), As the data owner uses the same M and Y in the two
files, if s is denoted as r;, then for each i — [; € I, (for the
clarity of analysis, we assume that [9/? = [1“*) we have:

ol — Z

where in M, for Iy < i,i <l; +1;, we have M(i,j) =

J=1

otherwise. (19

)\;zeu: o (Mneu (’L _7) new __ M(ﬂd(l _7) qld)7

M(#, j). Then, A" — XY becomes a constant for any attri-
bute in the sub-policy. From this perspective, we have:
ld ld .
N = X = 0 = X80 Y el Vig €1,

i€l

This proves the correctness of Eq. (10), which is the result of
sub-policy related decryption. As it is the only difference
between the two cases, the correctness of this case is proved.

7.2 Security Analysis

1) Fine-Grained Access Control: The proposed scheme pro-
vides data owner with the capability to define an arbitrary
access policy. With the access policy embedded in the
ciphertext, a user can decrypt the ciphertext to access the
data, only if his/her attribute set satisfies the policy. As
shown in Egs. (6) and (8), the constants {®}} and {w;} exist
only when the attribute set satisfies the sub-policy and
entire access policy, respectively.

Especially, when a user has already stored F, for the
frequently used sub-policy, it means that he/she must have
an attribute set to satisfy the sub-policy, although only one
attribute is used to proceed current computation. Thus, the
security properties are preserved in our mechanism.

Another kind of adversaries, who have partial attributes
for the sub-policy, but do not satisfy this sub-policy, are
also in our considerations. In this case, the adversary will
not be able to guess out Fj,;, due to the lack of attributes. A
more strict proof is given in Section 7.2 3.

2) Security against Collusion Attack: Each user’s attribute-
related secret key K, is made unknown to any other one by
a secret number u; € Z;. Thus, it is impossible for two or
more users to collude and decrypt the ciphertext, if none of
them is able to decrypt it individually. Moreover, sub-policy
parameter (F;, Fy,) is also generated with secret number
u;. Thus, the identical sub-policy parameter of one user can-
not be used by any other users.

From this perspective, an adversary who obtains multi-
ple secret keys (each belongs to a forged identity) can also
be resisted, as long as none of his/her single secret key’s
associated attribute sets can satisfy the access policy. Note
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that if the colluded users are regarded as an entire adver-
sary, these two attack models are still the same on the secu-
rity aspect.

3) Data Confidentiality:

Theorem 1. Suppose that decisional q-parallel BDHE assump-
tion holds, then no probabilistic polynomial-time adversary can
break the proposed scheme, with a challenge access policy
(M*, p*), where M* is an I* x n* matrix, and I*,n* < q.

Proof. Assume that a probabilistic polynomial-time adver-
sary A can compromise our scheme with advantage e. We
build a simulator B that can play decisional g-parallel
BDHE assumption with advantage ¢ as follows.

Setup. First, B takes in a g-parallel BDHE challenge (3, T),

where T equals to e(g, g)”’qﬂ“"“ or a random Z € G, each
with probability 0.5. B randomly selects o’ € Z;, and com-
putes e(g,9)" = e(g%, g")e(g,9)*, such that « equals to
o 4 a?tl. Then, all components of PK are generated,
except the function H, which is simulated by a random ora-
cle in the next phase.

Phase 1. A gives a challenge access policy (M*, p*) and
a secret key request according to an attribute set S,
where S| does not satisfy (M*, p*). B first sets the random
oracle H by building a table. Consider a call to H(x), if it
is already defined in the table, the oracle returns it. Oth-
erwise, choose a random value z,. Let X be the set of all
row indices i such that p*(i) = x, meaning that these
rows match the same attribute z. The oracle is pro-
grammed as:

=g~ Hgal\[*l/b

ieX

aMi, /b gaMiW /b

Note that if  does not exist in the policy, then X = &,
and H(x) = g*. Also, the distribution of H(z) is random
due to the ¢g* value.

To answer the key request, B first chooses r €y Z,, and
a vector @ = (wy,...,wy+) € Z”* such that w; = —1, and
for all i such that p ( ) €S, we have @ - M7 = 0. Note
that @ must exist. Then B computes L as

Also, L can be defined as ¢, where ¢ implicitly equals to
r+ 3" wa? ", B computes K as:

7qa arH(g qdt2— /

To generate K,, Vr € S;, B executes what follows. If
there is no i such that p*(i) = x, we compute K, = K*.
Otherwise, we use the same notation X to represent the
set of row indices that p*(i) = =. K, is generated as:

_ = Hﬁ( u]/b | ﬁ @+ 1+i— A/b )1\17,1
J

ieX j=1 1,k#j

Challenge. A gives the two ﬁles My and My to B. B
flips a com v e (0,1) and creates C' = Ex(M,), C = KT -
e(g™, ¢* ) and ¢’ = ¢, where K € G,. Then, B chooses

random numbers 5, . . .
vector

, 4.~ and the share of secret using

U= (50, 500 + Uy, 50a° + s, ..., 500"+ 1)

It additionally chooses random numbers r/, .. .r},. For
each row in M*, we define R; as the set of all other rows,
k, such that p*(i) = p*(k). The relevant components are
generated as:

¢ =H(pY" ([T ) (g )~

i=2

. H ﬁ(gajsn(bi/bk))MA,

keR; j=1
—50b;

C: :g_r;g

Phase 2. Repeat Phase 1 with the requested attribute
set Ss.

Guess. A submlts a guess V' of v. If V' = v, B then out-
puts T = e(g, g) o, ; otherwise, it outputs 7" which is a
random number Z 6 G,. With this policy, B’s advantage
can be analyzed as follows.

When T is a g-parallel DHBE tuple, A has an advantage
e by definition. We have Prjv = V/|T = ¢(g, g =1 I+e
Under the above policy, we have

q 1
"y 0] =2 4

PrB(F,el9,9)" 5

(15)
With a random 7', v can be completely hidden with prob-
ability £ to successfully guess it. Under the definition of
Eq. (1), Advg = e.

Since Advg is non-negligible, which is contrary to the
decisional g-parallel BDHE assumption, we conclude that
our scheme is semantically secure. 0

We additionally focus on the adversary who has relevant
identical sub-policy parameter. This indicates that the
adversary’s attribute set S; satisfies (Mj, p,), but M’ cannot
be satisfied with S;. The adversary may assert an attribute
S C Sj that satisfies M’, and a set of constants {«;} in out-
put. Turn to Eq. (9), the adversary can compute:

K/ 11

zieLp’(i)eS_;—S]

where K ;) € S} — S; is the attribute-related key, and p(i) is
the attribute asserted by the adversary, but is not in his/her
actual attribute set. To forge a random K (;y € Gy, the final
K* will be any element in G, and the probability of £* = K
equals to ¢!, which is negligible.

7.3 Performance Analysis

This section evaluates the performance of our proposed
scheme in terms of computation, communication, and stor-
age costs, compared with Waters’ Scheme [23], which is
widely used in some related schemes, such as [9], [37], [38].
It should be noted that based on the traditional CP-ABE,
numerous schemes have been proposed from different
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Fig. 4. Comparison of decryption time.

perspectives to achieve performance improvements and
make them more practical. These innovative solutions
include online/offline encryption (e.g., [37], [38]), encryp-
tion/decryption outsource ( e.g., [9], [11]), collaborative
access control ( e.g., [13]), attribute revocation (e.g., [52])
and so on. Our scheme is also improved on the traditional
CP-ABE to achieve performance optimization when there’re
frequently used sub-policies among different files. The
above mentioned schemes and ours aim at different optimi-
zation goals and are suitable for different application sce-
narios. But these schemes can also be integrated with our
scheme to exert respective advantages. Therefore, we only
choose the original representative scheme, ie., Waters’
scheme, as the compared one and conduct the performance
comparison.

7.3.1  Computation Cost

We evaluate the computation time of decryption coded in
a C program with PBC library 0.5.14 with type-A curve.
The experiment is conducted in a standard 64-bit Fedora
release 21 operation system with Inter(R) Core(TM) i3-4130
3.40 GHz.
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Fig. 5. Average decryption cost versus proportion of accessed data with
frequent sub-policy.
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Fig. 6. Average decryption cost versus number of data.

For a data owner, the encryption time are around the
same between Waters Scheme and our proposed scheme,
no matter whether the comparison is with the encryption
with identical sub-policy parameters or not. This is because
the cost of random vector generation is negligible.

For users, the decryption time for one file is shown in Fig. 4
with respect to the complexity of sub-policy. From the figure,
a user without a parameter takes almost the same time to
decrypt though our scheme executes one more operation of
exponentiation. However, the computation cost of the user’s
future decryption can be largely reduced, as there is no need
tore-decrypt the portion identified by the parameters.

With this result, we also simulate a scenario to evaluate
user’s average decryption time with respect to the propor-
tion of data embedded with frequently used sub-policy.
Figs. 5 and 6 shows the evaluation result from two different
perspectives, respectively. In this simulation, we consider
the scenario with 6 different sub-policies. For each sub-
policy, we simulate the first decryption without parameter,
and some subsequent decryptions with relevant parameter.
The proportion of data with frequently used sub-policies
varies from 40 to 85 percent. Based on this measurement,
the conclusions on our research are as follows: 1) Our
scheme can reduce more decryption cost when there are
larger proportion of data with frequently used sub-policies;
2) As the scale of accessed data increases, the greater the
computation cost saved will be. However, the decreasing of
the average decryption time for one file slows down with
the increase of the accessed data scale, and gets closer and
closer to the cost for a file when using sub-policy.

7.3.2 Storage and Communication Cost

Suppose that the system uses 2 bytes for a sequence ID
(seqs), and |p| is the element size of G, G, and Z, (about
625 bytes in our experiment). Table 3 compares the storage
and communication costs.

In our scheme, a user pays additional storage cost to
maintain identical sub-policy parameters, whereas, the size
of the parameter for a sub-policy is extremely small com-
pared with the secret key SK, as the number of stored sub-
policies is much smaller than user’s attribute number, and
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TABLE 3
Storage and Communication Cost

l Waters Scheme l Our Scheme

Storage
2
User (24 n)|p| (2+ n)lpl
+(vnrg + 2+ 2|p|)nes
Owner N/A Vg + 2+ nalp]
Communication

bea | @F20 | @+ 20+ M]

+|IM|+vpr oy +opg +2

n: number of attributes assigned to the user;

Nes: number of sub-policies cached by the user;

ng: number of attributes in the sub-policy;

var /g volume of description for access policy and sub-policy, respectively.
M: volume of Ex(M);

|pl: element size of Gy, Gy, and Z,.

the volume of sub-policy vy, < Ip|. The storage of the
owner does not take the shared data and system’s public
parameter into account. Thus, in our comparison, the exist-
ing schemes need no storage on the owners’ side, while in
our scheme, the owner should securely store the sub-policy.
However, in practical scenarios, this burden is affordable
for the owner.

The communication cost is mainly for the ciphertext to be
uploaded and downloaded. For each data, our scheme takes
a little more burden because of the existence of (Mj, p,) and
seqs, which is negligible compared with other components
in the data.

From the performance analysis, our scheme shows its
significant advantage on computation time reduction for
the data with frequently used sub-policies. Meanwhile, our
scheme trades in only very little storage overhead.

8 CONCLUSION

In this paper, we presented an efficient and secure attribute-
based access control scheme for the scenarios where user’s
accessed data are embedded with frequently used sub-
policies. With the proposed mechanism of using identical
sub-policy parameters, our scheme removes the repeated and
redundant computation burden for the decryptions of differ-
ent files with identical sub-policy. More specifically, in our
design, the decryption process for the first data access assists
the decryptions of subsequent relevant data with identical
sub-policies in their access policies.

Besides, to leverage the decryption computation, the
owner and user just need very small storage to maintain
their parameters. The analysis also witnessed the significant
improvements in decryption efficiency and security preser-
vation of our proposed scheme. Our proposed scheme
remarkably promotes the efficiency of access control for the
scenarios where identical sub-policies are frequently
embedded in sufficient shared data, and such scenarios usu-
ally appears in cloud storage.
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