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Abstract—Recent advance of Intelligent Reflecting Surface (IRS) introduces a new dimension for secure communications by

reconfiguring the transmission environments. In this paper, we devise a secure transmission scheme for multi-user Mutiple-Input

Single-Output systems by leveraging multiple collaborative IRSs. Specifically, to guarantee the worst-case achievable secrecy rate

among multiple legitimate users, we formulate a max-min problem that can be solved by an alternating optimization method to

decouple it into multiple sub-problems. Based on semidefinite relaxation and successive convex approximation, each sub-problem can

be further converted into convex problem and easily solved. Extensive experimental results demonstrate that our proposed scheme

can adapt to complex scenarios for multiple users and achieve significant gain in terms of achievable secrecy rate. Compared to the

traditional single IRS scheme, the proposed scheme can achieve better performance at the range of 2.4-6.4 bps/Hz with the increase in

the number of reflecting elements in the multi-user scenarios. We also evaluate the gap between the secrecy rate for our proposed

scheme under continuous phase shift/amplitude control and discrete phase shift/amplitude control, and our results show that the

secrecy rate obtained from discrete approximation method converges to that achieved from the proposed scheme when increasing the

discretization granularity.

Index Terms—Physical layer security, intelligent reflecting surface, secrecy rate

Ç

1 INTRODUCTION

DUE to the broadcast nature of radio channels, wireless
signals can be captured by both legitimate and mali-

cious users, and hence legitimate users’ transmissions can
be easily intercepted, which may compromise confidential-
ity and privacy. To safeguard communication security,
physical layer security, which can be traced back to 1970’s
Wyner’s seminal work [1], [2], [3], has been regarded as a
key complement to higher-layer encryption techniques [4],
[5], [6]. In traditional communication systems, beamforming
and Artificial Noise (AN) are considered as two effective
approaches to defending against wiretapping channel and
achieving secure communication [7], [8], [9], [10]. By
exploiting multiple antennas and shaped beams, beamform-
ing technology can be implemented to direct the signal

towards the legitimate user and thus reduce the signal leak-
age. In addition to beamforming, AN technology can create
significant interference and lower the Signal-to-Interference-
plus-Noise Ratio (SINR) at eavesdroppers by properly des-
igning AN signals. Thus, the achievable secrecy rate, which is
a widely used performance metric to capture the difference
between mutual information of intended transmitter-receiver
user channel and transmitter-eavesdropper wiretap channel
in order to measure the security level, can be effectively
improved especially when the channel states for transmitter-
user and transmitter-eavesdropper channels are highly corre-
lated. Nevertheless, due to the complex environment of wire-
less communications, the proposed approaches do not
alwayswork as expected.

As a promising technology to achieve smart radio envi-
ronment/intelligent radio environment in next generation
cellular systems [11], [12], Intelligent Reflecting Surfaces
(IRSs) can provide reconfigurable signal propagation envi-
ronments to support cost-effective and power-efficient
wireless communication services. Specifically, IRS is a meta-
surface composed of a large number of passive reflecting
elements, which consumes much lower energy compared
with traditional active relays/transceivers [13], [14], [15]. By
adaptively adjusting the reflection amplitude and/or phase
shift of each element, the strength and direction of the inci-
dent electromagnetic wave becomes highly controllable
[16], [17]. Thus, IRS is regarded as a novel solution to
achieving configurable wireless transmission environment/
intelligent radio environment/wireless 2.0 with low hard-
ware/energy cost, and has been applied in various wireless
applications such as coverage extension, interference cancel-
lation, and energy efficiency enhancement [11], [13]. Due to
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the aforementioned advantages, the IRS-assisted communi-
cation systems have great potential to enhance physical
layer security. By jointly optimizing operations on transmit-
ter and passive reflecting elements of IRS, the transmitter-
user channel state can be reconfigured to lower the signal
leakage to eavesdroppers. Intuitively, users geographically
close to the IRS are more likely beneficial from IRS by
receiving the tuned signal, whose achievable secrecy rate
can be significantly improved.

Recently, some efforts have been made to study IRS-
assisted systems for physical layer security. Cui et al. [18]
investigated an IRS-aided secure wireless communication
systems where a simple scenario with one eavesdropper is
investigated to show the effectiveness of IRS. To explore
the effectiveness of traditional approach in IRS-assisted
scenarios, Guan et al. [5] further considered AN in an IRS-
assisted system, whose performance was verified with the
significant gain on secrecy rate. To improve the algorithm
efficiency, Dong et al. [19] proposed an efficient algorithm
adopting block coordinate descent and minorization maxi-
mization method for faster convergence for Mutiple-Input
Mutiple-Output (MIMO) systems. Lyu et al. [20] considered
a potential IRS threat called IRS jamming attack, which can
leverage signals from a transmitter by controlling reflected
signals to diminish the signal-to-interference-plus-noise
ratio at the user. Since the IRS jammer operates in a passive
way, it can be even harder to defend. The multiple IRS-
assisted system considered in this paper provides a possible
solution. Since IRS jamming is effective based on the knowl-
edge of the Channel State Information (CSI), the Base Station
(BS) can randomly select an IRS from multiple ones to trans-
mit the signal to the user. In this case, the attacker can hardly
acquire the CSI on the BS-IRS-user channel because the
attacker does not know which IRS is used in the next time
slot, so the minimization of the received signal at the user
can hardly be optimized, and the IRS jamming attack can be
hardly effective. Xu et al. [21] studied resource allocation
design in multi-user scenarios and also considered AN at
transmitter. Due to the non-convexity of the optimization
problems in the IRS-aided wireless communication systems,
there also exist some research works that apply learning-
based methods to address these challenging problems. To
maximize the downlink throughput and achieve secure com-
munications against eavesdroppers in Mutiple-Input Single-
Output (MISO) systems, Feng et al. [22] and Yang et al. [23]
respectively developed deep reinforcement learning-based
approaches. Their simulation results also validate the effec-
tiveness of such learning-based approaches by demonstrat-
ing significant performance gains in terms of throughput
and security. However, the aforementioned efforts only
focus on the proof-of-concept study by implementing a sin-
gle IRS, and the learning-based approaches still lack the
generalization ability. Thus, the security gain from leverag-
ing multiple collaborative IRSs has not been thoroughly
explored as yet, and it is also paramount to jointly optimize
wireless transmission environments and allocate resources
for legitimate users inmultiple IRSs-assisted systems.

To enhance the security transmission from users, in this
paper, we study secure transmission schemes for multi-
user MISO systems assisted by multiple collaborative IRSs.
Compared to the traditional single IRS scheme, on the one

hand, the proposed multi-IRS scheme not only needs to
solve the transmission strategies, but also should select
appropriate IRS to adapt to the complex environment,
which enlarges the solution space and makes the problem
more difficult to solve. On the other hand, the multiple
IRSs can also provide environmental diversity to further
improve the performance, which is attractive for users to
achieve secure transmissions in wireless systems. To
ensure the security for legitimate users, we adopt achiev-
able secrecy rate as the performance metric and formulate
an optimization problem. Motivated by the Cannikin
Law,1 if one legitimate user’ security performance cannot
be guaranteed and his/her security is compromised, the
whole communication system will be insecure because no
one knows who is the victim. Thus, we attempt to ensure
the worst achievable secrecy rate equally for all users
through solving a max-min problem.

The main contributions of this paper are summarized as
follows.

� To deal with the threat from potential eavesdrop-
pers, we propose a secure communication scheme in
multiple IRSs assisted systems. Considering the
security requirement for each legitimate user, we for-
mulate a max-min problem to maximize the lower
bound of the secrecy rate to optimize the worst per-
formance of multiple users in case eavesdroppers
attempt to “steal” useful information from a user.

� To efficiently solve the formulated max-min prob-
lem, we propose an alternating algorithm to decou-
ple it into multiple sub-problems. In each iteration,
we apply Semi-Definite Relaxation (SDR) and Suc-
cessive Convex Approximation (SCA) methods to
solve convex optimization problems.

� To verify the effectiveness of the proposed sch-
eme, extensive numerical evaluations are con-
ducted. Based on the results obtained from the
proposed scheme and the traditional single IRS
scheme, we further evaluate the performance of
the proposed scheme under constraints with
imperfect CSI and discrete phase/amplitude
adjustment, and compare our scheme with the tra-
ditional sum-rate maximization to show the gap in
the security performance.

Symbol Notation: Boldface lowercase and uppercase let-
ters denote vectors and matrices, respectively. For a vector
a, jjajj denotes the euclidean norm. For matrix A, the conju-
gate transpose, rank and trace of A are denoted as AH ,
RankðAÞ and TrðAÞ, respectively. For a complex number c,
jcj denotes the modulus. ffðxÞ denotes the phase of the com-
plex value x. The set of n-by-m real matrices, complex
matrices and complex Hermitian matrices are denoted as
Rn�m, Cn�m and Hn�m, respectively. A � 0 means A is a
positive semidefinite matrix, and Nðm;PÞ denotes
the Gaussian distribution with mean m and covariance
matrix

P
.

1. Cannikin Law is also known as Liebig’s law or the Wooden Bucket
Theory, which states that a bucket’s capacity is determined by its short-
est stave [24].
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2 SYSTEM MODEL

We consider a wireless communication system as shown in
Fig. 1, a base station equipped with M antennas intends to
transmit secure messages to I legitimate users equipped
with single antenna. Moreover, K IRSs have been deployed
in advance to assist wireless communications, and each IRS
hasN reflecting elements.

Adversary Model. With respect to the transmitted secure
messages, one eavesdropper (Eve) wants to wiretap/inter-
cept transmitted signals through wiretap channel, and fur-
ther crack the secure messages to steal users’ private
information or hack users’ equipments. For legitimate users,
the communication link with the base station is setup after
authentication. Since the activities of legitimate users can be
tracked by the base station, we assume all legitimate users
are honest and do not collude with the eavesdropper.

To eliminate the potential threat from the eavesdropper
and protect the security of legitimate users, the base station
and IRSs need to collaboratively transmit signals to increase
received signal power at legitimate users while mitigating
the signal leakage at the eavesdropper. In this paper, we
attempt to adjust the transmission strategy both at base sta-
tion and on IRSs to enhance the security level.

Channel Model. For the channel model between the base
station and user/Eve, two cases are considered, i.e., direct
channel (transmitter to user/Eve) and reflecting channel
(transmitter to IRS to user/Eve). The composite reflecting
channel is modeled as a combination of three components,
i.e., the base station to IRS link, IRS’s reflection with phase
shift and IRS to user/Eve link. The equivalent channels
from the base station to the kth IRS, the ith user and Eve are
denoted by GGH

k 2 CN�M , hhH
i 2 C1�M , hhH

e 2 C1�M , respec-
tively. The equivalent channels from the kth IRS to the ith
user and Eve are denoted by ggHi;k 2 C1�N , ggHe 2 C1�N , respec-
tively. Since IRS is a passive reflecting device, we consider a
Time Division Duplexing (TDD) protocol2 for uplink and
downlink transmissions and quasi-static (constant within

the transmission frame) flat-fading model3 is adopted for all
channels. As discussed in [5], [13], [26], by applying various
channel acquisition methods, we can acquire all channel
information, and hence here for the current study, we also
assume that the CSI of all channels are perfectly known.
Linear transmit precoding is considered at the base station
similar to [14], and each user served by the base station is
assigned with one dedicated beamforming vector. To fur-
ther enhance the physical layer security, additional AN is
also adopted. Thus, the signal transmitted from the base sta-
tion to the ith user can be described as

ssi ¼ vvidi þ zzi; i 2 U; (1)

where vvi 2 CM�1 is the beamforming vector for the ith user,
di is the corresponding transmitted data, zzi 2 CM�1 is an
AN vector, and U represents the user set.

Since multiple IRSs have been deployed in the system,
each legitimate user can be served by a selected IRS to
receive tuned signal, which is effective especially when
there exists an obstacle and no Light-of-Sight (LoS) channel
between the base station and a user. Let ai;k 2 f0; 1g denote
the IRS selection for the ith user, i.e., the ith user can
receive reflecting signal through the kth IRS if ai;k ¼ 1.
Meanwhile, let QQk ¼ diagðAk;1e

juk;1 ; . . . ; Ak;Ne
juk;N Þ 2 CN�N

denote the diagonal phase-shifting matrix of the kth IRS,
while Ak;n 2 ½0; 1� and uk;n 2 ½0; 2pÞ denote the amplitude
reflection coefficient and the phase shift of the nth element
on the kth IRS. In practice, each element of an IRS is usu-
ally designed to maximize the signal reflection [14]. Thus,
we set Ak;n ¼ 1 in this paper. In this case, for the ith user,
the received signal from base station and IRSs can be rep-
resented by

yyi ¼
XK
k¼1

ai;kgg
H
i;kQQkGG

H
k þ hhH

i

 !
ðvvidi þ zziÞ

þ
X
j6¼i

ð
XK
k¼1

aj;kgg
H
i;kQQkGG

H
k þ hhH

i Þðvvjdj þ zzjÞ þ n0;

(2)

where n0 2 CN ð0; s2Þ is the complex Additive White Gauss-
ian Noise (AWGN). For an eavesdropper, the received sig-
nal can be represented by

yyei ¼
XK
k¼1

ai;kgg
H
e;kQQkGG

H
k þ hhH

e

 !
ðvvidi þ zziÞ

þ
X
j 6¼i

ð
XK
k¼1

aj;kgg
H
e;kQQkGG

H
k þ hhH

e Þðvvjdj þ zzjÞ þ n0:

(3)

For notational simplicity, let D̂̂Di;j ¼
PK

k¼1 aj;kgg
H
i;kQQkGG

H
k þ

hhH
i 2 C1�M , DDe;i ¼

PK
k¼1 ai;kgg

H
e;kQQkGG

H
k þ hhH

e 2 C1�M . Accord-
ingly, the SINR of received signal at the ith user can be cal-

culated by

Fig. 1. A typical IRSs-assisted communication system with multiple
users under eavesdropping.

2. Due to the channel reciprocity provided by TDD protocol
between uplink and downlink, both transmission links are assumed to
match well, thus CSI for downlink can be obtained at the base station
from the uplink channel based on the channel reciprocity [25].

3. For flat fading model, the coherence bandwidth for the channel is
larger than that for the signal. Therefore, all frequency components of
the signal will experience the same fading.
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SINRi ¼
jðPK

k¼1 ai;kgg
H
i;kQQkGG

H
k þ hhH

i Þvvij2P
j6¼i jD̂̂Di;jvvjj2 þ

P
j2U jD̂̂Di;jzzjj2 þN0

; (4)

where N0 is the power of AWGN. Similarly, the SINR of the
ith user’s signal at the eavesdropper can be calculated by

SINRe
i ¼

jðPK
k¼1 ai;kgg

H
e;kQQkGG

H
k þ hhH

e Þvvij2P
j6¼i jDDe;jvvjj2 þ

P
j2U jDDe;jzzjj2 þN0

: (5)

3 PROBLEM FORMULATION AND SOLUTION

Considering the security requirement for each legitimate
user in the system, we want to guarantee the worst perfor-
mance of all legitimate users in case an eavesdropper might
wiretap/intercept too much useful information from a cer-
tain user. Thus, in this paper, we aim to maximize the mini-
mum achievable secrecy rate of legitimate users in the
system. By jointly configuring the beamforming matrix �v�v ¼
½vv1;vv2 . . . ;vvI � and AN matrix �z�z ¼ ½zz1; zz2; . . . ; zzI � at the base
station, phase shift matrix �Q�Q ¼ ½QQ1;QQ2; . . . ;QQK � at IRSs and

surface selection matrix �a�a ¼
a1;1 . . . a1;K

. . . . . . . . .
aI;1 . . . aI;K

24 35 between

users and IRSs, the optimization problem can be formulated
as

Problem 1 : max
�v�v;�z�z;�Q�Q;�a�a

min
i

½Ru
i �Re

i �þ (6)

s:t: jjvvijj2 þ jjzzijj2 � Pmax; 8i 2 U; (C1)

0 � uk;n � 2p; k 2 ½1; K�; 8n 2 ½1; N �; (C2)

X
k

ai;k ¼ 1; ai;k 2 f0; 1g; 8i 2 U; (C3)

where (C1) represents the transmission power constraint,
(C2) implies the unit modulus for each element, i.e., jejuk;n j ¼
1, and (C3) indicates that each user should be served by one
IRS in the system. Considering the SINR expression in (4),
(5) and applying the Shannon capacity theorem, the achiev-
able secrecy rate (bits/s/Hz) in (6) can be calculated by

Ru
i �Re

i ¼ log 2 1þ jðPK
k¼1 ai;kgg

H
i;kQQkG

H
k þ hhH

i Þvvij2P
j 6¼i jD̂̂Di;jvvjj2 þ

P
j2U jD̂̂Di;jzzjj2 þN0

 !

� log 2 1þ jðPK
k¼1 ai;kgg

H
e;kQQkG

H
k þ hhH

e Þvvij2P
j6¼i jDDe;jvvjj2 þ

P
j2U jDDe;jzzjj2 þN0

 !
:

(7)

It is intuitive that variables �v�v, �z�z, �Q�Q and �a�a in Problem 1
are coupled, which makes Problem 1 hard to solve. How-
ever, if only one variable is considered, the original prob-
lem becomes solvable. Inspired by the alternating
optimization approaches in [5], [14], [19], [20], [21], [27],
we adopt Block Coordinate Descent (BCD) method to
decouple variables and obtain the sub-optimal solution
efficiently. As a powerful and computationally efficient
optimization technique to solve multi-variable involved
problems, BCD method has been widely adopted in

wireless communication and signal processing. By using
the BCD method, we can transform the original problem
into several solvable (e.g., convex) sub-problems in an iter-
ative manner. To optimize a multi-variable objective in
BCD method, we optimize the objective in terms of one of
the coordinate blocks while the other blocks are fixed at
each iteration. Thus, Problem 1 is divided into three sub-
problems and each sub-problem is solved iteratively as
descried in Algorithm 1. For each sub-problem, we utilize
SDR and SCA to convert the original problem into a con-
vex problem. The detailed solving process of each sub-
problem is descried in the following sub-sections.

Algorithm 1. BCD-Based Algorithm

Input: Number of elements N , number of antennas M, num-
ber of surfacesK;

Output: Beamforming vector �v�v, AN vector �z�z, phase -shift
matrix �Q�Q and IRS selection vector �a;

1 Initialize:
� Initialize �v�vð0Þ, �z�zð0Þ, �Q�Qð0Þ

and �a�að0Þ;
� t ¼ 0, DðtÞ ¼ Intmax;

2 while DðtÞ < d do
3 Solve each sub-problem to find solution for �v�vðtþ1Þ, �z�zðtþ1Þ,

�Q�Q
ðtþ1Þ

and �a�aðtþ1Þ for given �v�vðtÞ, �z�zðtÞ, �Q�QðtÞ
and �a�aðtÞ, respectively;

4 Calculate rðtþ1Þ ¼ mini ½Ru
i �Re

i �;
5 Update t ¼ tþ 1 and DðtÞ ¼ rðtþ1Þ � rðtÞ;
6 end

3.1 Sub-Problem for Beamforming and AN

At first, beamforming and AN matrices are considered to be
solved. For given phase shift operation �Q�Q and surface match-
ing �a�a, with ½x�þ ¼ maxf0; xg, we can rewrite Problem 1 as

Problem 2a : max
�v�v;�z�z

min
i

½Ru
i �Re

i �þ (8)

s:t: jjvvijj2 þ jjzzijj2 � Pmax; 8i 2 U: (C1)

Due to the max function in (8), we can rewrite the objective
as

½Ru
i �Re

i �þ ¼ 0; ðvvi; zziÞ 2 A;
Ru

i �Re
i ; ðvvi; zziÞ 2 Aþ;

�
(9)

where A and Aþ denote the solution space for non-positive
and positive values, respectively. Once Aþ is non-empty,
the optimal solution must satisfy ðvv	

i ; zz
	
i Þ 2 Aþ. In this case,

we can rewrite (8) as Ru
i �Re

i when Aþ 6¼ ;.
Since SDR is a powerful computationally efficient

approximation technique, it has been successfully applied
to solve many difficult optimization problems in communi-
cations and signal processing [14], [28], [29], [30], especially
the problem containing quadratic terms as in Problem 2a.
Thus, to solve this sub-problem for beamforming and AN,
we plan to apply SDR in the next. So we start to reformulate
the objective with some mathematical transformations. Let
WWi ¼ vvivv

H
i 2 CM�M , ZZi ¼ zzizz

H
i 2 CM�M , DDi ¼PK

k¼1 ai;kgg
H
i;kQQkGG

H
k þ hhH

i 2 C1�M , D̂̂Di;j ¼
PK

k¼1 aj;kgg
H
i;kQQkGG

H
k þ

hhH
i 2 C1�M , DDe;i ¼

PK
k¼1 ai;kgg

H
e;kQQkGG

H
k þ hhH

e 2 C1�M . Then,
the achievable secrecy rate can be reformulated as
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Ru
i �Re

i ¼ log 2 1þ TrðWWiDD
H
i DDiÞP

j6¼i TrðWWjD̂̂D
H

i;jD̂̂Di;jÞ þ
P

j2U TrðZZjD̂̂D
H

i;jD̂̂Di;jÞ þN0

0@ 1A
� log 2 1þ TrðWWiDD

H
e;iDDe;iÞP

j6¼iðTrðWWjDD
H
e;jDDe;jÞ þ

P
j2U TrðZZjDD

H
e;jDDe;jÞ þN0

 !
;

¼ log 2

�
TrðWWiDD

H
i DDiÞ þ

P
j6¼i TrðWWjD̂̂D

H

i;jD̂̂Di;jÞ þ
P

j2U TrðZZjD̂̂D
H

i;jD̂̂Di;jÞ þN0P
j6¼i TrðWWjD̂̂D

H

i;jD̂̂Di;jÞ þ
P

j2U TrðZZjD̂̂D
H

i;jD̂̂Di;jÞ þN0



P

j6¼i TrðWWjDD
H
e;jDDe;jÞ þ

P
j2U TrðZZjDD

H
e;jDDe;jÞ þN0

TrðWWiDD
H
e;iDDe;iÞ þ

P
j 6¼i TrðWWjDD

H
e;jDDe;jÞ þ

P
j2U TrðZZjDD

H
e;jDDe;jÞ þN0

�
;

¼ F 1
i þ F 2

i � F 3
i � F 4

i ;

(10)

where F 1
i , F

2
i , F

3
i and F 4

i are represented by

F 1
i ¼ log 2

�
TrðWWiDD

H
i DDiÞ

þ
X
j6¼i

TrðWWjD̂̂D
H

i;jD̂̂Di;jÞ þ
X
j2U

TrðZZjD̂̂D
H

i;jD̂̂Di;jÞ þN0

�
;

(14)

F 2
i ¼ log 2

X
j6¼i

TrðWWjDD
H
e;jDDe;jÞ þ

X
j2U

TrðZZjDD
H
e;jDDe;jÞ þN0

 !
;

(15)

F 3
i ¼ log 2

X
j6¼i

TrðWWjD̂̂D
H

i;jD̂̂Di;jÞ þ
X
j2U

TrðZZjD̂̂D
H

i;jD̂̂Di;jÞ þN0

 !
;

(16)

F 4
i ¼ log 2

�
TrðWWiDD

H
e;iDDe;iÞ

þ
X
j 6¼i

TrðWWjDD
H
e;jDDe;jÞ þ

X
j2U

TrðZZjDD
H
e;jDDe;jÞ þN0

�
:

(17)

However, the secrecy rateRu
i �Re

i in (10) is still in the form
ofDifference of Convex (DC) functions. Since the non-convex-
ity of the DC problem prevents the application of standard
primal/dual decomposition techniques for convex problems,
we have to find an efficient method to convert the DC prob-
lem to a convex one. To solve the DC problem in (10), we
adopt SCA method [21], [31], [32], [33] to obtain a convex
upper bound for the DC objective in an iterative manner. The

main idea of SCAmethod is to generate a sequence of feasible
solutions ðWW ðtÞ

i ; ZZ
ðtÞ
i Þ by successively solving convex conser-

vative approximation problems. At first, we construct global
upper bound of F 3

i andF 4
i , respectively. For any feasible solu-

tion ðWW ðtÞ
i ; ZZ

ðtÞ
i Þ, the differentiable convex functions

F 3
i ðWWi; ZZiÞ andF 4

i ðWWi; ZZiÞ satisfy the following inequalities:4

F 3
i ðWWi; ZZiÞ � F 3

i ðWW ðtÞ
i ; ZZ

ðtÞ
i Þ

þ Tr 5WWi
F 3
i ðWW ðtÞ

i ; ZZ
ðtÞ
i ÞHðWWi �WW

ðtÞ
i Þ

� �
þ Tr 5ZZi

F 3
i ðWW ðtÞ

i ; ZZ
ðtÞ
i ÞHðZZi � ZZ

ðtÞ
i Þ

� �
¼ eF 3

i ðWWi; ZZi;WW
ðtÞ
i ; ZZ

ðtÞ
i Þ;

(18)

F 4
i ðWWi; ZZiÞ � F 4

i ðWW ðtÞ
i ; ZZ

ðtÞ
i Þ

þ Tr 5WWi
F 4
i ðWW ðtÞ

i ; ZZ
ðtÞ
i ÞHðWWi �WW

ðtÞ
i Þ

� �
þ Tr 5ZZi

F 4
i ðWW ðtÞ

i ; ZZ
ðtÞ
i ÞHðZZi � ZZ

ðtÞ
i Þ

� �
¼ eF 4

i ðWWi; ZZi;WW
ðtÞ
i ; ZZ

ðtÞ
i Þ; (19)

where the right hand side terms in (18) and (19) are global
upper bound of F 3

i and F 4
i by using first-order Taylor

approximation, respectively. The gradients of functions F 3
i

and F 4
i with respect to WWi and ZZi are given in (11), (12), and

(13). Hence, a convex lower bound of objective function in
(10) can be obtained as Ru

i �Re
i ¼ F 1

i þ F 2
i � eF 3

i � eF 4
i . Let

fiðWWi; ZZiÞ ¼ F 1
i þ F 2

i � F 3
i � F 4

i and giðWWi; ZZiÞ ¼
F 1
i þ F 2

i � eF 3
i � eF 4

i . Since fiðWWi; ZZiÞ � giðWWi; ZZiÞ according
to (18) and (19), as long as we guarantee giðWWi; ZZiÞ � 0,
fiðWWi; ZZiÞ > 0must be satisfied.

After deploying SCA, the objective function becomes
convex. In order to further solve the max-min problem, we
also introduce an auxiliary variable x into the formulation.
By doing so, the original Problem 2a can be transformed to

Problem 2b : max
x; �WW;�ZZ

x (20)

s:t: TrðWWiÞ þ TrðZZiÞ � Pmax; 8i 2 U; (C1)

5WWi
F 3
i ðWWi; ZZiÞ ¼ 0; 5ZZi

F 3
i ðWWi; ZZiÞ ¼ 1

ln2

ðD̂̂DH

i;jD̂̂Di;jÞHP
j6¼i TrðWWjD̂̂D

H

i;jD̂̂Di;jÞ þ
P

j2U TrðZZjD̂̂D
H

i;jD̂̂Di;jÞ þN0

; (11)

5WWi
F 4
i ðWWi; ZZiÞ ¼ 1

ln2

ðDDH
e;jDDe;jÞH

TrðWWiDD
H
e;iDDe;iÞ þ

P
j6¼i TrðWWjDD

H
e;jDDe;jÞ þ

P
j2U TrðZZjDD

H
e;jDDe;jÞ þN0

; (12)

5ZZi
F 4
i ðWWi; ZZiÞ ¼ 1

ln2

ðDDH
e;jDDe;jÞH

TrðWWiDD
H
e;iDDe;iÞ þ

P
j6¼i TrðWWjDD

H
e;jDDe;jÞ þ

P
j2U TrðZZjDD

H
e;jDDe;jÞ þN0

: (13)

4. Since F 3
i and F 4

i are concave functions, according to the definition
of concave function, we have ð1� �ÞfðxÞ þ �fðyÞ � fðð1� �Þxþ �yÞ. In
this case, we can construct global upper bound fðyÞ �
fðð1��Þxþ�yÞ�ð1��ÞfðxÞ

� ¼ fðxÞ þ fðxþ�ðy�xÞÞ�fðxÞ
� ! fðxÞ þ5fðxÞðy� xÞ as

� ! 0 [34, Proposition 1.8].
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0 � x � F 1
i þ F 2

i � eF 3
i � eF 4

i ; 8i 2 U; (C4)

RankðWWiÞ ¼ 1; RankðZZiÞ ¼ 1; 8i 2 U; (C5)

WWi � 00; ZZi � 00; 8i 2 U; (C6)

where �WW ¼ ½WW 1;WW 2; . . . ;WWI �; �ZZ ¼ ½ZZ1; ZZ2; . . . ; ZZI � 2 CIM�IM .

Since constraint (C5) is non-convex, we drop this rank-1
constraint by applying SDR. If the obtained solution
ðWW ðtÞ

i ; ZZ
ðtÞ
i Þ are of rank-1, they can be written asWW

ðtÞ
i ¼ vvivv

H
i

and ZZ
ðtÞ
i ¼ zzizz

H
i , then the optimal beamforming vector vvi

and AN zzi can be obtained by applying eigenvalue decom-
position.5 Otherwise, we can adopt Gaussian Randomiza-
tion to recover vvi and zzi approximately from higher rank
solution ðWW ðtÞ

i ; ZZ
ðtÞ
i Þ [28], [29], [30]. In this case, Problem 2b

becomes a convex optimization problem. In Algorithm 2,
Problem 2b can be efficiently solved at each iteration by
using convex optimization solvers, e.g., SeduMi and CVX
[35], [36]. In the following, we prove that SCA-based
approach in Algorithm 2 can reach the optimal solution at
each iteration.

Proposition 1. Algorithm 2 generates a sequence of non-decreas-
ing feasible solutions that converge to a point ð �WW 	; �ZZ	Þ satisfy-
ing the Karush-Kuhn-Tucker (KKT) conditions of the original
problems in (8).

Proof. For notational convenience, let fiðWWi; ZZiÞ ¼ F 1
i þ

F 2
i � F 3

i � F 4
i and giðWWi; ZZiÞ ¼ F 1

i þ F 2
i � eF 3

i � eF 4
i . The

constraint (C4) can be rewritten as x � minifgiðWWi; ZZiÞg.
According to (18) and (19), we can obtain

maxiffiðWW ðtÞ
i ; ZZ

ðtÞ
i Þg � maxifgiðWW ðtÞ

i ; ZZ
ðtÞ
i Þg;8 �WW; �ZZ 2 CIM�IM .

Since constraints (C1), (C4) and (C6) are always satisfied,
the optimal solution ð �WW ðtÞ; �ZZðtÞÞ of the approximated
problem (20) at the tth iteration always belongs to the
feasible set of the original problem (8) At each iteration,
it follows that [37], [38]

max
i

ffiðWW ðtÞ
i ; ZZ

ðtÞ
i Þg � max

i
fgiðWW ðtÞ

i ; ZZ
ðtÞ
i Þg

¼ min
�WW;�ZZ

max
i

fgiðWWi; ZZiÞg

� max
i

fgiðWW ðt�1Þ
i ; ZZ

ðt�1Þ
i Þg

¼ max
i

ffiðWW ðt�1Þ
i ; ZZ

ðt�1Þ
i Þg;

where the second inequality holds because ð �WW ðtÞ; �ZZðtÞÞ is
the global optimum of (20) at the tth iteration, and the
last equality holds because giðWW ðt�1Þ

i ; ZZ
ðt�1Þ
i Þ ¼

fiðWW ðt�1Þ
i ; ZZ

ðt�1Þ
i Þ. This means that fmaxiffiðWW ðtÞ

i ; ZZ
ðtÞ
i Þg

jt ¼ 0; 1; . . .g is a monotonically increasing sequence. As
the actual objective value in (20) is nondecreasing after
every iteration, Algorithm 2 will eventually converge to
a point ð �WW 	; �ZZ	Þ as t increases.

Next, we prove that ð �WW 	; �ZZ	Þ satisfies the KKT condi-
tions6 of the original problem. From (20), the optimal
solution can be found when x ¼ minifgiðWWi; ZZiÞg, thus,
Problem 2b can be rewritten as

max
x; �W�W; �Z�Z

min
i
fgiðWWi; ZZiÞg

s:t: ðC1Þ; ðC6Þ:
(21)

Then, the Lagrangian for (21) is

Lð �WW; �ZZ; ssÞ ¼ min
i
fgiðWWi; ZZiÞg þ

X
i2U

siðTrðWWiÞ þ TrðZZiÞÞ;

where si is the Lagrangian multiplier for each constraint.
Similar to (20), by adopting mathematical transforma-
tions and introducing auxiliary variable x, the Lagrang-
ian for the original problem (8) can be written as

L0ð �WW; �ZZ; ssÞ ¼ min
i
ffiðWWi; ZZiÞg þ

X
i2U

siðTrðWWiÞ þ TrðZZiÞÞ;

For a feasible point ð �WW ðt�1Þ; �ZZðt�1ÞÞ obtained from Algo-
rithm 2 at the ðt� 1Þth iteration, it is the global optimum
for (21), the KKT conditions of (21) must be satisfied, i.e.,
ð �WW ðt�1Þ; �ZZðt�1ÞÞ is feasible for (21) and there exist nonneg-
ative real values si; i 2 U satisfying

5 Lð �WW ðt�1Þ; �ZZðt�1Þ; ssÞjWW;ZZ ¼ 0;

si TrðWW ðt�1Þ
i Þ þ TrðZZðt�1Þ

i Þ
� �

¼ 0; 8i 2 U:

Since the gradient of the first-order Taylor approxima-
tions eF 3

i ðWWi; ZZiÞ and eF 4
i ðWWi; ZZiÞ are the same as

F 3
i ðWWi; ZZiÞ and F 4

i ðWWi; ZZiÞ, we can also verify that

5 L0ð �WW; �ZZ; ssÞj �WW¼ �WW ðt�1Þ ¼ 5Lð �WW; �ZZ; ssÞj �WW¼ �WW ðt�1Þ ;

5 L0ð �WW; �ZZ; ssÞj�ZZ¼�ZZðt�1Þ ¼ 5Lð �WW; �ZZ; ssÞj�ZZ¼�ZZðt�1Þ :

which implies that ð �WW ðt�1Þ; �ZZðt�1ÞÞ satisfies the KKT con-
ditions for (8). The results imply that the KKT conditions
of the original problem will be satisfied after the series of
approximations converges to the point ð �WW 	; �ZZ	Þ. This
completes the proof. tu

3.2 Subproblem for Phase Shift

For given beamforming matrix �v�v, AN matrix �z�z and surface
selection matrix �a�a, we can rewrite Problem 1 as

Algorithm 2. SCA-Based Algorithm

Input: Number of elements N , number of antennas M, num-
ber of surfacesK;
Output: Beamforming �WW 	, AN �ZZ	;

1 Initialize:
� Initialize �WW ð0Þ, �ZZð0Þ, t ¼ 1, DðtÞ ¼ Intmax;

2 while DðtÞ < d do
3 Solve problem (20) to find solution �WW ðtÞ, �ZZðtÞ;
4 Update t ¼ tþ 1 and DðtÞ ¼ xðtþ1Þ � xðtÞ;
5 end

5. For an SDR solution WW , the eigen-decomposition can be applied
to obtain WW ¼Pr

n¼1 �nqqnqq
H
n , where r ¼ RankðWWÞ, �1 � . . . � �r > 0

are the eigenvalues, and qq1; . . . ; qqn 2 Cn�1 are the respective eigenvec-
tors [28]. Thus, the optimal and the only one solution for the original
problem, i.e., vv ¼ ffiffiffiffiffi

�1

p
q1, can be obtained from the eigenvalue decom-

position ifWW satisfies the rank-1 condition.

6. KKT condition is the first derivative test for a solution to a nonlin-
ear programming problem to be optimal, provided that some regularity
conditions are satisfied [39].
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Problem 3a : max
�Q�Q

min
i

½Ru
i �Re

i �þ (22)

s:t: 0 � uk;n � 2p; k 2 ½1; K�; 8n 2 ½1; N�: (C2)

Next, similar to the procedures in the previous Sec-
tion 3.1, we also transform the objective function to a solv-
able convex function by applying SDR and SCA. Let
GGi;k ¼ ai;kdiagðggHi;kÞGGH

k 2 CN�M ,7 Ĝ̂Gi;j;k ¼ aj;kdiagðggHi;kÞGGH
k 2

CN�M . Let kki;k ¼ GGi;kvvi 2 CN�1, k̂̂ki;j;k ¼ Ĝ̂Gi;j;kvvj 2 CN�1, mmk ¼
½mk;1;mk;2; . . . ;mk;N � 2 C1�N and mk;n ¼ ejuk;n . Then, the
power of received signal at the ith user in (4) becomes

XK
k¼1

ai;kgg
H
i;kQQkGG

H
k vvi þ hhH

i

� �
vvi

�����
�����
2

¼
XK
k¼1

mmkkki;k þ hhH
i vvi

�����
�����
2

:

Accordingly, the power of the received signal of the ith user
at the eavesdropper in (5) becomes

XK
k¼1

ai;kgg
H
e;kQQkGG

H
k þ hhH

i

� �
vvi

�����
�����
2

¼
XK
k¼1

mmkkke;k þ hhH
e vvi

�����
�����
2

:

Furthermore, let vv ¼ ½mm1;mm2; . . . ;mmK � 2 C1�NK , and aai ¼
½kki;1; kki;2; . . . ; kki;K � 2 CNK�1, â̂ai;j ¼ ½k̂̂ki;j;1; k̂̂ki;j;2; . . . ; k̂̂ki;j;K � 2
CNK�1. Thus, we have

PK
k¼1 mm

H
k kki;k ¼ vvaai. Let bi ¼ hhH

i vvi,
b̂i;j ¼ hhH

i vvj, GGe
i;k ¼ ai;kdiagðggHe;kÞGGk, bei ¼ hhH

e vvi. Also, let
k̂̂knoisei;j;k ¼ Ĝ̂Gi;j;kzzi 2 CN�1, aanoisei;j ¼ ½kknoisei;j;1 ; kknoisei;j;2 ; . . . ; kknoisei;j;K � 2
CNK�1, ci;j ¼ hhH

i zzj. Then, the achievable secrecy rate in (7)
can be reformulated as

Ru
i � Re

i ¼ log 2 1þ jvvaai þ bij2P
j 6¼i jvvâ̂ai;j þ b̂i;jj2 þ

P
j2U jvvaanoisei;j þ ci;jj2 þN0

 !

� log 2 1þ jvvaaei þ bei j2P
j 6¼i jvvaae;j þ b̂e;jj2 þ

P
j2U jvvaanoisee;j þ ce;jj2 þN0

 !
:

(23)

Note that jvvaai þ bij2 ¼ evevHRRievev, and evevHRRievev ¼ TrðRRievevevevHÞ.
Define VV ¼ evevevevH , which needs to satisfy VV � 00 andRankðVV Þ ¼
1. Note that RRi ¼ ½aaiaaHi ; aaibHi ; biaaHi ; 0� 2 CNKþ1�NKþ1, R̂̂Ri;j ¼
½â̂ai;jâ̂aHi;j; â̂ai;jb̂Hi;j; b̂i;jâ̂aHi;j; 0� 2 CNKþ1�NKþ1, RRnoise

i;j ¼ ½aanoisei;j aanoiseHi;j ;
aanoisei;j cHi;j; ci;jaa

noiseH
i;j ; 0� 2 CNKþ1�NKþ1, evev ¼ ½vv; 11�H 2 CNKþ1�1.

Then (23) can be further reformulated as

Ru
i �Re

i ¼ F 1
i þ F 2

i � F 3
i � F 4

i ; (24)

where F 1
i , F

2
i , F

3
i and F 4

i are

F 1
i ¼ log 2

�
TrðRRiVV Þ þ jbij2 þ

X
j 6¼i

ðTrðR̂̂Ri;jVV Þ þ jb̂i;jj2Þ

þ
X
j2U

ðTrðRRnoise
i;j VV Þ þ jci;jj2Þ þN0

�
;

(25)

F 2
i ¼ log 2

�X
j6¼i

ðTrðR̂̂Re;jVV Þ þ jb̂e;jj2Þ

þ
X
j2U

ðTrðRRnoise
e;j VV Þ þ jce;jj2Þ þN0

�
;

(26)

F 3
i ¼ log 2

�X
j 6¼i

ðTrðR̂̂Ri;jVV Þ þ jb̂i;jj2Þ

þ
X
j2U

ðTrðRRnoise
i;j VV Þ þ jci;jj2Þ þN0

�
;

(27)

F 4
i ¼ log 2

�
TrðRReVV Þ þ jbei j2 þ

X
j6¼i

ðTrðR̂̂Re;jVV Þ þ jb̂e;jj2Þ

þ
X
j2U

ðTrðRRnoise
e;j VV Þ þ jce;jj2Þ þN0

�
:

(28)

Similarly, we apply the SDR method to remove rank-one
constraint RankðVV Þ ¼ 1 and SCAmethod to construct global
upper bounds of F 3

i and F 4
i and make (24) become a convex

function

F 3
i ðVV Þ� F 3

i ðVV ðtÞÞ þ Tr 5VV F
3
i ðVV ðtÞÞHðVV � VV ðtÞÞ

� �
¼ eF 3

i ðVV ; VV ðtÞÞ;
(29)

F 4
i ðVV Þ � F 4

i ðVV ðtÞÞ þ Tr 5VV F
4
i ðVV ðtÞÞHðVV � VV ðtÞÞ

� �
¼ eF 4

i ðVV ; VV ðtÞÞ: (30)

Thus, Problem 3a is transformed into a convex problem by
introducing auxiliary variable x

Problem 3b : max
x;VV

x (31)

s:t: 0 � uk;n � 2p; k 2 ½1; K�; 8n 2 ½1; N �; (C2)

0 � x � F 1
i þ F 2

i � eF 3
i � eF 4

i ; 8i 2 U; (C7)

VV � 00: (C8)

To restore the desired solution QQ ¼ diagðvvÞ from the
convex Semi-Definite Programming (SDP) solution VV ,
eigenvalue decomposition with Gaussian randomization
can be used to obtain a feasible solution based on the
higher-rank solution obtained by solving Problem 3b. Since
unit modulus constraint (C2) for each element on IRS
should be satisfied, the reflection coefficients can be
obtained by [5], [14]

mk;n ¼ e
jffð v0n

v0
NKþ1

Þ
; n ¼ 1; 2; . . . ; NK; (32)

where vv0 ¼ fv01; v02; . . . ; v0NKþ1g denotes the solution after
eigenvalue decomposition from obtained solution VV , ffðxÞ

7. This is due to AA 
 diagðeju1 ; eju2 ; . . . ; ejuN Þ ¼ ½eju1 ; eju2 ; . . . ; ejuN � 

diagðAAÞ when matrix AA 2 C1�N and diagðeju1 ; eju2 ; . . . ; ejuN Þ 2 CN�N .
Thus, transmitter-IRS-user channel gives ggHi;kQQkG

H
k ¼ mkmkdiagðggHi;kÞGGH

k .
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denotes the phase of x and the obtained solution can satisfy
jmk;nj ¼ 1.

3.3 Subproblem for Surface Selection

For given beamforming vector �v�v, AN vector �z�z and phase
shift of IRS QQ, the original problem becomes a 0-1 integer
programming problem, and we can rewrite Problem 1 as

Problem 4a : max
�a�a

min
i

½Ru
i �Re

i �þ (33)

s:t:
X
k

ai;k ¼ 1; ai;k 2 f0; 1g; 8i 2 U: (C3)

At first, according to the constraint described in (C3), each
user is served by one specific IRS, and thus, we have
ai;kai;k0 ¼ 0 when k 6¼ k0 and

PK
k¼1

P
k0 6¼K ai;kai;k0 ¼PK

k¼1 ai;k. Then, we can simplify the expression in (4) and
the power of the received signal at the ith user becomes

�����XK
k¼1

ai;kgg
H
i;kQQkGG

H
k þ hhH

i

�
vvi

����2
¼
XK
k¼1

X
k0 6¼K

ai;kai;k0 ðTi;kvviÞHTi;kvvi|fflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflffl{zfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflffl}
k2

þðhhH
i vviÞHhhH

i vvi

þ
XK
k¼1

ai;kðTi;kvviÞHhhH
i vvi þ

XK
k¼1

ai;kTi;kvviðhhH
i vviÞH

¼
XK
k¼1

ai;kðTi;kvviÞHTi;kvvi|fflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflffl{zfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflffl}
k

þðhhH
i vviÞHhhH

i vvi

þ
XK
k¼1

ai;kðTi;kvviÞHhhH
i vvi þ

XK
k¼1

ai;kTi;kvviðhhH
i vviÞH

¼
XK
k¼1

ai;kðT̂ 1
i;i;k þ T̂ 2

i;i;kÞ þ jbij2; (34)

where Ti;k ¼ ggHi;kQQkGG
H
k , Te;k ¼ ggHe;kQQkGG

H
k , T̂ 1

i;j;k ¼
ðTi;kvvjÞHTi;kvvj, T̂

2
i;j;k ¼ ðTi;kvvjÞHhhH

i vvj þ Ti;kvvjðhhH
i vvjÞH . Simi-

larly, the power of the received signal for the ith user at

eavesdropper in (5) can be expressed as

�����XK
k¼1

ai;kgg
H
e;kQQkGG

H
k þ hhH

e

�
vvi

����2

¼
XK
k¼1

ai;kðT̂ 1
e;i;k þ T̂ 2

e;i;kÞ þ jbei j2: (35)

Furthermore, let ^TN1
i;j;k ¼ ðTi;kzzjÞHTi;kzzj, ^TN2

i;j;k ¼
ðTi;kzzjÞHhhH

i zzj þ Ti;kzzjðhhH
i zzjÞH . In this case, the achievable

secrecy rate in (7) can be reformulated as

Ru
i �Re

i ¼ F 1
i þ F 2

i � F 3
i � F 4

i ;

where F 1
i , F

2
i , F

3
i and F 4

i are represented by

F 1
i ¼ log 2

�XK
k¼1

ai;kðT̂ 1
i;i;k þ T̂ 2

i;i;kÞ þ jbij2 þ
X
j 6¼i

XK
k¼1

ai;kðT̂ 1
i;j;k þ T̂ 2

i;j;kÞ

þ jb̂i;jj2 þ
X
j2U

XK
k¼1

ai;kð ^TN1
i;j;k þ ^TN2

i;j;kÞ þ jci;jj2 þN0

�
;

(36)

F 2
i ¼ log 2

�X
j 6¼i

XK
k¼1

ai;kðT̂ 1
e;j;k þ T̂ 2

e;j;kÞ þ jb̂e;jj2

þ
X
j2U

XK
k¼1

ai;kð ^TN1
e;j;k þ ^TN2

e;j;kÞ þ jce;jj2 þN0

�
;

(37)

F 3
i ¼ log 2

�X
j 6¼i

XK
k¼1

ai;kðT̂ 1
i;j;k þ T̂ 2

i;j;kÞ þ jb̂i;jj2

þ
X
j2U

XK
k¼1

ai;kð ^TN1
i;j;k þ ^TN2

i;j;kÞ þ jci;jj2 þN0

�
;

(38)

F 4
i ¼ log 2

�XK
k¼1

ai;kðT̂ 1
e;i;k þ T̂ 2

e;i;kÞ þ jbij2

þ
X
j6¼i

XK
k¼1

ai;kðT̂ 1
e;j;k þ T̂ 2

e;j;kÞ þ jb̂e;jj2

þ
X
j2U

XK
k¼1

ai;kð ^TN1
e;j;k þ ^TN2

e;j;kÞ þ jce;jj2 þN0

�
: (39)

In order to solve this subproblem, we first relax integer vari-
able �a�a, then we solve the problem by using convex optimi-
zation. After rounding the relaxed solution, we can get
feasible �a�a for Problem 4a. Similarly, we adopt the SCA
method to construct global upper bounds of F 3

i and F 4
i

F 3
i ð�a�aiÞ � F 3

i ð�a�aiÞ þ Tr 5�a�aiF
3
i ð�a�aðtÞ

i ÞHð�a�ai � �a�a
ðtÞ
i Þ

� �
¼ eF 3

i ð�a�ai; �a�a
ðtÞ
i Þ; (40)

F 4
i ð�a�aiÞ � F 4

i ð�a�aiÞ þ Tr 5�a�aiF
4
i ð�a�aðtÞ

i ÞHð�a�ai � �a�a
ðtÞ
i Þ

� �
¼ eF 4

i ð�a�ai; �a�a
ðtÞ
i Þ; (41)

where �a�ai ¼ ½aai;1; . . . ;aai;K �. Thus, Problem 4a can be trans-
formed into a convex problem by introducing auxiliary var-
iable x

Problem 4b : max
x;�a�a

x (42)

s:t: 0 � x � F 1
i þ F 2

i � eF 3
i � eF 4

i ; 8i 2 U; (C9)

X
k

ai;k ¼ 1; ai;k 2 ½0; 1�; 8i 2 U: (C10)

In this case, Problem 4b becomes a general convex problem.
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4 NUMERICAL EVALUATION

4.1 Evaluation Setups

To evaluate the performance of the proposed scheme, we
conduct a number of numerical evaluations in this section.
The overall setup is shown in Fig. 2, we consider the base
station is located at (10, 0, 10),8 IRSs and legitimate users are
uniformly distributed around base station with a constant
angle u	. The first user and IRS are located at (5, 67, 5) and
(8, 67, 2), respectively. Eve is located at (10, 60, 5) where in
the middle between the base station and the first user. We
also assume that the direct channel between the base station
and users is blocked by obstacles, which implies the channel
state between the base station and a user is much worse
than the channel state between the IRS and the user. Specifi-
cally, the channels from base station to IRS/users/Eve are

assumed to follow the distance-dependent path loss model,

which can be generated by hh ¼
ffiffiffiffiffiffiffiffiffiffiffiffiffi
L0d

�b
ab

q
hh	, where L0

denotes the reference path loss at 1 meter, b denotes the
path loss exponent, dab denotes the distance from location a
to location b, and hh	 is the small-scale fading component
with Rician fading [40], [41], [42]

hh	 ¼
ffiffiffiffiffiffiffiffiffiffiffiffiffiffi
K0

K0 þ 1

r
hh	
LoS þ

ffiffiffiffiffiffiffiffiffiffiffiffiffiffi
1

K0 þ 1

r
hh	
NLoS; (43)

where K0 represents the Rician factor, hh	
LoS and hh	

NLoS repre-
sent the deterministic Line-of-Sight (LoS) and Rayleigh fad-
ing/Non-LoS (NLoS) components, respectively. The LoS
components are expressed as the responses of the N-ele-
ments uniform linear array hh	

LoS ¼ aamðuÞaanðuÞH . The array
response of an N-elements IRS can be calculated by

aam ¼ exp j
2p

�
dt m� 1ð Þ sinfLoS1

sin uLoS1

� �
;m ¼ 1; . . . ;M;

aan ¼ exp j
2p

�
drðm� 1Þ sinfLoS2

sin uLoS2

� �
; n ¼ 1; . . . ; N;

where dt and dr are the inter-antenna separation distance at
the transmitter and receiver, fLoS1

and fLoS2
are the LoS

azimuth at the base station and the IRS, and uLoS1 and uLoS2
are the angle of departure at the base station and the angle
of arrival at the IRS, respectively. The rest of parameter set-
tings are listed in Table 1. 9 To validate the effectiveness and
superiority of our proposed scheme, we respectively con-
sider the basic transmission scheme in the traditional wire-
less systems and IRS-assisted systems as the baselines. Thus
two baselines below are considered:

� Baseline 1: Beamforming is considered at the base sta-
tion, and the IRS is not deployed in the system.

� Baseline 2: Beamforming is considered at the base sta-
tion, and only one IRS is deployed in the system.

4.2 Performance Comparison and Analysis

The achievable secrecy rate versus the number of users is
shown in Fig. 3. As we observe, the performance of all
schemes in terms of achievable secrecy rate are degrading
rapidly with the increase in the number of users. When
there are more than 2 users, the proposed scheme per-
form better than AN-disabled scheme by up to 18.9%.
Here, for a fair comparison, we also set bBU ¼ bBE ¼ 2 in
baseline 1. The result also shows that the beamforming
scheme in baseline 1 cannot deal with multiple users sce-
narios. Moreover, since the distance between the IRS and
users significantly influences the performance of IRS-
assisted schemes, we also set up a friendly scenario for
baseline 2, i.e., all users are uniformly placed on the line
from (8, 67, 2) to (8, 75, 2). When only a single IRS is
deployed (baseline 2), the performance becomes even
worse than that for baseline 1. The reason is that the envi-
ronmental diversity provided by the single IRS is very
limited. If the overall performance is considered, e.g., the
sum of secrecy rate, the system still can sacrifice a part of
users’ performance to achieve a better overall perfor-
mance. If the worst performance in the system is consid-
ered as the objective, it becomes hard to optimize since
each user matters. In this case, the algorithm tends to sac-
rifice the users who have the highest secrecy rate and
make up for the users who have the worst secrecy rate,

Fig. 2. The illustration of our evaluation setups, the users and IRSs are
located on a circle with the center being the base station.

TABLE 1
Evaluation Parameters

8. ðx; y; zÞ coordinate is adopted and 3D distance is calculated in the
evaluation.

9. The reference path loss is calculated by free-space path loss for-
mula, i.e., L0ðd0Þ ¼ 20log 10ð4pd0� Þ, where d0 denotes the reference dis-
tance and � denotes the wave length [43].
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but the compensation is not significant enough due to the
lack of environmental diversity. In this case, a poor per-
formance is observed. When only beamforming is consid-
ered at the base station (baseline 1), even when it has
better channel condition over direct channel (transmitter
to users) than that for the proposed scheme, without the
assistance of IRSs and reflecting channels, the wireless
signals through direct channel can be easily intercepted
by the eavesdropper who is located in between the base
station and the first user, which results in worse perfor-
mance than that for the proposed scheme.

Fig. 4 shows the influence of different number of reflect-
ing elements N on each IRS. Due to the existence of
obstacles, the LoS component is relatively poor for wireless
transmissions between the base station and the user. When
only one user is considered, the proposed scheme with AN
has almost the same performance as the one without AN,
which is is also verified in [14]. When there are 2 or more
users, additional AN can help improve secrecy rate about 4-
6% especially with the increase in N . Without the assistance
of IRSs and AN, baseline 1 has the worst performance

compared with other schemes since the direct channel
between the base station and the user is blocked (nearly
zero when bBU ¼ bBE ¼ 4). For fair comparison, we further
change bBU ¼ bBE ¼ 2 for the beamforming scheme. Since
the eavesdropper, located in between the base station and
the first user, can easily intercept the signals, the result in
Fig. 4 also shows that the performance of beamforming
scheme is relatively poor. For baseline 2, since users are dis-
tributed further apart from each other, the environmental
diversity provided by the single IRS cannot meet the
requirement for secure communications.

The reason why the performance of the proposed scheme
with AN and without AN are similar can be explained as fol-
lows. Since the total transmission power is shared by both user
signal andAN, the usage of ANwill also sacrifice the power of
user signal. The gain brought by AN can be very limited. Thus,
the performance of AN-enabled scheme and AN-disabled
scheme are similar. However, when multi-user scenarios are
considered, the interference is introduced among users and the
achievable rate Ru at the user is therefore degraded. Even
adopting the same beamforming direction, AN-enabled
scheme can further leverage the reflecting channel provided by
IRSs and create additional noise at the eavesdropper while
decreasing the interference since part of the power of useful
signal is allocated to AN. Thus, AN-enabled scheme does pro-
vide better performance undermulti-user scenarios.

The performance of achievable secrecy rate versus trans-
mission power is shown in Fig. 5. The maximum transmis-
sion power ranges from 7W (38.45dBm) to 10W (40dBm).
With the increase in transmission power, the performance
of all schemes increase linearly. Similar to the results in
Fig. 3, the proposed scheme outperforms the AN-disabled
scheme when there are more than 2 users in the system. To
have a fair comparison, we also consider LoS channel is not
blocked by obstacle and set bBU ¼ bBE ¼ 2 for baseline 1
with 2 users. However, the result shows that the perfor-
mance of baseline 1 is much lower than IRS-assisted
schemes. For baseline 2, since the performance is mainly
limited by environmental diversity, it remains relatively
steady and increases linearly from 0.9bps/Hz to 0.96bps/
Hz with the increase in transmission power.

Fig. 4. The achievable secrecy rate versus the number of elements
(Pmax ¼ 40dBm).

Fig. 5. The achievable secrecy rate versus maximum transmission
power (N ¼ 30).

Fig. 3. The achievable secrecy rate versus the number of users
(Pmax ¼ 40dBm,N ¼ 20).

2396 IEEE TRANSACTIONS ON MOBILE COMPUTING, VOL. 22, NO. 4, APRIL 2023

Authorized licensed use limited to: University of Science & Technology of China. Downloaded on March 29,2023 at 10:58:44 UTC from IEEE Xplore.  Restrictions apply. 



To explore the influence of positioning to the security per-
formance,we further evaluate theperformance of the proposed
scheme with different position settings as shown in Fig. 6.
Here, we set four different locations for the eavesdropper:

� Setup A: The eavesdropper is located in the mid-
dle between the base station and the first user at
(10, 60, 5).

� Setup B: The eavesdropper is located under the base
station at (10, 0, 0).

� Setup C: The eavesdropper is located in the middle
between the first user and the second user at (19,
64, 5).

� Setup D: The eavesdropper is located at the other
side of the base station at (10, -60, 5).

Based on the location setting we mentioned before, the
locations of users and IRS are further adjusted through Y -axis
translation, e.g., users’ coordinates are transformed as ðx; yþ
l; zÞ for location offset l. For different locations of the eaves-
dropper, we observe that the best security performance is
obtainedwhen the eavesdropper is faraway from the base sta-
tion and users at (10, -60, 5), and the secrecy rate linearly
increases with the decrease of the distance between the base
station and users. For other locations, the worst performance
is obtained when the eavesdropper is the closest to the first
user, and the performance of the proposed scheme increases
with the increase of the distance between the eavesdropper
and the first user. For different locations of users and IRSs,
when the eavesdropper is faraway from users, i.e., Setup B
and Setup D, we also find that the performance increases with
the decrease of the distance between users and the base sta-
tion, which implies that the performance ismainly dominated
by the communication distance since the eavesdropper hardly
intercepts useful signals. Meanwhile, when the eavesdropper
is close to users, i.e., Setup A and Setup C, the slope on the right
side of the inflection point is smaller than the one on the left
side, which implies that the leakage to the eavesdropper is
evenworsewhen the eavesdropper is located behind users.

According to the results given above, some deployment
strategies can be designed to offer guidance in practice. For

multi-user scenarios, multiple surfaces (greater than the
number of users) are desired to be deployed to achieve
secure transmission with a higher secrecy rate. Meanwhile,
considering the nonlinear relationship between secrecy rate
and the number of elements, it may not be beneficial to
deploy as many elements as possible on each surface, and
rather a certain number of elements with the highest perfor-
mance-cost ratio is preferred. Furthermore, due to the linear
relationship between secrecy rate and transmission power,
higher transmission power is always preferred. Finally,
even though the exact location of the eavesdropper can
hardly be known in real-time, the deployment location of
surfaces should be as far as possible from potential locations
of the eavesdropper in statistics, which can also lead to a
more secure transmission environment.

4.3 Performance With Imperfect CSI and Discrete
Adjustment

Considering hardware limitations in practical systems, the
perfect channel state information may not be available, espe-
cially considering an eavesdropper passively wiretaps sig-
nals. Thus, we conduct some performance comparisons in
order to evaluate the impact of such practical constraints.
First, due to the existence of channel estimation error in prac-
tice, CSI error should be further estimated. Here, we adopt a
statistical CSI errormodel in our analysis. Let CNðmm;CÞ repre-
sent Circularly Symmetric Complex Gaussian (CSCG) ran-
dom vector withmeanmm and covariance matrixC. According
to the existing works [44], [45], [46], we assume the CSI in the
reflecting channel from the transmitter to IRS then to Eve is
imperfect, and the CSI on ggHe;k andGGH

k considered in our previ-
ous systemmodel can be respectively characterized as

ggHe;k ¼ ggHe;k þ DggHe;k; (44)

hhH
e ¼ hhH

e þ DhhH
e ; (45)

where ggHe;k and hhH
e denote the mean of the channel gain, and

DggHe;k and DhhH
e capture the uncertainty (i.e., CSI error vec-

tors) in the channel. The CSI error vectors DggHe;k and DhhH
e are

Fig. 6. The achievable secrecy rate versus position setting
(Pmax ¼ 40dBm,N ¼ 20, User ¼ 2).

Fig. 7. The achievable secrecy rate with imperfect CSI model
(Pmax ¼ 40dBm, User ¼ 2).
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assumed to follow the CSCG distribution. Here, the para-
meter setting of CSCG distribution is similar to [44], [45],
mm ¼ 00 is adopted, and the variance matrix of vecðDggHe;kÞ and
vecðDhhH

e Þ is defined as C ¼ "2e;kI, where "2e;k ¼
de;kkvecðDggHe;kÞk and "2e ¼ dekvecðDhhH

e Þk, and de;k 2 ½0; 1Þ is the
normalized CSI error, which measures the relative amount
of CSI uncertainties. Fig. 7 shows the performance impact
on the proposed scheme under imperfect CSI. We observe
that the secrecy rate for the proposed scheme under imper-
fect CSI can also be improved with the increase of the num-
ber of elements on IRSs. These results imply that the
eavesdropper information does help optimize the minimum
secrecy rate since imperfect CSI error can decrease the mini-
mum secrecy rate in the system, but the impact due to
imperfect CSI error on the sum of secrecy rates is limited.

Considering the practical constraint with discrete phase
shift, we adopt a discrete phase shift model used in the
existing works [42], [47], [48]. Accordingly, the diagonal
phase-shifting matrix of the kth IRS we considered in Sec-
tion 2 can be further modeled as

QQk ¼ diagðAk;1e
juk;1 ; . . . ; Ak;Ne

juk;N Þ 2 CN�N; (46)

where uk;n 2 f0; 2pL ; . . . ; 2pðL�1Þ
L g with Lu ¼ 2qu , i.e., the dis-

crete phase-shift values are assumed to be equally spaced in
the interval ½0; 2pÞ, and Ak;n 2 fa1; . . . ; aLag denotes the con-
trollable amplitude set which satisfies La ¼ 2qa . When qa ¼
0, the space of amplitude control reduces to the case of full
reflection, which is considered in our previous system
model, i.e., Ak;n ¼ 1, when qa ¼ 1, the space of amplitude
control represents on/off reflection, i.e., Ak;n 2 f0; 1g.

Fig. 8 shows the performance comparisons between the
cases under continuous phase shift and discrete phase
shift. Note that “Continuous Phase Shift” in the figure rep-
resents the proposed scheme, “Discrete Phase Shift” in the
figure denotes the proposed scheme with discrete phase
shift constraint by executing Algorithm 1, and “Discrete
Phase Shift Approximation” in the figure captures the dis-
cretization of the results obtained from “Continuous Phase
Shift”. Based on the performance under continuous phase
shift obtained from the proposed scheme, the perfor-
mance under discrete phase shift, has a constant gap to
the continuous one. Meanwhile, by taking discrete
approximation based on the continuous phase shift, the
performance of discrete phase shift approximation con-
verges to the performance of the case under the continu-
ous phase shift as Lu increases. Hence, by taking discrete

approximation, the proposed scheme can easily achieve a
similar performance in practical systems under the con-
straint of discrete phase shift.

To evaluate the influence of the amplitude control, we
also conduct the performance comparison with discrete
amplitude control in Fig. 9. Note that “Unit Modulus” in the
figure denotes the proposed scheme, “Discrete Amplitude
Control” in the figure represents the proposed scheme with
discrete amplitude constraint by executing Algorithm 1,
and “Amplitude Control Approximation” in the figure indi-
cates the product of modulus coefficient times the results
obtained from “Unit Modulus”. We add the reflecting ampli-
tude limitation to the phase shift QQk obtained from the pro-
posed algorithm, the modulus coefficient for amplitude
control scheme in the figure will be applied to all Ak;n in QQk.
Intuitively, we can see that there is no gain when reducing
reflecting amplitude on the IRS. Meanwhile, compared to
the performance of the proposed scheme with unit modulus
(blue line in the figure), the performance of the discrete
amplitude control (including La ¼ 2 and La ¼ 4) by using

Fig. 8. The achievable secrecy rate with discrete phase shift
(Pmax ¼ 40dBm;N ¼ 10).

Fig. 9. The achievable secrecy rate with discrete amplitude control
(Pmax ¼ 40dBm;N ¼ 10, User ¼ 1).

Fig. 10. Max-min problem versus sum-rate problem in terms of the num-
ber of elements (Pmax ¼ 40dBm).
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brute-force searching also shows that the additional ampli-
tude control cannot bring performance improvement in the
proposed scheme.

4.4 Performance With Sum-Rate Problem

In general, overall security performance is a common objec-
tive considered in related works. To compare the perfor-
mance of the max-min problem proposed in this paper with
the commonly studied sum-rate maximization, we plot
Figs. 10 and 11 to show the difference in terms of the mini-
mum secrecy rate and the sum of secrecy rate, where the
problem in (6) with constraints (C1), (C3), and (C3) can be
reformulated as

max
�v�v;�z�z;�Q�Q;�a�a

X
i

½Ru
i �Re

i �þ

s:t: ðC1Þ � ðC3Þ:
(47)

Note that “MSR” and “SSR” in the legend represent the
minimum secrecy rate and the sum of secrecy rate, respec-
tively. As shown in Fig. 10, for the performance in terms of
the minimum secrecy rate and the sum of the secrecy rates,
the gap between the proposed scheme and the traditional
sum-rate maximization is limited. This phenomenon
implies that a max-min problem can achieve better mini-
mum secrecy rate and also reach similar performance in
overall secrecy rate in an IRS-assisted system. Meanwhile,
in Fig. 11, the sum of secrecy rate increases with the number
of users. Even though it can sacrifice some users’ perfor-
mance to improve overall performance, the curve shows
that the gain becomes less and the sum secrecy rate reaches
a threshold with the increase in the number of users, which
represents the maximum secrecy capacity in the system. For
the gap between two different objectives, it also becomes
larger with the increase in the number of users, which is rea-
sonable since the solution space becomes larger with more
users in the system, and different solutions obtained from
the aforementioned objectives do impact more users.

5 CONCLUSION

In this paper, we have focused on physical layer security in
wireless systems with IRSs, and investigated a max-min
problem regarding secrecy rate under one typical eaves-
dropper scenario. By placing multiple collaborative IRSs in
complex environment, the base station could leverage the
environmental diversity to achieve significant improvement
in terms of secrecy rate through joint optimization of beam-
forming and phase shift on the IRS. Based on our numerical
evaluation, when multiple users are considered, the addi-
tional AN has been proven to effectively create interference
at the eavesdropper and further improve the performance
in terms of secrecy rate. Compared with the secrecy rate for
our proposed scheme under discrete phase shift/amplitude
control, we have observed that, with the increase of discreti-
zation granularity, the secrecy rate obtained from the dis-
crete approximation method converges to that achieved
from the proposed scheme. In the future, we plan to extend
our study by considering a general adversary model and
explore the specific collaborative protocols/mechanism
among multiple IRSs.
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