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Physically Secure Lightweight and
Privacy-Preserving Message Authentication
Protocol for VANET in Smart City
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Abstract—Secure message transmission in vehicular communi-
cations in smart cities is still a challenging task. Most of the related
work employed the Public Key Infrastructure, Certification Revo-
cation Lists (CRLs) for ensuring security, privacy. However, these
work suffered from some issues such as: 1) the time-consuming
checking process, huge size of CRLs, 2) traceability attacks by
linking unencrypted Basic Safety Messages (BSMs), 3) extracting
secret keys from the storage of parked vehicles or road-side units
(RSU) by an adversary. To address the aforementioned issues,
we thus propose a physically secure privacy-preserving message
authentication protocol using Physical Unclonable Function (PUF),
Secret Sharing. The proposed protocol guarantees security, privacy
against passive, active attacks even under memory leakage. The
entities (i.e., vehicles, RSU) make use of their PUF to reconstruct
a secret polynomial-share so that pairwise temporal secret keys
(PTKSs) can be established with other entities. Unlike existing proto-
cols, BSMs are also encrypted in our protocol (by PTKSs) to provide
a higher level of security, thwart vehicles traceability attacks. To
revoke a vehicle, RSU needs not broadcast CRLs. Instead, RSU
distributes only a secure offset key using threshold Secret Sharing.
Consequently, our revocation checking process has computation
complexity O(1). Our protocol also eliminates the need for a third
party in Vehicle-to-Vehicle communication to ensure expeditious
transmission. Security analysis, performance evaluation show that
our proposed protocol outperforms existing schemes in terms of
security features, computation, communication cost.

Index Terms—Smart city, authentication, privacy-preserving,
physical unclonable functions, secret sharing, VANET.

I. INTRODUCTION

N RECENT years, Internet of Things (IoT) evolved so
Irapidly that paved the way for smart cities. A Vehic-
ular Ad hoc Network (VANET) is a technology employed
in smart cities to establish an intelligent transportation sys-
tem that provides security to roads, safety to pedestrians,
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passengers, drivers [1]. There are two basic communication
modes in VANET: 1) Vehicle-to-Vehicle (V2V) communication,
2) Vehicle-to-Infrastructure (V2I) communication. Both modes
make use of the Dedicated Short Range Communication (DSRC)
standard [2]. According to DSRC, each vehicle has to broadcast
regular position beacon messages (known as BSMs in the US
standard) every 300 ms [2], [3]. In addition, prior to accepting a
received message, vehicles must first verify the message validity,
to avoid communication with revoked vehicles, the message in-
tegrity as the adversary may falsify the original messages during
transmission. Furthermore, the privacy of VANET users must be
preserved, otherwise, an adversary most likely obtains sensitive
information such as a driver’s name, travel route, or license
plate [4]. According to [2], the privacy of vehicles mightn’t well
be preserved even with frequently switching pseudonyms. This
is due to the fact that the main privacy problem lies within the
BSM itself as it contains the vehicle’s position, speed, heading,
acceleration. However, it is being broadcast up to 10 times per
second in plaintext, which facilitates messages linking, trace-
ability attacks by an adversary [2]. VANETS essentially require
deploying a revocation mechanism to prevent malicious vehicles
from any future communication, thus remove them from the
network. A traditional method for the revocation mechanism in
VANETs is to deploy Certification Revocation Lists (CRLs).
Basically, CRLs are lists, containing all (malicious) revoked
vehicles’ certificates. On the one hand, CRLs are regularly
distributed to enhance the overall security, safety of vehicular
networks, but on the other hand, they are time-consuming in
terms of the checking process, more likely to be very large
in size over time [5]. As a result, they cause a heavy bur-
den on computation, communication processes. Nevertheless,
in CRLs-based authentication schemes, all Road-Side Units
(RSUs), vehicles must store, regularly update CRLs, firstly
check them upon receiving a message [6]. According to [7],
a vehicle consumes 9 ms to check one identity in CRL, 11
ms to verify an attached signature with a received message.
Suppose the number of revoked vehicles in CRL is n, then
the total number of messages which can be verified in one
second is 1000/(9n + 11) [7]. It is obvious that CRL checking
alongside signature verification presents an excessive compu-
tation, communication delay, considerably degrading VANETSs
performance [3]. Additionally, the delivery time of BSMs is
still another concern in VANET. In other words, a cooperative
safety driving system cannot avoid traffic accidents if BSMs
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delivery time is larger than 0.5 ms [8]. Moreover, if an accident
occurred, the accident information could not be transmitted to
users who need it as fast as possible, more serious issues such as
traffic congestion or more tragic traffic accidents would probably
happen [9]. Consequently, it is critical for a vehicular commu-
nication system to efficiently handle the issues of processing,
fast sharing of BSMs. Furthermore, DoS (de-synchronization)
attacks are another possible key issue in VANET when a vehicle
requests an update of its secret credentials from RSU or TA. Even
though many authentication schemes have been proposed in the
literature for VANET, they still suffer from most of the issues
mentioned above. In addition, most schemes are designed based
on an assumption that a vehicle is equipped with tamper-proof
key storage/On-Board Units (OBUs). Nonetheless, an adversary
can still mount side-channel attacks, i.e., a power analysis attack,
on a vehicle’s OBU, obtain all secret materials stored in it
since the adversary may easily gain access to parked vehicles
or RSUs [10]. Hence it is concluded that the aforementioned
issues are critical to VANET, addressing them is of the utmost
importance. However, they are not resolved well in the existing
literature. To address these issues, this article contributes to-
wards proposing a physically secure privacy-preserving message
authentication protocol based on Physical Unclonable Function
(PUF), (Z, n)-Shamir’s Secret Sharing [11]. By utilizing PUF,
the authenticity of a signer, e.g., a vehicle, is always proved as
an adversary cannot tamper with PUF. The major contributions
of our proposed protocol are as follows.

e PUE Secret Sharing-based key establishment, where the
entities (vehicle, RSUs) can make use of their PUF to
reconstruct a secret polynomial-share . Consequently, pair-
wise temporal secret keys PTKs can be established with
other entities. Moreover, an adversary cannot impersonate
a legal entity due to employing PUF.

o Secret Sharing-based revocation mechanism, compared
with the existing protocols that use CRLs for entity re-
vocation, our proposed (¢, n)-Secret Sharing-based Ses-
sion Group Key Distribution (SGKD) reduced the re-
vocation time complexity from O(logN,.,) to O(1).
Moreover, our revocation mechanism is more flexible as
it enables temporary revocation besides the permanent
one.

® Polynomial-based broadcast encryption, expeditious mes-
sage transmission. According to [2], it is still challenging
to encrypt broadacst, anonymously authenticate VANET
messages. We addressed the aforementioned challenge
by introducing two novel algorithms (namely, Broadcast
Encryption, Broadcast Decryption) wherein a polynomial-
based encrypted broadcast is used, which is symmetric,
lightweight. The encrypted broadcast can be authenticated,
decrypted by only legitimate vehicles. As a result, our
protocol thwarts an eavesdropper from linking messages to
trace a vehicle Furthermore, our protocol doesn’t require a
third party during V2V communication, thus authenticated
message transmission is expeditious.

® One-side secret renewal mechanism. Unlike many existing
schemes, our protocol is secure against de-synchronization
attacks, owing to PTKs, secret renewal mechanism.
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II. RELATED WORK

Authors in [5] utilized the batch group signature verification
wherein a bulk of messages can be authenticated in a time
window. They used a keyed Hash Message Authentication Code
(HMAC) function to replace CRLs. Nevertheless, a rebatch
may lead to an additional verification delay if there exist a
couple of invalid messages, then it brings efficiency loss to such
schemes [3]. Liu et al. [12] presented a privacy-preserving dual
authentication, key agreement scheme for different Internet of
Vehicles (IoV) scenarios. However, their scheme still has some
limitations such as 1) human assistance for log-in into the system
is required, 2) a trusted authority involvement is a must during
authentication [13], lastly 3) using bilinear pairings rendered
the scheme to be computationally expensive. Dang et al. [14]
designed an ID-based authentication, key agreement scheme to
build secure communication between two vehicles. However,
their scheme is susceptible to man-in-the-middle (MITM), re-
play attacks besides the scheme lacks the vehicle anonymity
property [13]. For securing communication among vehicles,
RSUs, authors in [15] proposed a new certificateless short signa-
ture scheme. Their scheme has the advantage of achieving better
efficiency in V2I communication, however, the computation cost
is high [16]. Wang, Yao [17] proposed a localized anonymous
message authentication scheme based on ID-based signatures.
Although their scheme supports batch signature verification, it
suffers from the overhead of bilinear maps, the issues of man-
aging, distributing certificates [18]. Li et al. [19] proposed an
identity authentication scheme based on elliptic curve cryptogra-
phy for unmanned aerial vehicle (UAV) networks. Their design
has three stages: 1) ECC certification generation, 2) identity
authentication, 3) verification of key compatibility. However,
their scheme incurs much computation overhead. Jiang ez al. [20]
proposed a cloud-centric three-factor authentication, key agree-
ment protocol (CT-3FAKA) for autonomous vehicles (AVs). In
their scheme, they integrated passwords, biometrics, smart cards
to guarantee secure access to both cloud, AVs, wherein two
session keys are established. Furthermore, users can accomplish
authentication while the privacy of their identity, biometrics are
kept preserved. Only a few PUF-based authentication protocols
have been proposed in the literature. However, these protocols
cannot be directly applied in vehicular communication (e.g.,
VANETS or IoV) due to various shortcomings. Chatterjee et
al. [21] introduced an authentication, key exchange protocol for
IoT by combining identity-based encryption (IBE), PUFs, keyed
hash function. Yet, authors in [22] observed that the scheme
of [21] lacks a user anonymity feature, an adversary can easily
track a user as well. In [23], Gope et al. proposed a lightweight,
privacy-preserving two-factor authentication scheme for IoT
devices, utilizing PUF. However, their scheme is vulnerable to
de-synchronization attacks as it does not consider the loss of
messages during transmission [22]. Recently, Aman et al. [10]
proposed an efficient protocol for authentication in oV to re-
duce the overhead of authentication, improve application layer
packets throughput. Nonetheless, their scheme does not consider
the inherent noisy output from PUFs. Therefore, their scheme
is impractical as the PUF response is not uniformly distributed,
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may cause immediate rejection for a legitimate entity. Gope et
al. [24] designed an authenticated Key agreement scheme for
edge-assisted Internet of drones. In their scheme, UAVs do not
need to store any secret keys. According to authors, UAVs can be
authenticated by third-party communication, mobile edge com-
puting service providers without any loss of provacy. Recently,
Gope et al. [25] proposed PUF-based anonymous authentication
scheme for RFID-enabled UAV applications. Their scheme can
ensure resiliency against man-in-the-middle attacks, guarantee
privacy against eavesdroppers. It’s apparent that all aforemen-
tioned schemes are still not well suitable for VANETS as they
have their own shortcomings such as the difficulty of certifi-
cations management, huge overheads resulted from employing
CRLs and/or asymmetric cryptography (i.e., bilinear pairings,
etc.), the vulnerability to physical attacks as in [5], [9], [12]
-[20] (even the few existing PUF-based schemes still ignore
the noisy PUF response as in [10], [24]), lastly disregarding
the risk of keep sending unencrypted transmitting messages
(i.e., traffic BSMs) as in [12] -[25]. Therefore, the proposed
protocol is designed to fulfill VANET requirements with respect
to security, privacy, efficiency. Note that using PUFs to build
cryptographic protocols eliminates the need for storing secret
keys in Non-Volatile Memory (NVM) storage of a node, there-
fore such protocols can resist physical attacks. However, some
kinds of PUFs are still vulnerable to Machine-Learning-based
modeling-attacks (wherein an adversary can collect a large sub-
set of PUF’s possible CRPs, utilize them in building a PUF clone
using machine learning algorithm [26]). Hence authors in [26]
et al. addressed the above issue by proposing an authentication
scheme for IoT using PUFs that is secure against machine
learning or modeling attacks. In their scheme, they utilized the
concept of one-time PUF (OPUF), wherein the behavior of the
PUF changes after the execution of each session of the protocol.
Consequently, the adversary will have no extra advantage in
predicting either the previous or upcoming CRPs. On the other
hand, authors in [27] et al. proposed a PUF-based protocol for
IoT that can overcome the vulnerability of modeling attack in
PUF-based protocols. In their scheme, the PUF challenge is split
over multiple messages (nodes) to limit the adversary’s ability of
intercepting the whole challenge bits exchanged with IoT nodes.
As aresult, the adversary’s ability in retrieving the challenge bits
of the PUF without reliance on cryptosystems can be hindered.
Note that modeling attacks on PUFs are out of the scope of this
work.

III. PRELIMINARIES
A. Physical Unclonable Functions

PUF is a physical circuit, which always produces an un-
predictable response R when it is stimulated with a challenge
C. The Challenge-Response Pairs CRPs are a number of pairs
of challenges Cj, their corresponding responses R; [28]. PUF
output is noisy by nature, thus processing PUF responses by an
error correction such as fuzzy extractor is essential [29].

Definition 1: We say PU F, which is embedded in a device
N, (d, n, I, A, €)-secure PUF if for any inputs Cy,...,C), €
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{0, 1}*, where k denotes a security parameter throughout the
paper, the following properties hold [23]:
e PrlHD(PUFy,(Cy),PUFnN,(Cy)) >d|>1—¢, HD
denotes the hamming distance.
* PrlHo(PUFN(C;), PUFN(C)))i<ij<n,izj > A 2
1 — €. This condition refers the min-entropy of PU Fy
is always larger than A with high probability, when
the intra-distance (i.e., the distance between two PUF
responses from the same PUF, using the same challenge)
is smaller than d, the inter-distance (i.e., the distance
between two PUF responses from different PUFs using
the same challenge) is greater than d.

B. Fuzzy Extractor, Helper Data

A (d, M)-fuzzy extractor FE [23], [30], [31] consists of two
algorithms: FE.Gen(.), FE.Rep(.). FE.Gen(.) is a proba-
bilistic key generation algorithm that takes a bit string R as
an input, outputs a key K, helper data hd [30], i.e., (K, hd) =
FE.Gen(R). FE.Rep(.) is a deterministic key reproduction
algorithm that recovers the key K from a noisy response R, i.e.,
K = FE.Rep(R', hd), provided that the hamming distance HD
between R, R is at most d. A fuzzy extractor guarantees security
even with hd is being revealed [30] if the min-entropy of an input
R is at least A, K is close to uniformly random distribution in

{0,1}*.

C. Secret Sharing

In 1979, secret sharing schemes were introduced by
Shamir [11], Blakley [32] separately. (¢,n)-Shamir’s secret
sharing scheme divides a secret s into n shares such that any
t or more than ¢ shares can recover s while less that ¢ shares
cannot obtain any information about the secret s. It contains of
two phases: 1) Share Generation. A dealer, say D, constructs
a polynomial P(z) of degree (¢t — 1) randomly: f(x) = ag +
Sl agat € Fy[x] in which the secret s = f(0), all coefficients
ap,a, . ..,a;— are in [F, a finite field with ¢ elements. After
that, D computes all shares: s; = f(x;) (modg)fori =1,...,n,
securely sends each share s; to the shareholder with z; as
the public information. 2) Secret Reconstruction. This phase
can reconstruct the secret s from ¢ shares, i.e., (s1, S2, ..., S¢),

s=f(0)= Z’i:l 5i(H§'=1,j;ﬁi x%x) (mod ).

D. System Model

As shown in Fig. 1, the proposed system model of vehicles
communication in smart cities consists of various components
explained as follows:

® A Trusted Authority TA is responsible for enrolling all

other entities (i.e., vehicles, road-side units), distributing
secret keys to them in the network.

® Road-side Units (RSUs) are base stations/signal towers

fixed at the roadsides, can communicate with TA securely.
RSUs interact with vehicles within their range by a wireless
channel, which is the DSRC.
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o —Z— V2l communication
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-

Fig. 1.  Vehicles communications.

® Vehicles, which are equipped with On-Board Units OBUs.
A vehicle utilizes its OBU to communicate with RSUs,
other vehicles using (DSRC).

TA has high computation, storage, communication capabil-
ities, will never be compromised. It also provides services to
the vehicles, RSUs upon their requests. We assume PUF is
embedded in each RSU, OBU of each vehicle. A vehicle’s
OBU periodically broadcasts BSMs that contain traffic-related
status information such as its location, speed, direction to other
vehicles so that drivers can avoid road accidents, traffic jams.
RSUs are mainly fixed in road junctions with certain distances.
All communications (i.e., V2V, V2I) among the aforementioned
components take place through a public channel (i.e., the Inter-
net), thus are susceptible to security attacks.

E. Design Goals

We briefly list the design goals of the proposed message

authentication protocol for VANET:

1) Message authentication, integrity: Verifying the authen-
ticity of received messages, proving they are indeed sent
by authorized entities without being altered.

2) Physical protection: To withstand physical attacks on
(parked) vehicles or RSUs, which may enable an adversary
to extract the secret keys from their storage, then launch
other attacks such as entity impersonation attacks.

3) Message confidentiality: To protect the vehicle’s sensitive
information included in the basic safety messages (BSMs)
from leaking to an adversary.

4) Untraceablility: To preserve vehicle’s privacy such that an
adversary cannot analyze, link the intercepted messages
(BSMs) to trace the vehicle.

5) Resistance to security attacks: To withstand the known
passive, active attacks, particularly DoS, collusion, im-
personation, replay, MITM attacks.

Authorized licensed use limited to: University of Science & Technology of China. Downloaded on December 19,2021 at 01:09:36 UTC from IEEE Xplore. Restrictions apply.
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TABLE I

NOTATIONS
Notation Description
TA Trusted Authority
RSU;, u; The i-th road side unit and its public index, respectively
RT Road side-Trusted authority unit
Vi, v; The i-th Vehicle and its private index, respectively
BSMs Basic Safety Messages as in the US standard
Kra Main long-term secret key of TA
K; Secret offset key (Revocation key) in session j
Ky A uniform key from the PUF of V;
p(z,y),q(z,y) | Symmetric bivariate one-degree polynomials
AT Maximum transmission delay; e.g., |11 — To| < AT
h(.) One-way cryptographic hash function
PUF Physical Unclonable Function
FE.Gen(.) Fuzzy extractor probabilistic generation function
FE.Rep(.) Fuzzy extractor deterministic reproduction function
Er[.]/ D] Symmetric encryption/decryption under key k
PTK;; Pairwise temporal secret key for entity ¢ and entity j
sid; An identifier of a revocation session , j > 1
Fq A finite field with ¢ elements, ¢ is a prime
Fy A multiplicative group over finite field with order p
Vv, S The set of all vehicles and road-side units, respectively
R The set of all revoked vehicles before and in session j
I, & Concatenation and bitwise XOR functions, respectively

FE. Security Assumptions

The proposed protocol is based on the following security

assumptions:

e Each vehicle is equipped with a PUF. The PUF, the ve-
hicle’s on board unit (OBU) is considered a system-on
chip (SoC). Any attempt to tamper with the device such
as PUF separation that changes the device’s behavior,
consequently destroys the PUF.

The RSU, TA cannot be compromised.

Vehicles have limited resources (i.e., less computation ca-
pability, shorter transmission power, less storage) whereas
the RSU, TA have no such resource limitations.

G. Security, Privacy Model

In this section, we present the formal security definitions,
specify the security, privacy models used to analyze the proposed
scheme. The most common notations used in this paper are listed
in Table I.

1) Security Model: Consider a trusted authority TA, road-
side units & = {RSU;, RSU,,...,RSU,,}, vehicles V =
{Vi,Va,...,V,}. The § can interact with )V whereas TA runs
a setup algorithm Setup(1¥), generates public parameters pp,
secret parameters sp. Here, pp represents all public system pa-
rameters (i.e., PUF output length, coding mode, pseudo-random
function (PRF) algorithm name, etc.), sp denotes the secret
shared parameters (i.e., K74, K;). Since each RSU; € S is
connected to the TA through a secure connection such as the
wired Transport Layer Security (TLS) protocol, hence we con-
sider them (roadside unit - trusted authority) as a single unit R7 .
In the authentication phase, mutual authentication is executed
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between V; € V, RT. At the end of this phase, both parties
output 1 (acceptance) or O (rejection) as the authentication result.
A communication sequence between the R7T, the vehicle is
called a session, a session identifier sid is used for distinguishing
each session. A session is said to have a matching session if
the messages exchanged between R7T, the vehicle are honestly
transmitted until they eventually authenticate each other. That
is to say, all communications have been unmodified by an
adversary.

The correctness of the authentication protocol requires that
both V; € V and RT always accept the session if it has the
matching session. Following [30], we consider the security game
(denoted by E:cps 4 (k)) between a challenger C and adversary
A against an authentication protocol II:

Ea:ps ec ( k)

a) (pp,sp) & Setup(1%);
b) (sid", V;) &

ALaunch,SendRT,SendV,Result,Reveal (pp7
RT,V);
¢) b:= Result(sid*, V),
d) Output b

At the end of the setup phase, A can issue the following oracle
queries

O := {Launch, SendRT, SendV, Result, Reveal},
explained as follows:

—  Launch(1%): A new session is started by R7.

— SendRT (m): Send an arbitrary message m to R7.

—  SendV(V;,m): Send a random message m to V;.

—  Result(sid,P): Output whether the session sid of P is
accepted or not, where P € {V, RT }.

—  Rewveal(V;): Output whole information contained in the
OBU of vehicle V;.

The advantage of an active adversary A against II,
AdvfiG(k), is defined by a probability Pr[ExzpfS (k)] outputs
1, pr0V1ded that sid* of P has no matching session.

Definition 2 (Security): An authentication protocol II is se-
cure against MITM attacks with complete memory leakage if
for any probabilistic polynomial time adversary A, Aclvsec (k)
is negligible in k (for large enough k).

2) Privacy Model: Now we consider the
indistinguishability-based privacy as in [30] wherein the
adversary randomly selects two vehicles and tries to distinguish
the communication originated from any one of them. The
privacy experiment between the challenger C and adversary
A:=(A;, Ay, A3z) is then described as follows:

Ex pI N Dx—b ( k)

a) (pp7 sp) ¢ Setup( ");

b) (V; v 5V st) & A9 (pp, RT, V);

0 b {0,1),V = V\ {Vi, Vi)

d) mo & Ezecute(RT, V), m & Execute(RT, V),
st <— A (RT, V', Z(V;

e) & Ezecute(RT, V), & Ezxecute(RT, Vi),

) b & AQ(RT,V, w7, sta);

g) Output v/

)7T0,7Tl,5t1)
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Fig. 2. The workflow of the proposed protocol

Similar to the security game, A is allowed to interact with
RT and V; via oracle queries in O. Upon sending two vehicles
Vi, Vi") by an adversary A, to the challenger C, a random coin

b & {0, 1} is flipped by C and then the adversary can access the
challenge vehicle V" anonymously. For attaining anonymous
access, A, invokes Send) query with an intermediate algorithm
7 that honestly transmits the communication messages between
Ay and V;*. When the adversary invokes SendV(Z, m), T sends
m to the challenge vehicle V;* and responds with its output. Sub-
sequent to the challenge phase, A3 can constantly interact with
all vehicles, including (V{", V), as A,. Hereafter, V" and V"
invoke the Execute query, which is the normal protocol execution
between the vehicle and the R 7 without an active adversary. The
communication cannot be modified by the adversary except the
transcripts (7o, 1) and (7, 7}) are delivered to the adversary.
Thus, the advantage of the adversary in guessing the correct
vehicle bit can be defined as

AdvfNP*(k): —|Pr[EacpIND* (k) — 1]-

Pr[EprND* Yk) — 1]

Deﬁnmon 3(Privacy): Anauthentication protocol II satisfies
the indistinguishability-based privacy under complete memory
leakage if for any probabilistic polynomial time adversary A,
AdvIND*(k) is negligible in k (for large enough k).

IV. OUR PROPOSED PROTOCOL
A. Overview

We propose a lightweight privacy-preserving message au-
thentication protocol for VANETS based on combined PUF and
Secret Sharing. The proposed protocol mainly consists of the
following phases: (1) System setup; vehicles and RSUs Enroll-
ment; (2) V2I mutual authentication and key renewal; (3) V2V
authenticated secure message communication (which is further
divided to two sub-phases V2V unicast or broadcast expeditious
message authentication); and (4) Revocation mechanism. The
main procedure, which has also illustrated in Fig. 2, can be
described as follows: a network entity (i.e., a vehicle) first enrolls
itself in the system via TA. Prior to sending or receiving a

Authorized licensed use limited to: University of Science & Technology of China. Downloaded on December 19,2021 at 01:09:36 UTC from IEEE Xplore. Restrictions apply.
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message in V2I/V2V communication, the entity must invoke
Algorithm 1 to make use of its PUF to reconstruct its secret
polynomial-share. Hence the entity can establish PTKs and use
them to broadcast or unicast encrypted BSMs. During V2V/V2I
communication, TA will invoke the revocation mechanism if
malicious found.

The advantages of PTKSs established can be listed as follows:
(a) PTKSs ensure the legitimacy of a vehicle (namely, whether
it is unrevoked or not), (b) PTKs guarantee confidentiality of
BSMs by encrypting any BSMS prior to sending it, (c) traceabil-
ity attacks mounted based on traditional plaintext/unencrypted
BSMs can be also thwarted and hence a higher level of vehicle’s
privacy can be realized when employing PTKs to encrypt BSMs,
(d) with PTKSs, a vehicle is capable to broadcast or unicast safety
messages with the features of being encrypted aforementioned,
(e) owing to PTKs, parties can still recognize each other that ren-
ders DoS (de-synchronization) attacks ineffective, and (f) with
using PTKSs, a third party (i.e., RSU) is not necessarily required
in V2V communications, particularly in urgent situations such
as accidents or traffic jams, and therefore a vehicle in our design
can send expeditious safety messages to a nearby vehicle(s).

B. Our Idea and Solutions

Traditional approaches in the related work still have the
following pitfalls: 1) CRL used for revocation, which incurs
much computation, communication, and storage overhead, 2)
vulnerability to BSMs-based traceability attacks, 3) the need
of a third party in V2V communication, 4) vulnerability to
physical and DoS attacks. To address and resolve the above
issues, our proposed message authentication protocol, which is
designed based on combined PUF and Secret Sharing, replaces
the costly CRL approach by an efficient revocation mechanism
using Secret Sharing (the revocation status is constant). The
proposed work employs PUF-based PTKs in encrypting BSMs
during transmission to prevent traceability attacks. Furthermore,
our scheme eliminates the need of a third party in V2V communi-
cation due to using PTKs. Additionally, by employing PUF, our
protocol withstands physical and cloning attacks, as well as our
work overcomes DoS attack using one-side update mechanism.

C. System Setup Phase

Trusted Authority (TA) first defines the (public) sys-
tem parameters: a collision-resistant one-way hash func-
tion h(.), fuzzy extractor generation/reproduction functions
FE.Gen(.)/FE.Rep(.), afinite field F, with ¢ elements and a
generator g; g is a prime integer, a long-term secret key K14 €
F,. Next, TA constructs two symmetric bivariate polynomials
p(z,y) and ¢(x,y) over Fy[z,y] having degree one in both
x and y; p(x,y) = apo + a0t + ao 1y + a1 12y, q(x,y) =
bo,o + b1,07 + bo,1y + by, 1xy. The coefficients a;; and b;; are
random elements in F,. p(x,y) is personal secret and thus
it is only generated based on PUF on demand. TA also se-
lects its unique identifier 7 and stores the tuple (p(z,y),
g(z,y), ) in its database. Finally, the system parameters
{h(.), FE.Gen(.), FE.Rep(.),F,, 7} are made public.
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D. Vehicle and Road-side Unite Enrollment

Consider n vehicles (denoted as V = {V;, V4, ..

each vehicle V; € V, TA performs the following:

a) TA first randomly and uniformly generates an identifier
v; € [Fy for V;. Next, TA generates and sends a distinct
challenge C,, € F, to V; as a stimulus for its PUF,,.
Upon receiving C,,, V; inputs C,,, into its PUF),, to get
R,, = PUF(C,,), where R,, is the response produced
by PUF,,, and then R, is sent back to TA.

b) Upon receiving R,,, TA initially computes one
polynomial-share from p(z,y) as p,,(y) = p(vi,y) =
M40 + m41y (mod q), where v; is a unique random element
in F, associated with each V;, and the polynomial-share
p(v;,y) is clearly a univariate polynomial of the same
degree of p(z,y).

c) Similarly, TA computes one polynomial-share from
a(z,y), qv, (y) = q(vi, y) (mod q) for V;.

d) TA computes (K,,,hd,,) = FE.Gen(R,,), 0y, =
p(viaKUi)'Q(Uth)v and g’uz :p(vivo) @Kw' It
also encrypts the tuple (v;,g,h(Kra)) using K,,,
Bo; = SK% [vi, g, (K1 4)] and sets the initial session
identifier sid; = sidy = 0. TA stores the real identity of
V; together with its corresponding identifier v;, and then
Securely sends (Q(Ui7 y)a Bvi ) Cvi ’ hdvl yOvgs ng ‘%d])

., Vn}. For

to V;.
Consider m  road-side units (denoted as S =
{RSU,,RSU,,...,RSU,,}. Similar to V; registration, the

same steps are required to enroll RSU; € S.

E. Algorithm 1: Retrieval

This algorithm is invoked by a participant, which is a vehicle
or RSU say P, to reconstruct its secret polynomial-share based
on PUF and homomorphism property. Let p(i,y) = mo + myy
denote the secret polynomial-share of P; with an identifier .
First, P; stimulates its PUF; using a stored challenge C; to
obtain R; = PUF(C;) and then computes a PUF-based key
using FE, K; = FE.Rep(R;, hd;). Hence P;’s private iden-
tifier ¢+ alongside the secret generator g can be recovered by
decrypting 3; using K;, [i,g,h(Kr4)] = Dk, (5;). The en-
tity P; can then recover the 15! coefficient of its polynomial
using K;, mo = p(i,0) = & @ K;. Next, the 2"¢ coefficient
can be recovered as follows. p(i, K;) = 0;/q(i, K;), |my| =
((p(i, K;) — p(i,0))/K;. Thus, p(i,y) is simply constructed
as p(i,y) = mo + myy (mod ¢). Finally, this algorithm returns
(i,p(i,y)) to the main protocol.

F. V2I Mutual Authentication and Key Renewal Phase

In this phase, a vehicle V; gets authenticated by R7T and its
personal secrets get updated as well. This phase is triggered
when V; enters a new RSU’s coverage area and/or for a periodic
updating of V;’s secrets in the same coverage area. The following
steps, which are also summarized in Table II, are required for
V2I authentication with secret keys updating:

Step 1: (Authentication Request). RT randomly chooses a
nonce N; and sends it to a vehicle V; over a public channel.
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Algorithm 1: Retrieval.

Input: ﬁu s ( y)’ IS
Output: 4, p(i,y)

1 R, = PUF(C;)

2 K; = FE.Rep(R}, hd;)

3 [i,9,M(K74)] = Dk, (B:)

4 mo = (7/ 0) =& D K; /+ the 15t coefficient */
5 p(i, K;) = (U )

ml\ = K /* the 2 coefficient x/
7 Construct p(i,y) = mo + m1y (mod )
8 return (4, p(i,y))

Step 2: (Authentication Response). Upon receiving N,
V; first invokes the Retrieval algorithm (see Algorithm 1) to
recover [v;, p(v;,y) < Retrieval]. V; computes its temporary
identity TID,, = h(h(Kra)||T1) @ v;. After that, V; extracts
the offset key K, which has been distributed by TA for the
latest revocation, from its masked value, K; = K,, ® M Kj;.
Hereafter, V; checks the revocation session identifier by the
condition (if sid; > 0) that is always valid except the initial
authentication session executed after the enrollment in which
the two following steps will be skipped over. Thus, V; adds
K to its p(v;,y); shifting p(v;, y) so as to establish pairwise
keys with only legitimate vehicles and/or with RSUs, p(v;, y) =
p(vs,y) + K; (mod g). Showing it is a valid entity, V; computes
its revocation status REVyqt4s = HMAC(K,;, TID;||T}) us-
ing HMAC under K; on TID;||T), where T} is the current
timestamp. V; further computes the pairwise temporal key
with the nearby RSU,; as PTK,, = p(v;,u;) (mod ¢) and
PTKy, = h(PTKyy||REVstatus)- Similarly, a pairwise tem-
poral key is also established with TA to guarantee strong se-
curity in case the RSU; is compromised, PT K, = p(v;, T)
(mod ¢) and PTK,; = h(PTK,;||REVstatus). Vi also com-
putes C}'¢" = h(C,, || K,,), Ry&Y = PUF(C"W) Hereafter,
V; picks N, and computes ©1 = Epri,, [R}T, Ni, N2, ¢
HMAC(PTK,,,TID,,||©|sid; ||N1HT1) Finally, V; sends
the message Msg, = (T'ID,,, 01,1, sid;,T1) to the RT,
namely RSU;, over a public channel.

Step 3: (Vehicle Authentication). Upon receiving M sg,, RT
first checks the freshness of timestamp 7} using AT and
continues the session only if it’s valid. Then, RT recovers
Vi’s identifier v; = h(h(Kra||T1) @ T1D,,). Similar steps to
V;’s steps will be performed here up to obtaining p(u;,y) =
p(u;,y) + K; (mod g), then RT performs revocation status
checking by HMAC REVqiys. If V; is unrevoked, R7T pro-
ceeds and computes PTK,,, = p(u;,v;) (mod q), PTK,, =
W PT Ky || REVitatys), and the first verification is performed
on (1. If it is successful, then O is decrypted by RT, which is
TA in this step, [R}", Ny, N2] = Dprk, . (01).

After that, the second verification is performed by TA
using checking Nj. If the verification holds, TA computes
(Kpew, i) = FE.Gen(R™), o = (p(vi,y) +
a(vi, y))(K5e), & =p(vi,0) ® Kpev,  prev =
gK{ff’w ['Ui,a h(KTA)L 62 — EPSK'UT[hd ew new new new}’

Ov; o Sv; 1 P,
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and @2 = HMAC(NQ,@zHTz) At last, RT, that is RSU,’,
sends M sgs = (O, @2, 37", T>) to V; over a public channel.

Step 4: (Mutual Authentication and Secrets Updating Accom-
plished). After receiving M sgs, V; checks T; by AT and rejects
if it is not fresh. V; verifies R7T by checking the condition
. If the condition holds true, V; authenticates the RSU;
and then it decrypts O, to get the new updates of its se-
crets, [hdye, ope 1€, B = Dprk,, (©2). Finally, only
V; updates its secrets by the received ones, C,, = C7'°", hd,,
hdy?, oy, = oy, and &, = £, By, = ﬁ”ew Remarkably,
the proposed scheme is free from possible de-synchronization
attacks during secret keys updating due to deploying our one-
side secret updating mechanism. That is, R7 only sends (not
stores) the updates to V;, however, they can still recognize each
other (also see Section V-C).

G. V2V Authenticated Secure Message Communication Phase

1) V2V Unicast Expeditious Message Authentication: Upon
entering RSU;’s jurisdiction, V; initially receives information
from RSU; about other vehicles within the transmission cover-
age range of this RSU;. Thus, V; utilizes this information, which
will be being broadcast frequently by RSU;, to initiate V2V
unicast immediate secure message transmission in some urgent
situations such as accident-related information transmission.
The following steps, which are also illustrated in Table III, are
required for V2V message authentication:

Step 1: (Authenticated Secure Message Transmission). Sim-
ilar steps to those performed by V; (which are also de-
scribed in Table II) are executed here and thus V; obtains its
p(vi,y) with K; added to it and computes its REVyqus =
HMAC(K;,TID;||T), where T is the current timestamp.
V; then computes a pairwise temporal key with the intended
vehicle V; using its v; as PTK;; = p(v;,v;) (mod ¢) and
PTK;; = h(PTK;;||T). Afterward, V; encrypts a message 1,
which could be BSM, M = Epri,, [m]. V; also calculates 0 =
HMAC(PTK,;;,TID,, ) and lastly sends M sg =
(T'ID,,, M, sid,$,T) to vehicle V; publicly.

Step 2: (Message Verification). Upon receiving M sg, V;
first checks the freshness of timestamp 7" by AT If it is not
fresh, the current session is terminated; otherwise, V; recovers
the sender’s identifier v; = h(h(Kr4)||sid||T) @ TIDU and
follows the same steps as Vj to retrieve its p(v;, y), adding K
to it. Now, V; verifies V;’s revocation status by checking the
condition REViaus 7 = HMAC(K;, TID;|T) and further
proceeds (only if V; is unrevoked) with computing PT'K;; =
p(v;,v;) (mod q), PTK;; = h(PTK,;;|REVsi41us), and 6 7 =
HMAC(PTK,;;,TID,,||REVsiatus||M||T). If the § holds
true, V; accepts the received message and decrypts M obtaining
the message m (i.e., BMS), m = Dprg,, (M).

Significantly, our scheme eliminates the need for third-party
involvement in V2V communication even with employing only
symmetric cryptography (HMAC, XOR, and PUF). Conse-
quently, a vehicle expedites sending authenticated, secure, and
confidential instant messages, specifically in transferring traffic-
related information directly to a particular vehicle.
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TABLE II
V21 MUTUAL AUTHENTICATION AND SECRET KEYS RENEWAL

Vehicle V;

RSU-TA Unit RT

[vi, p(vi, y)] = Retrieval(Bu,, Cv,;,q(vi, y), v, 0v;)

TIDUz = h(h(KTA)HTl) D v,
If (sid; > 0) do
K=Ky, ® MK
p(vi,y) = p(vi,y) + K; (mod q)
REVstatus = HMAC(K;, TIDy,||T1)
PTKyu = p(vi,u;) (mod q)
PTKyy = h(PTKquREVStatuS)
PTKyr = p(vi,7) (mod q)
PTKyr = h(PTKyr||REVstatus)
O = h(Cy, || Kv,)
Ryew = PUF(C;‘fw)
Generate nonce No
01 = Eprk,, [RyFY, N1, Na|
1 = HMAC(PTKyy, TIDy, ||O1||REVstatus||T1)
Msgz = (TIDy;, @1, 91, REVstatus, T1)

via public channel

Check T2 , P2

Generate nonce N
Msg, = (Na)

via public channel

Check T4 ; terminate if not valid
vi = h(h(K1a)||T1) @ TIDy,
[ui7p(uii y)] A Retrieval(ﬁui ) Cui, ) q(uif y)v é’-’“’ s Uuz)
If (sid; > 0) do
Kj =Ky, ® MK;
p(ui,y) = p(ui,y) + K; (mod q)
Verify REVstatus? = HMAC(K;, TID,,||T1)
PTKyu = p(u;,vi) (mod q)
Verify ¢1; 15 Verification
[Rye*, N1, No] = Dpri,, (©1)
Check Ny ;2”d Verification
(K7, hdpew) = FE.Gen(R2e™)
oyt = (p(vi,y) + q(vi, y)) (K3Y)
e =p(v;,0) @ K

B = Excyewlvi, g, h(Kr )]
62 = Epsicur hdLe, KIE®, ouew €5ev

By RSU;

By TA

(hdy i, Ky st opf, €05 = Drri,, (O2)

2 = HMAC(N2, ©2[|875 (| T2)

Msgy = (@, @2, ALY, Ta)

Update C, = CeY, MK]T“”” =K; ® Knew,

v

, Bu; = Boew

— new — ynew — ¢new
hd”i - h’dvz yOv; = Uqu ’ ‘Evi - Sv;

via public channel

TABLE III
V2V UNICAST EXPEDITIOUS MESSAGE AUTHENTICATION

Vehicle V;

Vehicle V;

[vi7p(vi7 y)] — Retrieval(ﬁvi ’ C’Ui, ’ q(viv y)v 51)7‘, ’ Uvi)
TID,, = h(h(Kpa)|T) ® v
If (sid; > 0) do
K; = Ku, ® MK,
p(vi,y) = p(vi,y) + K; (mod q)
REVstatus = HMAC(K;, TID,,||T)
PTK;j = p(vi,vj) (mod q)
PTK;; = h(PTK;| REVstatus)
M = Eprk,;(m)
§ = HMAC(PTK;;, TIDy, || REVstatus||M||T)
< Msg = (TIDy,, REVstatus, M, 8, T) >

via public channel

Check T'; terminate if not valid
v; = h(h(K7A)||T) & TIDy,
[vj,p(vj,y)] < Retrieval(Bu;, Cv;, q(v5,¥), v, 0v;)
If (sid; > 0) do
K; =Ky @ MKj
p(v;,y) = p(vj,y) + K; (mod q)
Verify REVsiatus? = HMAC(K;, TIDy,||T)
PTK;j = p(vj,v;) (mod q)
PTK;j = h(PTK;;||REVstatus)

Verify §7 = HMAC(PTKj, TID,,||M||sid||T)

m = Dprk,,; (M);

2) V2V Broadcast Secure Message Transmission: Consider
a vehicle V; with an identifier v; has a message m, i.e., BSM,
to broadcast. It first invokes Algorithm 1 to recover its p(v;, y).
Afterward, V; executes Algorithm 2 and eventually broadcasts
B,={TID,,, REVsatus,w(y), M, T,n} toall vehicles and the
RSU in its vicinity. A receiver of the broadcast B(y) initially
calls Algorithm 1 to recover its p(vj,y) and then executes
Algorithm 3. Obviously, only areceiver with a valid p(v i y),i.e.,
unrevoked vehicles, can establish pairwise secret keys (p(vj ,Ui),
q(v;, v;)) with the sender and therefore can recover the broadcast
encryption key ¢g". HMAC function is generally used to verify
the authenticity of a sender and the integrity of a message. If
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HMAC 7/ matches 7, Algorithm 3 returns the decrypted m from
M otherwise, it returns _L.

H. Revocation Mechanism Phase

The proposed scheme introduces a revocation mechanism
whose revocation checking process in the main protocol has
constant computation complexity O(1). The revocation phase is
triggered by TA when there exists at least one malicious vehicle
to be revoked from the system. In our scheme, TA needs not
publishing CRLs. Alternatively, TA securely sends a tuple of
revocation data, including an offset/update key K, to all RSUs
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Algorithm 2: Broadcast Encryption (invoked by V;).
Input: p(v;,y) < p(vi,y) + K; (mod q), g(vi,y), m
Output: B;

1 Picks randomly r € [,

2 Q(y)= p(vi,y) + q(vi, y) + r (mod q)

3w(y) = g% (mod g)

4 M=E4[m]

5 TIDUI. = h(h(KTA)HT) D v;

6 REVgqius = HMAC(K,;,TID,, ||T)

70 =HMAC(g", TID,, | REV;tapus|lw(y) || M]|T)
8 Bz: {TIDU,7 REV;tatusv w(y)v Ma T7 77}

9 return 153;

Algorithm 3: Broadcast Decryption (executed by V).
Input: p(vja y) A p(vja y) + KJ (mod q), Q(vja y)’ B;
Output: m or L
Check the validity of timestamp 7'

Recover sender’s v; = h(h(Kra)||T) & TID,,
Verify REVsiqus 7= HMAC(K;, TID,,||T)
Establish the pairwise secret keys p(v;,v;), q(vj,v;)

Evaluate w(y)|y—,, = g2(*7) (mod ¢) =
gp(vz,vj)+q(vi,vj)+r

n oA W N =

p(vi,v;)+q(vivg)+r

6 Divide step 5 by step 4 oy o) Faloy o)

g((p<vixvj)+q(’ui7vj)+7’)7p(vj7Ui)+q(vj)Ui)) =g
70 = HMAC(g", TIDy, || REVstatus||w(y) |IM]|T)
8 if (' ==n)) then
Decrypt to obtain m = Dy (M)
10 | return m

11 return L

in the network. Each RSU utilizes the Secret Sharing-based
Session Group Key Distribution (SGKD) below to distribute
the offset key (namely a revocation or update key) K; by
which arevoked vehicle cannot get authenticated/their messages
accepted by others any longer.

Secret Sharing-based SGKD: Broadcast with Revocation Ca-
pability using Secret Sharing. In this approach, our novel idea
is that we separate the whole system into several groups based
on RSUs coverage areas. Subsequently, { RSU; }i=1,... m. af-
ter receiving the revocation information for a session j from
TA, constructs its own threshold secret sharing-based access
polynomial d)é» (z) according to the legitimate vehicles in its
vicinity. That is to say, gbé(x) only passes the pairwise secret
keys established with non-revoked vehicles in its coverage area.
Therefore, our protocol ensures an efficient revocation technique
with no communication overhead. The following steps, which
are also illustrated in Fig 3, are required for the revocation
mechanism:

1) Broadcast. TA picks a random k; € IFy, where the j-

th session offset key (revocation key) is K; = gk e
F,. Then, TA sends the tuple (K;,sid;,R;) to each
{RSU;}1=12,... .m securely.

First, let Qj» = {v;,, Vi, - - - ,Uitj} denotes a set of all
non-revoked vehicles’ identifiers in the coverage area
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Fig. 3. Revocation mechanism of the proposed protocol.

of RSU; for session j. Upon receiving (K, sid;, R;)
from TA, RSU; invokes Algorithm 1 to recover its
p(ur,y) and then constructs a random ¢-th degree
polynomial ¢(x) € Fy[z] to pass through (t+1)
coordinates, (0,K;) and (v;,gP("v)); for all
v; € Qé- and where ¢ = |g]l| RSU; also computes t
additional points Py on ¢! (x) and a = h(K;||h(Kr4)),
where {Py}4=12,.. 4 Lastly, RSU; broadcasts B =
{{Pata=12....tllsid;[| HMAC e, sid;|[{ Pa}ta=1.2,...t) }-
2) j-th session offset key recovery. When V; € g; receives
the broadcast of its nearby RSUj, it initially recovers its
p(vi,y) by invoking Algorithm 1. After that, V; estab-
lishes a pairwise key with RSU; as PT K, = p(v;, u;).
If V; € G, it then knows the point (v;, gP(V#:%)) plus the
t additional public points, { Py}4=12,. . ¢ on (bé- (z). Thus,
only vehicles in g; can interpolate qf)é(x) and recover
K; = ¢§(O) for a session j. V; proceeds with checking
the authenticity and integrity of the received broadcast
by computing o = h(K||h(Kr4)) and then verifying
HMAC (v, sid;||{Pa}a=1,... ). If it matches true, V; au-
thenticates that K; is sent from the nearby RSU;.
Consequently, V; keeps using K; as a secure shift/update
value added to its private p(v;,y) in all successive authenti-
cation sessions, proving to others it is a legitimate entity and
it continues as such up to the time wherein a new offset key is
being broadcast by RSU, in the vicinity. It’s worth mentioning
that in traditional CRLs-based revocation or other revocation
approaches, a revoked vehicle V; can never rejoin the system
whereas in our scheme a revoked V; can rejoin the system again
if TA permits it by removing its identifier from the revocation list
‘R in the next sessions.

V. SECURITY ANALYSIS

In this section, we provide the formal and informal security
analyses of the proposed protocol. Additionally, we provide both
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the simulation details of our protocol using AVISPA tool and
the mutual authentication validation using BAN-logic in the
supplemental materials.

A. Formal Security Analysis of the Proposed Scheme

We follow a similar game transformations-based security
proof as that described in [30].

Theorem 1 (Security): Consider a (d,n,l, A, €)-secure PUF
and let FE be a (d, A, ¢)-secure fuzzy extractor, h(.) be a se-
cure pseudorandom function, and the symmetric-key encryption
scheme, €2, be IND-CPA secure. Then, the proposed protocol is
secure against MITM attacks with memory leakage.

Proof: The goal of adversary A is to break the security game
and deceive V; and R7T to accept the session while there is no
matching session, i.e., the communication is modified by 4. We
consider the following game transformations. Let y; denotes the
advantage that the adversary wins the game in Game .

Game 0. It represents the original game between the chal-
lenger C and the adversary A.

Game 1. The challenger C randomly guesses the vehicle

v {W,Va,...,V,,}. C aborts the game if A cannot imper-
sonate V* to R7T or has a different sid*.

Game 2. Let ¢ be the upper bound of the number of sessions
that A can establish in the game. For 1 < j </, we evaluate or
modify the parameters related to the session between R7 and
V* up to the ¢-th session as follows.

® Game 2-j-1. Challenger C evaluates the output from the

PUF embedded in V* at the j-th session. C terminates the
game if the output of the PUF doesn’t produce enough
entropy m or does not satisfy the requirements for PUF
inter and intra distances.

® Game 2-j-2. The output from the fuzzy extractor (K",

hd;¢") is turned into a random variable.

e Game 2-j-3. The output from the encryption scheme €2

0, = Eprk, . |.] is derived from a truly random function.
®  Game 2-j-4. Similarly, the output from the Q2 ©, = &, []
is derived from a truly random function.

® Game 2-3-5. The output from the pseudorandom function

(PRF) HM AC(PTK,y, .) is derived from a truly random
function in this game.

® Game 2-j-6. The output from the PRF HM AC(N3,.) is

obtained from a truly random function.

The basic strategy of the security proof is to alter the exchang-
ing messages corresponding to the target vehicle V* to random
strings such that an attacker cannot distinguish the arbitrary
strings from real messages. The game transformation starts from
the first invocation of the vehicle V* and proceeds from Game 2-
j-1to Game 2-3-6. Upon finishing these game transformations,
we can move to the next session. This strategy can be recursively
implemented up to the upper bound ¢. Note if the PUF embedded
in the vehicle outputs enough entropy, the fuzzy extractor can
generate variables that are statistically close to random. Vehicle
V* then utilizes this output to retrieve its secret p(v;, y) using
Algorithm 1; establishing a pair-wise temporal key with R7T
which can also be used for symmetric encryption thereafter.
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Therefore, an adversary’s advantage against our authentication
protocol is negligible as shown in the following lemmas.

Lemma 1: xo = nx if the number of vehicles is n.

Proof: The adversary A wins the game if there is at least
one session accepted by R7 or V* when the communication is
modified by the adversary. Since we assume there are n vehicles
and the challenger C randomly selects a vehicle, the probability
that C correctly guessed the vehicle impersonated by A is at least
1/n. |

Lemma2: |X1 — X2_1_1| < e and |X2—j—| — X27(j71)76| <e
hold for any 2 < 5 < / if the PUF embedded in the vehicle is
(d, n, 1, A, €)-secure PUF.

Proof: There is no difference in these games since the output
of PUF has enough min-entropy and is independent of other
outputs, namely, (d, n, [, A, €)-secure PUF has enough min-
entropy larger than A, intra-distance smaller than d, and inter-
distance larger than d. Additionally, PUF is assumed to have a
desirable property (described in Def. 1) that even if the input to
the PUF is disclosed, the output derived from the input fulfills
the requirement of sufficient min-entropy, and thus each output
is uncorrelated.

Since the games X1, X2-1-1, X2—(j—1)—6> and x2_ ;| assume
the aforementioned PUF conditions, the gap between them is
bounded by the negligible probability €. Therefore, the game
transformation can proceed further without any negative effect
evenif Ainvokes the Reveal query and obtains the secrets stored
in the OBU of V'*. |

Lemma 3: |x2—j—1 — X2—j—2| < € holds for any (1 < j < /)
if the Fuzzy Extractor(FE) is a (d, 1)-F E.

Proof: As explained in the proof of Lemma 2 about the
assumption of (d, n, [, A, €)-secure PUF, then (d, A, €)-fuzzy
extractor (FE), which is based on PUF outputs, guarantees
an output that is statistically close to random. As a result, no
adversary can distinguish these two games x»_;_; and x2—;_»
due to the randomization property of the FE. |

Lemma 4: |x2—j—2 — x2—j—3| < Advgﬁ;D’CPA(k‘) for all
(1 <j <), where Adv{ﬁ;D ~CPA(E) denotes an advantage of
B to break the security of IND-CPA ).

Proof: We construct an algorithm 3 which breaks the security
of our encryption scheme 2. B can access the real encryp-
tion/decryption or truly random function algorithms &y, (.)/Dy(.)
or RF, respectively. B sets up all secret parameters, simulating
the proposed protocol except the n-th session. Once invoking

the n-th session by the adversary A, B sends N; n {0,1}F
as the output of R7. When A sends Nl# to the vehicle V*,
B proceeds the computation as per the protocol specification
and issues N1# to the oracle rather than the normal com-
putation of © = Eprg,_[.]. Upon receiving ©,, B outputs
{TIDy;, 1,01, REViiatus, T1 } as the V*’s response. When A
sends {TID¥ o, #, 0% REVY . . T#}tothe RT, Bissues
N to the oracle and obtains O;.

If Baccesses thereal & (.)/Dy(.), this simulation is equivalent
to Game 2-j-2. Otherwise, the oracle query invoked by B is
completely random and thus this distribution is similar to Game
2-j-3. Hence we have | x> ;-2 — x2—;-3| < Adv{){\;D’CPA(k)

|
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Lemma 5: |x2—j—3 — X2—j—4] < Advflz{\gD’CPA(k) for all
(1 <j <), where Advé{\g’j ~CPA (L) denotes an advantage of
B to break the security IND-CPA 2.

Proof: Similarly, this lemma can be proven as the proof for
Lemma 4 ]

Lemma 6: |x2—j—a — X2—j—s| < Advgﬁac('),g,(lﬂ) for all
(1 <j <), where Advﬁﬁ&c(_)ﬁ,(ls) denotes an advantage
of B’ to break the security PRF HM AC(.).

Proof: Obviously, the input to the PRF HM AC(PT Ky, .)
is turned into random from the previous games. Yet, if
there is a difference between these games, we construct
an algorithm 5, as in the proof for Lemma 4, which
breaks the security of PRF HMAC(.). B can interact with
the real PRF HM AC(PTK,,,.) or a truly random func-
tion RF. B generates (¢1,0;) and issues ¢1]|/©; to the
oracle. Like Game 5, B also generates the other vari-
ables and sends (T'ID,;, ¢1,01, REVstatus, 11) as V*’s out-
put after obtaining ; from the oracle. If R7T receives
(TID¥, 01 #,07  REV,,... T), B inspects (07,1 #) ?
= (©1,¢1). If s0, B issues TID]; |01 #|O7 | REV 1T
to the oracle, examining if its response is identical
to @#. n

Lemma 7: |x2—j—5s — Xo—j—6| < Advflﬁic('),g,(k) for all
(1<j<0).

Proof: We can prove this lemma as the proof for Lemma 6.
|

There is no advantage for the adversary to break the secu-
rity when we transform Game 0 to Game 2-/-6 since those
games are bounded by assumptions, i.e., secure PUF and fuzzy
extractor, IND-CPA symmetric encryption, and PRF HMAC.
To mount a MITM attack, the adversary must modify at
least one of these variables (71D.;, O1, 91, REVsiatus, T1)
or (@27 P25 B;Liew7 TZ) MOdlfyll‘lg {T‘Z‘Z = 1’2} or REVitatus
results in instant rejection. When an adversary modifies O
and/or 1, the advantage of the adversary in breaking the security
game is negligible since O, which is used as a variable in ¢,
is obtained from a truly random function. That is to say, ©; is
encrypted data by a fresh pairwise temporal key PT K. Like-
wise, 3,/ is encrypted by a freshly generated PUF-based key.
Moreover, the symmetric encryption technique, €2, adopted in
the scheme is considered IND-CPA secure as defined in [33], [34]
and the initialization vector (IV) of CBC is chosen at random.
In addition, the seed of the HMAC is derived from a truly
random function; therefore, modifying any variable of HMAC
without knowing the seed will never be accepted by the other
party. Even when A invokes the Reveal query and obtains the
contents of V;’s OBU including the challenge C,,, A cannot
predict the response R,,, to compute the uniformly distributed
key K,,. Consequently, our scheme is immune to the MITM
attack. Finally, by adding up all previous lemmas’ results, we
have

‘ =

AdviE(k) < 3 (AdVFEP=CPA®R) + AdvfiFae ) (k)

[\®]

In

O
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Theorem 2 (Privacy): Let FE be (d, A, €)-fuzzy extractor and
(d, n, 1, 1, €)-secure PUF. Assume HMAC be a secure pseu-
dorandom function and the encryption scheme, €2, be IND-CPA
secure. Then our protocol satisfies the indistinguishability-based
privacy property under memory leakage.

Proof: This proof is similar to the proof of Theorem 1.
However, note in order for privacy to hold, it is important for
our protocol to satisfy security first as shown in Theorem 1.
This is due to the fact that if the security is broken, imperson-
ation attacks, specifically R7” impersonation, can be mounted
successfully, leading to updating the secret key thatis notderived
by RT. As aresult, the R7T can no longer accept this vehicle
and then A can easily distinguish the challenge vehicle V" in the
privacy game. In view of the game transformation described in
the proof of Theorem 1, it is clear that the whole transcripts will
be identical to random variables inasmuch as we continuously
modify the communication messages for the two vehicles V" and
Vi*. Game 1 is modified here such that C guesses two vehicles,
which will be selected by A in the privacy game. In this case,
the probability of the random guess will be at least 1/n2. Upon
proceeding, the game transformation described in Game 2 is
applied to the sessions related to the vehicles Vi and V}*. Thus,
the transmitting messages (T'1D;, 01, ¢1, REViatus, T1) and
(©2, 02, B¢, T ) are turned into arbitrary strings and no infor-
mation will be revealed about the challenger’s coin. Even though
it is assumed that A is capable of extracting the secret keys from
the vehicle’s OBU in the privacy game, these secret credentials
will not expose any information about the real identity of the
device because they are updated from random sources. There-
fore, no adversary can distinguish the challenge vehicle with a
probability higher than 1/n? and we get

. 1
A IND < A Sec/
dvip i (k) < Advgy (k) + 2

(Advs{z],\échPA(k) + Ad”ir}fﬂcp),s/(/{))

|

Theorem 3 (Collusion Attack): The proposed Secret Sharing-

based revocation phase is a secure privacy-preserving key dis-

tribution mechanism with revocation capability and realizes

unbounded collusion resistance capability even with compro-
mising all personal secrets of all vehicles in R ;.

Proof: For proof of Theorem 3 see Appendix A |

B. Formal Security Verification Using AVISPA

In this section, the proposed protocol is evaluated for the
formal security verification using the widely accepted Auto-
mated Validation of Internet Security Protocols and Applica-
tions (AVISPA) tool. AVISPA comprises four back-ends and
abstraction-based roles, which are specified through the High
Level Protocol Specific Language (HLPSL). The detailed de-
scription and functionality of the four back-ends of AVISPA are
available in [35], [36]. The simulation result of the proposed
protocol is SAFE under the two backends OFMC and CL-AtSe
as shown in Fig. 4. Therefore, our scheme is secure against
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/home/span/span/testsuite/results
/MessageAuthSSPUF.if
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BACKEND
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Fig. 4. Simulation results of AVISPA of the proposed scheme using the
backends OFMC and CL-AtSe backends.

replay and MITM attacks. The full details of the implementa-
tion process of our protocol are provided in the supplementary
materials.

C. Informal Security Analysis

In this subsection, we provide informal security analysis to

show that our scheme is secure against well-known attacks.

1) Resiliency against De-synchronization Attacks. Suppose
M sgs, which contains secret keys updating for V;, got
lost during transmission or attacked by A, V; undoubt-
edly wouldn’t update its secrets. However, R7 can still
recognize V; in later sessions. That is because: 1) our
mechanism requires only one side (which is V;) to store
the received updates and thus the attack cannot cause
inconsistent shared data. 2) the parties usually recognize
each other based on (PUF and P(z,y))-based pairwise
temporal keys which will always be valid as long as Vj
is unrevoked. As a result, the proposed scheme is fully
immune to this attack.

2) Protection against Cloning and Physical Attacks. Suppose
an adversary A attempts to physically tamper with the
Vi’s OBU. However, any such attempt to tamper with
PUF; (i.e., PUF separation from its OBU) destroys and
renders it useless. As a result, PU F; cannot reproduce the
desired response R; = PUF;(C;). Hence p(v;, y) cannot
be reconstructed successfully, resulting in an inability to
establish pairwise keys with the other parties. Addition-
ally, PUFs are safeguarded against cloning and can not
be recreated [23]. Consequently, the proposed scheme is
resilient against cloning and physical attacks.

3) Protection against Impersonation Attacks. Suppose A
intercepts M sg; during the authentication phase. A at-
tempts to create a valid authentication response M sg,
say Msg? = {TID¥, 07, REVZ, ... T¥}, on behalf
of V; using its current timestamp Tl# . Since A doesn’t
know any of these v;, h(Kr4), and p(v;,y), s/he can

Authorized licensed use limited to: University of Science & Technology of China. Downloaded on December 19,2021 at 01:09:36 UTC from IEEE Xplore. Restrictions apply.
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TABLE IV
SECURITY FEATURES COMPARISON

Security feature

Secure against replay attack

Immune to Man-in-the-Middle attacks
Secure against impersonation attacks
Protection against physical attacks
Resiliency against de-synchronization
Protection against cloning attacks

Immune to plaintext BSMs-based traceability
Polynomial-based encrypted broadcast

> X X Ax \\\|&Z

[12] [37] O

> X X N\x N\ x
XXX A% NN
AN NN N

TABLE V
EXECUTATION TIME OF CRYPTOGRAPHIC OPERATIONS [39]

Cryptographic Operation | Notation | ToT Device | Server
Multiplication point Tmp 5.9ms 2.6ms
Multiplication Tm 22.93ms 14.5ms
Bilinear pairing s 9.23ms 3.78ms
Certificate generation Teertyen, | 57.63ms —
Certificate verification Teertyer — 17.24ms
Modular exponential Te 7.86ms 2.34ms
Symmetric en(de)cryption Ts 0.079ms 0.041ms
One-way hash Th 0.026ms 0.011ms
PUF (128-bit Arbiter) Ty 0.12ms —

Fuzzy extractor generation Tr.q4 — 1.17ms
Fuzzy extractor reproduction | Ty, 3.28ms -
Message authentication code Trmac 2.9ms 1.23ms

never establish valid PT K, /PTK,, with RT and thus
cannot compose valid M sg,. Therefore, R7T will reject
this response. Similarly, if A tries to impersonate GWN to
deceive V;, s/he cannot compose valid M sg; due to not
knowing of PT K, .. As a result, the proposed scheme is
immune to vehicle/RSU impersonation attacks. Moreover,
due to employing PU F in the proposed scheme, .4 cannot
succeed in mounting impersonation attacks even under the
aforementioned physical attacks.

VI. PERFORMANCE EVALUATION

In this section, we conduct a comparative performance analy-
sis of the proposed scheme against the related schemes. Table IV
shows security and functionality features comparisons with the
related schemes [5], [12], [37]. From this table, it is obvious that
still none of the compared schemes are completely free from
security flaws, while the proposed scheme achieves all these
features simultaneously. As also shown in Table IV, traceability,
physical, and cloning attacks are still successful when applying
to all compared schemes.

Prior to showing the efficiency of our proposed protocol in
terms of computation and communication overhead, it is worth
mentioning that establishing PUF-based PTKSs is computation-
ally lightweight due to that it is only evaluation of p(v;,y),
which is one-degree polynomial, and adding K to its result.
In addition, the execution time of recovering K; from PUF is
not computationally expensive and still lightweight.

A. Comparison With Existing Authentication Protocols for
Vehicular Communications

1) Computation Cost Analysis: The estimated execution
time values of the cryptographic operations used in the com-
putation comparison are listed in Table V. In the proposed
scheme, the 128-bit Arbiter PUF is considered as the PUF
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TABLE VI
COMPUTATION COST COMPARISON

Communication Type [ Scheme | Vehicle [ RSU(RT) [ Cloud server [ Total Cost
[12] 3pr + 57y, + Tmp pr + 2Ty, + Tmp 3Ty, + Tmp ~ 42.8ms

= [37] 4Ty, + 3Tmyp 4Ty, + 4Tmyp 11Ty, + 10Ty | ~ 246.8ms

> Our Tret +5Th + Tp + Ts + 2Tmac | Tret +3Th + Tp.g + 2Ts + 2Tinac NA ~ 16.84ms

~ 01 | 6T% + 2Top + 4Tomp + To + 2Ta NA NA ~50.1ms

I [19] ATece + 2Tcertgen, + 2T certyer NA NA ~ 152.9ms

> Our 2T Ret + 6T, - 2Tmac + 2T NA NA ~ 13.1ms

5] Tmae + 22T eertyr) NA NA ~7T1.0ms

Broadcast Our Tret + Th + 3T% + 2Tmac + Ts NA NA =~ 32.8ms

embedded in the vehicles and the code offset mechanism using
BCH is adopted [38]. Table VI shows computation compar-
isons of our proposed scheme with various related schemes
based on different approaches, i.e., Vehicle-to-Infrastructure
(V2I) communication, Vehicle-to-Vehicle (V2V) instant mes-
sage communication, and broadcast transmission. Consider-
ing the V2I approach, the proposed scheme is compared
with [12], [37]. It’s shown in Table VI that the total computation
of the proposed scheme requires 2T res + 813 + 1), + 3T +
Tt.g + 4T ~ 16.84ms, where T'g.; is the computation cost
of the Retrieval algorithm (see Algorithm 1). On the other
hand, the overall computational cost required in schemes [12]
and [37] are 42.8ms and 246.8ms, respectively. Addition-
ally, our scheme is compared with schemes [9] and [19] with
respect to the V2V communication-based immediate trans-
mission. Whereas our scheme only requires 27T re: + 67} +
2T e + 2T =~ 13.1ms for sending an expeditious BSMs (i.e.,
accident-related) to an adjacent particular vehicle, schemes [9]
and [19]need 67}, + 2Ty, + 41,y + Te + 2144 ~ 50.1ms and
ATece + 2Tcert e, + 2T eert, ., ~ 152.9ms, respectively. On the
basis of the broadcast message transmission, we further com-
pared our protocol with the protocol in [5]. The computation
cost required to verify a broadcast received message in our
schemeis Trer + 1) + 3T, 4+ 21 00c + 15 =~ 32.8ms, whereas
the verification process of the scheme [5] requires 7,4 +
2(2Teert,., ) = 71.9ms. Consequently, it is obvious from Ta-
ble VI that the proposed scheme outperforms all compared
schemes with respect to the three comparative approaches since
it realizes the lowest computation cost as compared to the other
schemes. Moreover, it is worth mentioning that a traffic-related
message, say BSM, is also confidential in our scheme besides
having authenticity and integrity which is not provided in the
compared schemes.

Fig. 5 illustrates the computation cost needed by an
RSU in V2I communication to process only one BSM re-
ceived from multiple vehicles (i.e., up to 40 vehicles) in
RSU’s coverage area. The computation cost at RSU side
to process only one BSM received from only one vehicle
in schemes [12] and [37] are Ty, + 5T}, + 2T, = 3.78 +
5x0.011 +2 x 14.5 = .32.84ms and 157}, + 14T,,, = 15 x
0.011 + 14 x 14.5 = .203.2ms, respectively. On the other
hand, in our V2I approach, the computation cost at the RSU side
is /&~ 12.3ms. Therefore, it is clear from Fig. 5 that an RSU in
schemes [12] and [37] requires much time to process only one
message for a number of vehicles (e.g., ranging from 1 to 40
vehicles) in its coverage. For example, to process one message
for 40 vehicles, an RSU in [12] and [37] consumes computation

ver

Computation overhead on RSU (ms)

1 5 40

Number of vehichles in RSU communication range

Fig. 5. Overall Communication Overhead on RSU.

overhead of 1.32 and 8.13 seconds, respectively. In contrast, our
protocol requires only less than 0.5 s.

2) Communication Cost and Storage Overhead Analysis:
In this subsection, the communication and storage costs of
our scheme are compared with the related schemes based on
different approaches in a similar manner to that described in
Section VI-Al. Let the length of values in [, }F;, and the
cyclic additive group G whose points on the elliptic curve be
donated as ||, [F,|, and |G|, respectively. We consider [F,|,
|F,[, and |G| are 160 bits, 512 bits, and 1024 bits, respectively.
We further assume that plaintext/ciphertext block symmetric
encryption/decryption (using AES-CBC algorithm), hash
digests (SHA-1), nonces, and timestamps are 128 bits, 160 bits,
128 bits, and 32 bits in length, respectively. According to [40] the
normal sizes of signature (generation/verification), certificate,
and message (traffic-related) are 344 bits, 504 bits, and 800
bits, respectively. Helper data hd length size is considered 1264
bits as described in [41]. Table VII presents the communication
costs of our proposed scheme compared with different related
schemes. Considering the V2I communication, our protocol
needs to send the following three messages: Msg; = Nj,
Mng = (TIDm +®1 + @1 + REViatus +T1), and
Msgs = (02 + 2 + B¢ +T»), which require 128 bits,
160 4 [(160 + 128 + 128)/128] x 128 4+ 160 + 160 + 32 ~
896 bits, and ([(1264 + 128 4+ 160 + 160)/128] x 128 +
160 + [(160 + 160 + 160)/128]) x 128 + 32 ~ 2336  bits,
respectively. Thus, the total transmission incurred to send
the aforementioned messages is 128 + 896 + 2336 = 3360
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TABLE VII
COMMUNICATION AND STORAGE OVERHEAD COMPARISON

Communication | Scheme Communication overhead Storage overhead (bits)
Type [bits] [bits]
2 9[G[ + 13[F4] + 5]7] ~ 11040 AID; + R; + Z; + IM; + sIM; ~ 1408
= (371 10|G| + 14|Fy| 4 4|T| ~ 12192 IDy, + Dip, ~ 1152
> Our | 5|Fq| +|O1,2] + 2|T| + |B2e*| ~ 3360 q(vi,y) + Bu; + Cu; + hdu, + 0u, + &u, + MK = 2640
o O] 3[Fql + F5] + [T ~ 1024
g [19] Msgpa + Msgap ~ 1008
Our 3|Fq| + |T| = 512 Same as *
Broadeast 051 [Fo+ certu + siga + |T] ~ 1608 X (PIDy + Certy + RSy + RPy) + Kg + P> ~ € x (820) + 288
Our 5|Fq| + |T| =~ 832 Same as *
7 1600 Table VI. Furthermore, our proposed protocol achieves far
& 1400 less storage cost than that is incurred in [5], which requires
7 100 each vehicle to store a set £ of each of the following variables
£ 1000 .
g (except their last two) and thus the storage overhead on Vj
o .
5 600 is ¢ x (PID, + Cert, + RS, + RP,) + K, + P, =( x
8 400 (820) + 288 bits. Hence the proposed protocol obviously
= . . . .
g 20 8 8 » '| 9 outperforms the existing authentication protocols proposed
13 0 . . . . .
S S D P PSS P S P for Vehllculf.;lr communications in terms .of. computat%on,
& & &@’ > \&& & communication, and storage cost. As a result, it is more feasible
W < < <
N N N to VANETS as compared to the other schemes.
WV2l mV2V mBroadcast

Fig. 6. Overall Communication Overhead.

bits. In contrast, the total transmission costs required for the
schemes [12] and [37] are 9|G|+ 13|F,| 4 5|T| ~ 11040
bits and 10|G|+ 14|F,| + 4|T| ~ 12192 bits, respectively,
which obviously burden much communication overhead when
compared to our scheme. In view of the communication
cost incurred in the V2V instant message transmission,
both compared schemes require much computation overhead
for instance scheme [9] incurs [F,|+F|+ [T~ 1024
bits, and scheme [19] requires = 1008 bits, whereas
only 3|F,| + |T| ~ 512 bits are incurred by our protocol.
Lastly, a signed broadcast message in [5] requires
|Fq| + |certy| + |sigy| + |T| ~ 1608 bits, whereas our scheme
only requires 5|F,|+ |T'| ~ 832 bits. Fig. 6 illustrates the
communication overhead in our protocol compared with the
related work in the case of the three different communication
approaches: V2I, V2V, and broadcast. It is clear from Fig. 6
that our scheme achieved the lowest communication overhead
when compared to the other schemes in the three vehicular
communication approaches. Therefore, the communication
overhead incurred by our protocol is far better and more
efficient than the compared schemes and thus it’s more suitable
for vehicular communication.

For storage overhead comparisons shown in Table VII,
a vehicle V; in our protocol needs to store (q(v;,y),
Buis Cu,;y hdy,, 00, &y, MK, sid;) = 2% 160 + [(160 + 160
+160)/128] x 128 4+ 128 + 1264 + 160 + 160 + 160 + 128
= 2640 bits. On the other hand, the protocols proposed in [12]
and [37] require total storage AID;+ R; + Z; + IM; +
sIM; ~ 1408 bits, I Dy, + Drp, ~ 1152 bits, respectively.
Although these protocols require less storage than our protocol,
they lack critical security features as described in Table IV
and they burden much communication overhead as shown in
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B. Comparison With Existing PUF Based Authentication
Protocols

In this section, the proposed protocol is compared with some
of the existing PUF-based authentication protocols [10], [23],
[24] in terms of computation, communication, and security
features. Table VIII shows that our protocol incurs far less com-
munication overhead than the compared schemes. Therefore,
the proposed work has efficient computation cost as opposed to
the compared PUF-based protocols. We assumed using fuzzy
extractor to extract uniformly distributed keys from PUF output
in the compared schemes to have fair comparisons. Even though
the compared protocols in Table VIII have more efficient com-
putation cost than our protocol, it is obvious that our protocol
achieves better security and privacy as none of the compared
protocols realized the important security features of VANET:
SF2, SF3, SF4, and SF35.

C. Computation Complexity of Revocation Checking Process

Let NV,.., denote the total number of all revoked certificates in
aCRL. Overall, performing a revocation status checking for a ve-
hicle using the linear or binary search algorithm requires compu-
tation complexity O(N,.¢,) or O(logN,..,), respectively [42]. In
contrast, the revocation checking process in our scheme requires
only one comparison between the calculated and received value
of REVstatus, REV4tus = h(I||v;||T) as it is independent
of the number of revoked certificates. Consequently, the com-
putation complexity of our proposed revocation mechanism is
O(1) similar to that in the scheme [5]. However, our revocation
is superior to that in [5] due to the following reasons: 1) the
number of revocation sessions, performed by TA, is unlimited
in our scheme while it is limited in [5] and also bounded by
a hash chain value which is continuously used up and thus a
mechanism to replace the current hash value with a new one
is essential. 2) Once a malicious vehicle is discovered in [5],
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TABLE VIII
COMPLEXITY COMPARISONS WITH PUF BASED AUTHENTICATION PROTOCOLS

Scheme Communication Overhead Computation Overhead Security Features
[bits] [ms] SFI  SF2 SF3  SF4 SF5
[10] [Mra|+ [Mas| + [Msa| + [Mar|+ 2Ty + (2T5.,) + 9Ts + 7T}, = 7.1ms Yes No No No No
[Msai1|+4|h(.)] +5|ID| ~ 4736
[23] | M| + | Ma| 4+ |M3| =~ 2224 2Ty +Ty.g + Ty + 10T}, = 6.5ms Yes No No No No
[24] |My| + | Mz||M3] + |My| + |Ms| ~ 1792 4Ty + (2Ty..) + 13T}, = 7.5ms Yes No No No No

Ours 3|Fq| + |T| ~ 512

2TRet + 6Th + 2T mac + 2Ts =~ 13.1ms  Yes  Yes Yes  Yes Yes

SF1:Secure against physical attacks; SF2: Broadcast encryption; SF3: Message confidentiality (encrypted BSMs); SF4:Expeditious authenticated
message transmission without third party involvement; SF5:Traceability attacks based on linking plaintext (BSMs) messages.

the global key update process begins, which is another form
of CRL and is hard to execute [3]. 3) Unlike the scheme [5],
our revocation can even be temporary, namely, TA can permit
a previously revoked vehicle to rejoin the system again. Such a
rejoining is possible as none of the vehicle’s secrets was exposed
when revoked formerly.

VII. CONCLUSION AND FUTURE WORK

In this paper, we proposed a message authentication protocol
for vehicular communication (i.e., VANET) in smart cities based
on PUF and Secret Sharing. First, the proposed protocol enables
entities to utilize their PUF to establish pairwise keys (PTKs)
with other entities for mutual authentication and encrypting
BSMs as well. Second, our protocol employs Secret Sharing-
based SGKD for the revocation mechanism in which the time
complexity O(1). Third, a vehicle in our scheme expedites send-
ing unicast and broadcast polynomial-based encrypted BSMs
that only unrevoked vehicle(s) can decrypt. Therefore, BSMs
linking-based traceability attacks can be thwarted and a higher
level of vehicle privacy can be realized. Fourth, the proposed
scheme guarantees provable security and privacy even under
memory leakage. Overall, compared to the existing schemes,
our scheme offers more security features, better computation
and communication efficiency, a higher privacy level, and more
suitability for vehicle communication.

A proposed direction for the future work based on the limita-
tions of this work would be as below: In our V2V communica-
tions, a vehicle V; with an identifier v; must obtain the identifier
v; of a vehicle V; so that they can both establish PTKs together.
Although a vehicle uses a virtual identifier/identity 7'/ D each
time it communicates with others, the vehicle originally owns
only one identifier and even it is protected by a PUF-based key
to preserve the vehicle’s privacy, there is still a slim chance
to disclose when a communicating party becomes malicious. In
addition, the PUF is used only to provide protection against phys-
ical and cloning attacks, however, PUF is not used to generate
vehicles’ (pseudonym) identities. Therefore, in our future work,
we aim to employ pseudonymous identities approach based on
PUF. Furthermore, we will utilize Public Physical Unclonable
Function (PPUF) to act as a public key for an entity.

APPENDIX A
PROOF OF THE THEOREM 3

Proof: Suppose a coalition of all vehicles in 7, which are
revoked before and in the j-th session. In the proposed Secret
Sharing-based SGKD, since each { RSU|;=1 2,... m } constructs

its own #-th degree polynomial qﬁz(x) (whose constant term is
K;) as described in Section IV-H, then the coalition of R ; has
at most ¢ public points on the ¢§- (z) if they occurred to exist in
the same RSU,’s coverage area and even fewer points if they
are in different coverage areas. Hence the coalition R; cannot
interpolate any of {qﬁé (2)|1=1,2,....,m }. Thus, K is entirely safe
and this security feature is computationally secure under mem-
ory leakage. Even with compromising all secrets from OBUs of
all nodes in R ;, the coalition of R ; still cannot obtain K;. This
is due to the masking protection provided for an offset session
key K; by a PUF-based key K,,, MK; = K,, ® Kj. |
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