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CONGESTION CONTROL METHOD,
APPARATUS, AND SYSTEM

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application is a continuation of International Appli-
cation No. PCT/CN2016/099466, filed on Sep. 20, 2016, the
disclosure of which is hereby incorporated by reference in
its entirety.

TECHNICAL FIELD

The present disclosure relates to the field of communica-
tions technologies, and in particular, to a congestion control
method, an apparatus, and a system.

BACKGROUND

In a communications system, the Multipath Transmission
Control Protocol (MPTCP) can implement multipath paral-
lel data transmission.

Currently, to improve a throughput during data transmis-
sion performed by using the MPTCP, when data transmis-
sion is performed between a transmit end and a receive end
by using the MPTCP, congestion control (for example,
adjusting bandwidth occupied by each sub stream) needs to
be performed on a plurality of data streams (a data stream
transmitted on each transmission path is referred to as a sub
data stream, hereinafter referred to as a sub stream) trans-
mitted on a plurality of transmission paths (a connection
over which data transmission is performed by using the
plurality of transmission paths may be referred to as an
MPTCP connection) between the transmit end and the
receive end. When congestion control is performed on the
plurality of data streams, to ensure fairness between an
MPTCP connection and a Transmission Control Protocol
(TCP) connection (when data transmission is performed
between the transmit end and the receive end by using the
TCP, a connection over which data transmission is per-
formed between the transmit end and the receive end by
using a single transmission path is referred to as a TCP
connection) in a network, a throughput of each MPTCP
connection usually needs to be equal to a throughput of each
TCP connection.

However, a plurality of sub streams are transmitted on
each MPTCP connection, and possibly only some of the
plurality of sub streams share bandwidth. If congestion
control is simultaneously performed on the plurality of sub
streams according to the foregoing method, because it can be
only ensured that a throughput of each MPTCP connection
is equal to a throughput of each TCP connection, a through-
put of the MPTCP connection may not be significantly
improved.

SUMMARY

This application provides a congestion control method, an
apparatus, and a system, to significantly improve a conges-
tion control effect.

To achieve the foregoing objective, this application uses
the following technical solutions.

According to a first aspect, a congestion control method
is provided. The method is applied to a process in which data
transmission is performed between a first device and a
second device by using the MPTCP. The method may
include: receiving, by the first device, a first acknowledge-
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2

ment packet that is from the second device and that includes
an explicit congestion notification echo (ECE) identifier
used to instruct the first device to perform congestion
control, where the first acknowledgement packet is an
acknowledgement packet of a first data packet of a first sub
stream in a plurality of data streams (hereinafter referred to
as a plurality of sub streams) transmitted on a plurality of
transmission paths between the first device and the second
device; determining, by the first device based on indication
of the ECE identifier, a first sub stream set that includes the
first sub stream and a plurality of second sub streams that
meet a congestion control condition in sub streams other
than the first sub stream in the plurality of sub streams; and
performing congestion control on sub streams in the first sub
stream set.

In this application, the first device may use a set conges-
tion control method to perform congestion control on the sub
streams in the first sub stream set.

In the congestion control method provided in this appli-
cation, when data transmission is performed between the
first device and the second device by using the MPTCP, the
first device may group, into one sub stream set, sub streams
that meet the congestion control condition in the plurality of
sub streams transmitted on the plurality of transmission
paths between the first device and the second device. These
sub streams that meet the congestion control condition may
be bandwidth-shared sub streams to a specific degree. To be
specific, in this application, a plurality of bandwidth-shared
sub streams can be grouped into one sub stream set to a
specific degree, and then congestion control can be per-
formed on the sub streams in the set. In this way, a
congestion control effect can be significantly improved, to
further improve MPTCP transmission performance.

In a first optional implementation of the first aspect, after
the determining, by the first device, a first sub stream set, and
before the performing, by the first device, congestion control
on sub streams in the first sub stream set, the congestion
control method provided in this application may further
include: receiving, by the first device, a second acknowl-
edgement packet that is of a data packet (hereinafter referred
to as a second data packet) of a sub stream in the first sub
stream set, that is from the second device, and that includes
the ECE identifier; determining, based on indication of the
ECE identifier, a second sub stream set including the sub
stream, where the second sub stream set is a subset of the
first sub stream set; and performing congestion control on
sub streams in the second sub stream set.

In this application, the first device may use the set
congestion control method to perform congestion control on
the sub streams in the second sub stream set.

In this application, after the first device determines the
first sub stream set, the first device may further determine
the second sub stream set from the first sub stream set, and
perform congestion control on the sub streams in the second
sub stream set. In this way, the first device can determine, in
relatively high accuracy, a sub stream set on which conges-
tion control is to be performed, so that a congestion control
effect can be significantly improved.

In a second optional implementation of the first aspect, the
congestion control method provided in this application may
further include: performing, by the first device, congestion
control on a sub stream (hereinafter referred to as a sub
stream that is not in the first sub stream set) that is other than
the sub streams in the first sub stream set and that is in the
plurality of sub streams.
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In this application, the first device may specifically use a
separate congestion control method to perform congestion
control on the sub stream that is not in the first sub stream
set.

In this application, the first device may perform conges-
tion control on the sub streams in the first sub stream set, and
may further perform congestion control on the sub stream
that is not in the first sub stream set. In this way, the first
device may perform congestion control on all of the plurality
of sub streams transmitted on the plurality of transmission
paths between the first device and the second device, so that
a congestion control effect can be more significantly
improved.

In a third optional implementation of the first aspect, the
congestion control method provided in this application may
further include: performing, by the first device, congestion
control on a sub stream (hereinafter referred to as a sub
stream that is not in the second sub stream set) that is other
than the sub streams in the second sub stream set and that is
in the plurality of sub streams.

The first device may specifically use the separate conges-
tion control method to perform congestion control on the sub
stream that is not in the second sub stream set.

In this application, the first device may perform conges-
tion control on the sub streams in the second sub stream set,
and may further perform congestion control on the sub
stream that is not in the second sub stream set. In this way,
the first device may perform congestion control on all of the
plurality of sub streams transmitted on the plurality of
transmission paths between the first device and the second
device, so that a congestion control effect can be more
significantly improved.

In a fourth optional implementation of the first aspect, a
method for determining, by the first device, the first sub
stream set based on indication of the ECE identifier may
include: monitoring, by the first device, the sub streams
other than the first sub stream in the plurality of sub streams
in a preset time period based on indication of the ECE
identifier; determining, as the plurality of second sub
streams, sub streams that meet the congestion control con-
dition in the sub streams other than the first sub stream in the
plurality of sub streams; and determining the first sub stream
and the plurality of second sub streams as the first sub stream
set.

In this application, by monitoring the sub streams other
than the first sub stream in the plurality of sub streams in the
preset time period, the first device may learn congestion
statuses of the plurality of sub streams on the plurality of
transmission paths between the first device and the second
device, and group, into the first sub stream set, the sub
streams that meet the congestion control condition. These
sub streams that meet the congestion control condition may
be bandwidth-shared sub streams to a specific degree. To be
specific, in this application, a plurality of bandwidth-shared
sub streams can be grouped into one sub stream set to a
specific degree, and congestion control can be performed on
the sub streams in the sub stream set. In this way, a
congestion control effect can be significantly improved.

In a fifth optional implementation of the first aspect, a
method for determining, by the first device, the second sub
stream set based on indication of the ECE identifier may
include: monitoring, by the first device in the preset time
period based on indication of the ECE identifier, sub streams
in the first sub stream set that are other than a third sub
stream in which the second data packet is located in the set;
determining, as a plurality of fourth sub streams, sub streams
that meet the congestion control condition in the sub streams
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4

other than the third sub stream in the first sub stream set; and
determining the third sub stream and the plurality of fourth
sub streams as the second sub stream set.

In this application, the first device may monitor the sub
streams other than the third sub stream in the first sub stream
set in the preset time period, and determine, as the second
sub stream set, the third sub stream and the sub streams that
meet the congestion control condition in these sub streams.

In a sixth optional implementation of the first aspect,
before the first device sends a data packet to a routing
device, the congestion control method provided in this
application may further include: marking, by the first device,
the to-be-sent data packet.

Before sending the data packet to the routing device, the
first device may first mark the to-be-sent data packet, to be
specific, set an ECN identifier of the data packet to an
ECN-supported identifier. The ECN identifier is used to
indicate, to the routing device, that the data packet supports
an ECN function. Then, the routing device sends the data
packet with the ECN identifier to the second device. After
receiving the data packet, the second device sends, to the
first device, an acknowledgement packet (for example, the
first acknowledgement packet or the second acknowledge-
ment packet) for which an ECE identifier is set. After
receiving the acknowledgement packet, the first device may
learn that a sub stream in which the data packet is located
may be congested, and determine, from the plurality of sub
streams based on indication of the ECE identifier in the
acknowledgement packet based on the congestion control
condition, sub streams (for example, the sub streams in the
first sub stream set or the sub streams in the second sub
stream set) that may be congested, so that the first device
implements congestion control on these sub streams that
may be congested.

According to a second aspect, a congestion control
method is provided. The method is applied to a process in
which data transmission is performed between a first device
and a second device by using the MPTCP. The method may
include: receiving, by a routing device, a first data packet
from the first device; determining, by the routing device, that
an average queue length of a data packet queue (the data
packet queue includes a data packet that is to be from the
routing device) is greater than or equal to a first preset
threshold and is less than or equal to a second preset
threshold; making a congestion mark for the first data
packet, and adding the first data packet to the data packet
queue; and successively sending data packets in the data
packet queue to the second device.

In the congestion control method provided in this appli-
cation, when data transmission is performed between the
first device and the second device by using the MPTCP, after
receiving the first data packet from the first device, the
routing device may make the congestion mark for the data
packet that may encounter congestion, and then send the first
data packet to the second device. After receiving the first
data packet with the congestion mark, the second device
makes an ECE mark for a first acknowledgement packet
with which the second device is to reply to the first device.
Therefore, after the first device receives the first acknowl-
edgement packet including the ECE identifier, the first
device may group, into one sub stream set, sub streams that
meet a congestion control condition in a plurality of sub
streams transmitted on a plurality of transmission paths
between the first device and the second device. These sub
streams that meet the congestion control condition may be
bandwidth-shared sub streams to a specific degree. To be
specific, in this application, a plurality of bandwidth-shared
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sub streams can be grouped into one sub stream set to a
specific degree, and congestion control can be performed on
the sub streams in the sub stream set. In this way, a
congestion control effect can be significantly improved, to
further improve MPTCP transmission performance.

In a first optional implementation of the second aspect, the
congestion control method provided in this application may
further include: receiving, by the routing device, a second
data packet from the first device; determining, by the routing
device, that an average queue length of a data packet queue
(the data packet queue includes a data packet that is to be
from the routing device) is greater than or equal to the first
preset threshold and is less than or equal to the second preset
threshold; making a congestion mark for the second data
packet, and adding the second data packet to the data packet
queue; and successively sending data packets in the data
packet queue to the second device.

In this application, the first device sends a plurality of data
packets to the routing device. The second data packet is a
data packet of a sub stream in a first sub stream set. After
receiving the second data packet from the first device, the
routing device may make the congestion mark for the data
packet that may encounter congestion, and then send the
second data packet to the second device. After receiving the
second data packet with the congestion mark, the second
device makes an ECE mark for a second acknowledgement
packet with which the second device is to reply to the first
device. Therefore, after the first device receives the second
acknowledgement packet including the ECE identifier, the
first device may group, into a second sub stream set, sub
streams that meet the congestion control condition in the
first sub stream set. In other words, the first device may
further determine the second sub stream set (the second sub
stream set is a subset of the first sub stream set) from the first
sub stream set. In this way, the first device can determine, in
relatively high accuracy, a sub stream set on which conges-
tion control is to be performed, so that a congestion control
effect can be significantly improved.

According to a third aspect, a congestion control method
is provided. The method is applied to a process in which data
transmission is performed between a first device and a
second device by using the MPTCP. The method may
include: receiving, by the second device, a first data packet
from a routing device; making an ECE mark for a first
acknowledgement packet with which the second device is to
reply to the first device; and sending the first acknowledge-
ment packet to the first device.

In the congestion control method provided in this appli-
cation, when data transmission is performed between the
first device and the second device by using the MPTCP, after
the second device receives the first data packet from the first
device by using the routing device, the second device may
set, in the first acknowledgement packet with which the
second device is to reply to the first device, an ECE identifier
used to notify the first device that a sub stream in which the
first data packet is located may be congested. The ECE
identifier is an echo identifier that is set by the second device
for an ECN identifier in the data packet received by the
second device. Therefore, after the first device receives the
first acknowledgement packet including the ECE identifier,
the first device may group, into one sub stream set, sub
streams that meet a congestion control condition in a plu-
rality of sub streams transmitted on a plurality of transmis-
sion paths between the first device and the second device.
These sub streams that meet the congestion control condi-
tion may be bandwidth-shared sub streams to a specific
degree. To be specific, in this application, a plurality of
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bandwidth-shared sub streams can be grouped into one sub
stream set to a specific degree, and congestion control can be
performed on the sub streams in the sub stream set. In this
way, a congestion control effect can be significantly
improved, so that the first device can perform congestion
control on a sub stream that may be congested.

In a first optional implementation of the third aspect, the
congestion control method provided in this application may
further include: receiving, by the second device, a second
data packet from the routing device; making an ECE mark
for a second acknowledgement packet with which the sec-
ond device is to reply to the first device; and sending the
second acknowledgement packet to the first device.

In this application, after the second device receives the
second data packet from the first device by using the routing
device, the second device may set, in the second acknowl-
edgement packet with which the second device is to reply to
the first device, an ECE identifier used to notify the first
device that a sub stream in which the second data packet is
located may be congested. The ECE identifier is an echo
identifier that is set by the second device for an ECN
identifier in the data packet received by the second device.
Therefore, after the first device receives the second acknowl-
edgement packet including the ECE identifier, the first
device may group, into a second sub stream set, sub streams
that meet the congestion control condition in a first sub
stream set. In other words, the first device may further
determine the second sub stream set (the second sub stream
set is a subset of the first sub stream set) from the first sub
stream set. In this way, the first device can determine, in
relatively high accuracy, a sub stream set on which conges-
tion control is to be performed, so that a congestion control
effect can be significantly improved, to further improve
MPTCP transmission performance.

According to a fourth aspect, a device is provided. The
device includes a receiving module, a determining module,
and a control module. The receiving module is configured to
receive a first acknowledgement packet that is from a second
device and that includes an ECE identifier used to instruct
the device to perform congestion control, where the first
acknowledgement packet is an acknowledgement packet of
a first data packet of a first sub stream in a plurality of sub
streams transmitted on a plurality of transmission paths
between the first device and the second device. The deter-
mining module is configured to determine, based on indi-
cation of the ECE identifier, a first sub stream set that
includes the first sub stream and a plurality of second sub
streams that meet a congestion control condition in sub
streams other than the first sub stream in the plurality of sub
streams. The control module is configured to perform con-
gestion control on sub streams in the first sub stream set.

In a first optional implementation of the fourth aspect, the
receiving module may be further configured to: after the
determining module determines the first sub stream set, and
before the control module performs congestion control on
the sub streams in the first sub stream set, receive a second
acknowledgement packet that is of a data packet (hereinafter
referred to as a second data packet) of a sub stream in the
first sub stream set, that is from the second device, and that
includes the ECE identifier. The determining module may be
further configured to determine, based on indication of the
ECE identifier, a second sub stream set including the sub
stream, where the second sub stream set is a subset of the
first sub stream set. The control module may be further
configured to perform congestion control on sub streams in
the second sub stream set.
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In a second optional implementation of the fourth aspect,
the control module may be further configured to perform
congestion control on a sub stream (hereinafter referred to as
a sub stream that is not in the first sub stream set) that is
other than the sub streams in the first sub stream set and that
is in the plurality of sub streams.

In a third optional implementation of the fourth aspect, the
control module may be further configured to perform con-
gestion control on a sub stream (hereinafter referred to as a
sub stream that is not in the second sub stream set) that is
other than the sub streams in the second sub stream set and
that is in the plurality of sub streams.

In a fourth optional implementation of the fourth aspect,
a method for determining, by the determining module, the
first sub stream set based on indication of the ECE identifier
may include: monitoring, by the determining module, the
sub streams other than the first sub stream in the plurality of
sub streams in a preset time period; determining, as the
plurality of second sub streams, sub streams that meet the
congestion control condition in the sub streams other than
the first sub stream in the plurality of sub streams; and
determining the first sub stream and the plurality of second
sub streams as the first sub stream set.

In a fifth optional implementation of the fourth aspect, a
method for determining, by the determining module, the
second sub stream set based on indication of the ECE
identifier may include: monitoring, by the determining mod-
ule monitors in the preset time period, sub streams in the first
sub stream set that are other than a third sub stream in which
the second data packet is located in the set; determining, as
a plurality of fourth sub streams, sub streams that meet the
congestion control condition in the sub streams other than
the third sub stream in the first sub stream set; and deter-
mining the third sub stream and the plurality of fourth sub
streams as the second sub stream set.

In a sixth optional implementation of the fourth aspect,
the determining module may be further configured to mark
a to-be-sent data packet before the sending module sends the
data packet to a routing device.

For technical effects of the fourth aspect or any optional
implementation of the fourth aspect, refer to related descrip-
tions of technical effects of the first aspect or any optional
implementation of the first aspect. Details are not described
herein again.

In the first aspect and the fourth aspect, the congestion
control condition includes at least one of the following three
conditions: a delay of a sub stream is greater than a preset
delay threshold; a packet loss event occurs in the sub stream;
and the receiving module receives an acknowledgement
packet of a data packet of the sub stream, and the acknowl-
edgement packet of the data packet of the sub stream
includes the ECE identifier.

In this application, the three congestion control conditions
can reflect congestion statuses of the plurality of sub streams
transmitted on the plurality of transmission paths between
the first device and the second device. Therefore, the routing
device may determine, based on at least one of the three
congestion control conditions, a sub stream that may be
congested.

According to a fifth aspect, a routing device is provided.
The routing device includes a receiving module, a deter-
mining module, and a sending module. The receiving mod-
ule is configured to receive a first data packet from a first
device. The determining module is configured to: determine
that an average queue length of a data packet queue (the data
packet queue includes a data packet to be from the routing
device) is greater than or equal to a first preset threshold and
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is less than or equal to a second preset threshold; and make
a congestion mark for the first data packet, and add the first
data packet to the data packet queue, where the second
preset threshold is greater than the first preset threshold. The
sending module is configured to successively send data
packets in the data packet queue to a second device.

In a first optional implementation of the fifth aspect, the
receiving module is further configured to receive a second
data packet from the first device. The determining module is
further configured to: determine that an average queue
length of a data packet queue (the data packet queue includes
a data packet to be from the routing device) is greater than
or equal to the first preset threshold and is less than or equal
to the second preset threshold (the second preset threshold is
greater than the first preset threshold); and make a conges-
tion mark for the second data packet received by the
receiving module, and add the second data packet to the data
packet queue. The sending module is configured to succes-
sively send data packets (including the second data packet
added by the determining module to the data packet queue)
in the data packet queue to the second device.

For technical effects of the fifth aspect or any optional
implementation of the fifth aspect, refer to related descrip-
tions of technical effects of the second aspect or any optional
implementation of the second aspect. Details are not
described herein again.

In the second aspect and the fifth aspect, the first preset
threshold may be determined by using the following for-
mula: K,277C*RTT, where K, is the first preset threshold, C
is a capacity of a link between the first device and the second
device (namely, a maximum value of a data stream that can
be transmitted on the link), and a round-trip time (RTT) is
a round trip delay of a sub stream (namely, any one of a
plurality of sub streams transmitted on the link) transmitted
on the link.

The second preset threshold may be determined by using
the following formula: K,=2*K,, where K, is the second
preset threshold.

In this application, the capacity of the link and the round
trip delay of the sub stream transmitted on the link can
reflect a length of a data packet queue of the routing device.
Therefore, when the first preset threshold is calculated with
reference to the capacity of the link and the round trip delay
of the sub stream transmitted on the link, the routing device
can more accurately determine whether the sub stream in
which the first data packet is located is congested.

According to a sixth aspect, a device is provided. The
device includes a receiving module, a determining module,
and a sending module. The receiving module is configured
to receive a first data packet from a routing device. The
determining module is configured to make an ECE mark for
a first acknowledgement packet with which the second
device is to reply to a first device (namely, an acknowledge-
ment packet with which the second device is to reply to the
first data packet received by the receiving module). The
sending module is configured to send the first acknowledge-
ment packet marked by the determining module to the first
device.

In a first optional implementation of the sixth aspect, the
receiving module is further configured to receive a second
data packet from the routing device. The determining mod-
ule is further configured to make an ECE mark for a second
acknowledgement packet with which the second device is to
reply to the first device (namely, an acknowledgement
packet with which the second device is to reply to the second
data packet received by the receiving module). The sending
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module is further configured to send the second acknowl-
edgement packet marked by the determining module to the
first device.

For technical effects of the sixth aspect or any optional
implementation of the sixth aspect, refer to related descrip-
tions of technical effects of the third aspect or any optional
implementation of the third aspect. Details are not described
herein again.

According to a seventh aspect, a device is provided. The
device includes a processor, a transceiver, and a memory.
The memory is configured to store a computer execution
instruction. When the device runs, the processor executes
the computer execution instruction stored in the memory, so
that the device performs the congestion control method
according to the first aspect.

According to an eighth aspect, a computer-readable stor-
age medium is provided. The computer-readable storage
medium stores one or more programs. The one or more
programs include a computer execution instruction. When a
processor of a device executes the computer execution
instruction, the device performs the congestion control
method according to the first aspect or any optional manner
of the first aspect.

For technical effects of the seventh aspect and the eighth
aspect, refer to related descriptions of technical effects of the
first aspect or any optional implementation of the first
aspect. Details are not described herein again.

According to a ninth aspect, a routing device is provided.
The routing device includes a processor, a transceiver, and
a memory. The memory is configured to store a computer
execution instruction. When the routing device runs, the
processor executes the computer execution instruction
stored in the memory, so that the routing device performs the
congestion control method according to the second aspect.

According to a tenth aspect, a computer-readable storage
medium is provided. The computer-readable storage
medium stores one or more programs. The one or more
programs include a computer execution instruction. When a
processor of the routing device executes the computer
execution instruction, the device performs the congestion
control method according to the second aspect.

For technical effects of the ninth aspect and the tenth
aspect, refer to related descriptions of technical effects of the
second aspect or any optional implementation of the second
aspect. Details are not described herein again.

According to an eleventh aspect, a device is provided. The
device includes a processor, a transceiver, and a memory.
The memory is configured to store a computer execution
instruction. When the device runs, the processor executes
the computer execution instruction stored in the memory, so
that the device performs the congestion control method
according to the third aspect.

According to a twelfth aspect, a computer-readable stor-
age medium is provided. The computer-readable storage
medium stores one or more programs. The one or more
programs include a computer execution instruction. When a
processor of the device executes the computer execution
instruction, the device performs the congestion control
method according to the third aspect.

For technical effects of the eleventh aspect and the twelfth
aspect, refer to related descriptions of technical effects of the
third aspect or any optional implementation of the third
aspect. Details are not described herein again.

According to a thirteenth aspect, a communications sys-
tem is provided. The communications system includes the
device (namely, the first device in this application) according
to the fourth aspect or any optional implementation of the
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fourth aspect, the routing device according to the fifth aspect
or any optional implementation of the fifth aspect, and the
device (namely, the second device in this application)
according to the sixth aspect or any optional implementation
of the sixth aspect. Data transmission is performed between
the first device and the second device by using the routing
device.

Alternatively, the communications system includes the
device (namely, the first device in this application) according
to the seventh aspect, the routing device according to the
ninth aspect, and the device (namely, the second device in
this application) according to the eleventh aspect. Data
transmission is performed between the first device and the
second device by using the routing device.

For technical effects of the thirteenth aspect, refer to
related descriptions of technical effects of the fourth aspect
or any optional implementation of the fourth aspect, the fifth
aspect or any optional implementation of the fifth aspect, the
sixth aspect or any optional implementation of the sixth
aspect, the seventh aspect, the ninth aspect, and the eleventh
aspect. Details are not described herein again.

BRIEF DESCRIPTION OF DRAWINGS

To describe the technical solutions in the embodiments of
the present disclosure more clearly, the following briefly
describes the accompanying drawings required for describ-
ing the embodiments or the prior art. Apparently, the accom-
panying drawings in the following description show merely
some embodiments of the present disclosure.

FIG. 1 is a schematic architectural diagram of a commu-
nications system according to an embodiment of the present
disclosure;

FIG. 2 is a schematic hardware diagram of a mobile phone
according to an embodiment of the present disclosure;

FIG. 3 is a schematic hardware diagram of a router
according to an embodiment of the present disclosure;

FIG. 4 is a schematic diagram 1 of a congestion control
method according to an embodiment of the present disclo-
sure;

FIG. 5 is a schematic diagram of a preset time period
according to an embodiment of the present disclosure;

FIG. 6A and FIG. 6B are a schematic diagram 2 of a
congestion control method according to an embodiment of
the present disclosure;

FIG. 7 is a schematic structural diagram 1 of a first device
according to an embodiment of the present disclosure;

FIG. 8 is a schematic structural diagram 2 of a first device
according to an embodiment of the present disclosure;

FIG. 9 is a schematic structural diagram 1 of a routing
device according to an embodiment of the present disclo-
sure;

FIG. 10 is a schematic structural diagram 2 of a routing
device according to an embodiment of the present disclo-
sure;

FIG. 11 is a schematic structural diagram 1 of a second
device according to an embodiment of the present disclo-
sure; and

FIG. 12 is a schematic structural diagram 2 of a second
device according to an embodiment of the present disclo-
sure.

DESCRIPTION OF EMBODIMENTS

The term “and/or” in this specification indicates only an
association relationship for describing associated objects
and indicates that three relationships may exist. For
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example, A and/or B may represent the following three
cases: Only A exists, both A and B exist, and only B exists.

In the specification and claims of the present disclosure,
the terms “first”, “second”, and the like are intended to
distinguish between different objects, instead of describing
a particular order of the objects. For example, a first device,
a second device, and the like are intended to distinguish
between different devices, instead of describing a particular
order of the devices.

The term such as “example” or “for example” in the
embodiments of the present disclosure means “giving an
example, an illustration, or a description”. Any embodiment
or design solution described as “example” or “for example”
in the embodiments of the present disclosure should not be
explained as being more preferred or having more advan-
tages than another embodiment or design solution. Exactly,
use of the term such as “example” or “for example” is
intended to present a related concept in a specific manner.

In the descriptions in the present disclosure, unless oth-
erwise provided, “a plurality of” means “two or more”. For
example, a plurality of sub streams mean two or more sub
streams.

The following describes in detail the technical solutions in
the embodiments of the present disclosure with reference to
the accompanying drawings in the embodiments of the
present disclosure. Apparently, the described embodiments
are merely some but not all of the embodiments of the
present disclosure.

The following first explains some concepts in a conges-
tion control method, an apparatus, and a system that are
provided in the embodiments of the present disclosure.

The MPTCP is a transport layer protocol that can imple-
ment multipath parallel transmission. Multipath parallel data
transmission can be implemented between a transmit end
and a receive end by using the MPTCP. Specifically, there
are a plurality of transmission paths between the transmit
end and the receive end. Simultaneous data transmission can
be performed between the transmit end and the receive end
by using the plurality of transmission paths, in other words,
a plurality of data streams (a data stream is hereinafter
referred to as a sub stream) can be simultaneously transmit-
ted between the transmit end and the receive end on the
plurality of transmission paths. In this way, a network
throughput can be improved when data transmission is
performed between the transmit end and the receive end by
using the MPTCP.

An explicit congestion notification (ECN) is a mechanism
in which a data packet transmitted between a transmit end
and a receive end can be marked, to indicate a congestion
status of the data packet transmitted between the transmit
end and the receive end. Specifically, the transmit end sets
an ECN identifier of the data packet to a value used to
indicate that the data packet supports an ECN function, and
then sends the data packet to a routing device. After receiv-
ing the data packet, the routing device determines whether
a sub stream in which the data packet is located is congested.
If the sub stream in which the data packet is located is
congested, the routing device sets the ECN identifier of the
data packet to a value used to indicate that the sub stream in
which the data packet is located is congested.

A method for determining, by the routing device, whether
the sub stream in which the data packet is located is
congested is described in detail in the following embodi-
ments.

When data transmission is performed between the trans-
mit end and the receive end by using the MPTCP, congestion
control (for example, adjusting bandwidth occupied by each
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sub stream) usually needs to be performed on a plurality of
data streams (a data stream transmitted on each transmission
path is referred to as a sub data stream, hereinafter referred
to as a sub stream) transmitted on a plurality of transmission
paths (a connection over which data transmission is per-
formed by using the plurality of transmission paths may be
referred to as an MPTCP connection) between the transmit
end and the receive end. To ensure fairness between an
MPTCP connection and a TPC connection (when data
transmission is performed between the transmit end and the
receive end by using the TCP, a connection over which data
transmission is performed between the transmit end and the
receive end by using a single transmission path is referred to
as a TCP connection) in a network, a throughput of each
MPTCP connection usually needs to be equal to a through-
put of each TCP connection. However, because a congested
sub stream may share bandwidth with another sub stream in
the plurality of sub streams, if congestion control is per-
formed on the plurality of sub streams according to the
foregoing method, a congestion control effect may not be
significant.

To resolve the foregoing problem, the embodiments of the
present disclosure provide a congestion control method, an
apparatus, and a system. When data transmission is per-
formed between a transmit end (namely, the following first
device) and a receive end (namely, the following second
device) by using the MPTCP, congestion control is per-
formed on a plurality of sub streams transmitted on a
plurality of transmission paths between the transmit end and
the receive end. Specifically, the transmit end sends a first
data packet (one of a plurality of data packets from the
transmit end is referred to as the first data packet) to a
routing device. After receiving the first data packet, the
routing device determines that an average queue length of a
data packet queue is greater than or equal to a first preset
threshold and is less than or equal to a second preset
threshold. Then, the routing device makes a congestion mark
for the first data packet, and sends the first data packet to the
receive end. After receiving the first data packet with the
congestion mark, the receive end sets an ECE identifier in a
first acknowledgement packet (namely, an acknowledge-
ment packet of the first data packet) with which the receive
end is to reply to the transmit end, and then sends the first
acknowledgement packet to the transmit end. After the
transmit end receives the first acknowledgement packet
including the ECE identifier, the transmit end starts to
monitor a plurality of sub streams that are other than a sub
stream (hereinafter referred to as a first sub stream) in which
the first data packet is located and that are in the plurality of
sub streams transmitted on the plurality of transmission
paths, groups, into one set, the first sub stream and sub
streams (hereinafter referred to as a plurality of second sub
streams) that meet a congestion control condition in the
plurality of other sub streams, and then performs congestion
control on sub streams in the set. In comparison with the
prior art, in the embodiments of the present disclosure, sub
streams that meet the congestion control condition in the
plurality of sub streams transmitted on the plurality of
transmission paths between the transmit end and the receive
end may be grouped into one sub stream set. These sub
streams that meet the congestion control condition may be
bandwidth-shared sub streams to a specific degree (in com-
parison with a sub stream that is not bandwidth-shared,
because bandwidth is limited, when one of bandwidth-
shared sub streams is congested, the other bandwidth-shared
sub streams are also very likely to be congested). Therefore,
it may be considered, to a specific degree, that a sub stream
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that meets the congestion control condition is bandwidth-
shared. To be specific, in the embodiments of the present
disclosure, a plurality of bandwidth-shared sub streams can
be grouped into one sub stream set to a specific degree, and
congestion control can be performed on the sub streams in
the sub stream set. In this way, a congestion control effect
can be significantly improved, to further improve MPTCP
transmission performance.

In the embodiments of the present disclosure, to accu-
rately describe the transmit end and the receive end between
which data transmission is performed by using the MPTCP,
in all the following embodiments, the transmit end is
referred to as the first device, and the receive end is referred
to as the second device.

FIG. 1 is a schematic architectural diagram of a commu-
nications system according to an embodiment of the present
disclosure. In the communications system, data transmission
is performed between a first device (namely, a transmit end)
and a second device (namely, a receive end) by using the
MPTCP. As shown in FIG. 1, the communications system
includes a first device 10, a second device 11, and a routing
device 12. The routing device is connected to the first device
and the second device. The first device sends, to the routing
device, data that is to be from the first device; after receiving
the data from the first device, the routing device sends the
received data to the second device; and the second device
receives the data from the routing device. In other words,
data transmission between the first device and the second
device is completed.

It should be noted that, the first device and the second
device may be terminal devices such as mobile phones,
tablet computers, notebook computers, ultra-mobile per-
sonal computers (UMPC), netbooks, or personal digital
assistants (PDA). The routing device may be a router or the
like.

In this embodiment of the present disclosure, an example
in which the first device is a mobile phone is used to
illustrate a hardware structure of the first device. FIG. 2 is a
schematic hardware diagram of a mobile phone according to
an embodiment of the present disclosure. As shown in FIG.
2, the mobile phone provided in this embodiment of the
present disclosure includes components such as a radio
frequency (RF) circuit 110, a memory 120, an input unit 130,
a display unit 140, an audio circuit 150, a processor 160, and
a power supply 170. The components of the mobile phone
are illustrated below.

The RF circuit 110 is configured to receive and send
signals in an information sending and receiving process or a
call process. The RF circuit 110 may further communicate
with a network and another device through wireless com-
munication. The RF circuit usually includes but is not
limited to an antenna, at least one amplifier, a transceiver, a
coupler, a low noise amplifier (LNA), a duplexer, and the
like.

The memory 120 is configured to store a software pro-
gram and a module. The memory 120 mainly includes a
program storage area and a data storage area. The program
storage area may store an operating system, an application
program required by at least one function (for example, a
sound playing function and an image playing function), and
the like. The data storage area may store data (for example,
audio data and an address book) and the like created based
on use of the mobile phone. In addition, the memory 120
may include a high-speed random access memory, and may
further include a nonvolatile memory, for example, at least
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one magnetic disk storage component, a flash memory
component, or another nonvolatile solid-state storage com-
ponent.

The input unit 130 is configured to: receive entered digit
or character information, and generate key signal input
related to user settings and function control of the mobile
phone. Specifically, the input unit 130 may include a touch
panel 131 and another input device 132. The touch panel 131
is also referred to as a touch-control panel, and may collect
a touch operation performed by a user on or near the touch
panel 131 (for example, an operation performed by the user
on the touch panel 131 or near the touch panel 131 by using
any proper object or accessory such as a finger or a stylus),
and drive a corresponding connection apparatus based on a
preset program. The input unit 130 may further include the
another input device 132 in addition to the touch panel 131.
Specifically, the another input device 132 may include but is
not limited to one or more of a physical keyboard, a function
key (such as a volume control key or a power on/off key),
a trackball, a mouse, a joystick, or the like.

The display unit 140 is configured to display information
entered by the user or information provided for the user, and
various menus of the mobile phone. The display unit 140
may include a display panel 141. Optionally, the display
panel 141 may be configured in a form of a liquid crystal
display (LCD), an organic light-emitting diode (OLED), or
the like.

The audio circuit 150 is configured to convert received
audio data into an electrical signal, and transmit the elec-
trical signal to a speaker 151; and the speaker 151 converts
the electrical signal into a sound signal, and outputs the
sound signal to a microphone 152. In addition, the micro-
phone 152 converts a collected sound signal into an elec-
trical signal; and the audio circuit 150 converts the electrical
signal into audio data after receiving the electrical signal,
and then outputs the audio data to the RF circuit 110 to send
the audio data to, for example, another mobile phone, or
outputs the audio data to the memory 120 for further
processing. The processor 160 is configured to implement
various functions of the mobile phone 100 and data pro-
cessing by running or executing the software program and/or
the module that are/is stored in the memory 120 and by
invoking the data stored in the memory 120, to perform
overall monitoring on the mobile phone.

The power supply 170 is configured to supply power to
the components such as a battery of the mobile phone.
Optionally, the power supply may be logically connected to
the processor 160 by using a power management system, to
implement functions such as charging management, dis-
charging management, and power consumption manage-
ment by using the power management system.

Both the first device and the second device that are
provided in this embodiment of the present disclosure are
terminal devices, in other words, the second device provided
in this embodiment of the present disclosure may also be a
mobile phone. Therefore, for a schematic hardware diagram
of the second device provided in this embodiment of the
present disclosure, refer to the schematic hardware diagram
of the mobile phone shown in FIG. 2. Details are not
described herein again.

In this embodiment of the present disclosure, an example
in which the routing device is a router is used to illustrate a
hardware structure of the routing device. FIG. 3 is a sche-
matic hardware diagram of a router according to an embodi-
ment of the present disclosure. As shown in FIG. 3, the
router provided in this embodiment of the present disclosure
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includes components such as a processor 210, a memory
220, and an interface 230. The components of the router are
illustrated below.

The processor 210 is configured to be responsible for
exchanging routing information, searching a routing table,
and forwarding a data packet, for example, processing and
maintaining various tables required by the router and routing
computing.

The memory 220 is configured to store a configuration, an
operating system, routing protocol software, and the like of
the router. The router may have a plurality of memories, for
example, a read-only memory (ROM), a random access
memory (RAM), a dynamic random access memory
(DRAM), and a flash. The interface 230 is used by the router
to send and receive data packets. The interface 230 in the
router includes a local area network interface and a wide
area network interface. In addition, the router has no input
device or terminal display device. The interface in the router
further includes a control port that is used by a user or an
administrator to communicate with the router by using a
terminal, to implement router configuration.

To more clearly understand the technical solutions in the
embodiments of the present disclosure, the congestion con-
trol method provided in the embodiments of the present
disclosure is illustrated below.

With reference to FIG. 1, as shown in FIG. 4, an embodi-
ment of the present disclosure provides a congestion control
method. The method may include the following steps.

S101. A first device sends a first data packet to a routing
device.

In this embodiment of the present disclosure, when data
transmission is performed between the first device and a
second device by using the MPTCP, the first device may
successively send a plurality of to-be-transmitted data pack-
ets (the plurality of data packets constitute data from the first
device to the second device) to the second device by using
the routing device. The plurality of data packets from the
first device to the second device include the first data packet.
The routing device can select an optimal transmission path
based on actual statuses of channels in a data transmission
process, and send, in a data packet receiving order, data
packets received by the routing device. Therefore, the rout-
ing device can be used as a forwarding device for data
transmission between the first device and the second device,
to implement data transmission between the first device and
the second device.

It should be noted that, in this embodiment of the present
disclosure, when the first device sends data packets to the
routing device, the first device consecutively sends the data
packets to the routing device in an order of the to-be-sent
data packets (for example, the order may be an order of
generating these data packets by the first device).

S102. The routing device receives the first data packet.

S103. The routing device determines that an average
queue length of a data packet queue is greater than or equal
to a first preset threshold and is less than or equal to a second
preset threshold.

S104. The routing device makes a congestion mark for the
first data packet, and adds the first data packet to the data
packet queue.

In this embodiment of the present disclosure, after the
routing device receives the first data packet from the first
device, the routing device first calculates the average queue
length of the data packet queue. When the average queue
length of the data packet queue is less than the first preset
threshold, it indicates that the current data packet queue of
the routing device is not congested. In this case, the routing
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device adds the first data packet to the data packet queue,
waiting for the routing device to forward the first data
packet. When the average queue length of the data packet
queue is greater than or equal to the first preset threshold and
is less than or equal to the second preset threshold, it
indicates that the current data packet queue of the routing
device may be congested. In this case, the routing device
makes the congestion mark for the first data packet, and then
adds the first data packet to the data packet queue, waiting
for the routing device to forward the first data packet. When
the average queue length of the data packet queue is greater
than the second preset threshold, it indicates that the current
data packet queue of the routing device has been congested.
In this case, the routing device discards the first data packet.

It should be noted that, each time the routing device
receives a data packet from the first device, the routing
device calculates an average queue length of a data packet
queue once.

Optionally, a method for calculating the average queue
length of the data packet queue by the routing device may
be:

Qg =(1-W)x Qg wx Q

In the foregoing formula, Q,,,' is an average queue length
that is of a data packet queue and that is currently calculated
by the routing device when the routing device receives the
first data packet from the first device, Q,,, is an average
queue length that is of a data packet queue and that is
calculated by the routing device when the routing device
receives a previous data packet, w is a weight of the data
packet queue, and Q is a length of a current data packet
queue (namely, an actual length of the current data packet
queue).

Optionally, a method for calculating the first preset thresh-
old may be:

K, =YC*RTT

In the foregoing formula, K, is the first preset threshold,
C is a capacity of a link between the first device and the
second device (namely, a maximum value of a data stream
that can be transmitted on the link), and RTT is a round trip
delay of a sub stream transmitted on the link (namely, any
one of a plurality of sub streams transmitted on the link).

Optionally, in this embodiment of the present disclosure,
the RTT may be an average round trip delay of the plurality
of sub streams transmitted on the link between the first
device and the second device, and may be specifically
determined based on an actual requirement. This is not
limited in this embodiment of the present disclosure.

Optionally, a method for calculating the second preset
threshold may be:

K»2%K,

In the foregoing formula, K, is the second preset thresh-
old.

In this embodiment of the present disclosure, the capacity
of the link and the round trip delay of the sub stream
transmitted on the link can reflect a length of a data packet
queue of the routing device. Therefore, when the first preset
threshold is calculated with reference to the capacity of the
link and the round trip delay of the sub stream transmitted
on the link, the routing device can more accurately deter-
mine whether the first data packet encounters congestion.

In this embodiment of the present disclosure, after the
routing device determines that the average queue length of
the data packet queue is greater than or equal to the first
preset threshold and is less than or equal to the second preset
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threshold, the routing device makes the congestion mark for
the first data packet, so that when the routing device sends
the first data packet to the second device, the second device
can learn a congestion status of a sub stream in which the
data packet received by the second device is located.

It should be noted that a method for making the conges-
tion mark for the first data packet by the routing device may
be specifically as follows: The routing device sets an ECN
identifier for the first data packet, where the ECN identifier
is used to notify the second device that the sub stream in
which the first data packet received by the second device is
located may be congested.

In this embodiment of the present disclosure, for a specific
ECN identifier setting method, refer to related descriptions
of an ECN identifier setting method in the RFC3168 stan-
dard in the prior art. Details are not described in this
embodiment of the present disclosure.

In this embodiment of the present disclosure, the routing
device may successively send data packets in the data packet
queue to the second device. To better understand the con-
gestion control method provided in the embodiments of the
present disclosure, one data packet is used as an example in
all the embodiments of the present disclosure to illustrate the
congestion control solutions provided in the embodiments of
the present disclosure. An example in which the first data
packet or a second data packet is sent is used for illustration.

S105. The routing device sends the first data packet to a
second device.

In this embodiment of the present disclosure, the routing
device sends the data packets in the data packet queue to the
second device. Specifically, the routing device sends the data
packets in the current queue to the second device in an order
of the data packets in the data packet queue.

It should be noted that, in this embodiment of the present
disclosure, a speed at which the routing device receives a
data packet from the first device may be greater than a speed
at which the routing device forwards the data packet from
the first device (in other words, the routing device sends, to
the second device, the data packet from the first device).
Therefore, when receiving data packets from the first device,
the routing device adds these data packets to a data packet
queue of the routing device in an order of receiving these
data packets by the routing device. Then, the routing device
successively sends data packets in the data packet queue to
the second device according to a first in first out principle (in
other words, the routing device first forwards an earlier
received data packet).

S106. The second device receives the first data packet.

In this embodiment of the present disclosure, after the
second device receives the first data packet, the second
device needs to reply to the first device with an acknowl-
edgement packet, namely, a first acknowledgement packet,
of the first data packet.

S107. The second device makes an ECE mark for a first
acknowledgement packet.

S108. The second device sends the first acknowledgement
packet to the first device.

In this embodiment of the present disclosure, after the
second device receives the first data packet from the routing
device, the second device replies to the first device with the
first acknowledgement packet of the first data packet. Spe-
cifically, the second device may set an ECE identifier in the
first acknowledgement packet to notify the first device that
congestion control needs to be performed. The ECE identi-
fier is an echo identifier of the ECN identifier in the first data
packet received by the second device. The ECE identifier is
used to notify the first device that the sub stream (may be
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referred to as a first sub stream in this embodiment of the
present disclosure) in which the first data packet is located
may be congested in this case, so that the first device can
perform congestion control on these sub streams that may be
congested. For a specific ECE identifier setting method,
refer to related descriptions of an ECE identifier setting
method in the RFC3168 standard in the prior art. Details are
not described in this embodiment of the present disclosure.

S109. The first device receives the first acknowledgement
packet.

In this embodiment of the present disclosure, after the first
device receives the first acknowledgement packet from the
second device, the first device may learn that the first sub
stream in which the first data packet is located may be
congested, in other words, the first device needs to process
such congestion.

S110. The first device determines a first sub stream set
based on indication of an ECE identifier in the first acknowl-
edgement packet.

In this embodiment of the present disclosure, the first sub
stream set includes the first sub stream and sub streams
(hereinafter referred to as a plurality of second sub streams)
that meet a congestion control condition in sub streams other
than the first sub stream in a plurality of sub streams.

Specifically, a method for determining the first sub stream
set by the first device is as follows: The first device monitors,
based on indication of the ECE identifier in the first
acknowledgement packet, the sub streams other than the first
sub stream in the plurality of sub streams transmitted on a
plurality of transmission paths between the first device and
the second device, and then groups, into one sub stream set,
namely, the first sub stream set, the first sub stream and the
sub streams that meet the congestion control condition in
these other sub streams. These sub streams that meet the
congestion control condition may be bandwidth-shared sub
streams to a specific degree. To be specific, in this embodi-
ment of the present disclosure, a plurality of bandwidth-
shared sub streams can be grouped into one sub stream set
to a specific degree, and congestion control can be per-
formed on the sub streams in the sub stream set. In this way,
a congestion control effect can be significantly improved.

Optionally, in this embodiment of the present disclosure,
the congestion control condition may be at least one of the
following A, B, and C:

A. A delay of a sub stream is greater than a preset delay
threshold;

B. A packet loss event occurs in the sub stream; and

C. An acknowledgement packet of a data packet of the sub
stream is received, and the acknowledgement packet of the
data packet of the sub stream includes the ECE identifier.

Optionally, in this embodiment of the present disclosure,
the sub streams that meet the congestion control condition
may include at least one of the following Al, B1, and Cl1:

Al. A sub stream whose delay exceeds the preset delay
threshold and that is in the sub streams other than the first
sub stream in the plurality of sub streams transmitted on the
plurality of transmission paths between the first device and
the second device;

B1. A sub stream on which a packet loss event occurs and
that is in the sub streams other than the first sub stream in the
plurality of sub streams transmitted on the plurality of
transmission paths between the first device and the second
device; and

C1. A sub stream in which a data packet is located, where
the first device receives an acknowledgement packet that is
of the data packet and that includes an ECE identifier, and
the sub stream in which the data packet is located is a sub
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stream in the sub streams other than the first sub stream in
the plurality of sub streams transmitted on the plurality of
transmission paths between the first device and the second
device.

In this embodiment of the present disclosure, the three
congestion control conditions all can reflect congestion
statuses of the plurality of sub streams transmitted on the
plurality of transmission paths between the first device and
the second device. Therefore, the routing device may deter-
mine, based on at least one of the three congestion control
conditions, a sub stream that may be congested.

Optionally, in the congestion control method provided in
this embodiment of the present disclosure, S110 may be
specifically implemented by using S110a to S110c.

S110q. The first device monitors sub streams other than a
first sub stream in a plurality of sub streams in a preset time
period.

In this embodiment of the present disclosure, the first
device receives the first acknowledgement packet, and based
on indication of the ECE identifier in the first acknowledge-
ment packet, starts to monitor, in the preset time period, data
packets in the sub streams other than the first sub stream in
the plurality of sub streams transmitted on the plurality of
transmission paths between the first device and the second
device, to determine whether the sub streams in which the
data packets are located are congested.

Optionally, in this embodiment of the present disclosure,
a value of the preset time period may be equal to a round trip
delay of the first sub stream. Specifically, the preset time
period may be a time period formed by respectively extend-
ing forward and backward for a same time from a moment
at which the first device receives the first acknowledgement
packet including the ECE identifier. For example, as shown
in FIG. 5, assuming that the value of the preset time period
is the round trip delay RTT, of the first sub stream, and the
first device receives, at a moment T, the first acknowledge-
ment packet including the ECE identifier, the preset time
period may be represented as a time period formed by
respectively extending forward and backward for

from the moment T, namely, a time period represented by X
to Y shown in FIG. 5.

S1104. The first device determines a plurality of second
sub streams.

In this embodiment of the present disclosure, the first
device monitors, in the preset time period, the sub streams
other than the first sub stream in the plurality of sub streams
transmitted on the plurality of transmission paths between
the first device and the second device, and determines, as the
plurality of second sub streams, the sub streams that meet
the congestion control condition in the other sub streams.

S110c. The first device determines the first sub stream and
the plurality of second sub streams as the first sub stream set.

In this embodiment of the present disclosure, after deter-
mining the plurality of second sub streams, the first device
may use the first sub stream and the plurality of second sub
streams as the first sub stream set, so that the first device can
perform congestion control on sub streams in the set.

S111. The first device performs congestion control on sub
streams in the first sub stream set.

In this embodiment of the present disclosure, after deter-
mining the first sub stream set, the first device continues to
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monitor each sub stream in the first sub stream set, and
adjusts a send window (the send window is a quantity of data
packets that can be transmitted between the first device and
the second device within one round trip delay RTT, of the
sub stream) of each sub stream based on a congestion status
of the sub stream, to implement congestion control on the
sub streams in the first sub stream set.

Optionally, for each sub stream in the first sub stream set,
the first device may calculate a current congestion degree of
the sub stream in each round trip delay of the sub stream,
update the congestion degree of the sub stream, and then
adjust a size of a send window based on an updated
congestion degree of the sub stream, to implement conges-
tion control on the sub stream, and then implement conges-
tion control on each sub stream in the first sub stream set.

Optionally, in this embodiment of the present disclosure,
the first device may use a set congestion control method to
perform congestion control on the sub streams in the first sub
stream set. A sub stream (hereinafter referred to as a sub
stream r) in the first sub stream set is used as an example.
The set congestion control method may include three steps
S1 to S3.

S1. The first device calculates a current congestion degree
of the sub stream r.

Optionally, a method for calculating the current conges-
tion degree of the sub stream r is as follows:

T=pyp

In the foregoing formula, T, is the current congestion
degree of the sub stream r, p, is a quantity of acknowledge-
ment packets in the sub stream r that include the ECE
identifier and that are received by the first device in one
round trip delay of the sub stream r, and p is a quantity of
data packets in the sub stream r that are received by the
second device in one round trip delay of the sub stream r.

S2. The first device updates the congestion degree of the
sub stream r.

Optionally, a method for updating the congestion degree
of the sub stream r is as follows:

B, =g*T+(1-g)*p,

In the foregoing formula, §,' is an updated congestion
degree of the sub stream r, g is a weight of the congestion
degree, and f3, is an updated congestion degree of the sub
stream r in a previous round trip delay.

S3. The first device adjusts a size of a send window of the
sub stream r.

Specifically, that the first device adjusts a size of a send
window of the sub stream r includes: decreasing the size of
the send window of the sub stream r, in other words,
performing the following step S3a; or increasing the size of
the send window of the sub stream r, in other words,
performing the following step S364.

S3a. The first device decreases the size of the send
window of the sub stream r.

Optionally, in this embodiment of the present disclosure,
when a packet loss event occurs in the sub stream r in the
first sub stream set, in other words, the sub stream r may be
congested, the first device may decrease the send window w,.
of the sub stream r.

Optionally, a method for decreasing the send window w,.
of the sub stream r is as follows:
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In the foregoing formula, w,' is a decreased send window
of the sub stream r, w, is a current send window of the sub
stream r, and {3,' is an updated congestion degree of the sub
stream r in a current round trip delay.

In this embodiment of the present disclosure, the first
device decreases send windows of the sub streams in the first
sub stream set, so that a data packet sending speed of the first
device can be reduced, to implement congestion control on
the sub streams in the first sub stream set.

It should be noted that, in this embodiment of the present
disclosure, that a packet loss event occurs in the sub stream
r may be that a preset quantity of data packets in the sub
stream r are lost. The preset quantity may be 1 or another
preset value. This is not limited in this embodiment of the
present disclosure.

S3b. The first device increases the size of the send
window of the sub stream r.

Optionally, in this embodiment of the present disclosure,
when no packet loss event occurs in the sub stream r in the
first sub stream set, in other words, the sub stream r is not
congested, the first device may increase the send window w,.
of the sub stream r.

Optionally, a method for increasing the send window w,
of the sub stream r is as follows:

’
W, =W+ —
WS

N
S DR A
res

In the foregoing formulas, w,' is an increased send win-
dow of the sub stream r, w, is a sum of send windows of all
the sub streams in the first sub stream set, w,. is a current send
window of the sub stream r, f,’ is an updated congestion
degree of the sub stream r in a current delay, and r&ES
indicates that the sub stream r is one of the s sub streams in
the first sub stream set.

In this embodiment of the present disclosure, the first
device increases the send window of the sub stream r in the
first sub stream set, so that a data packet sending speed of the
first device can be increased, to implement congestion
control on the sub stream r.

In the congestion control method provided in this embodi-
ment of the present disclosure, when data transmission is
performed between the first device and the second device by
using the MPTCP, congestion control is performed on the
plurality of sub streams transmitted on the plurality of
transmission paths between the first device and the second
device. Specifically, the first device sends the first data
packet to the routing device. After receiving the first data
packet, the routing device determines that the average queue
length of the data packet queue is greater than or equal to the
first preset threshold and is less than or equal to the second
preset threshold. Then, the routing device makes the con-
gestion mark for the first data packet, adds the first data
packet to the data packet queue, and sends the first data
packet to the second device. After receiving the first data
packet with the congestion mark, the second device sets the
ECE identifier in the first acknowledgement packet with
which the second device is to reply to the first device, and
then sends the first acknowledgement packet to the first
device. After the first device receives the first acknowledge-
ment packet including the ECE identifier, the first device
starts to monitor the plurality of sub streams other than the
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first sub stream in the plurality of sub streams transmitted on
the plurality of transmission paths, groups, into one set, the
first sub stream and the sub streams that meet the congestion
control condition in the plurality of other sub streams, and
then performs congestion control on sub streams in the set.
In comparison with the prior art, in this embodiment of the
present disclosure, sub streams that meet the congestion
control condition in the plurality of sub streams transmitted
on the plurality of transmission paths between the first
device and the second device may be grouped into one sub
stream set. These sub streams that meet the congestion
control condition may be bandwidth-shared sub streams to a
specific degree. To be specific, in this embodiment of the
present disclosure, a plurality of bandwidth-shared sub
streams can be grouped into one sub stream set to a specific
degree, and congestion control can be performed on the sub
streams in the sub stream set. In this way, a congestion
control effect can be significantly improved.

Optionally, with reference to FIG. 4, as shown in FIG. 6A
and FIG. 6B, an embodiment of the present disclosure
provides a congestion control method. After S110, the
method may further include the following steps.

S112. The first device sends a second data packet to the
routing device.

In this embodiment of the present disclosure, the first
device successively sends a plurality of to-be-transmitted
data packets to the second device by using the routing
device. The plurality of data packets include the second data
packet.

S113. The routing device receives the second data packet.

S114. The routing device determines that an average
queue length of a data packet queue is greater than or equal
to the first preset threshold and is less than or equal to the
second preset threshold.

S115. The routing device makes a congestion mark for the
second data packet, and adds the second data packet to the
data packet queue.

S116. The routing device sends the second data packet to
the second device.

S117. The second device receives the second data packet.

In this embodiment of the present disclosure, after the
second device receives the second data packet, the second
device needs to reply to the first device with an acknowl-
edgement packet, namely, a second acknowledgement
packet, of the second data packet.

S118. The second device makes an ECE mark for a second
acknowledgement packet.

S119. The second device sends the second acknowledge-
ment packet to the first device.

For detailed descriptions of S112 to S119, refer to related
descriptions of S101 to S108. Details are not described
herein.

It should be noted that a sequence of performing S101 to
S108 and S112 to S119 is not limited in this embodiment of
the present disclosure. In other words, in this embodiment of
the present disclosure, S101 to S108 may be performed
before S112 to S119, or S112 to S119 may be performed
before S101 to S108, or S101 to S108 and S112 to S119 may
be simultaneously performed.

Optionally, as shown in FIG. 6 A and FIG. 6B, after S108,
and before the performing congestion control on sub streams
in the first sub stream set, the congestion control method
provided in the present disclosure may further include the
following steps.

S120. The first device receives the second acknowledge-
ment packet.



US 10,862,817 B2

23

For detailed descriptions of S120, refer to related descrip-
tions of S109. Details are not described herein.

S121. The first device determines a second sub stream set
based on indication of an ECE identifier in the second
acknowledgement packet.

Optionally, with reference to FIG. 6A and FIG. 6B, S121
may be specifically implemented by using S121a to S121c.

S121a. The first device monitors sub streams other than a
third sub stream in the first sub stream set in a preset time
period.

S12154. The first device determines a plurality of fourth
sub streams.

In this embodiment of the present disclosure, the third sub
stream is a sub stream in which the second data packet is
located. The plurality of fourth sub streams are sub streams
that meet a congestion control condition in the sub streams
other than the third sub stream in the first sub stream set.

S121c. The first device determines the third sub stream
and the plurality of fourth sub streams as the second sub
stream set.

For detailed descriptions of S121a to S121c, refer to
related descriptions of S110a to S110c¢. Details are not
described herein.

In this embodiment of the present disclosure, a method for
determining, by the first device, the second sub stream set
from the first sub stream set based on indication of the ECE
identifier in the second acknowledgement packet is similar
to the method for determining, by the first device based on
indication of the ECE identifier in the first acknowledgement
packet, the first sub stream set from the plurality of sub
streams transmitted on the plurality of transmission paths
between the first device and the second device in S110. For
detailed descriptions of S121, refer to related descriptions of
S110. Details are not described herein.

In this embodiment of the present disclosure, after the first
device determines the first sub stream set, the first device
may further determine the second sub stream set (the second
sub stream set is a subset of the first sub stream set) from the
first sub stream set, and perform congestion control on sub
streams in the second sub stream set. In this way, the first
device can determine, in relatively high accuracy, a sub
stream set on which congestion control is to be performed,
so that a congestion control effect can be significantly
improved.

Optionally, as shown in FIG. 6A and FIG. 6B, S111 may
specifically include the following steps.

S111a. The first device performs congestion control on
sub streams in the second sub stream set.

In this embodiment of the present disclosure, a method for
performing, by the first device, congestion control on the sub
streams in the second sub stream set in S111a is similar to
the method for performing, by the first device, congestion
control on the sub streams in the first sub stream set in S111.
For detailed descriptions of S111a, refer to related descrip-
tions of S111. Details are not described herein.

A difference between S111a and S111 lies in different
objects on which the first device performs congestion con-
trol. An object on which the first device performs congestion
control in S111aq is the sub streams in the second sub stream
set. An object on which the first device performs congestion
control in S111 is the sub streams in the first sub stream set.

Optionally, with reference to FIG. 6A and FIG. 6B, the
congestion control method provided in this embodiment of
the present disclosure may further include the following
step:

S122. The first device performs congestion control on a
sub stream that is not in the first sub stream set.
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In this embodiment of the present disclosure, the sub
stream that is not in the first sub stream set includes a sub
stream that is other than the sub streams in the first sub
stream set and that is in the plurality of sub streams
transmitted on the plurality of transmission paths between
the first device and the second device.

Optionally, in this embodiment of the present disclosure,
the first device may use a separate congestion control
method to perform congestion control on the sub stream that
is not in the first sub stream set (an example in which
congestion control is performed on a sub stream k that is not
in the first sub stream set is used for illustration). The
separate congestion control method may include: decreasing
a size of a send window of the sub stream k, in other words,
performing the following step Qla; or increasing a size of a
send window of the sub stream k, in other words, performing
the following step Q154.

Qla. The first device decreases a size of a send window
of the sub stream k.

Optionally, in this embodiment of the present disclosure,
when a packet loss event occurs in the sub stream k, in other
words, the sub stream k may be congested, the first device
may decrease the send window w, of the sub stream k.

Optionally, a method for decreasing the send window w,,
of the sub stream k is as follows:

=y, — A%
Wy =w= Yo% wy

In the foregoing formula, w;' is a decreased send window
of the sub stream k, and w, is a current send window of the
sub stream k.

In this embodiment of the present disclosure, the first
device decreases the send window of the sub stream k, so
that a data packet sending speed of the first device can be
reduced, to implement congestion control on the sub stream
k.

Q1b. The first device increases a size of a send window of
the sub stream k.

Optionally, in this embodiment of the present disclosure,
when the first device learns that no packet loss event occurs
in the sub stream k, in other words, the sub stream k is not
congested, the first device may increase the send window w,.
of the sub stream k.

Optionally, a method for increasing the send window w,
of the sub stream k is as follows:

W, =wy + —
Wi

In the foregoing formula, w,' is an increased send window
of the sub stream k, and w, is a send window, before the
increase, of the sub stream k.

In this embodiment of the present disclosure, the first
device increases the send window of the sub stream k, so that
a data packet sending speed of the first device can be
increased, to implement congestion control on the sub
stream k.

It should be noted that a sequence of performing S111 and
S122 is not limited in this embodiment of the present
disclosure. In other words, in this embodiment of the present
disclosure, S111 may be performed before S122, or S122
may be performed before S111, or S111 and S122 may be
simultaneously performed.

In this embodiment of the present disclosure, the first
device may perform congestion control on the sub streams
in the first sub stream set, and may further perform conges-
tion control on the sub stream that is not in the first sub
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stream set. In this way, the first device may perform con-
gestion control on all of the plurality of sub streams trans-
mitted on the plurality of transmission paths between the
first device and the second device, so that a congestion
control effect can be more significantly improved.

Optionally, with reference to FIG. 6A and FIG. 6B, the
congestion control method provided in the present disclo-
sure may further include the following step:

S123. The first device performs congestion control on a
sub stream that is not in the second sub stream set.

In this embodiment of the present disclosure, the sub
stream that is not in the second sub stream set includes a sub
stream that is other than the sub streams in the second sub
stream set and that is in the plurality of sub streams. A
method for performing, by the first device, congestion
control on the sub stream that is not in the second sub stream
set is similar to the method for performing, by the first
device, congestion control on the sub stream that is not in the
first sub stream set in S122. For detailed descriptions of
S123, refer to related descriptions of S122. Details are not
described herein.

A difference between S123 and S122 lies in different
objects on which the first device performs congestion con-
trol. An object on which the first device performs congestion
control in S123 is the sub stream that is not in the second sub
stream set. An object on which the first device performs
congestion control in S122 is the sub stream that is not in the
first sub stream set.

It should be noted that, in this embodiment of the present
disclosure, S111 and S122 may be simultaneously per-
formed, or S111a and S123 may be simultaneously per-
formed.

In this embodiment of the present disclosure, the first
device may perform congestion control on the sub streams
in the second sub stream set, and may further perform
congestion control on the sub stream that is not in the second
sub stream set. In this way, the first device may perform
congestion control on all of the plurality of sub streams
transmitted on the plurality of transmission paths between
the first device and the second device, so that a congestion
control effect can be more significantly improved.

Optionally, with reference to FIG. 4 or FIG. 6A and FIG.
6B, in the congestion control method provided in the present
disclosure, before the first device sends a data packet (for
example, the first data packet or the second data packet) to
the routing device, the method may further include the
following step:

S124. The first device marks a to-be-sent data packet.

In this embodiment of the present disclosure, before
sending the data packet to the routing device, the first device
may first mark the to-be-sent data packet, to be specific, set
an ECN identifier of the data packet to an ECN-supported
identifier. The ECN-supported identifier is used to indicate,
to the routing device, that the data packet supports an ECN
function. The routing device sends the data packet with the
ECN-supported identifier to the second device. After receiv-
ing the data packet, the second device sends an acknowl-
edgement packet (for example, the first acknowledgement
packet or the second acknowledgement packet) to the first
device. After receiving the acknowledgement packet, the
first device may learn that a sub stream in which the data
packet is located may be congested, and determine, from the
plurality of sub streams based on indication of an ECE
identifier in the acknowledgement packet based on the
congestion control condition, sub streams (for example, the
sub streams in the first sub stream set or the sub streams in
the second sub stream set) that may be congested, so that the
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first device implements congestion control on these sub
streams that may be congested.

In the congestion control method provided in this embodi-
ment of the present disclosure, when data transmission is
performed between the first device and the second device by
using the MPTCP, congestion control is performed on the
plurality of sub streams transmitted on the plurality of
transmission paths between the first device and the second
device. Specifically, the first device sends the first data
packet to the routing device. After receiving the first data
packet, the routing device determines that the average queue
length of the data packet queue is greater than or equal to the
first preset threshold and is less than or equal to the second
preset threshold. Then, the routing device makes the con-
gestion mark for the first data packet, adds the first data
packet to the data packet queue, and sends the first data
packet to the second device. After receiving the first data
packet with the congestion mark, the second device sets the
ECE identifier in the first acknowledgement packet with
which the second device is to reply to the first device, and
then sends the first acknowledgement packet to the first
device. After the first device receives the first acknowledge-
ment packet including the ECE identifier, the first device
starts to monitor the plurality of sub streams other than the
first sub stream in the plurality of sub streams transmitted on
the plurality of transmission paths, groups, into one set, the
first sub stream and the sub streams that meet the congestion
control condition in the plurality of other sub streams, and
then performs congestion control on sub streams in the set.
In comparison with the prior art, in this embodiment of the
present disclosure, sub streams that meet the congestion
control condition in the plurality of sub streams transmitted
on the plurality of transmission paths between the first
device and the second device may be grouped into one sub
stream set. These sub streams that meet the congestion
control condition may be bandwidth-shared sub streams to a
specific degree. To be specific, in this embodiment of the
present disclosure, a plurality of bandwidth-shared sub
streams can be grouped into one sub stream set to a specific
degree, and congestion control can be performed on the sub
streams in the sub stream set. In this way, a congestion
control effect can be significantly improved, to further
improve MPTCP transmission performance.

The foregoing mainly describes the solutions provided in
the embodiments of the present disclosure from a perspec-
tive of interaction between devices. It may be understood
that, to implement the foregoing functions, devices such as
the first device, the second device, and the routing device
each include a corresponding hardware structure and/or
software module for performing each function. A person of
ordinary skill in the art should be easily aware that, the units
and algorithm steps in the examples described with refer-
ence to the embodiments disclosed in this specification can
be implemented in the present disclosure in a form of
hardware or a combination of hardware and computer soft-
ware. Whether the functions are performed by hardware or
computer software driving hardware depends on particular
applications and design constraint conditions of the techni-
cal solutions. A person skilled in the art may use different
methods to implement the described functions for each
particular application, but it should not be considered that
the implementation goes beyond the scope of the present
disclosure.

In the embodiments of the present disclosure, the first
device, the second device, and the routing device may be
divided into function modules based on the foregoing
method examples. For example, each function module may
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be obtained through division based on each corresponding
function, or two or more functions may be integrated into
one processing module. The integrated module may be
implemented in a form of hardware, or may be implemented
in a form of a software function module. It should be noted
that the module division in the embodiments of the present
disclosure is an example, and is merely logical function
division. There may be another division manner during
actual implementation.

An embodiment of the present disclosure provides a
device. The device may be a first device. When each
function module is obtained through division based on each
corresponding function, FIG. 7 is a possible schematic
structural diagram of the first device in the foregoing
embodiments. The first device includes a sending module
310, a receiving module 320, a determining module 330, and
a control module 340. The sending module 310 is configured
to support the first device in performing S101 and S112 in
the foregoing method embodiments. The receiving module
320 is configured to support the first device in performing
S109 and S120 in the foregoing method embodiments. The
determining module 330 is configured to support the first
device in performing S110 (including S110a to S110¢), S121
(including S121a to S121c¢), and S124 in the foregoing
method embodiments. The control module 340 is configured
to support the first device in performing S111, S111a, S112,
S122, and S123 in the foregoing method embodiments. All
related content of each step in the foregoing method embodi-
ments may be cited in function descriptions of a correspond-
ing function module, and details are not described herein.

When an integrated unit is used, FIG. 8 is a possible
schematic structural diagram of the first device in the
foregoing embodiments. The first device includes a process-
ing module 420 and a communications module 430. The
processing module 420 is configured to control and manage
an action of the first device. For example, the processing
module 420 is configured to support the first device in
performing S110 (including S110a to S110¢), S111, S111a,
S121 (including S121a to S121¢), S112, and S122 to S124
in the foregoing method embodiments, and/or is configured
for another process of the technology described in this
specification. The communications module 430 is config-
ured to support communication between the first device and
another network entity, for example, communication with
the routing device and the second device shown in FIG. 1,
FIG. 4, or FIG. 6 A and FIG. 6B. As shown in FIG. 8, the first
device may further include a storage module 410, configured
to store program code and data of the first device. This is not
specifically limited in this embodiment of the present dis-
closure.

The processing module 420 may be a processor or a
controller, for example, may be a central processing unit
(CPU), a general purpose processor, a digital signal proces-
sor (DSP), an application-specific integrated circuit (ASIC),
a field programmable gate array (FPGA) or another pro-
grammable logic device, a transistor logic device, a hard-
ware component, or any combination thereof. The process-
ing module 420 may implement or execute various example
logical blocks, modules, and circuits that are described with
reference to the content disclosed in the present disclosure.
The processor may alternatively be a combination imple-
menting a computing function, for example, a combination
including one or more microprocessors, or a combination of
a DSP and a microprocessor. The processor or the controller
may be the processor 160 of the mobile phone shown in FIG.
2. The communications module 430 may be a transceiver, a
transceiver circuit, a communications interface, or the like.
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The transceiver, the transceiver circuit, or the communica-
tions interface may be the radio frequency circuit 110 of the
mobile phone shown in FIG. 2. The storage module 410 may
be a memory. The memory may be the memory 120 of the
mobile phone shown in FIG. 2.

For details of another component included in the first
device in this embodiment of the present disclosure, refer to
related descriptions of the structure of the mobile phone
shown in FIG. 2. Details are not described herein again.

An embodiment of the present disclosure further provides
a computer-readable storage medium. The computer-read-
able storage medium stores one or more programs. The one
or more programs include an instruction. When a processor
of'the foregoing first device executes the instruction, the first
device performs each step performed by the first device in
the method procedures shown in the foregoing method
embodiments.

An embodiment of the present disclosure provides a
routing device. When each function module is obtained
through division based on each corresponding function, FI1G.
9 is a possible schematic structural diagram of the routing
device in the foregoing embodiments. The routing device
includes a sending module 510, a receiving module 520, and
a determining module 530. The sending module 510 is
configured to support the routing device in performing S105
and S116 in the foregoing method embodiments. The receiv-
ing module 520 is configured to support the routing device
in performing S102 and S113 in the foregoing method
embodiments. The determining module 530 is configured to
support the routing device in performing S103, S104, S114,
and S115 in the foregoing method embodiments. All related
content of each step in the foregoing method embodiments
may be cited in function descriptions of a corresponding
function module, and details are not described herein.

When an integrated unit is used, FIG. 10 is a possible
schematic structural diagram of the routing device in the
foregoing embodiments. The routing device includes a pro-
cessing module 620 and a communications module 630. The
processing module 620 is configured to control and manage
an action of the routing device. For example, the processing
module 620 is configured to support the routing device in
performing S103, S104, S114, and S115 in the foregoing
method embodiments, and/or is configured for another pro-
cess of the technology described in this specification. The
communications module 630 is configured to support com-
munication between the routing device and another network
entity, for example, communication with the first device and
the second device shown in FIG. 1, FIG. 4, or FIG. 6A and
FIG. 6B. As shown in FIG. 10, the routing device may
further include a storage module 610, configured to store
program code and data of the routing device. This is not
specifically limited in this embodiment of the present dis-
closure.

The processing module 620 may be a processor or a
controller, for example, may be a central processing unit, a
general purpose processor, a digital signal processor, an
application-specific integrated circuit, a field programmable
gate array or another programmable logic device, a transistor
logic device, a hardware component, or any combination
thereof. The processing module 620 may implement or
execute various example logical blocks, modules, and cir-
cuits that are described with reference to the content dis-
closed in the present disclosure. The processor may alter-
natively be a combination implementing a computing
function, for example, a combination including one or more
microprocessors, or a combination of a DSP and a micro-
processor. The processor or the controller may be the
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processor 210 of the routing device shown in FIG. 3. The
communications module 630 may be a transceiver, a trans-
ceiver circuit, or a communications interface. The trans-
ceiver, the transceiver circuit, or the communications inter-
face may be the interface 230 of the routing device shown
in FIG. 3. The storage module 610 may be a memory. The
memory may be the memory 220 of the routing device
shown in FIG. 3.

An embodiment of the present disclosure further provides
a computer-readable storage medium. The computer-read-
able storage medium stores one or more programs. The one
or more programs include an instruction. When a processor
of the foregoing routing device executes the instruction, the
routing device performs each step performed by the routing
device in the method procedures shown in the foregoing
method embodiments.

An embodiment of the present disclosure provides a
device. The device may be a second device. When each
function module is obtained through division based on each
corresponding function, FIG. 11 is a possible schematic
structural diagram of the second device in the foregoing
embodiments. The second device includes a sending module
710, a receiving module 720, and a determining module 730.
The sending module 710 is configured to support the second
device in performing S108 and S119 in the foregoing
method embodiments. The receiving module 720 is config-
ured to support the second device in performing S106 and
S117 in the foregoing method embodiments. The determin-
ing module 730 is configured to support the second device
in performing S107 and S118 in the foregoing method
embodiments. All related content of each step in the fore-
going method embodiments may be cited in function
descriptions of a corresponding function module, and details
are not described herein.

When an integrated unit is used, FIG. 12 is a possible
schematic structural diagram of the second device in the
foregoing embodiments. The second device includes a pro-
cessing module 820 and a communications module 830. The
processing module 820 is configured to control and manage
an action of the second device. For example, the processing
module 820 is configured to support the second device in
performing S107 and S118 in the foregoing method embodi-
ments, and/or is configured for another process of the
technology described in this specification. The communica-
tions module 830 is configured to support communication
between the second device and another network entity, for
example, communication with the routing device and the
first device shown in FIG. 1, FIG. 4, or FIG. 6 A and FIG. 6B.
The second device may further include a storage module
810, configured to store program code and data of the second
device. This is not specifically limited in this embodiment of
the present disclosure.

The processing module 820 may be a processor or a
controller, for example, may be a central processing unit, a
general purpose processor, a digital signal processor, an
application-specific integrated circuit, a field programmable
gate array or another programmable logic device, a transistor
logic device, a hardware component, or any combination
thereof. The processing module 820 may implement or
execute various example logical blocks, modules, and cir-
cuits that are described with reference to the content dis-
closed in the present disclosure. The processor may alter-
natively be a combination implementing a computing
function, for example, a combination including one or more
microprocessors, or a combination of a DSP and a micro-
processor. The processor or the controller may be the
processor 160 of the mobile phone shown in FIG. 2. The
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communications module 830 may be a transceiver, a trans-
ceiver circuit, a communications interface, or the like. The
transceiver, the transceiver circuit, or the communications
interface may be the radio frequency circuit 110 of the
mobile phone shown in FIG. 2. The storage module 810 may
be a memory. The memory may be the memory 120 of the
mobile phone shown in FIG. 2.

In the embodiments of the present disclosure, the first
device and the second device may be a same type of mobile
phone. Therefore, for details of each component included in
the second device in the embodiments of the present dis-
closure, refer to related descriptions of the structure of the
mobile phone shown in FIG. 2, and details are not described
herein again.

An embodiment of the present disclosure further provides
a computer-readable storage medium. The computer-read-
able storage medium stores one or more programs. The one
or more programs include an instruction. When a processor
of the foregoing second device executes the instruction, the
second device performs each step performed by the second
device in the method procedures shown in the foregoing
method embodiments.

An embodiment of the present disclosure provides a
communications system. The communications system may
include a first device, a routing device, and a second device.
For details of the communications system provided in this
embodiment of the present disclosure, refer to the schematic
architectural diagram of the communications system shown
in FIG. 1. The first device may be the transmit end 10 shown
in FIG. 1. The routing device may be the routing device 12
shown in FIG. 1. The second device may be the receive end
11 shown in FIG. 1. For detailed descriptions of the first
device, the routing device, and the second device, refer to
related description in the foregoing method embodiments
and the apparatus embodiments. Details are not described
herein again.

In the communications system provided in this embodi-
ment of the present disclosure, when data transmission is
performed between the first device and the second device by
using the MPTCP, congestion control is performed on a
plurality of sub streams transmitted on a plurality of trans-
mission paths between the first device and the second
device. Specifically, the first device sends a first data packet
to the routing device. After receiving the first data packet,
the routing device determines that an average queue length
of'a data packet queue is greater than or equal to a first preset
threshold and is less than or equal to a second preset
threshold. Then, the routing device makes a congestion mark
for the first data packet, adds the first data packet to the data
packet queue, and sends the first data packet to the second
device. After receiving the first data packet with the con-
gestion mark, the second device sets an ECE identifier in a
first acknowledgement packet with which the second device
is reply to the first device, and then sends the first acknowl-
edgement packet to the first device. After the first device
receives the first acknowledgement packet including the
ECE identifier, the first device starts to monitor a plurality of
sub streams other than a first sub stream in the plurality of
sub streams transmitted on the plurality of transmission
paths, groups, into one set, the first sub stream and sub
streams that meet a congestion control condition in the
plurality of other sub streams, and then performs congestion
control on sub streams in the set. In comparison with the
prior art, in this embodiment of the present disclosure, sub
streams that meet the congestion control condition in the
plurality of sub streams transmitted on the plurality of
transmission paths between the first device and the second
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device may be grouped into one sub stream set. These sub
streams that meet the congestion control condition may be
bandwidth-shared sub streams to a specific degree. To be
specific, in this embodiment of the present disclosure, a
plurality of bandwidth-shared sub streams can be grouped
into one sub stream set to a specific degree, and congestion
control can be performed on the sub streams in the sub
stream set. In this way, a congestion control effect can be
significantly improved.

The methods or algorithm steps described with reference
to the content disclosed in the present disclosure may be
implemented by hardware, or may be implemented by
executing a software instruction by a processor. The soft-
ware instruction may include a corresponding software
module. The software module may be stored in a random
access memory, a flash, a read-only memory, an erasable
programmable read-only memory, an electrically erasable
programmable read-only memory, a register, a hard disk, a
removable hard disk, a compact disc read-only memory, or
a storage medium in any other forms well-known in the art.
An example storage medium is coupled to the processor, so
that the processor can read information from the storage
medium, and can write information into the storage medium.
Certainly, the storage medium may be a part of the proces-
sor. The processor and the storage medium may be located
in an ASIC. In addition, the ASIC may be located in the first
device, the routing device, and the second device. Certainly,
the processor and the storage medium may exist in the first
device, the routing device, and the second device as discrete
components.

A person skilled in the art should be aware that in one or
more of the foregoing examples, the functions described in
the present disclosure may be implemented by hardware,
software, firmware, or any combination thereof. When the
functions are implemented by software, these functions may
be stored in a computer-readable medium or transmitted as
one or more instructions or code in the computer-readable
medium. The computer-readable medium includes a com-
puter storage medium and a communications medium. The
communications medium includes any medium that enables
a computer program to be transmitted from one place to
another place. The storage medium may be any available
medium accessible to a general-purpose or a dedicated
computer.

Based on the foregoing descriptions of the implementa-
tions, a person skilled in the art may clearly understand that,
for the purpose of convenient and brief description, division
of the foregoing function modules is used as an example for
illustration. During actual application, the foregoing func-
tions can be allocated to different modules for implementa-
tion based on a requirement, to be specific, an inner structure
of an apparatus is divided into different function modules to
implement all or some of the foregoing described functions.
For a detailed working process of the foregoing described
system, apparatus, and unit, refer to a corresponding process
in the foregoing method embodiments, and details are not
described herein.

In the several embodiments provided in this application,
it should be understood that the disclosed system, apparatus,
and method may be implemented in other manners. For
example, the described apparatus embodiments are merely
examples. For example, the module or unit division is
merely logical function division. There may be another
division manner during actual implementation. For example,
a plurality of units or components may be combined or
integrated into another system, or some features may be
ignored or not performed. In addition, the displayed or
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discussed mutual couplings or direct couplings or commu-
nication connections may be implemented by using some
interfaces. The indirect couplings or communication con-
nections between the apparatuses or units may be imple-
mented in electrical, mechanical, or other forms.
The units described as separate parts may or may not be
physically separate, and parts displayed as units may or may
not be physical units, to be specific, may be located in one
place, or may be distributed on a plurality of network units.
Some or all of the units may be selected based on an actual
requirement to achieve the objectives of the solutions in the
embodiments.
In addition, function units in the embodiments of the
present disclosure may be integrated into one processing
unit, or each of the units may exist alone physically, or two
or more units may be integrated into one unit. The integrated
unit may be implemented in a form of hardware, or may be
implemented in a form of a software function unit.
When the integrated unit is implemented in the form of a
software function unit and sold or used as an independent
product, the integrated unit may be stored in a computer-
readable storage medium. Based on such an understanding,
the technical solutions in the present disclosure essentially,
or the part contributing to the prior art, or all or some of the
technical solutions may be implemented in a form of a
software product. The computer software product is stored
in a storage medium and includes several instructions for
instructing a computer device (which may be a personal
computer, a server, a network device, or the like) or a
processor to perform all or some of the steps of the method
described in the embodiments of the present disclosure. The
storage medium includes various media that can store pro-
gram code, such as a flash memory, a removable hard disk,
a read-only memory, a random access memory, a magnetic
disk, or an optical disc.
The foregoing descriptions are merely specific implemen-
tations of the present disclosure, but are not intended to limit
the protection scope of the present disclosure. Any variation
or replacement readily figured out by a person skilled in the
art within the technical scope disclosed in the present
disclosure shall fall within the protection scope of the
present disclosure. Therefore, the protection scope of the
present disclosure shall be subject to the protection scope of
the claims.
What is claimed is:
1. A congestion control method performed on a first
device, the method comprising:
sending a first data packet to a routing device, wherein the
first data packet is a data packet of a first sub stream of
a plurality of sub streams, and wherein the plurality of
sub streams are transmitted on a plurality of transmis-
sion paths between the first device and a second device;

receiving a first acknowledgement packet from the second
device, wherein the first acknowledgement packet com-
prises an explicit congestion notification echo (ECE)
identifier that is used to instruct the first device to
perform a congestion control, wherein the first
acknowledgement packet is an acknowledgement
packet of the first data packet;

determining a first sub stream set, from the plurality of

sub streams, based on an indication of the ECE iden-
tifier in the first acknowledgement packet, wherein the
first sub stream set comprises the first sub stream and
a plurality of second sub streams, wherein the first sub
stream differs from the plurality of second sub streams,
and wherein the sub streams meet a congestion control
condition in sub streams, wherein the congestion con-



US 10,862,817 B2

33

trol condition is that a packet loss event occurs in the
corresponding sub streams of the plurality of second
sub streams; and

performing the congestion control on the first sub stream
set comprising:
the first sub stream, and
the plurality of second sub streams,

wherein, for each sub stream r in the first sub stream set,
operations are executed for performing the congestion
control on the first sub stream and the plurality of
second sub streams in the first sub stream set as
follows:
calculating a current congestion degree of the sub

stream r by using the following formula:

T=pvp,
where:
T, is a current congestion degree of the sub stream
I,
p, is a quantity of acknowledgement packets, in
the sub stream r, that include the ECE identifier
and that are received by the first device in a
current round trip delay period of the sub stream
r, and
p is a quantity of data packets in the sub stream r
that are sent by the first device in the current
round trip delay period of the sub stream r;
updating a congestion degree of the sub stream r by
using the following formula

B, =g*T,+(1-8)*B,,
where:
P, is the updated congestion degree of the sub
stream r in the current round trip delay period,
g is a weight of the current congestion degree, and
[, an updated congestion degree of the sub stream
r in a previous round trip delay period;
adjusting a size of a send window of the sub stream r
by using the following formula:

where:
w, is a decreased send window size of the sub
stream r,
w, is a current send window size of the sub stream
r, and
P, is the updated congestion degree of the sub
stream r in the current round trip delay period,
and
the send window is a quantity of data packets that
can be transmitted to the second device in one
round trip delay period of the sub stream r.
2. The method according to claim 1, wherein the deter-
mining the first sub stream set comprises:
monitoring sub streams other than the first sub stream in
the plurality of sub streams in a preset time period
based on the indication of the ECE identifier;
determining as the plurality of second sub streams, the sub
streams that meet the congestion control condition in
sub streams other than the first sub stream in the
plurality of sub streams; and
determining the first sub stream and the plurality of
second sub streams as the first sub stream set.
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3. A device, comprising:

a processor, and

a non-transitory computer readable medium including
computer-executable instructions that, when executed
by the processor, facilitate the device carrying out a
method comprising:

sending a first data packet to a routing device, wherein the
first data packet is a data packet of a first sub stream of
a plurality of sub streams, and wherein the plurality of
sub streams are transmitted on a plurality of transmis-
sion paths between the first device and a second device;

receiving a first acknowledgement packet from the second
device, wherein the first acknowledgement packet com-
prises an explicit congestion notification echo (ECE)
identifier that is used to instruct the first device to
perform a congestion control, wherein the first
acknowledgement packet is an acknowledgement
packet of the first data packet;

determining a first sub stream set, from the plurality of
sub streams, based on an indication of the ECE iden-
tifier in the first acknowledgement packet, wherein the
first sub stream set comprises the first sub stream and
a plurality of second sub streams, wherein the first sub
stream differs from the plurality of second sub streams,
and wherein the sub streams meet a congestion control
condition in sub streams, wherein the congestion con-
trol condition is that a packet loss event occurs in the
corresponding sub streams of the plurality of second
sub streams; and

performing the congestion control on the first sub stream
set comprising:
the first sub stream, and
the plurality of second sub streams,

wherein, for each sub stream r in the first sub stream set,
operations are executed for performing the congestion
control on the first sub stream and the plurality of
second sub streams in the first sub stream set as
follows:
calculating a current congestion degree of the sub

stream r by using the following formula:

T=p./p.

where:
T, is a current congestion degree of the sub stream
I,
p, is a quantity of acknowledgement packets, in
the sub stream r, that include the ECE identifier
and that are received by the first device in a
current round trip delay period of the sub stream
r, and
p is a quantity of data packets in the sub stream r
that are sent by the first device in the current
round trip delay period of the sub stream r;
updating a congestion degree of the sub stream r by
using the following formula

B, =g*T+(1-g)*p,,
where:

B, is the updated congestion degree of the sub
stream r in the current round trip delay period,

g is a weight of the current congestion degree, and

P, is an updated congestion degree of the sub
stream r in a previous round trip delay period;

adjusting a size of a send window of the sub
stream r by using the following formula:
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where:

W, is a decreased send window size of the sub
stream r,

w,. is a current send window size of the sub stream
r, and

B,, is the updated congestion degree of the sub
stream r in the current round trip delay period,
and

the send window is a quantity of data packets that
can be transmitted to the second device in one
round trip delay period of the sub stream r.

4. The device according to claim 3, wherein the non-
transitory computer-readable medium comprises further
instructions such that the method carried out by the physical
machine comprises:

monitoring sub streams other than the first sub stream in

the plurality of sub streams in a preset time period
based on the indication of the ECE identifier received
by the receiving module;

determining as the plurality of second sub streams, the sub

streams that meet the congestion control condition in
the sub streams other than the first sub stream in the
plurality of sub streams; and

determining the first sub stream and the plurality of

second sub streams as the first sub stream set.
5. A non-transitory computer-readable medium storing
computer instructions for execution by one or more proces-
sors of a device, wherein the computer instructions instruct
the one or more processors to perform the operations of a
method comprising:
sending a first data packet to a routing device, wherein the
first data packet is a data packet of a first sub stream of
a plurality of sub streams, and wherein the plurality of
sub streams are transmitted on a plurality of transmis-
sion paths between the first device and a second device;

receiving a first acknowledgement packet from the second
device, wherein the first acknowledgement packet com-
prises an explicit congestion notification echo (ECE)
identifier that is used to instruct the first device to
perform a congestion control, wherein the first
acknowledgement packet is an acknowledgement
packet of the first data packet;

determining a first sub stream set, from the plurality of

sub streams, based on an indication of the ECE iden-
tifier in the first acknowledgement packet, wherein the
first sub stream set comprises the first sub stream and
a plurality of second sub streams, wherein the first sub
stream differs from the plurality of second sub streams,
and wherein the sub streams meet a congestion control
condition in sub streams, wherein the congestion con-
trol condition is that a packet loss event occurs in the
corresponding sub streams of the plurality of second
sub streams; and

performing the congestion control on the first sub stream

set comprising:
the first sub stream, and
the plurality of second sub streams,
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wherein, for each sub stream r in the first sub stream set,
operations are executed for performing the congestion
control on the first sub stream and the plurality of
second sub streams in the first sub stream set as
follows:
calculating a current congestion degree of the sub
stream r by using the following formula:

T=p./p.

where:
T, is a current congestion degree of the sub stream
I,
p, is a quantity of acknowledgement packets, in
the sub stream r, that include the ECE identifier
and that are received by the first device in a
current round trip delay period of the sub stream
r, and
p is a quantity of data packets in the sub stream r
that are sent by the first device in the current
round trip delay period of the sub stream r,
updating a congestion degree of the sub stream r by
using the following formula
B =g*T,=(1-g)*p,
where:
P, is the updated congestion degree of the sub
stream r in the current round trip delay period;
g is a weight of the current congestion degree, and
B, is an updated congestion degree of the sub
stream r in a previous round trip delay period;
adjusting a size of a send window of the sub stream r
by using the following formula:

where:
w,, is a decreased send window size of the sub
stream r,
w,. is a current send window size of the sub stream
r, and
P, is the updated congestion degree of the sub
stream r in the current round trip delay period,
and
the send window is a quantity of data packets that
can be transmitted to the second device in one
round trip delay period of the sub stream r.
6. The non-transitory computer-readable medium accord-
ing to claim 5, wherein the determining the first sub stream
set comprises:
monitoring sub streams other than the first sub stream in
the plurality of sub streams in a preset time period
based on the indication of the ECE identifier;

determining as the plurality of second sub streams, the sub
streams that meet the congestion control condition in
sub streams other than the first sub stream in the
plurality of sub streams; and

determining the first sub stream and the plurality of

second sub streams as the first sub stream set.
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