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Comments on “DAC-MACS: Effective Data Access Control for Multiauthority
Cloud Storage Systems”/Security Analysis of Attribute Revocation in
Multiauthority Data Access Control for Cloud Storage Systems

Jianan Hong, Kaiping Xue, Member, IEEE, and Wei Li

Abstract—1In the above paper, Yang et al. have proposed a
multi-authority ciphertext-policy attribute-based encryption-based data
access control for cloud storage, in which the authors claimed that
the mechanism in dealing with attribute revocation could achieve both
forward security and backward security. Unfortunately, our further
analysis and investigation show that their work adopts a bidirectional
re-encryption method in ciphertext updating, so a security vulnerability
appears. Our proposed attack method demonstrates that a revoked user
can still decrypt new ciphertexts that are claimed to require the new-
version secret keys to decrypt.

Index Terms— Attribute based encryption, multi-authority,
attribute revocation, backward security.

I. INTRODUCTION

Ciphertext-Policy Attribute-based Encryption (CP-ABE) [1] is
regarded as one of the most attractive cryptographic techniques
for data access control in cloud storage system, because of its
fine-grained data access control policy and direct control of data
for data owners. In CP-ABE, the user can access the content of
the ciphertext, only if his/her attributes satisfy the ciphertext’s preset
access policy.

To apply CP-ABE to data access control for cloud storage,
some multi-authority CP-ABE schemes, such as [2] and [3], have
been proposed. Specially, in DAC-MACS [2], besides proposing
a multi-authority CP-ABE scheme for cloud storage, the authors
claimed that the attribute revocation mechanism could satisfy the
following two requirements: 1) The revoked user cannot decrypt
the newly encrypted ciphertexts that require the revoked attributes
to decrypt (Backward Security); 2) The newly joined user can
also decrypt the previously published ciphertexts if he/she has got
adequate attributes (Forward Security). However, the authors proved
the security without the consideration that the cloud server would leak
an important component (CUK, Cipheretxt Update Key) to revoked
users, or the cloud server obtains some users’ leaked GSK (Global
Secret Key). Similar as the work in [4] and [5] et. al., we cannot
ignore the potential collusion between the cloud and revoked users.

In this paper, we demonstrate that, with the component CUK
a revoked user can transform the newly encrypted ciphertext to a
previous version, which can be further decrypted with his/her revoked
old-version secret keys. Our work shows that the revocation algorithm
of DAC-MACS doesn’t meet the backward security requirement.
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II. BRIEF REVIEW OF DAC-MACS

DAC-MACS contains five algorithms: System Initialization, Secret
Key Generation, Encryption, Decryption and Attribute Revocation.

A. System Initialization

1) CA Setup: Let G, Gt be two multiplicative cyclic groups with
the order p, and g be a generator of G. The bilinear map e is defined
on G and H : {0, 1}* — G is a hash function. CA randomly chooses
a € Zjp as the master key MSK, and computes g“. Then, CA generates
a pair of signature and verification key (skca,vkca). The system
parameters are set as: SP = (g, g%, G, Gr, H).

For each legal AA(attribute authority), CA assigns an authority
identity aid. For each user(uid), CA randomly chooses u,;; and

selects z,iq as GSK,;q, then computes GPK,;q = g"id . Later, CA

generates a certification Cert(uid) = E(uid,uuid,gl/z'“'d).
CA securely sends GPK,i4, GSK,jq and Cert(uid) to
the user.

2) AA Setup: Each AAj randomly generates its secret key:
SKy=(ag, Pk, yx). For each attribute x; in AAp’s attribute
subset Sj4,, AAj generates the public attribute key as PKy, =
(8" H(xg))"*, where vy, denotes the random chosen attribute
version of x;. The public authority key of AAj; is computed as

1 Tk
PKy = (e(g,g)“k,g/‘k,g/"k).

B. Secret Key Generation

The user U; sends Cert(j) to AA; and requests AAj to issue
the secret keys associated to his/her attributes. After successfully
verifying user U;’s legality, AAy recovers u; and gl/ 2j from Cert(j).
Let S; 1 denote the set of attributes AAy issues to U;. Firstly, AAg
chooses a random number 7 ; € Zp. Then, the secret key SK; i is
generated as:

1k Pi
7 jalutgo) 2 ik
SKj,k:(K],k:g/ -8 I Bk ’ijk:g./ / .

. ﬂ/in
Rjj=g8"""Vx€Sjx:Kjy=8"%

1jk
(g HO ).

C. Encryption

The data owner encrypts the data M using a symmetric encryption
algorithm with x, denoted as E, (M), where k is a random chosen
content key. Then the data owner encrypts x using CP-ABE under
the access policy defined by himself/herself.

The owner defines and gets an LSSS access structure (M, p) over
all the selected attributes from the involved AAs. M is an [ x n
matrix, where / denotes the number of involved attributes. Let p (i)
denote the attribute associated to the i-th row of M. In addition,
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let 14 denote the set of AAs who manage the involved attributes.
The algorithm selects a random encryption exponent s € Z, and a
random vector ¥ = (s, V2, ¥3, ..., yn) € Z;, where yp, ¥3, ..., Yn
are used to share the parameter s. Each A; = v - M; is calculated
for i from 1 to [, where M; denotes the i-th row of the matrix M.
Then the owner randomly selects 71,72, ...,7; € Zp and calculates
the ciphertext CT asl:

CT= (EK(M), C=r(]] ete. ™), C" =¢’,
kela

VkEIAZ C]/(/:gﬁ,vlzltol Ci:ga-/l,'
(g% - H(p(i)))" )™,

7+ Ik,
Dy = gﬂkaDz,i —g A rz)

where, in computing C;, Dy; and Dy ;, k = j if the attribute
p(i) is maintained by AA ;.

D. Decryption

Let I = {la,}ker, denote the whole index set of attributes
involved in the procedure of decryption, where 14, denotes the index
set of attributes involved in this procedure managed by AAj, and
Ny = |I4] denote the number of AAs involved in the procedure.
For a user U s let M; be a sub-matrix of M, where each row
of M corresponds to a specific attribute in Uj;’s attribute set
SUj. The algorithm firstly computes the reconstruction constant
Q = {w,»,...,0)}, so that Q- M; = (1,0, ...,0),. Then the
encryption exponent s can be reconstructed as s = > w; - 4;. The

iel
algorithm computes a decryption token 7K as

TK
e(C KjeRp, D!

(e(Ci. GPKu e(D1 i K j piy)eDais Ljp)

kle_I[A l_[ )w,'NA

iEIAk

ﬂs
=[] ets.0)%
kels
Furthermore, the algorithm recovers the content key x as:
x = C/TK% . Finally, with x, the user U j can decrypt the ciphertext
to get the final data M.

E. Attribute Revocation

For a revoked attribute x; with the version vy,, AA; randomly

selects a new version D,’Ck, and publishes its updated public key:

PKy, = (g"* H (x;))”*. The algorithm further computes two update

keys: 1) User’s Key Update Key KUK y, = g" Brere g —on) gor
each non-revoked user who has attribute x;; 2) Ciphertext Update
Key CUKy, = pk - (v;k — vy, ). Then the revocation algorithm is
conducted as following:

e Secret Key Update. Upon receiving KUK ., U; computes

ne/w K x, partly in secret key SK; y, for the attribute x; as:
K v = Kjxi - KUK x-

o Ciphertext Update. When the cloud server receives CUKj,,
it updates each ciphertext, whose access policy consists
of the revoked attribute xj. For such ciphertext with access

policy (M, p), we only need to update le , when p(i) = xi.
, CUKy,
The cloud computes as: C; = C; - D, ;
In Yang et al.’s scheme;/ there are two loose mistakes in describing how to
compute CT. Different C should be ss:/parately computed, when Vk € I4.

Here, we redefine this parameter as Ck. Furthermore, the parameter k in
computing C;, Di; and Dy ; should be specified. We have further made
appropriate modifications in the following formulas.
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ITII. SECURITY VULNERABILITY ANALYSIS OF DAC-MACS

To prove the security, the authors in [2] propose a game between a
challenger and an adversary, and draw a conclusion that DAC-MACS
is secure under the decisional g-parallel BDHE assumption. However,
this game makes a connotative restriction that the adversary could not
get CUKy, of any revoked attribute. However, this restriction doesn’t
suit the security assumption defined in [2], because the cloud service
provider is assumed to be semi-trusted, and is likely to collude with
any dishonest users or adversaries, and cooperate to calculate any
unauthorized elements for their own benefits.

The authors in [2] claimed that the newly uploaded ciphertext could
be only decrypted with the new-version secret keys of the attributes
after implementing the attribute revocation procedure. However, we
demonstrate that although the revoked user cannot update the secret
keys of revoked attributes, he/she can collude with the cloud service
provider to get CUKs of the updated attributes and further get
unauthorized benefits.

The input parameters of our attack model are a new-version
ciphertext(CTy), and the CUKSs of the involved updated attributes. The
output is a re-encrypted cipheretext (C77), which is an old-version
one. For an updated attribute p (i) in the ciphertext, we assume that
its version in CTp and CTj are v, ;)0 and v,(;),1 respectively, and
its associated random number is r;. The two associated components
in CTo are given as: C; = g . (DO H (p(i)))"*)~" and
Dyi=g Ras

For clarity, le is a temporary notation for the component C; in the
old-version ciphertext CT7. The algorithm computes C l’ as follows:

, —CUK,;
¢ =GCi "Dy ;

) Yk ..
= g (0 H(p)) T (g B0 r00)

= g% . (g1 H (p(i))) )i

After the re-encryption operation, the component C; in CTy is
associated with a revoked attribute and back to the old-version one.
Any revoked users can collude with the cloud provider to get the
CUKs and implement our proposed attack model to newly uploaded
data. Then with their old-version secret keys, the revoked users can
implement the algorithm of Decryption in Section II to decrypt to get
the content of the unauthorized data, as long as the revoked attributes
satisfy the access policy.

As discussed above, based on attribute revocation in DAC-MACS,
revoked users can still collude with the cloud service provider to
decrypt the newly uploaded ciphertext, which is claimed to be
decrypted only with the new-version secret keys of the revoked
attributes. Therefore, the revocation mechanism in DAC-MACS
doesn’t satisfy the property of backward security, and brings security
vulnerability.

IV. CONCLUSION

In this paper, we analyze the shortcoming of DAC-MACS in
dealing with attribute revocation, although the main construction
of that work is proved secure. We find that, if a revoked user
wants to access the unauthorized content whose access policy can
be satisfied by his/her revoked attributes, the only thing to do is
to use our proposed attack algorithm to transform the new-version
ciphertext to the old-version one if he/she can collude with the cloud
service provider to get enough ciphertext update keys. The security
vulnerability exists because DAC-MACS wrongly uses a bidirectional
re-encryption scheme in the ciphertext updating procedure. This
vulnerability allows any party to re-encrypt the ciphertext between
old-version and new-version, only if he/she can get the CUKs
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between these two versions. In other words, if there’s a unidirectional
re-encryption scheme that can be embedded into DAC-MACS, the
above mentioned security vulnerability will be prevented effectively.
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