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Abstract: In the electronic countermeasure, the opponent’s bit stream can be captured. However, without any
knowledge about the type of data link protocol, the existing protocol analyzing tools can not analyze the useful
information from the bit stream. To further get the carried information, the bit stream should be segmented to
frames firstly. According to the general rules of frame structure, a bit stream segmentation algorithm is proposed
based on data mining, in which, the multi-association rule indicating the beginning of frames can be identified by
using frequent sequence statistics, association analysis and association rules integration. The test results show that,
this algorithm can extract the valid segmentation flag from unknown bit stream and segment the bit stream

correctly. Compared to the similar data mining based bit stream analyzing algorithms, this algorithm can be more
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efficient and produce a unique result which is of high reliability.
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