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Figure 2.1
The prisoners’ problem, illustrated.
Courtesy of Scott Craver, reprinted ﬁ':)ﬂ:* [2].
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Figure 2.2
Schematic description of steganography: Alice randomly chooses a cover ¢ using
her private random source » and embeds the message m 1n ¢ using a key &,
creating the stego-olbyect s which she passes on to Bob. Bob reconstructs m
with the kev k he shares with Alice.
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JPure Steganography

Definition 2.1 (Pure steganography) The quadruple © = <C, M, D, E=, where C is the set of possible covers, M
the set of secret messages with |C| =z M|, E . C«xM — C the embedding function and D : C — M, the extraction
function, with the property that D(E(c,m)) =m for allm € M and ¢ € C 1s called a pure steganographic system.

1Secret Key Steganography

Definition 2.3 (Secret key steganography) The quintuple © =<C, M, K, D, E,=, where C is the set of possible
covers, M the set of secref messages with |C| = |M|, K the set of secret keys, E,.: CxMxK — Cand D, : CxK — M
with the property that D (E (¢, m, k), k) =m forallm € M, ¢ € Cand k € K, is called a secret key steganographic
system.

dPublic Key Steganography
PEAFERAKRFHINABHBLERE



PR F I

Definition 2.4 (Perfect security) Let © be a steganography system, P, the probability distribution of the stego-
covers sent via the channel, and P,. the probability distribution of C. © is called e-secure against passive
attackers, if

D(Fe|Ps) <€

and perfectly secure if €= 0
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Least Significant Bit Substitution
(LSB)

JdTransform Domain Techniques

ASpread Spectrum (SS)
d...
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S. Lyu and H. Farid: Detecting hidden messages using higher-order
statistics and supportvector machines. Proc. of 5th International

Workshop on Information Hiding, Noordwijkerhout, The Netherlands,
2002.
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J. J. Harmsen: Steganalysis of Additive Noise Modelable Information

Hiding. Master Thesis of Rensselaer Polytechnic Institute, Troy, New
York , advised by Professor W. A. Pearlman, (2003)
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