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« RV $1.4: IME (B7res, R, ML)

- RV $6.9: 8%, |/O&R%
— 7:f5ll: NetFPGA 10G Ethernet NIC

« an FPGA-based open platform for network research

and classroom experimentation

— lE\g%

« PCl: F4TEZ |
e PClej2k.: H4TM4% Txg;% \‘
— 1/IO&R%: RX% J

« MMIO
« Polling, Interrupt-driven I/O, DMA

« Y IR

~
— Lont

—Data

d MAC R PHY Rdaeadt
i MAC B PHY SRSl
S MAC I PHY R
- - I3+ Port 3



/0: printf(), getchar(), putchar()?

#include <stdio.h>

. . . Processor
Int main(void)
. FSB
{ Int Ch; Graphics
D } SORAM
printf("Input a
character:"); PCI 33 MHz
< lliing
[* read a IDE I I Slots
character from iy Bridge ' |

UsSB

the standard input

stream */ S ; &)
ch = getchar(); | [r] | % S e
l =
putchar(ch); B %P8 com
COM2
return O;




Mechanical switch

Conductor-coated membrane

e N IZN

Contacts

Me
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mbrane switch
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I/F: Keyboard-to-processor connec

Input interface

Data
N Data
Address S
N KBD DATA ——
L/
. . R/W Encoder Keyboard
Processol > KBD STATUS circuit | . | switches

Master-ready Valid

_— -]
Slave-ready
o

- . [, keyboard data
interrupt enable bit. " i U KBDR
ready bit KBSR
— ' |
. interrupt signal

fo processor



~ Input from Keyboard: E¥g

 When a character is typed:
— KB Data: its ASCII code is placed in bits [7:0] of KBDR
» (bits [15:8] are always zero)
— the “ready bit” (KBSR[19]) is set to 1
— keyboard is disabled, SN EEPN
-- any typed characters will be ignored

15 a7 ) keyt!oard data
interrupt enable bit. - U KBDR
ready bit . KBSR
Dn— interrupt signal
« When KBDR s read: to processor

— KBSR[15] is set to 0, ==, BURTC
— keyboard is enabled, A ST ETHISEEN
- TERRES1EpollingakINTR driven
.« Z{ESS?




ZIKE N&
Input interface

« /ORSELARL IR e

é ] i R/W Encoder | °
I/ O i ' 3';5?* ]EE Processor ————  KBD STATUS circuit | .

Master-ready Valid

)
———— -—

CHEL, B, Gt —

— HIRIE TR
o HZGHIFIK: V)P AR
— FIFAER T B HE, HFETNRA
— WK [ 75 7
« NHZE: #dnfEmistnral (efEsiil)
— R ai). ik, DMA. #E

/OB ITIE[RIE, RV $1.4, FE$5.2
— B, Zrss W=




|/O CPUESFSSELRFSIM

« MARTEINAERIRSE
— Von Neumann#/,ZB5k

— Peripheral device

« HIN#: keyboard. mouse.
touchscreen. scanner. digital
camera. microphone. senser

« Hii% 4% displayer. printer.
acuator

« Connectivity: Network
— data rate

» keyboard: 100 bytes/sec

 disk: 30 MB/s

* network: 1 Mb/s - 1 Gb/s

- N{A[AIEI/ORE?
— BEOHER (B4, . =0)
— IR (258, BT, DMA)

Z|BJEHE

Processor

: Mai
PCI bridge am

memory

Graphics

‘ PCI bus

SATA, SAS

or SCSI
controller

| —

Disk Printer Mouse
controller

Disk

Ethernet USB hub

;'

Keyboard




ORGP
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User Interface Resource
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M NS

.itsz)(ut.lg]_fj_ o, BFTEOMSEITE
~HTED: — A HE— ARG, Wintel 8255,
- $FEO: —1fz—1fz1§1’5‘ Mintel 8251,

RIIBEIRFENRESE D, B mieEOMNA Rk

— OfmigE0l: A FEE R R RIIIE biFIJTA’ETa“t(tZDInteI
8255, Intel 8251),

- AalfmiEsEOl: Z:E‘E%EEI%%EQQEDJ%E, (Bn[ BT L IKIBIER
SCIIAERIIEE(UNF T O Fintel 8212)

IRBAMSZE, BEAEOMNERE

- BAEO: ofEimIMgER, Wintel 8255 8212,

- THEO: j]%*?l‘lx‘%%ﬂlﬁﬁﬁ?ljuﬁ'ﬁﬁ Hintel 8279TT4RFZ4E
2/EresEM; Intel 82757%&CRTT?E%U%§T§‘D%§O

IREUREERIERI AR, BEFEEOFMDMAZ

- Tﬁﬁ%gﬁs%‘ﬂ AT EEEE -tltxf Higs, WEEE. FTEE, W
nte .

- DMAZ(#EO: AT &EEERI/ORE, s, FERAIntel 8237,
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~ #0 (interface) #iwO (port)
- im0 =EOFFS EUE. 76, KE...)

- %00 = &R = NP im0 + =HhZE

el iy [ b Jaas
2% 4 2 T ﬁi@'ﬁ
| GaRmmR | D || e o= #F
ok 21 B WONE
CPU |44 i | %
K& | BERE | | B || #4FAE L&
<::| TR #"@”‘?&E% |
L |
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1/Oum 4RI =,

o TEAESEMREIMMIO: Fr—imht
— EFTFiESEAVHEIETSE] EIJiZUHj%—IXEE%‘ JESRIMG X (55T

— ERERIIMOVELEFIES (load/store) WATLAGIANI/OEO
— Intel MCS-51. MIPS. ARM. RVZ3XH 0 )

— Protection via page table J I/O %
) ﬁﬁﬁl Hy&gjpl\/“o zg}ﬁéﬁ:ﬂiﬂ: LDX};XH b ﬂlij
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— B SR IEHEEEEE: MO
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MMIOHI: Keyboard example

Keyboard

Data register
Control register |R

Text/Program

- 5y —keyboard data
interrupt enable bit 1 * JKBDR

ready bit KBSR
—— interrupt signal

to processor




PCI2Z:1tBi=Sa)

Memory Map

4GB /16 EB_z 1

PCI
Memory

AGP Video

PCI
Memory

DRAM Boundary
Extended

Memory
1MB
Boot ROM
Expansion ROM
Legacy Video
640KB Sl

Conventional
Memory

1O Map

64KB |

PCI IO
Space

Data Port

Address Port

1KB

Legacy 10

CFCh-CFFh
CF8h-CFBh

PCI
Configuration

Space
16MB 4 1

2568
2568
2568




Issue read Issue read CPU—L/O Issue read CPU —DMA
»| command to fj CPU—1/O »| command to Do something  |block command Do something
I/O module IO module [ ~ Telse to /O module ' ~ Telse
Read status Read status — — Interrupt Read status — — Interrupt
of /O /0O —CPU of /O of DMA
module module I/O—=CPU module DMA — CPU
Error Error Next instruction
condition condition (c) Direct Memory Access
Read word
from /O /0 — CPU 1/0— CPU e s
o . VORI
\ AY
— IBICPU
Write word Write word
into memory CPU — Memory into memory CPU— Memory — Z:]\EEC PU
No Interrupts Use of Interrupts
I/O-to-memory transfer through processor Programmed I/O Interrupt-driven I/O
Direct I/0-to-memory transfer Direct memory access (DMA)
Next instruction Next instruction

(a) Programmed I/O (b) Interrupt-Driven I/O
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* \/ A} | A3 .
EREREI:
miwowemi> - HCPURSHEIRISEITTE

+ =S =
JEho st =7 I :
< - FF, B (ZXineks%)
Ready? N * PollingJT44: ~600cycle/iX
l « Mouse#%/bpolling 307k/s
A3 /\\
2 + ZIRTRIIE
v Hivhk 2% N
et 8. WAEE L ATV
N
V|

CPU |
A7l
< /\ J1
N Read
] write
- ready
l Pl i 2k

( END > RIS SMER % 18




IEFEIf): Keyboard example

Keyboard

Data register
Control register

Text/Program




[E5.5 ARG
FRERIEEI/O

(85.5, §8.4)



FFIWE%M

RIS
- EEMERFIIT, BTVTEER, EEiTRRERRSE
R AR,
- REFER CER (FR) BTEMES wame
- FRRFAYIORE: WEMAMNERESRME (1/O)

. ChETIRSTER (ISR) ‘Qi@
. CREFEEE: RBICRETE, ISR

- FRETRSE: FlEHlEE (KOG, Bk + ISR
Fetch cycle Execute cycle Interrupt cycle
< Interrupts
v

disabled

. Check for
-— - ) Fetch next . Execute .| 2
START “ | instruction = instruction o ipshictihs o
) ; Interrupts| 5 ocess interrupt

enabled

( HALT ) 21
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#E— 3| CPU
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W CPU [
EA—AF

=+ CPU—~LO
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ISR
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'O—CPU

i

I/O—-CPU

CPU—~




Rre K

Sy :

i

- - INTA INT
3F 5 i = W U A B i W J | 8259
8086 . ) o
| L 1
CPU IR, )
INTR | ¢r 20,
|_ TwEE BS9AL IR, 11 | I
| H — IR, “ e pur [ %]
INTA EPEFEU%% — IR3 AR %~ (,::)H:‘.i,:h(:: # K — IR3
IR 1 nl| |48 &% #4z— R4
L ) | (SR (RR) [ R2
INTn | |INTi | | B 7 — IRy & T T - IR7
j:b/\\. j;l:./\\. 1{-& 1:: ':F' I*ﬁ — IR6 £
E4 E4 H bR — IR, \ <::>| S ey |
RV: Comrpit.
Core Local Interruptor (CLINT) Poing
Platform-Level Interrupt Controller (PLIC) Inst. et I Data:
Mem Mem-
(Software )—= — -.-
- N CLINT . PC sddreas Illegal Overﬂow ata addreﬁs
Exception Opcode Excepttons o
— RISC-V E
;)__ CORE
Csm )| PUC |-
L&)~ Handlor Kill Fl I Kill I Kill iASYnChf onous rmn
CEro DO~ Stage | Stage Stage Interrupts ;wnteback




AN

T =i T
Eype

R C g

Status register $12: @ '*E g% le Q Q
325428 D . D, D .
15 8 4 ~\i'o CPU | | |

L ] 1 D

PR 1 FU 2 P n

Interrupt
mask

B K8.29 CPUH i & A INTA

INTR, INTR, INTR; INTR,

MASK, MASK, MASK, MASK,

J# K15.38 A HERA JE%8.25 SIS B il



Interrupt driven keyboard

$s0: %iﬂ:

W ISPHAREESG!
Keyboard

Control register [R

—keyboard data

ready bit KBSR
D— interrupt signal

to processor




F55.6 DMA

« IR ADERGAHAEESRIE
— 808641 1HEE (GREZAPHREE) | BEZ% (RAE%)
— ZDMAC
— —\"DMACH]EEZ MM (TBE)

Main
Processor - > rh T BE
memory
System bus l
Disk/DMA DMA
controller controller
Disk Disk Network DMA E¢ RDMA
Interface e i




DMAFT:

* mLﬁTw %L

— FEEHREFI/OMERE

o IOEFH5IHEAES IR

- #t8: T (BK) ., $iEE
SR,

4N8086Z8%4 (FCache)
¢ )—lLr}EH » '

« DMAIZIAIGEL:
— QESEEE:

« COAFRR N “HIIZII” ,
— EERA (FFEAEIEX)

¢ BREATR TR 2

— XEip/a]

« DMAC: g3

— ORLEES

J

IOFIT1E

N

—/ Q,\g£/ E

(DMA Controller)

processor memory
t AT 4
¥ -— — ¥ /
v
¥
I/O Interface

= CPU /0 d;vice

: AMEESASFHRTH

hmmmhmmm

io] %LP i

M%ﬂ%i

iUJH; EEEER

RSPE



SE ey ey

- AMIERERMERLATHES: 8086 T T

« CPUEELIVIRE : - I{'"—-__/"
- Lot /0 Interface
SEASE{(;PU IR g% (DMA Controller)
_ =RiEn ;
— DMAfEE 110 device
- DMA*:F}E&,U\QE |
— CPU%%%2 pupipEpEpEpipEpinEpEn
o HREIFLMFALA  [swam
o BEAR |

- ESAH

° |H JE}I‘J ,ﬁu'\gi;_lz ( MaStel’) }A-LX == (Slaver)
bk .




[BHAEFEN (cycle stealing)

.« /OIZFAHEDMASKET, I/OIREEH ARG
IN—P B LN EZEER,

5=%5

— CPURIRBTE (EZ48<mul, Cache hit) : DMA{EFE

— CPUIEEISTE: DMASSF, SAIGTREES(FERN

— CPUSDMARIRTARZE: DMAfLS, HFEN—2I"/MFEVEET (BN
SHEEKX)

.|

ey [ L LT L L LU

. Tu[TuiTles TulTuszlTslTulTIITlea

CRE) [ MBAY —le— HLEBEW HLEAE —>
(B4 4) (B Rt ) (BATHES)
. 44 AN >
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HERET
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CPU AW < 1.2ps >
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Mhtfglagl X DMA X CPU )(
HRBLR
(5 | EREX
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worsa | N ova X o @l
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(c) DMA 5 CPU A& ik 4]

e e ey e s

> IXMH AR EE
S fE FAN AT AT
IRTHE, B ERN
EE GG
EHIRY. SChr B2
{ERk 7 CFNC, =l
THIZ IR,
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. 1/OKE
- WESshg
- WESKE
- shEshg

I R
BREREANR
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& —— (7) BOYEEEGE
1
(5) DMAE*@EUW@{ l (1) BOAEEBE, K
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# g N.| DMA
' 7| iz
o BaAE — >
M
5 (4) DMAZS 1 2230 M Bl M il 25 43
(8) HHS M RHR

o fF: RTF->110%0-> K8

o7 Ik

— =MEE: bR (CPU)
« CPU (8086) M2k Hl8% 7

BT, g,

5 KRIEH
. BRI
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(DMAC)

(9) 8086 [H] & £k HilAX
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DMACHIEALAR,

» DMAFZHIZE(DMAC)tBFR{EDMALE
- FEMPBUIETFES (Address Register)
- BER—MEE (FB. F) |, ik

- IREMBIIE RS (DAR)
— SNRREESRIH AR E AR E S

e ZITE488 (word counter) ¢

- WUREFSEE (BufferReg) | [ woo [ [ Tlum I
- SRAIEENESRS Foeai o e
- IR —EEIIDMAC N 18 o

+ DMAfHIZEE o |7
— DREQ-DACK, HRQ-HLDA : E
— BAINE: SR : .

o« R ol o |
— DMAZER: WCimt, #HT /etiE” DACK i

— DMAHE B K547 DMAC 32



DMA?Q}E EZ 5T, CPU-DMAC- I/.

AAPEESZ ) DMABEBEIIZN/OKREE, W a&ERE:?
- sEEPXRENEA TR

. DI\/IACG% CPU: Z/1°"DMAC A R s
- A/\ *75_ _t %ﬁ_t/ Q&H% e CPU ;huu; ;?i ;I\éi
— zﬂ_ﬂﬁzﬁb I ERNLEE JBMAW‘F 'l + B

« DMAC- i8%%: BADMACZMNEE _

“ moos 10 Hiht £
TEREREY . X" RN IR pia
&« b2 ] .
° 1+§&JE ? MA #K 2
\ . CPU MA iR
- ZIRA. RE EEFRIAIRES AR
o FE A a1
® zﬁjﬁ%ﬁégﬁg il:l_g‘ DMA DMA DMA
Bl #£02 #0313 EH
= > T 1T T 1 T 0
i { U ’ = .
| o2t | ¥y S I ] M e ‘Jﬁ{z_fi_'" ﬁi_ J# K]5.49
|$#tﬂml:ﬁﬁ%%] L —#%& 2 (a) HRELHE DMA B O
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DMA and Interrupt Breakpoint§-

Time

Instruction Cycle

Processor | Processor | Processor | Processor | Processor | Processor

Cycle Cycle Cycle Cycle Cycle Cycle
Fetch Decode Fetch Execute Store Process
Instruction | Instruction | Operand | Instruction Result Interrupt
¥ A
WArchs =t /
HJH 1
Z JA DMA Interrupt

K2k Breakpoints Breakpoint



LR HUEES, RV$6.9 )

| IP WiE R | | eg

* ISO OSI 7)§1‘j]‘]‘/>‘( #ﬁ 8 6 2 '45-15{:0 45 _____
— TCP/IPpY MAC o1 [Eisttit Siest | 2 | W' o® lFcs| mac
_ Ethernetiil Nabl EECECECEE B SEEEEECEEE Tham
o BOHEAR, HpEa, K s
— B 28 PDU (o womopwoo]
— FCS: frame checksum, CRC LEECT it
« M-FENIC @IHLA @HLB
— MAC+PHY
Z oA CEEEp I I e
-oma
A-PDU ] =5= - I—Akﬁn
— TR TR
| S-PDU 4 4 [ 's-PDU
— ] - BN ~er | —"

R 18 18 |
DT| l N-PDU Bl 2 992 g sam PROT N-PDU | DH
[ 10101010101011111110000000101010 ] 1 1 [ 10101010101011111110000000101010 ]




- WEREIREE: $6.9, BIWM_E

- FBF#E®: BFRZE

« AP PiE_UEﬁ Drive rﬁiﬁé&?& i{:::%m" %  FirstBD
- EO Sgﬁilsaj@ﬁgg;q] B Uf D{*«'Ir.:.ﬂ:tthntglc E » Buffer pomnter
- E%DNIC BD{EI%‘ * Move ;:id;:f\ia\ system
- D MA}‘ABU'H%}RE&?E@}%FI\ ¥ Gcnem:l:af:x;;)t to core
EIJ TX i Status Control (W)
_ DMAEI]I;_‘:E %I:ICPUE\ % Eeiialh Last BD
}EJZ Buffer pomnter ]
Rx Tx !
— DriverfEnBuf -l g § AP R
. itk FBFESIE->0S->NIC é [ [
- TN BPZE->NIC § "L
— }Eﬁ)j ILJ\L1I:| JE_?' OStB}ﬁ MAC
— HGFINTR: BECPUMKER PHY . Systemmemory
AJ3IE i
— DDIO: DMAKEUERYE MW RHDMA Engine OSIH %4 Buf
BEALLC (SPM) BD = BUFFER DATA?

— Cache SMMEHE—Z(14L?



RDMA

« {FFADMA, M—PENRIRFERLES—1ENRNRF
B EETHMR3ZRE, fWinfiniBand

RDMA (Remote Direct Memory Access)

Nm
Al

| CPU | Buffer 2 :

Buffer 1 I CPU I

NIC
e Network » j
(RDMA Engine) . > (RDMA Engine) i
Src Address Host A : |
'—> (3) RDMA

|

|

|

' [i)'.l .'\lil{["'-'- ll“-' H
: CPUs program NICs '
|

!

| 1

!

: 2. NICs transfer data

: 3. NICs notify CPUs wieir done

N —————— ——— —— ————————— v W) G ————————— - — - — —— ——— —————— — —
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. EFFEIREREIRL "SI
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device driverfyIhge

- IREEHE
— Hardware Startup, initialization of the hardware upon power-on or
reset.
— Hardware Shutdown, configuring hardware into its power-off state.
— Hardware Install, allowing other software to install new hardware on-
the-fly.
— Hardware Uninstall, allowing other software to remove installed
hardware on-the-fly.
— Hardware Disable, allowing other software to disable hardware on-
the-fly.
— Hardware Enable, allowing other software to enable hardware on-the-
fly.
- ESIRE
— Hardware Read, allowing other software to read data from hardware.
— Hardware Write, allowing other software to write data to hardware.
H A=
— Hardware Acquire, allowing other software to gain singular (locking)
access to hardware.
— Hardware Release, allowing other software to free (unlock) hardware.



IRENIS RS

- struct file-operation {
/_N, ReMe]T F’Tﬁ‘} int (*lseek) O ;
ThEETR1 —> int (*read) O ;
. . int C*write) () ;
- int (*readdir) () ;

int (*select) () ;
int (*ioctl) () ;

int C*\mmap) O ;
int (fopen) (O ;

IHRETENn —— {5 T2 int (*close) () ;
int (*release) () ;
— I int (*fsync) () ;
\ int (*fasync) () ;
— P int (*check-media-change) () ;
L m int (*revalidate) () ;
}
= e
B 6%
N, i
(4

Hr D




Bl: LEDRIFSIEE

Int main(void)
{ Intfd;
char led_on = 0x01; IS RRAEL

&

r~_m s

fd = open(“/dev/led/0”, O_RDWR); /$IJF ediZtFIEE]
if(fd==-1) {
printf(*can not open device\n");

exit(l1);
}
write(fd, &led_on, 1); /ILEDF
close(fd); IS
return O;




NG

Main

Graphics PCI bnidge

- AR T, WE. & ‘ =
— NG ‘ |
— IOEOMEARTIEE
« VORGHM (FED, HW/ISW) contrller
o Ymbk A E0: MMIO, JS7Zmk | ]|
o IR A, T, DMA bk Printer | | Mouse | | Keyboard
— HRRTHZE R |
- DMAJHIE
!

— B&: 5.4, 511, 8.24

o SCIG?2 (|]1E) : EFXilinx ISE, i&iH— TinyComputerR4,
— ZREHRY: MicroBlaze CPU, on_chip_ram#JJTAG UART;
— BEHIET—EECTER "hello_world_lIxx”;
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