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FAULT-TOLERANT COMPUTING

Failure(Z=x/H[&): When a component is not living up to its specifications,
a failure occurs

- Error((g51%): The part of a component's state that can lead to a failure

- Fault(fRfe/57E): The cause of an error. Types:
— Transient({8/): occur once, then disappear
— Intermittent(|8]8)): occur, then vanish, then reappear
— Permanent(¥/4): continues to exist

=
— TIEEME: MTBF = MTTF+MTTR, FMERAFR
— AT AM=MTTF/(MTTF+MTTR)=T{ER18) (T{ERTIE+4E(ERTIE)

9" s |Availability Downtime/Year Examples
MTBF
1 90.0% 36 days 12 hours Personal clients
2 99.0% 87 hours 36 minutes Entry-level businesses
MTTF MTTD MTTR MTTF
3 99.9% 8 hours 46 minutes ISPs, mainstream businesses
Correct behavior Diagnose Repair Correctbehavior Time
4 99.99% 52 minutes 33 seconds Data centers
5 99.999% 5 minutes 15 seconds Carrier-grade Telco, medical,
First Begin End Second banking
Fallare Rapeke B Failure 6 99.9999% 31.5 seconds Military defense system




Fault Tolerance: Redundancy

femMTTR: @5, w54, Fll

— R “HEPLERR Celiminate) , HEEf T (mask) 7
it E RS M@ R EZR RN, HORBER S LT
i 2 IR 55

— RS IEL . AR RGEH I H EH

— HEERETT: R ORIL, EAD) , 5

TURTOARERY

— Information redundancy

* Eg, a Hamming code can be added to transmitted data to recover from
noise on the tansmission line.

— Time redundancy
* is especially helpful for transient or intermittent faults.
« Eg, using transactions([7l7&, rollback)
— Physical redundancy
* Eg, 747s have four engines but can fly on three
* RAID



Error Checking and Correcting

- Two major types of data errors can occur in data
transmission:

— hard errors, which are permanent, arise from broken
Interconnects, internal shorts, or open leads

— soft errors, which are transient, are caused by system
noise, power surges, and alpha particles.

» The processor (MIPS R4000) verifies data
correctness by using either the parity or the
SECDED code as it

— passes data from the System interface to the
secondary cache, or

— It moves data from the secondary cache to the
primary caches or to the System interface.

. MIPS R4400 Uman_book Ed2, 163
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fRia LT (Parity Check Code)

5) IBI0—RAR

HiR) —EH TFENEUEIE(BMEIEPD, b, -bib) o
- E1EG: i "1 RNEUREE
» 0000 0000 - >0000 0000 1

» 0000 0001 - >0000 0001 0

— (BI5G: i "1"RNEUEE
» 0000 0000 - >0000 0000 0

» 0000 0001 - >0000 0001 1
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W. C. Huffman and V. Pless, Fundamentals of Error Correcting Codes
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. E{BRISRYSCH (VHDL) &

entity IPAR is
generic(PROP_DEL: time);
port(R: in Std_logic_vector( 7 down to 0); P: out Std_logic);

end IPAR,;
0 — =1
L =1
=1
. . T e
architecture LOOP4 of IPAR is RO re) n 17 Lo
R(5) —
signal CLOCK: Std_logic := ‘0’; "D ) “o) N
begin RO o)
R{(7)— =1
OPAR: process(R) R(6) —| T
=1
variable X: Std_logic; R(5) —{ =1 L

begin T
X := ‘0’ RE)— =1 =1

R(2) —

for I'in 7 downto O loop Ry — =
X 1= X xor R(l); RO

end loop; AN -
P <= X after PROP_DEL: 1%1:5&3‘—12:52"5
end process; %L‘EE Eélx E% ?

end LOOP4;

o
xR




- RXNEHEREE (ECC, Z#)

A DB [a) A o) AT A R I L. 5140
Ar Ag As Ay Ay Ay Ap Ay BRFAIRZERAL

B1FEH 11 0010111

B2FEH 01111100 —>1

#3FEH 1 0 01 1 01 0 —0

®AFY 1 0 01 01 0 1 >0
L A A A A A

2 N Y L S DA

Error Correcting Code: “#ifr, 2d—AL” ?
fich 2 2
ECC memory



1S Hamming KT (Kg )

IREKAEE, ruBEai,
REEME2MES.

GRORIIEE

21—

GRS /M ? RRISAIRAEMR) L? REGAA{AI 4R, ?

1>r+k

, MR- 1MERTEES, FHEHEESI UL
50 BE A EEK TSR P e, EIE:

BIREEELAARIGE? EFFR4L.2

=Rk KAV ISUVE:;'() Richard Hamming@1950
1 2 3 1968 F R %
2~4 3 5~7
5~11 4 9~15
12~26 5 17~31 JE AN
27~57 6 33~63 RV2 $5.5
58~120 7 65~127
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CRC (Cyclic Redundancy Check)
+ CRC: FEN[&f=ht=a. #EEE

- BFR2ER: AR (HfE(
- BRONRAEE: B (BRAK 07, FEA “17)
- BOFR: RIENIRABSRZA
- 288 IR RREBHRY
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