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« Real-Time Concepts for Embedded Systems, 2003
— Qing Li, Wind River Systems, Inc., A lead architect
. H3 _
Real-Time
- 9. @% Concepts
- 6. 55= eo Eriteeddded Systems

— 7. JHEB\F
- 1. EN S5 RS
— 12. I/OF &%

- 13. NHEEH
— 15. [F2P 518 E L]
— 16. & W)

« S _plCldS?_Il ;
o BRURVT IR P i PIP/CPP/PCP R

o RN EEE RGEUC/OS-II, 25 hR, 2002 [
— Jean J. Labrosse R

GINA-F%B.COM&
ArBooks AR

CN




Requirements for Embedded SW Develop

* Increasingly large and complex programs

« Rapid technological progress and shortened
development periods

 Demand for reduced development cost

In Home In Mobile In Offices and
Applances {.f Uavicas: Factones:
Digial appliansis / 'ﬂ’hﬂ'“mﬂ""‘*\\l
OVD mcordarsiplayers’ | FlEyers \
| Soares syswms | Bigital cameens |
| Agr panditioniss, Mahile phooss

Talephane sala ."'h-.. 'l'w.'-! recordnm
"-nrh-hlllnl;l-:lll:ﬂr:_-"

mle, i_"'
/.

I 8 ko el | 55

I:lr nawigation syste
in-ssFee e raBr=ndia
In infrastructure: l'p'lIIII'I'I'I-

Elacirane kel I;qh-l;lll;

PowRr Gy lams |I Eyslams
'I'ﬂ-':lpwullnn Intuligant ran span_
!:.I:l-'l'l I-'!'lhll'l'l'l-

tll.'-



RERGE 5K

o B TLS. FHAT
- RGN REE N, M ECPURIE T B [H]
o BUEMIFHATZRRT . BUT5ERE, B—RRFA E 3BT,
* DOS

© Z4ES: FRPAT
- grisfe CPURFA 73 Fry NI 8] Fr AT A R RIAE R
- INIX
- K BAREFAEARMNH, &aiiegaiar
« JBHOS: A1
. /\]\EEOS 7P (cpu, mem, time. . . )[R

- RTOS: H}[E]Z)HR
* FreeRTOS

AL, ZAHAE, ATz
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OSIAZLEH: K BRI
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EHRE / /
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><Er

 OSHE RGN R

o KRIWZEAE RS (Monolithic Kernel)

— R . W IEl . UMF RS R E RGN
P SEIL, IBATENAZIRES S TR Huhk =]

— P D AR ()08 fﬁM#ﬁﬂ%@ﬁ%%ﬁ%ﬁ AL
B AT R

— A NIZER, S%ﬁﬁy,%ﬁﬁg,#ﬁ~aﬁ
AIREAE s T H e, e SEREN R, e,
2 AT

« A% (Micro Kernel)

— Wz R S B 2 el N A S ) A T e

« BB, P ARG, WA IKE) . IEINEDIREIENZ 200, RN R
Gk S RGEME, XL FEM IR MistT.

- R A MREREINZ, T8 B
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1 2512544 Linux
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N1 R 5

o A 51 AHPEAE RAE A KX A
o XTRAINRG IS B HEE R
— WIZA S WA | RGBS 51 1a7
o« AQHE 2 )G INROMAH &=
o WIZHIEFESE R8N T RAM &2
« WAZIVCPU & A B 8] 292~ 5%
— P2 IR ANXEE RAEZAKN 7 “Rgi=sm]” M “H P45 a)”
« BAERG “HNZ” S55ME R FTE T 2 [BAHA P E )40 3t
 RGHHTIE R bR LA N AL
o NHEFEOS APIX H#E A Yt 5
o TR AINOSHE RZE MK N IZ 454 (kernel)
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Hardware Independent Software

Hardware Abstraction Layer : BSP&Device Driver
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SRR RS

« RTOSHIZELR
— SRT SR R B
o EETRIA. TS
— PR A) P
— B [A)AT Ay AT SR
o ATART AR SS B FAT B (] A T

— Task dispatch time & switch latency, interrupt latency, synchronization
« g ZE IR
— =R R
o HLRMERETR IR
— WiZ K/ JIK~JLEK
— WA e 1ms

— SN

2145

e IS TR] . 20~40us

— B

I NS [A]: 20us~ JL A mS

lIxx@ustc.edu.cn
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Real-Time Operating System

« Kernel (RTK)

— Scheduling
— Mutual exclusion

« Executive (RTE)

— Inter-task communication & synchronisation

— Memory management

e RTOS services

— File management System
* FAT file system

— Networking
« E.g. TCP/IP, CAN

— Graphical User Interface support

« E.g. OpenGL, Embedded Qt

L

1

AN Java

TUA By

P28 R Sy P2 Y A

2R ZHEETH
TR HIF R

HOER FOER
XHESK MRS RS
Mg £ 5% M 2% M2 A5

st P st P e %

1980 ==

1990 ==




Embedded Linux
FreeRTOS

In-house/custom
Android

Debian {Linux)

Ubuntu

Microsoft (Windows Embedded 7/5tandard)
Texas Instruments RTOS

Texas Instruments (DSP/BIOS)

Micrium (uCfOs-1)

Microsoft [Windows 7 Compact or earlier)
Keil (RTX)

Micrium (uC/O5-1)
Wind River (VxWorks)

AnalogDevices (VDK)
Express Logic (ThreadX)

Freescale QX [ 3%

Angstrom (Linux)

Green Hills (INTEGRITY)

I 3
I 2

2017,2014,2013

IR A ZWERTE &9t (122007%

22%

20%
19%

Inin O S CuStom

Androd

FreeRTOS

Ubuntu

Debran {Linux)

Microsoft Windows Embedded 7 earlier
Micrium (uC/OS-1, 1)

Microsoft Windows T Compact earier
Wind River (VxWorks)

Texas Instruments (DSP/BIOS)
Angstrom {Lnux)

Keil (RTX)

Freescale MGX

CINX (QNX)

Red Hat (IX Linux)

Texas |Instruments RTOS

Wind River (Linux)

Mentor Graphics (Nuckeus/Linux ) (Met)
Analog Devices (VDK)

Green Hills (INTEGRITY)

Express Logic (ThreadX)

QNX (Neuwtrino)

N\

VXWOrk5® l.l f @ 120‘ é, WEE L 47:—
W'I'ND RIVER WIndWS J _%‘Q& \t;:
L_/"'i
= O LuC/OS-II Lé
g@ The Real-Time Kernel 4
symbian CIN2O=01D
i 05 i Android 4
N 24%

= &

m 5%
q %

E—
4

Base

#2014 (M= 1098)
2013 (M = 1536)

Cumently using
27 operst L Sysiem



~ VxWorksi A 282 15 R0

SCFEFER32/.CPU
— x86. 68K. PowerPC. MIPS. ARM%:
ST NAZ G
— ARG BT AT B A 2 H

o H400 L ARSI JE /ANKEAR K E bR b4 i
FEEME
— TEHR IR G fi KPR P b S P A% PR s TR] ] S 2k
— MR 7 TSR e B AT 55 S

o« YRR AL
— FRPOSIXELI R GibRiE
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VxWorks Architecture

HOST TARGET
TORMADO® 2.2 Embedded Develop ment Tools VaWORKS" 5.5 Scalable Runtime Systam

Compiler Dabugger
Graphic= Jawa Support

Project Facility
POSI Library File Systerns
=
ATES Brentand O bjeck Ana by=iz
M ultiprocesasing ¥irtual Memory
Application Daka and Ewvent Analysia
Metworking Protocol=

Code Coverage Analysis [ Ethernst | ——

Memnory A nalysis

Source Code Execution Analyais




VxWorks 3k A 4 il f i

o TR RIS N #Zwind
— TS5 R E
— 55 [F) 2 8
— R Ab TR
— BN #%
- NP E
o [/OMTE R A
— 5ANSI CHAERNOME R, F A
o UNIXZZ /O 2 41,
o [H][F] SR B F AR /O EE R 4

« AW RS

lIxx@ustc.edu.cn 16/94



 VxWorks i A A4 il R (28D

o X% AbFE AT B
— Vxworks W 2% Ab FEAR B 58 5 1VF £ iz 47 H A s 1 X 45 3
ITi81E, WTCP/IP. NFS. UDP. SNMP. FTP%
o MEFLAAFELELVXVMI
— VXVMIFEZEH T X8 2 WA X R, WA A7 H s
ARV XMP
— FEMHT 2 AT IT RS B EE S = T
BBAF] . WA H
o R ZFFHBSP

—%2%%@#%%%%\¢%%@2\%ﬁ%\Wﬁ
H
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~ VxWorks 1A

o JBRSEEE, ANCLIEROS At H xR,
— NPRIUESERf PR, Fedn 7 —UOSHHR
o . AANAAEHEPRA XM EEBEN, AR NT,
— PRI A S Ak AL
— KM EARA R LT SCU15 A i [B] L
— % MNAEE (EFE B th B NMI (non-maskable interrupts)
o ARSI RA AR TR IIFE & AR5 M
— 42472564 (0-255)
— HP RSS2 e g, (B2 XM EATRME
— P PAB e —AME S AE A R = AR 55 B R e
— SOV P [5] e AE S 2 v 2 s ] R 7 A 45 1 B ) 12k e
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~ VxWorksiit 17
o AR PR SR AL B 1 OIS

iy ORI B i

— KRG RIETE

» NSCFFRZ M

JF1APIs
WS 5 354 POS IX s v 1) R 4
o REXH 7 Fi=

NAFEH, HEH T3

SENAE, IRIEAENAE, IXETIIN
AFAE IS [R] A 0] P 44

o NV A T LR

P Fil S 2 255 o

R PR A

] SIS R ™
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RTX, KEIL A1t

« 3T Cortex-M3/M4ZE
— SRR IR IR TR
o L5V EMERIL T HERTOS
— b N 3CUI#R Y A< 300 cycles
o PHEE: fEI. FRICHPME
o NREERIMESS, ZFIMEZH R G 25410052k
o NRFEIINEFE 55 B/RERECNUHIT 45
o WRZEREMEIEZRIEH
» pVision IDE/JA AR 582 X FFRTX




- BRARERTA#ZUC/OS

o Q0FEMH], RIS SLN #:1E R S
SIS, SO0, 5. S BTN
HAREFACHE &, LG S RO R A 20007 A <

C/OSIIB&/J\ﬂIiZKB B/ NERAME K 10KB.

—%Bﬁﬂﬁﬂ X % CPU_E
* Analog w\%/\j AD21xx
* ARMAH]: ARM 6, ARMY7
e Hir/NHE]: 64180, H8/3xx, SHZ&%
 Intel>®]: 80x86, Pentium, Pentium II, 8051, 8052, MCS-
251 80196 8096

! 80C166, TriCore
m): TMS320
gé}ﬂ: 7—80, 7Z—180

RIS RBIHLIER] . IR
TXEIL:/%_(_)_L\ Ilk;lﬂ‘nn@juéc.edu.cn

EEFEEEM@

2

T
AINE!

iy
R

~
-
b4
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 POSIX#zif

« POSIX (Portable Operating System
Interface for UNIX)

— NPRHEA ZRUNIXERAE &R Ge AT b AURAT BRI AT
T HRE . 5B B T A AR L

o SERYTRE

—1003.1b: —4

1T SC S g R bR 1
o “RERETERR ST [ BT ] P42 AL i 75 K

—1003.5b: —/MH=4F 1003.1b (SEI)

Ada &5 1) AP

lIxx@ustc.edu.cn
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OSHIAR %5 5 <

Application programs

Application programs

Utilities

Programmer

o ITRATHE
o JMiEEL

Operating system

Computer hardware




N A

o IR ANEAE RG MR

— NI RSk R 451

— W IR N RERE R G
o RTOSH: AN

— FAAT S5 Y

— ZAE S YmiE Y

R, HF. L3

— /10T A%t

— (FhfE 1
« RTOSHH:EETE b5
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- OSEEFHR A AR G N RFE

« EHI RS FHTcybernetcs e T St }=
— Singal: continuous AD |- 5
+ sampling, 1-C-O e

= — (s

- JEH]. period, rate

— control loops: “sense-and-control-then-delay” cycle
o MAIFENL: FHTevent-actionfEi Y

— Event: discrete, spontaneous ;}@W—‘W&W*—W—
* Monitoring o o w0
« sporadic, fx/>E]k A
— ET: H oz
- i1 EISRIPFEESEERN. W5 G R% T Cer
o W2 PWIARIES, EHTRWN. 2E% e
— TT: WEPIRED, #iH =
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- APERER AR VAR ET/TT

« BT FEISRAFERS SFAERIARSS - BTG 5 A5t
— T L[] = o A ST 5] = e B9 S R B 1]+ e 7 AL R B )
+ B2 WAL, LS EmF RS . 2115 A5
— PEni: W R WTIRSS IR, AR T R S A 45 (s
— 1 1) = O T 5]+ 55 Y8 38 ) + 255 AT 1 1)
- ARSI, (58 (4B, R
o RORRESR: FURBLE, 0RL RR 5) i A
o LS HUTIIL: FEIRI [ 5 B (WCET)

NN
(s =
A ER AT Fle] S 4 1
s
HERFAF2 M) 2 g H4 2
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il A 2 A A A/ 52X

T RGHEH] . BAESS, KHOSHIH

— Run-to-Completion Tasks

L
Hl
il

— Endless-Loop Tasks: non-terminal
o HA| RGR A EGE B IR AR hisdT
- HIlE& &%
— cyclic executive: cooperative multitasking (activities)

BIR A= 2114, Divide and Conquer
— Threadst® . ZALHH K FRIDIMAT

« CPURNRS T — RIUESFSFHIZHE—1

¢ FECPURIFI I 28 B A 1R 47

o RERLRRRFFRLRAL . R
— WA RERAE RG AT S A
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RIEERS: ETH, %1E5% (SR @

ks,

o
s,

Fiy 1]

sr | SR

void MyTask (void)

1
while (1) {
ST EREEE . BT, A IR (95 2 ISILrLodeseus
R I LR M ST S E R FEBIGHT fasiamopehatin,
eI IR R ST 551 R 6 J



maln{)

Head senaors

Bwltch
genaor data

o
Calculate
fuel /lgnltion

F.3

Swiltch

SecondaryRPMISH()

IgnitlonFlreISR{}]

Calculate RPM

Activate Ignltlon

controal data

Fuel/Ignltion
Constanta

InjectorXISR{

Injection active:
get deactivatlon

Injectlon not active:
{zet quened activatlon)

* Data acceas —

RPM
Data

_[Prima:yRPMléRu!

IgnitionFire
Diata

-

Injection

IgnitlonDwell

IgnltlonFire

Injection
Data

— * Set IRGQ trigger = " ¥ Set trigger fag

IgnitlonDwell
Data

IgnitlonDwellISR (]|

Charge
Igniltlon Call




cyclic executive: TT4

ERAEIS: R, RS

int main(void) { Z4: ., I maink
/[ initialization code here EF LG
while (1 RGN RAGA, 1B —
cur(rT)erip = tempRead(); %i@%%‘g$ﬁ ‘
lcdWrite(currTemp); | ELFIARGR MG th O
P w12 EIEAT

// waste CPU cycles until 50 ms

currTemp = tempRead(); — i
/[ do other stuff sl [ e SN - .

// waste CPU cycles until 100 ms

Timing: minor cycle, major cycle?



- RTOSWZ S

° éﬂﬁz
- PRE A% PO JATHATINAESS

Other

Objects sRs
RS 7 L FEF 5 R fm L. ® ovees ] L
S fEE R RS o -
- MRS MR R M@% o
* ER. HTARER. BHREEL. . . Mw_jﬁ "wh
- (155 E%ﬁ%&m
- N 11 = SN 1]1% SN =, 5
- K/ e B B
AESILF. [ S
- FEE. HE. HMY BiE. RPEY. HENGESE

- PR SRUEEASEE (K10ms) RGN, e TH
- WAFE L A IRME R AR, NS, ORAE AT TN
« ZRAZ: REEtime L
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»

A R, process. threa

) jj\-%% Léser -"':"'-pp”CEitiDﬂ Process

- BEAR x|
an 0 (R RE R

— AT
?

Kernel Task
C"Wirtual Processor™)

Kernel

Hardware



e
gyl

SR A

Process context Multithreaded

Process Context

General | |
Stack ~— Sp | General Stack Thread 1 Purpose | !
Purpose Registers | |
PC|Registers| ————— 11— ———--- -
/ General | :
Toxt Stack Thread 2 Purpose |
Registers | |
Fleand | | [
Device
Data Descriptors dex
OS Data
Structures - File and
ata Device
Heap Descriptors
OS Data
Heap Structures




- mRATE: fE5%. thread

RS TG GRS, &R
I C. T R 1 m—

- MBS AR | B
o ;&2OSH] RN — N PATHTT | R5

- HHCK —EBCPURAFE (LT Atk | “
o ARSI (TCB)#H AT & X 1.

I R8

— BEPMEF IR T —EHILTER | =

» ESFERAR ]
— BFILEM. oL, Bk, R [
— HHEA1ER: precedence’k 5 Program Coonter (R15)
C BIESIIT: R, S —
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55 & P ) F AME 2

R AL
¢ /ff ;_IICEB i) I N ok running breempted
- dormant complete 4
. ,f£ %ﬁi:jl} blocked invoked
- ﬁﬁ'@{f%tﬂ%@ Tasks are invoked periodically or by events

o IREH
— A E T AL
— I R
— ARHD R X
~- HJf

il WAITING

pre-empt  event

create

_ |:>||:>;F[]|:>C|:> RUNNING
¢ 1{%@@1% terminate\ \create) | terminate SERMnAte
R AP

INACTIVE

— JH B AL
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{£5TCB (Task control block) (-

Task Control Block

task identifier

task address

task type

criticalness

priorty

state

computation time

period

relative deadline

absolute deadline

utilization factor

context pointer

precedence pointer

resource pointer

pointer to the next TCB

Task Control Block
TCB
Task
Name/ ID
int tMyTask()
Task {
Routine while (1) {
printt (...
}
}
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- MEFIRES
|craate

o« RS os%T A e
ikz ANl
o EfFRAS

a. Creation

=
|

R
xa

free
\ +
1.
Created
b. Admission
f. End of wait
2.
h. Destruction Ready
c. Scheduling d. Yield or

preemption

o

_ - 3'.
Terminated g. Termination @ e. Passive wait

>




25 V)

excouting  NHSIEI
and CPU l'l
preempted e
» fE%Context i !
— (E5ICPUZF AR A5 L
== o=
- Flﬁ ﬁﬁﬁﬁ/fti:szj:ﬂ‘ ? needs data i CPU

« f£4%1 % Scheduling
— EFE T MESTCB
o AR

o BRI Ti:::dn:: f
- /ff % i}% E HTJ‘ *ﬂx ? Execution

« done: run to completion
« preempted: ET/TT
* blocked: HJf. [F

o yield: ZEMm
« {14547 /< Dispatch Teoke |
— context switch s e
— AT (nPC) 1 ’
* RSB HE S AT »| & context switch Time

»
Time



Scheduler: scheduling and dispatc

Scheduler

arriveg

Joh J

done;

run;

preempt;

-

waiting

activation
——d

.

dispatching

scheduling

preemption

Execution

termination

o First-Step: State of Task -Ready List

Task 1 Task 2 Task 4 Task §

Priority=70 | | Prionity=80 | | Prionty=80 Prionty=80 | || Priorty =90
o Second-Step: State of Task-Ready List

Task 2 Task 3 Task 4 Task §

Prionty=80 Priarity=80 Prionty=80 Priority=50

€ mira-step: State of Task Ready List

Task 3
Priority=80

Task 4

Prionity=80

Task 5
Priority=90

o Fourth-Step: State of Task - Ready List

Task 4
Prionly=80

Task 5
Priority=90

© Fith-step: State of Task Ready List

Task 2

Priority=80

Priority=90

Task-ready-listfIAE 1k 175 .
W T3HHAT2HI B, # (5)




41 (Scheduler)
. R

- (E55HEF . RS IRITR] . 43 BECPU
- P A, BB, 58T A (makespan)
o FLTISIE e d%I TR 80 quantum 55 CPU
— (E55 V)64
o MHTESS I E] |45 R
o YEMTSSFT S B SR A HAR AT S5 5 H
o YHTESSAERSE] F b % 45 KB B4 J6 2R ] i
o BT EthiegAt55 5 FCPU
- 5183 (non—preemptive, FEFE 5. FEFIZF)
o f(F—BZ HAE—"MELEIESR, BT
« B Mz 5iHE S APPREF X EIFAE S
-3 530 (preemptive, (54030, FZFFHO

N—

>

N1
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5 2% B EE TR (priority)

» BAME S EAE HAL LA
- RVFFEPLE L ?
» TSI
- N AR HAT R AT S5 S B A
« AT S LSBT (8] 20 R AE AR 7 2 PERS & R0 1

« BRI
- MR FPAT ISR, RS PILE S vl AR 1Y)
o UfRTEEA A ?
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| TR ERIBE (preenptive)

ARTR, HhstE
o M AGNE NIRRT, EATH &R
(preemptive) WHZ.
- B e R TS — BkdE, MRS BICPURTHEHIAL o
- H—PNBITE LS — e m RS 3N
TEREER, RS RICPURE AU B RIZF 1 (Bt
), A E R LSS L2115 2] 7 CPURE S
o [ GRS, NI A AR EA
RUPR %Y
- QRN AT NTY R LT, RS 2 BT 55 CPUR A A
WHGRRICBAL S5 RIZF, A A EN R R B2 25
12 Al Be A .
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- AAHEAIL (hon-preemptive)

tMEZ\ (cooperative multitasking)

- HHIT AR S5l — AR L Se AL 55 Fh R AL v il 2
o HHIB AR 55 5 R R P A ) 2 R T ROAE ST, ELENZAE S5 LA
FECPURIME AL, = da gt AT 55 4 RESR 15 CPURY A FH AL .

- BATERES SHCPU, AL OH ARSI
o LT T BB S R S AR
o [ R R SE AT 5 N TE] SR RE
— SERF B T B KA 55 HIRAT I TH]
CARS DA, (BENARIET, WV K,

B Y AT T HERIMESBERLCPU,
MR- 2 M) S 4 HH 2
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- FAHRER vs. AT ERETRE

ShETE 2

LSBT

(2]
- [
(4)

(1)

(5)

(6)

2

AR SE H A5 FET
CPUfE I

o W7 R 5572 P4
LS AL S5

L SRS

B

lIxx@ustc.edu.cn

. o W RS T A
B B S TS B
k1) (2)
o (3) EREEES
s TIME
(3) (4)
) PR S A % 82
CPU/E L
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Preemptive or Non-Preemptive

* Preemptive

A -

B

A

C

D

>

* Non-Preemptive, co-operative

A

B

C

D

Time

o

Time

* Hybrid scheduling

— B is pre-emptive, A, C and D run co-operatively

A

Yy v vyy

Time

WCETs may increase up to 35% in the

presence of preemptions!

In general, NP scheduling reduces
schedulability introducing blocking

delays in high priority tasks!

A =

B

-A

B

-C

D

Time



Preemptive or Non-Preemptive

 Non-Preemptive, co-operative
— State-space needed is smaller: Lower impl cost (mem)
— Norace: fRIEM U7 MR 3L Z BBl ! ! !
— Less overhead at run-time

* Preemptive: Context switching is significant
« Cache pollution, memory size

— Certification authorities tend to support this form of scheduling.
* The scheduler is simpler.
» Testing is easier.
o ISF[E]A] 5. no race, no jitter

— Lius HESA0HE SR, ®AHEKonline & &%k

— KAESS 2 RN Z G LI [H]
* Preemptive

— EURTAES RN o, | A A A A A

— Makespan/> | B-0 N

b RSOk o Bt Bl

— — — — —

o123 5614 wUBBUBKDBY ¢
000000000000 000000




R

o i 14

L b b

- W18 5N (preemptab

— R 1B 7

EPHAT N AZ AR 55

e kernel)

i AR 9518 S I BE e R AT

i e T, 9 FL
45 T

o BERS, WERA ESGTAT ST, oL B P
17, ANEKR 0] B4 h W 455

» AEHE Y

A%

— PWAZHR S5 AN RER I, B
o PRVE RGIPATI S T A b !

— AZHR S5 JCVFr

lIxx@ustc.edu.cn
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Concurrency (R, #5) I‘Eﬂ

« Concurrency Can occur at many levels: conflicts

— non-deterministic interleaving of concurrent activities
« Events ({F:5%) that occur out of expected or desired order

« are a major source of defects in real-time software
— Difficult to identify, Difficult to detect, Difficult to fix

« Edsgar Wybe Dijkstra (1930-2002)

— [EWD 1303] [The interrupt] was a great invention,
but also a Pandora's Box...essentially, for the sake of
efficiency, concurrency [became] visible... and then,
all hell broke loose

« race condition: =4I A ZEI (HF)
— b Jx—>4t4ideadlock
« timing anomaly (jitter) : PLsedt 4% (BRIEVT IR B0
— T AR Ae
— BWATHHEIE (EWD1965) : 45t
o HAHIE, ToRE&, SR AR, PRI




RS R

A P R A SEAA

RS R . BOR G

- BAEMESS &

 Im B LSS RIS U ) B B
- R “ BRI A X7

« Race Condition

— ZAMESS AR U7 W L S A, &R A — 2L

{5

o Im A BEIR DT R R 2RI

— HJ% (mutually
— PHZE (blocked)

exclusive) T T T
% S £
1 2 N
0 1 J

lIxx@ustc.edu.cn I J W /(j




FROARTENE: R, R

RS EF - , RiLTEES
~while {1) { Sp== while {1} {
X s 1; OSIntRxit () 5= 3;
- ]2
(3)
nwa:{: (&x, &y) ) (1) sgwap(&s, &t});
{
Temp = *x; Teamp = *I;
*y = "y
‘x = i},; * (5} i O.S. ‘ ) 't n TWI
: *y = Temp; 4 .
" Temp == 3! g ol

I;ETimenly{ l); _/
}
}
Temp == 3

Critical region/ Critical Section , Race Condition, KAl BN [F] /5, P72



 RBHIERR

* m A X U7 N BT R A A
~ JEAR: AR AN B] 2 HAAS
« — EIX A RESTFAAT, WA SR b
* OSRG T = WP LR IF 71X ?
- . AESS BN SCUIREY, BEATHAE, fR . 2
Y <5 0T AT e HER DRI ERAE BT

« “TIEANRE” lmAIX R ?
o ZFE% 4 (Thread safe)jn] #1 ?

lIxx@ustc.edu.cn 51/94



A 5 A\ pR 2 (reentrant)
o T BAG A5G I A5 P T AS AL 4L B 4 I
BT B P, SBTE TR A SR A 2 R
— IR AR, RIS R (A7 £ CPUZ 17 Bk B b
o« fRABHLE: Y, OSHRSS

Ll

int Temp: Void swap (int *x, int *y)
Void swap (int *x, int *y) 1
{ int Temp;
Temp=x;
kX=Xy : Temp=*x;
*y=Temp; KX=KY ]
J *y=Temp;

}

lIxx@ustc.edu.cn 52/94



B U TR

o K. 7RI ANIE T

X ZHTRF

— XTCPU_ESL, 5k Him

— A HE PR SR

A CRIRIFRAL” 4

u| [;_kﬁ

1 2R 25 1)

A 4 R T VR 1

» RIS

— A 0 TEAE BT I T XA BT 4L 4
_ RHAES RS B, RS 1] by

— A HE B SR

° ’fﬁ : %%% (@'ﬁ) : OS/'%'

— S R By i #%

gyus!

35

NIl

k#11"

@ "l am tas
Acqui

re Semaphore

L SEMAPHORE

re Semaphore

Acqui
@ "l am tas

k#2!"

— X BT BB O TN ZA 1A 55 D Bk
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- HJFHLA EER

< H MHAAFFEAL | 2B & (EREp -
BUEVEE | FrAT bRk | TEEHZ | TEES GIHME | a4t
A Wy A A HARNY | S E S EBD | EEAESS
Mg LY TR | G SR TR WERW A, 52 | TR UL
AU FALIPN i 45K %@Uﬁ%
RGHHE | /D 7N LN
FEHEW | WERER | rregsgmn] | NS ER e G o AT A
?FM‘E Pk H
Nt N SRR AEFIEREE
Blockingft S —
75‘?2 5'] ﬂﬂ ‘I‘é’ﬁ ity BHABRRE  SEFEREE
— iﬁ{ﬁ}ﬁz{i Process B —
BiffBlock

%ﬁ”ﬁ: é% VS. El%lz

T1 T2 T3 Td

}/94

Time
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LEH GE8l. S
FE TN EIRAIN LSR8, oAb 355 A RexT AR L
28, AREINE R, BB CRRTA R
— PAFIL BN SS Rpeie s, AR B0
o B (58, X8, gFeEsl. 580
— S TEAEAIN LA BUS ,  HoAth 5555 A Ge F X AT
AR, HBEFE SRR BRSO I
— P B S S5 BERE SE AR . ] REAE R
 HlEsispinlock
- S5 HFUERM, BRI E R
o VA E AR, TR BRI (AT ) BRI
— J& FH T8 FH 2 DR S B T T L AR R P 1
o WAZATHE L R ESMP
o SEPEH AW

]




~ 4t8iDeadlock

o ARSPAT T M UL LB
* BN ZMMES BAHSERRN 7 i ] 1 2R
- B8 (lock—ordering deadlock) : FEEIHIFEATE X
- HAb81 (self—deadlock) : HIEH .4 5H KI8T @
- HIHAE8T (recursive—deadlock)
O e ] K A WART
- PRUEVT RN Y% PR © ®
* FITAAESSTEAR R FAE 2 AN B2, A B R T
- “EEmel” #E. “edhERY
o ANEIINHEH A8, FELER

« WEEL (live lock) [mJ: ARZ5[R] AW, ASWBiEE.
- FORORBER A R A R A — K

- WEZKZ RIS 5 &N € ERE .
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S 2R ) T T ] 4 R 70

» [H#ERY (Blocking Synchronization)
— AR RIAIE X AP 28, SR HAR R R U
 JE4 (deadlock) , i&#( (livelock)
« i (convoying)
- F A SR SR RIS A S B TSR T
« RIS (priority inversion)
» JEBHZEM (Non-blocking Synchronization)
— AR AR MES E S I R R A A
— AFFHZER =R IR
* Wait-free: ERMERIEATERAEATT AEEGIR D Z WEEH
* Lock-Free: BEMGHIRINAT & A &fe h 2/ 0H — N RENE 4R &8
(BTG
» Obstruction-free: FEAE(AHS A, —PMIOLIE T LFEMEE
BAET IER IR P 2 WS R
— Linux #5281 1 Lock-Free




/ Lockless-based

/ Lock-based

b,

- Z]ff: Blocking synchronization

— Lock-basedll: mutex, semaphore
- M5 Non-blocking synchronization

AR M)

— Lock-based F Lockless-based X Fi|: 4k A[E

il it O3



L]

RS MAGR /2 G i

Task 1 (H) el e e mees sl s

Task ZfMY | o desessssssssssssssnnnnn

Ay L gy
Task 3 (L) W W |

Task 3 Get Semaphore

(2 Task 2 Fesumes
=

Task 1 Pree;lypts Task 3
(3]

Task 1 Tries to get Semaphore Task 2 He'e“e{sff? Semaphore
L5 ]

Task 2 Preiegj pts Task 3
)

priority (H) > priority (M) > priority (L)
lIxx@ustc.edu.cn 59/90



Blocking time for H: Timing anonids

* Priovity Inversion
|
Priority ‘ "'[
A
oo —Q stz
bounded . i GNE !
— e e
TAKE ; ' GIVE |
LOW) |: | ; .' ’3 l
| | | I A
" ©2 3 " 5 6
Tima
Priceity [nversion -

‘
E TAKE | , GhE
uqt?oundeq (NE UM : l ——— 3 1
critical region 5 | : - al ‘ :

: . TAKE | ! : : | ;
Blocking chain o ; ; ; ; : :
Timing anomaly ™™ _®_: — —@ A—

] | | | I | L
" 2 3 1 ts t6 7T =¢8



Resource access control protoc

* Resource sharing
— fFe FEibdady (FHZERTE]D

« cannot be avoided, can be nininized
* Priority inversion is modeled by blocking time

— JEBi: JLEZ B
o TN RARATT

— Under static priorities

» Non-Preemptive Protocol (NPP) @ ey
* Priority Inheritance Protocol(PIP) g Sengiue

* Ceiling Priority Protocol(CPP) T semeprore
* Priority Ceiling Protocol(PCP) .Awmapm
— Under dynamic priorities @

« Stack Resource Policy (SRP)
— EF%F “ % B & JEmulti-unit resources” , extends PCP

N

mA X, BRSO, B LAt

"4

PRINTER

s

//




- Nonpreemption Protocol

Nonpreemptible critical sections ../ .p(s1)...v(s1)..}
74{...P(S1)...V(S1)...}

ready

lblucked

T4(H)
readf
T
: ready
Tg l
51 Ic:-ckedl S1lunlncked

oo |

Time



MM Some Notations

o ATS [ B 2 2% &% ;%

— A& (RM) , w3 (EDF/LLF) Q{

. E%g‘g%’lﬁﬁﬁﬁ%é&: PATPLSE 2R
i /
o PLALIRK: (ES5IMN TR O%
o WIRBILI L IR AR priority ceiling
— PrE M ZEIREMES 1 GEARD) e =+
- &, Wik
o RGIHIHHTIL I R et current priority ceiling
— FEN A, P A B B R TEAR R =
— BFIE D BCR, CPCHUFTAEESS LR AIL (=Q)
%E%%%ﬂﬁﬁ’ P B2 S T
_ A




___jﬁf%gﬁﬁﬁiﬁ(PIP)tﬁﬁ%: e 19006,

o B 5A AL B R E AL
- TR A E RGO SC T R B ek
- PHZERE:. WERAZANESIARTES, WFEZ X3, Tining anonaly
- RS fLi: AFHZEB, BFHZEC, MIAZEEKC.

o AEEMHIE.  (HEE? )

(9)

(53
Task 1 (H)
Task 2 (M)
| (1} (3} (7
Task 3 (L) !
Task?;Getlg?maph-:-re

Task 1 Preempts Task 3

~Task 1 Tries to get Semaphore
(Priority of Task 2 is raised to Task 1's)
(&)

(11}

Task 1 Completas
(100

Task 3 Eeleases the Semaphore
(Task 1 Resumes)
(2}

64/90

Figure 2-8, Kernel that supports priority inheritance.



PIP: Chained Blocking

EEEE  normal execution  if requesting multiple resources (nested
1 critical section mutex requests)

. = m om

RSN e M N A e N

ik e

e
—
[ ]

BEEE normal execution

critical section

[T
L]

blocked on S 4,

%@Ll / blocked on § wait(S ) l wait(S )
nested locks I, G | :
Jr wait(Sy ) wail(S ;)
. : ¥
J o b : b signal(Sp ) signal{S4)
‘2 '3 M4 Ls signal(S 3 ) signaliSp )




- Ceiling Priority Protocol(CPPY-.

« Immediate Priority Ceiling (IPC)/Highest Locker Priority (HLP)
— —HARS#A I A IX, W4k & B 056 g R e
o« BHRHEAT S B HIRT
© LRREHMREIGT, FREIRY
— S AR SR AT S5 P ZE SR S5
— ZRPIPIHZERE: £ HA — MRS LAT S5 T LU ZE SR Se AT 5%
«  ljEABE?
o SEHIfRIE. A, (HF eI ANA

Priority
A

LPtask
(HIGH) ¥ 1 -

' GIVE |

(MEDILUM) '
TAKE |

;

(LOW) 1 ' Y

t1 2 Time




- PRJe R Ak (PCP) Pirid QP

o BT RG4S SE % R AER CPC a% %
. ERTB@%/)@RHE@%M“J *‘{ / c%

_ REHI
’%WJIJ_I\IJ'I:

€ 7 !
ﬁDSﬁTH’JﬁE%é&m?CPC, NTH=EIR

— BriEgEst:  “ORUEBTIRIZ PV )7 !

« MN2:

WERTHIPL A= T CPC, NI A TIHA K

e SE T CPCHTEYRRS, A Hesric
- BibECPHIEEH S

o [HZETHIL

=S5 AR KT R SE AT

— H AT A A s T % T TH 5 IR
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AN )
PCPTJJ‘I/X: Sha/Rajkumar/Lehoczky, 1990

priority (H) = priority (M) = priority (L)
normal execution H and L share resource R

critical region
L receives Ris ceiling priority (= His priority)

H block _ kgt el
L receives onginal priority

A4 .

« AT AR IRARAES A= i O h RS, IR S
B AR ST AN G = 1 S R0 Se BRAE B AL 55 B it ZE ) B



Deadlock Avoidance:

BEEE normal execution

critical section :
blocked on 5 4,

i blocked on S

) J'
-.f
Ly s
Attempts to lock S1 Locks
(blocked) 51
1 (H) X

Using PCR,

I 12
wait(S,) | wail(S )
wait(Sy ) wait(S ;)
signal(Sy ) signal(S4)
signal(S 3 ) signaliSp )

Locks Unlocks
52
e Unlocks
S1

Locks Locks Unlocks Unlocks

51

82 51 s2
o




Stack Sharing

« Sharing of the stack among tasks eliminates stack space
fragmentation and so allows for memory savings:

T

T

« However:

no stack sharing

T

T

stack sharing

— Once job is preempted, it can only resume when it returns to be on top

of stack.
— Otherwise, it may cause a deadlock.

— Stack becomes a resource that allows for “one-way preemption”.

70



e 7t U5 S5 1% (Stack Resource Pol

« Stack-Based PCP
— FOVEXS P A RERR A A — S R A i
— —H—"EN I aasAT, BERT R &, (BEASHEZE
— allow preemption only if the priority is higher than the
ceiling of the resources in use

— Whenever a job is preempted, all the resources needed by
the preempting job are free.

o RV TR ME TS R AR I Bt
— PhiE R TS de gl B 5vE NdE H T s SR Se g 2 H V-
o R U T A S
— WD T BT R e KB E
— WHRAF FHEDFA L, ME—A] DA{SE B B0 56 Bt A2 Ak B R o8 B o




Mars Rover Pathfinder

*The Mars Rover Pathfinder landed
on Mars on July 4th, 1997.

A few days into the mission, the
Pathfinder began sporadically missing
deadlines, causing total system resets,
each with loss of data.

*The problem was diagnosed on the
ground as priority inversion, where a
low priority meteorological task was
holding a lock blocking a high-priority
task while medium priority tasks
executed.

—E RN R “2” WaTES), reset!
VxWorksH R ] T e k& vpisl, 3K
NN S

*Source: RISKS-19.49 on the
comp.programming.threads newsgroup,
December 07, 1997, by Mike Jones Ilflll

(MEJ@MICROSOFT.com). RS
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meteorological task
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F% . Pandora‘s Box

o MV BIE—EFERE, B KV
o 8, e i (FHZE, FATIE] R F miss deadline) , 4E4i
—  R¥E: MR RS A E PR
 Disallow preemption: J&Ziif
o GEURTRR IDRMAT, AEUIE IR T IR AT
- PIP “¥&f@HH7 « AFEMMESZERTENEE. = HAE!
o TEEMIIESE (RS ) . W E
« Pub: —HBEFETNBIE S
- PCP “4%p A7 « FTEMMPTA FIRIER. F—FAHIFH !
« mEZ—RHZE, ERIEH O
o JET0: ANERFIEAHZRE, BT A N, A g8 40455 1 B UT i35 3K
- SRR E— A
* PIPHMIPCPAEAEHT IR e /5 ZE PN ?
- HA RELZ i BHEERS ] (e /Mb) 5 TeikRiHBR, HREDLERAT 55 ] edl I i
- RGBSR e R A B ES e )
- FRALTHAR?




Summary of Sync Protocols

Protocol Bounded Priority | Blocked at Most Deadlock
Inversion Once Avoidance
NPP Yes Yes' Yes'
PIP Yes No No
CPP Yes Yes' Yes'
PCP Yes Yes? Yes'

T Only if tasks do not suspend within critical sections
2 PCP is not affected if tasks suspend within critical sections.

- PIP

« no penalty when the locks are not contended (“Hracefif X! ) , which

covers the vast majority of time-constrained
* many extra context switches are avoided, excellent average performance

- PCP

 handles nested locks well, and can avoid deadlock in some cases

» static analysis of the system to find the priority ceiling

75




Real-time executive components;

W P TR 2

Scheduling
information

Real-time =
clock Scheduler g ‘

Process resource
requirements

FAF AR

PrOO?s e Resource Available
awaitng Avalabl
resources ou

Ready
processes

Despatcher

Processor
list

Executing
process

k=Yl BRI, SARRATIR
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Wk (A%, HE) . wfE

HJs: L=

— Shared- Resource-Access Sync

« [ [FD R B MEEQ& B{5) , sk
— Wait-and-Signal Sync

— Rendezvous sync (simple rendezvous)

— Credit-tracking synchronization: rate sync (JLQingLi)
— barrier sync: =ALL FAT5%

« WfE: mUBfE (ErEE-HEE)
* Semaphores

- P, VEE/EJRIE: wait () flsignal ()
e P=-1, wait, H1H; V =+ 1, signal, FEiX
- ZfHfE5&E (0, D
« G Fmutex/lock: TRYMEL; FREEHE—, T b H
* [dsemaphore : WYIMEO; FKEUE IN—, FARKE T FEEiER
- THRE 5 &E: WIHIMEL rate sync



SemaphoressZ I

* binary sem, counting sem, Mutex
— Mutual Exclusion Sem

Semaphore-
Control Block
sce
Semaphore
Name or ID
Value
i e Determines how many
v semaphore tokens are

available.

Task-Waiting List

ﬂ




¥ 5 A 25w

/i R ESE

O @M —-a M on d= d I

I T T e Sy Sy ey
-1 M O odx o B O

zemaphore 5=1;

am Ol
F(5);
SEFETIREST L
V(3]

}

T2t
F(5);
SEFET2AIEST L
V(3]

h

tAccessTask 1

tAccessTask 2

Binary

(Initial value = 1)

/{1 RIEETF R

/f iEETT R

Semaphore™-.__

_________

R

activation "mf = termination
_>K/READY RUNNING

S

preemption

ACTIVE

zemaphore 5=0; J et ESE

==
; /i BIREETET2, BRIk

: /i EEETkET IS TR
/T, B1TnE0

Wait-and-Signal Sync

1
2

g Ti0)

4

] x,

B V(5]
7

g I

g
i T20)
ikl
12 P (5]
i1 ¥
14
15| |

tSignalTask

tWaitTask

Binary Semaphore
(Initial value = 0)



- Rendezvous sync

 with/without data passing

* uses kernel primitives

— such as semaphores Oor message queues
« MQ(./5): a maximum of one message

binary semaphore #1°

Task B @‘& Task
#1 #2
binary semaphore #2
@ "




I K AT 55 Hibarrier syncii =

o EFXITIANLL RS + =4k

o AT SRAAMAERSI - AR

. R OS R ~ BB RS
= - — BRI RS R A S

lask continuation

Tasks 'F::r_ 'ﬂa:c!'r ng the barmer barrier point
Al o T =
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-
b’

Comm models: Shared Memory (-,

« Shared address space(variables)
— Communication primitives

(read, write) (read, write)

« Data transfer via load, store, atomic swap i
— No time overhead, easy to implement MB~—d 8 B il
— Mistakes are common: synchronize o oS- -

 Example: Producer/consumer with a mistake

— Share bufferiN], count oys Sare type putteri;

* count = # of valid data items in buffer 03: void processa() {
— processA produces data items and stores in buffer be

« If buffer is full, must wait 06: produce (&data) ;

. 07: while ( count == N );/*loop*/

— processB consumes data items from buffer 08: buffer(i] - data;

« If bufferis empty, must wait 9 Lo g b e

— Error when both processes try to update count concurrently 11: )

(lines 10 and 19) and the following execution sequence SR
« s : void processB() {
occurs. Say “count” is 3. 14:  int i;
. = H : = 15: while( 1 ) {
A !oads count (count = 3) from memory into register R1 (R1 = 3) el while( count == 0 ):/*loop*/
+ Aincrements R1 (R1=4) 17: data = buffer[i];
 Bloads count (count = 3) from memory into register R2 (R2 = 3) 18: =@+ 5N
19: count = count - 1;
* B decrements R2 (R2 = 2) 20: consume (&data) ;
« A stores R1 back to count in memory (count = 4) gé : J
« B stores R2 back to count in memory (count = 2) 23: void main() |
— count now has incorrect value of 2 24:  create process(processh);
25: create process (processB);

26: }




Correct Solution of consumer-Producer Pra

« The primitive mutex is used to ensure critical
sections are executed in mutual exclusion of
each other

« Following the same execution sequence as
before:
— A/B execute lock operation on count_mutex
— Either A or B will acquire lock
« Say B acquires it, A will be put in blocked state
— Bloads count (count = 3) from memory into
register R2 (R2 = 3)
— Bdecrements R2 (R2 = 2)
— B stores R2 back to count in memory (count = 2)

— B executes unlock operation
« Ais placed in runnable state again
— Aloads count (count = 2) from memory into
register R1 (R1 = 2)
— Aincrements R1 (R1 = 3)
— A stores R1 back to count in memory (count = 3)

 Count now has correct value of 3

Q)

fflnt //’///:7 rlar

|ﬁh§ﬂQ={aLaEr.".qan)‘

01:
02:
03:
04:
05:
06:
07:
08:
09:
10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27:
28:
29:
30:
31:

data type buffer[N];

int count = 0;

mutex count mutex;

void processA() {
int 1i;

while( 1 ) {
produce (&data) ;
while( count == N );/*loop*/
buffer[i] = data;
i = (i + 1) % N;
count mutex.lock() ;
count = count + 1;
count_mutex.unlock() ;
}
}
void processB() {
int 1i;
while( 1 ) {
while( count == 0 );/*loop*/
data = buffer[i];
i = (i + 1) % N;
count mutex.lock() ;
count = count - 1;
count _mutex.unlock() ;
consume (&data) ;
}
}
volid main () {
create process (processA) ;
create process (processB) ;

}




- Comm models: Message Passin

« Communication primitives
— e.g., send, receive library calls

— Data explicitly sent from one
process to another

« Sending process performs special
operation, send

* Receiving process must perform
special operation, receive, to
receive the data

« Both operations must explicitly
specify which process it is sending
to or receiving from

« Safer model, but less flexible
— Why safer?

void processA () {
while( 1 ) ¢{

}

}

produce (&data)
send (B, &data);

/* region 1 */
receive (B, &data);
consume (&data) ;

void processB () {
while( 1 ) {

}

}

receive (A, &data);
transform(&data)
send (A, &data);

/* region 2 */

receive send
Process P1 3 Q Process P2
send receive

FIFO



Message Passing: blocking?

« Receive is blocking (? )

« Send may or may not be blocking

— Non-blocking/Asynchronous
« Sender does not have to wait until message has arrived;
» Potential problem: buffer overflow

— Blocking/Synchronous/Rendezvous
« Sender will wait until receiver has received message
« No buffer overflow, but reduced performance.

Message structure

Header Data Trailer

eceive send
Process P1 Process P2
send receive

FIFO




Communication Models: Compan

« Shared-Memory
— Compatibility with well-understood (language) mechanisms

— Ease of programming for complex or dynamic
communications patterns

— sharing of large data structures
— Efficient for small items (/

ite) yd, write)
— Supports hardware caching

* Messaging Passing o[
— Simpler hardware Processp@end M QF’ &
— Explicit communication e
— Implicit synchronization (with any communication)
« OSHk%s: 24, PATITEIR
o PR T 2RT PSR R Y T RE

send




B S

o fES 2 IE. ISREALES 2 [MiE s 5 FP

- ISRATLAS OS], (A A
WEBAT): — AR

A

X

- K

- f8E

- =W TR

o FARERAE

- R A

- RIZEEZHEER

- JTHEH R

- FRYHE B

o AEL ] DL R T A A

- FHBFIFO T R &4
- RIS KA

- RAGVH B A R HevE B2

- TE B

- SR BT IR IR T

RN

receive send
@> ( Process P2
send receive

FIFO

tSendingTask

p— | pr— tReceiving Task

E Sending task's ;
memory area

lIxx@ustc.edu.cn

“'“*i/ oo M\/;::;»-. mo-i

Message queue‘si i Recelving task’s |

.......................................
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message queue

Queue Control
Block ( 5?‘5104"-"-' Pool or
Privale Buffers)
ool
Sending Task Queue NameiD | nm&::‘
Waiting List — :
r=p
Maximum )
Task Task _-q Message -‘-1- Tarsa, Task L
me H ]
LN T >
}‘ Queue Length \
Tau .
Mpssage Delivered
(msgs = msgs ~1)
Queve Created  Message Dedvered / -\' Message Delvered
|r msgs = () rms:gs 0) rmsgs msgs -1)
Muw Arrtved 1
(msgs = 1) \ (msgs = ﬂunun Length)

Message Amved
(msgs = msgs +1)

By 1 i 1

— Non-Interlocked,
One-Way

— Interlocked, One-
Way

— Interlocked, Two-
Way

— Broadcast Comm

tSourceTask

>

t ClientTask

_,._

tSinkTask

e

t ServerTask




- I TR AR B B e

o WfMEELAL: timeline
— RGO Z|. IEIEIC (unit) . instant. interval. timestamp
« Timing constrains
— delay (two events, latency? ) , deadline, duration (action)
o ENESH
PIEE I FHAE IR A et

_ P Ent _—Gloopn-
« T ] / ,fxm

o S fRSEAR RN T
o FHHLL IS
— I i o 1
o ML TS
— R BB B BA S
— EHsiE R




RGP

o ;PP
o RETPP.

— & THEER

SERFE 8P (RTC)

4549 (Clock Tick)
— HPIT(programmable interval timer);=~

+ JERZEPAZIFIISR
o« BB DRAF S XA EEE B PTAT 5 I A% 1) FE S o TR 1]

— Rt LI 2 clock

— TickJ& R € 2 Gt it 6] )

MR

e WJLHUs~1ms (ucOS) ~500ms
o UIAI{S BT E PR

o IIA)E
— ENfE

. MR, BiF e
- /\é}ﬁ/—\%ﬁvj‘%%

N VAV iNE

.

Write signal

Clock

—1 a

Count register :

-

Qutput



- ISR AL .

A7 TR EAEIR AL PR R 5
BEARIUAYTHIAE : IR Z A0 21 3 R I I 21 B 280 T2 1 R
ST ERI A R U 2 M.

— 2 {5 ([ 7]
K ARG T T3 ] B BB B O
7B BRI AESAS (3+2) AN AL W

CHt S B EEE4E10 (3+2+5) /NI [a] BAA7 B N #E g
DX 5 BB 14 (3+2+5+4) /NS a) BT 5k S T

HT7-3-2=2, Tj7-3-2-5=-3,
RIHEX R ZAR A B Z 28 T RBAX RCZIAIHILLE

— 27— B




FFFFFFFF
Devices DMA

W AT 7% B 3E 5K T oo

C L fRAE, MR, KR
WG AS: Wk TRARE

. BESHE: e |
— /J\: 1~3K Program PROM
- ks 100K
o FR7[H]
— A5 AR BT 75 AL A AR A ]
N 2 < VR i D i
o e E R pCIOS-IRVFRFAMT 5545 AN [F /MR 22 [H]
— %éfﬁi‘%: ISREEH, 5 RErh Wik
o MR TSR ANIBNAS AP
+ RAMTR: NMATE P AN E L5951 + R Gukk
« ROMFEK: NAREFAEE+FE

OOOOOOOO

Stack, Heap, Variables RAM
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AR

« K/
— [E] 7 R~ o0 B R g
o HIE PP, RESUIRE AN E RN
— W AE20 R HAE
¢ LRI, AR i b
o AL reE K E LN
— A AR K /N3 B SRS
. T
o AT KHET . X SIS, TR
C W %
o HUREIESLE
— EENAF L
BRI F PIAER LT — e B R 4 17 X 1
— BHNESE (. B B0
o R PR AEIE A R TT i ) — AT AR
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ZNAS WAF B

« H Mmalloc()Fifree():

— WAFHZIE & KNk
— KEIKT R G RPN AR, — 8~
o KANSHERIKAPEFER—RGH T, BB
o BELNAFPBIIE R, 1E RN AT

— cased: #¥[N256-230=26, {HILIE{IH

— case6: WHAAAR, Toikm N oK 32015 3R

o “UNHEIT & REVER RIAH T

H

-~

lo]oJo]o]o]o]o]o
11 ]1f1]ofe]o]oe
e frfr]oe]o]e
tfa]af1]ef[1]1]0]
[1 1 1 110]1 111
Cafala]sJo]a]a]o]
K1 K3 K3 K3 03 03 11 0

236 bytes

A = malloc (120)
B = matioc (20)
C = malioc (50)
D = maioc (32)
free(B)

free{D)

1 tresi)

TR

1 free block = 128 bytes

1 free block = 96 bytes

1 free block = 32 bytes

No free blocks left

1 ree block = 32 byles

2 free blocks, 32 bytes each

1 free blocks = 128 bytes 94/90



Fixed-Size Memory I\/Ianageme
« Hip

— minimal fragmentation
— minimal management overhead
— deterministic allocation time

» UC/OSWAFEHETRNG: FATIS [a]Hf E
- ML
o MR A LA Z 470 X HiE R 2 Ak
o BEIBURT AU Bl N AF BT SR ) o X A, LR 1)
— JRALHT R 2L
« OSMemCreat(). OSMemGet(). OSMemPut()-
OSMemQuery()



i

2l HtMCB-

. Wit
« OSMemCreat()

Start address —»

Block

— @By

Part

ition

SRR

X

OSMemFreeList —®]osMenpreeList ™ osMemFreelist TP osMenFre

Partition #1 Partition #2 Partition $3 Partition 84

OSMemfddr DSMemAddr DEMemAddr

'_--:-Llﬂt'_.' 0

OEMemBlkSize OSMemBlkSize OSMemBlkSize
OEMemiBlks OSMemNBlks O0SMemNBlks
OEMemiFree OSMemiFree DSMemiFres

bt 0S_MAX_MEM_PART >

List of free memory control blocks.
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/O

o RPN RS I ITVE
o WA IKBENREST (/O driver table)
— WA IKBIRE P A

o WAIRBIFE Y

— SERBLE HIRIIatE . 101 KMl 5. JFK
Tl SR A

s WM “ImA X 7
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/O driver table

'\
k-
.

* Any driver can be installed into or removed
from this driver table

Create Destroy Open Close Read Write loctl

Hm-

nwll-

y

L

i

Y
int tty Create()
|

int fei_Openi)
{

)




device driverf) I e

o WHRE

Hardware Startup, initialization of the hardware upon power-on or
reset.

Hardware Shutdown, configuring hardware into its power-off state.
Har?ware Install, allowing other software to install new hardware on-
the-fly.

Hardware Uninstall, allowing other software to remove installed
hardware on-the-fly.

]Ic-lardware Disable, allowing other software to disable hardware on-the-
ly.

]Ic-lardware Enable, allowing other software to enable hardware on-the-
ly.

-« BEEERAE

Hardware Read, allowing other software to read data from hardware.
Hardware Write, allowing other software to write data to hardware.

H R A

Hardware Acquire, allowing other software to gain singular (locking)
access to hardware.

— Hardware Release, allowing other software to free (unlock) hardware.



7 A EHETHE

XBRE Fr AL 2

r ™\
ThEETR1 -
ThEETRZ > 5
IHEE T8N R U e
> ESIA
- FIE
» BUTH

struct file-operation {

int
int
int
int
int
int
int
int
int
int
int
int
int
int

(*lseek) () ;
(*read) O ;
(C*write) () ;
(*readdir) ()
(*select) () ;

(iocth) ()
C*mmap) O
(*fopen) () ;

(*close) () ;

.
b

.
9

(*release) () ;

(*fsync) () ;
(*fasync) ()

.
9

(*check-media-change)

(*revalidate)

O

PR
JTIR{ERY
e

O ;



. LEDN R

int main(void)
{ intfd;
char led_on = 0x01; I1£5 i R

fd = open("/dev/led/0", O_RDWR); //fTHledix &
if(fd==-1) {
printf("can not open device\n");

exit(1);
}
write(fd, &led_on, 1); /ILEDH
close(fd); 1155 A1 2% A
return O;



- RTOSW Rz AT I LA A%

External Hardware/ System Clock
Interrupts Software Calls Interrupts
exceptions
L i
Trap
¥ -;
. L i |
Immediate : !
case of '
Interrupt !
|
Service - create_thread — Y .
—s suspend_thread — Time !
L
= 1 > . - I
Sl iiilin —destroy_thread — Services and | |
cheduli : : :
& : Scheduling | ;
—Create_timer = !
—>timer_sleep ——> |
—s timer_notify ——| :
|
. I
s Open ——» :
—— read ———> :
I
. I
—>other system calls -» !
I
Y L ¥ 1
|
) 1
Kernel Return_from_exception :

« WIZBAITHAL

— ¥tk

— RG]
o {ES5-Ag

H %

ka7

iR

N 757 L

— SR
-ﬁ%%@

HAFIRB)

— i A S sy

— A

Iln




AP]

Number of system APIs

14
12 7
10
8 o
& 4
4 il b=
Qo
O = T T
uITRON uTKermel pC-OSII  FreeRTOS Salvo Echidna EmbOS Erika Hartik
O System management B Interrupt management O Task management
O Task-dependent synchronization ll Semaphore O Eventflag
H Mailbox O Data queue l Mutex
B Message buffer O Fixed size memory pool O ‘/ariable size memory pool
Bl System time management B Trace API




| SERHETAEAR: AT

« N EFE] (Response Time)

— A — AN AT 2R i S PR B[]
o PRSI R BRI, AR AR AR AT AL, R AT HEAE S A
. I
. LR

{55 U451 [

ARG FH R RAT I T8]
— RIS TR 73 A

— 5 FEAR S VIS
[7) 22 5 [H]

— (5 5 m R BB
GINEYinglE]

— H B AL 4
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RS SR TN I, A BT . . N
RA7W s (PC. PSW) .
L E TR b |
. Bl CaR | g |
FWIIN. s s
RAEIY (RGAF A7 AP TR
SEEUICENSE I e E SR
P b
HE R, BRT P |
Ik & P37 i
WA
& E (PSW. PC) y Ay

A

lixx@ustc.edu.cn " 106/94



AR, N, RS, RE

Bt (&) o
bR R
{ 5% | £
1
I
) : Eﬁ#wmﬁm I
|
| |
ISR : 1' | T II\— (310
R S ISRILE | cPumH
o | T o — gz |
l I rwmm mmmmm MI |
| P C
| I
| I | | [
L L IR |
e | .
« PR KN




M|

BT AL £

5

HrSEAF (IEIR) B [E]: PUTEH —2%ISRTES
— B KK Wi ]
« =max[max (WIZHWBEED) , max (NHHIH BEE) ]
— R R I (]
« 5RNHMEX
o e SIS TR] s AT B — 25 F P TR I IR 95 4R &
— dEfe SR SLRIFATISR
o =T IEIR +RAF I

~ WA RS BT CISRATIERH  LUEISRES
SRR 225 2
o =HWrIEIR +ORAF I + AN H R
1 Al 55 B T]
)=
— SN A

— H—KISRIE LI EUHE
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S RGN S B PR B ot

» 1. FEISRH SE R F AR b 2R
— 0 L 18] = O[S ] 4 e D A R )
o W2 HImIN RS IAT, FE AESST R AR AR EE
— Pl WD W AR ST ESE], AT R S AT 55 O SE R
— ] 7 8] = v R i 2T 1] A 55 8 P 8] 44 55 ST I 1]
LSS, EAH B, BRI
o RS AT, WS R S A
o IR ) 5 R AR
o (ESPATHIIA: BRI IR )4 (WCET)

NN

*(C eRmR =
AN ER A1 1) 5 i HH 1
AN A2 M) 5 g HH 2
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- Y B [B]response time

~

o MEHFRIIE R R Gz H N BG5S TA]
- AL E . RRrIEIR . MR . RS KE
~ AL M N (A OB R SRR
o AT S5 B HR T = A BT 55 B IE UG AT R [A]
- (£ UJ#e [R] (Context—switching time)
- R G0H HRAT I [E]
° WCRTﬁj\*‘ﬁ —‘Iﬁ W\[U f&? S 2

0 1 5 2
event response to event
response interval
process made
interrupt available
processing
real-time
dispatch latency - . Process
execution
conflicts I dispatch —




——————————————————————————————————————————————————————— -
———————————————— Task Response ————-——————-—"i
1
#/0SAlor your application |
has interrupts disabled. : :
i A2) ' | _Interrupt Recovery
o -
[ TasKk 1] | [ TAasKk 1]
", No New HPT or, | ‘.‘
Vectoring I OSLockNesting :l.' B Retum from interrupt
(2) v ! | (9)
Saving Cnnteﬂ- ] B Restore context
(4) v P4 (a)
Motify kemel: :
OSiniEntery or, W I notify kemel: OSINtEXxit)
OSIntNesting++ o User ISR code i (7)
(5)

Interrupt Response

=

r ISR signals a task

v
—I Notify kemel: OSINtExit()

\ 4 (10)
[ Restore context
v (11)
- Retum from internupt
New HP v (12)
[ Task |
I
——® Interrupt Recovery le——
I

I"'____________________ Task RESPDT‘IEE B

k|



RS RIES EARES
0S_TCB

- s OSI((il;Cur—b OSTCB(;I)ighRdy—; .
4:: % t]J $ﬁ E \“ I Eﬂ F R bt o R e
T (2)_%‘ 2
Rk SR =11 =R S
- RAE T = eE
—_ 4{%‘”%% fealias Tkl FIegEs ik
© SRSEIT RS BORF BN B E, RIASBEE S5 7 dm AL

- KB LR
o M
— B0 SRR R R AT S5 I ()
Wi e S s L G

45%14 [ EE D
— =RV 4 Y I I+ — PRSI )
— S0 HEE I R
« =M@ B At 55 R BHEMKE — MR AT

— =R B 4 — R I 1A
DI IR = (328 W I AT 55 I B[R] — S/ IR A N A ) /2
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- Rhealstone, 1989

TSI AT 5 R ST
— fERhealstone™, X H T fa{LIWhetStoneilll

RAETFAE ML, CABFRRAS AR R 45
CPU R E 7.

o MEERTOSH /SR sEAE RIS E], FH¥kt
EATRI AL FIFR IRhealstone
—E%Jﬁ]ﬁﬁ%ﬁﬁl‘ﬂ\ 4546 S, PR EiR ., 3

w [HZER (8]« AR BRI 18] HIEFE 1% % 28 1R

V’i’ﬂﬁ

WA 75 AT SR E I MERE (Undeadline)

Rhealstone Metric = a1 *tys+ ao*ty, + a3 xt; +ag xtgs + ag x tyy + ag * tgy




~ RhealstoneJjiZ:

1. 155 V)#i) ] (task switching time) :

— Bl RGUEM N IRAL ] |

N T H 28 74551

L5 HIAE S5 2 A U He Fir it 22 ) A ]
— B =AER
o DRAF-ZHIESS bR SCHI I TA]
o VA FERE e B A 55 (1 I 1]

o RS

- SCHY B TA]

— JSEIS TR R

1) DRAFAESS b SCHT F i 2t 45 44
2) BRAE R GUK B EE SRR B R

]

HA A

A

Y

Y



~ RhealstoneJjiZ:

2. #5818 (preemption time)
illi ?’3 %Eﬁi‘?zﬁ%ﬂlkﬁﬁﬁ%ﬁ [PIAES5 e 2 2] m I e R AT 55 P e
DL [H] o
— KRG IE e 5l R I Se SR S 4 S, B
BPRMESS LS, WhE KA
— F& I A ELEE 1 AESS VTR TH]

Condition enabling T2 starts running
high priority task T, " 4

| .-::_.-' : // /.-/

P 2

| P>
Tl : L& o

tl |12 t3

: -
' time
| —
t; D




- Rhealstone /5%

3. HWIEERR[A] Cinterrupt latency time)
R A A BT 21 ISRES — 2% 48 & FITHF 22 B IS [R] [R]
— H VY B4 2H
o BEAFGEIR FR 5 (JE F W] 2 RS A1)
o JCH TS ]
o SOFELRTER A AT TR A I TA]
o T iy g oz ] A £ I 1]

A

Interrupt occurs

ISR

-+
[a—

t2 t3

time

e
Y

ti1



_Rhealstonej?‘]’::

hﬁ?g/ﬁ‘]ﬁ'ﬁﬁﬂﬂ(semaphore shuffling time)
M MES RS 5 =2 7 — 1SRG 5 = NS
Vit [P IS R ZE IR

‘ Release Semaphore
Acquire Semaphore

\ I
: =
|
. | — | T
|
7 | ol
2 2
| ! |
. I : N
\ time

Request Semaphore



- Rhealstone J5i%:
5. Lo L7

* Unbounded priority inversion time
—t1: OSKIMMIH /¥, PATHIE S HET
—t2: TAREURVE, T3MFE IR MPAT

o = t1l T

_P_

- | ) |
Ty :
T || 3 | |

: : |
T]| " T] [

I 1 [ : ‘ o
/ /‘ / \ time
: Request Release Acquire
gﬂﬁgﬁm Ser?laphure Semaphore Ser?laphnre




~ Rhealstone 5 74:

5. JE8IfER: I E] (deadlock breaking time)
R R G4 TIEBUIRZS 1) 2 AME 55 B 75 AL 2R RS 1]
— FEBAR IR A Rk T RTOSHR AL B 1 B R R0R
6. ZE B4 % (datagram throughput time)

Ha— M3 R HIRTOSHUJSE, 0¥l (355 — 4
(L5 50, PR DR I8, JE I AR R




AR YR AEIR I 8]y EPDLT
o H—"H AP =ERTOSHGER 71
— SENF RGP, SRR INBEA 5] R TP WREGEE

oM AR R, RGBSR L S RTE IR A, IR
A B IS T 25

— PDLT: Process Dispatch Latency Time
o MR A 2 R BT ) SE AR S5 T AR THAT 22 TR B I TR] TE] B o

{ T AE R I .
s ISR % | A

BELE | R0 | 580 | W | zER | 3ER E >

IR | FER | 1584 | MR [ s | S SRS
< PDLT »

T A

B 1 ¥R 5 ik B R R ]



RTEMS ) 521 14 (us)

T befr B ALE | ContextFE i

R M EHSF

=N -k B HH
EitLinux 13.5 1.7 33.1
RTEMS 15.1 1.3 16.4 2.2
RTEMS! 14.9 1.5 16.9 25
ViWorks 131 2.0 19.0 3.1

E R
Bl inux 1968 P | 1939 11.2
RTEMS 20.5 29 513 3.7
RTEMS! 19.2 2.4 213 10.4
ViWorks 252 29 38.8 9.5




Execution time for four RTO

= nC-0OS/11
= nTKernel
= EmbOS

= nITRON




NSRBI RGN A

RTCA/DO-178B

— “Software Considerations in Airborne Systems and
Equipment Certification”

— RTCA(i = L& HE %)
o LEMLZ MR EHR(FAA)K H E BTG bR
o CRAFRME” , EEXNTEAE R AR .
— VxWorks, uC/OS-Il, LynxOS-178%idiy .
UL/IEC-61508

— |EC (International Electrotechnical Commission)

— $ il I Functional Safety =, I Hifile | Ze58 %
PESE G SILIE N PG BIARAE o

_ﬁ—éﬁ\ /
T 7] [2%

| 2 G b HEFDA 510(K)

uC/OS-

WL L E = PR R AE
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« RTOSEAE RGN 5 TRE:

£55,

Jlinl

es

- SfE=RE R, MFRRRIER
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— Pl AEreE-ERE

A7 A Y

WAL A Bx. Bl Ue R ede . BriEys i £
— L LT A T e S A R E Y

— PIP/PCP - 7 1R IE SER IR F5 !

HAF R G S PR RE

— SRS RGE, WRIERETRAR NS RGUIRES ALK

— SEIN N AZ RIS AT IR TR] Ap 380 a0 5

o T ER
o A4
o A4S 5 R
. AP
« ARG

ey [dAReS ([ET | TT

Mg 2 P[] | R AtfiE | R 1%
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VENV (3% )

o AR X HAT S WIS 2k
« ISR, EH{f. ASRHIEL#?

o AESSIAT 5 IR LE “ BT

!

‘REUS) 1] %€

JTTﬁﬁmi.m/\#ﬁi (7]~

e
. Eﬁr%ﬁw 5{E53E0 X 57

* PIP. PCP. SRP¥

o 545 i
ﬁkf%f

L]
o AT TR A SR E R G HITERE SRR -
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