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/i VWireshark 1.10.6 (32-bit) Setup o = =] |

Welcome to the Wireshark 1.10.6
{32-bit) Setup Wizard

This wizard will guide you through the installation of
Wireshark,

Before starting the installation, make sure Wireshark is not
running.

Click 'Mext' to continue.

Cancel
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/. Wireshark 1.10.6 (32-bit) Setup i

(o
License Agreement
Please review the license terms before installing Wireshark 1.10.6 {32-bit), ‘
Press Page Down to see the rest of the agreement.
This text consists of three parts: g
Part I: Some remarks regarding the license qgiven in

Part II: The actual license that covers Wireshark.
Part III: Other applicable licenses.,

When in doubt: Part II/IIL is the legally binding part, Part I is just
there to make it easier for people that are not Familiar with the GPLv2,

=
If you accept the terms of the agreement, click I Agree to continue. You must accept the
agreement to install Wireshark 1.10.6 {32-bit).
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< Back I 1 Agree I Cancel I
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/. Vireshark 1.10.6 (32-bit) Setup '

ol
Choose Components

Choose which features of Wireshark 1.10.6 {32-bit) vou want to install. ‘

The following components are available for installation.

Select components ta install:

... [¥] User's Guide

—Description

Space required: 90.4MB Fosition your mouse oyer & component to see its
description,

fullseft Install System vz, 46
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Tireshark 1.10.6 (32-bit) Setup

Select Additional Tasks
Which additional tasks should be done?

Hullsaft Instal
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Tireshark 1.10.6 (32-bit) Setup

Install WinPcap?
WinPcap is required to capture live network data. Should WinPcap be installed?
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/. Vireshark 1.10.6 (32-bit) Setup o ] 4

Installing
Please wait while Wireshark 1.10.6 {32-bit) is being installed. ‘

Extract: dictionary.riverstone

Extract: dictionary.rfc4679 _:_]
Extract: dictionary.rfc4818
Extract: dictionary.rfc4849
Extract: dictionary.rfcS090
Extract: dictionary.rfcS5176
Extract: dictionary.rfcS447
Extract: dictionary.rfcSS80
Extract: dictionary.rfcS607
Extract: dictionary.rfcS904
Extract: dictionary.rfc6519
Extract: dictionary.rfc6572
Extract: dictionary.riverstone j
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[ The Wireshark Hetwork Analyzer [Wireshark 1.10.6 (v1.10.6 from master-1.10)1
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

@ﬁis’fﬁéi:llé?é?}%@l&@@@%&I@Ei@@@]ﬁm@% y

Filter: I :] Expression... (lear Apply Save

The World's Most Popular Network Protocol Analyzer

__N
WIRESHARK  version 1.106 (v1.10.6 from master-1.10)
[ _Files N 0

_ Interface List = Open @ Website

;=)
e Live list of the capture interfaces Open a previously captured file Visit the projec
(counts incoming packets)

Open Recent: aa User's €
‘ Start g The User's Guic
~ Choose ghe or more interfaces to capture from, then Start @ Sample Captul‘es

E Adapter for generic dialup and VPN capture A rich assortment of example capture files on the wiki @ Secunt‘
Cr | BHIESE S Work with Wir

@ Capture Options

Start a capture with detailed options

Capture Help
il | 2|

[Ready to load or capture I No Packets I Profile: Default

7 wireshark U5 H



2.3.2 | wireshark 73 #1 DA S W F) 0 £,

MO “AMIERE 47, B 7 RO B, AR5 Start (K
7 LA R AR DD, W Wireshark FREUH M AO#E O ERIPTA BE 6,  FFHEUN 2R
SRR AT AT

JASH— MBI ClientA, EarHRRFF M A: ping 192.168. 11. 203,
SereverA Hff] wireshark ¥z E @, W~ K~

(v1.10.6 from master-1.10)]

[¥ireshark 1.10.6

f¢ Capturing from AHERE 4
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

co4dm . BBEXR| A¢+»0TL(BE|QQAQAD| HDB % -

Filter: j Expression... Clear Apply Save
Ho. [Time |Source |Destination [Protocel |Length |Info ;I
2 0.00003800 vmware_49:67:8a vimware_6h:6b:aa ARP 42 192.168.11.203 is at 00:0c:2
3 0.00017600192. N0 192. .11.203 74 Echo (ping) request Jd=0x03
4 0.00027900192.168.11.203 192.168.11. 202 ICMP 74 Echo (ping) reply id=0x03 —
5 1.00263300192.168.11.202 152.168.11.203 ICMP 74 Echo (ping) request Jd=0x03
6 1.00268600192.168.11.203 152.168.11.202 ICMP 74 Echo (ping) reply id=0x03
7 2.00158200192.168.11.202 192.168.11.203 ICMP 74 Echo (ping) request Jd=0x03
8 2.00165300192.168.11. 203 152.168.11.202 ICMP 74 Echo (ping) reply id=0x03
9 2.99943300192.168.11. 202 152.168.11.203 ICMP 74 Echo (ping) request Jd=0x03
10 2.9595951400192.168.11.203 152.168.11.202 ICMP 74 Echo (ping) reply id=0x03:j
| | i

® Frame 3: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface 0

Ethernet II, Src: vmware_6b:6b:aa (00:0c:29:6b:6b:aa), Dst: vimware_49:67:8a (00:0¢:29:49:67:8a)
# Internet Protocol version 4, src: 192.168.11.202 (192.168.11.202), Dst: 192.168.11.203 (192.168.1
Internet Control Message Protocol

| | 2l
0000 00 0C 29 49 67 8a 00 0c 29 6b 6b aa 08 00 45 00 SR TORES Dkkeswe:

0010 00 3¢ 00 24 00 00 80 01 a0 f7 cO a8 Ob ca c0 a8 o R e

0020 0Ob ch 08 00 48 5¢c 03 00 02 00 61 62 63 64 65 66 ....H\.. ..abcdef

0030 67 68 69 6a 6b 6¢ 6d 6e 6f 70 71 72 73 74 75 76  ghijkImn opgrstuv

0040 77 61l 62 63 64 65 66 67 68 69 wahcdefg hi

O [ ##hgiE 4: <live capture in progress> File... | Packets: 31 ' Displayed: 31 (100.0%) | Profile: Default

K8 Hli gk HdE
K 8 R T = N

55 1 ER %P W iR B A L 00, dni TP stk Fb TP ik, PhsCRIEEE,
K8 on 73 2 25 10 MR .. IR Rbr R 5T, WIFESE 2 80 58 3 B fonix
B ORI RN A

5 2 B ALR AR B 8 BRI RN SR 3 N2 TCMP request i, s
o “+7 B RITEEARIE R .
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6 Capturing fr

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

on AHER 4

[¥ireshark 1.10.6

(v1.10.6 from master-1.10)]1
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Filter: I j Expression... [lear Apply Save
Ho. [Time |Source [Destination [Protocol [Length [Info ﬂ
2 0.00003800 vinware_49:67:8a vmware_6hb:6h:aa ARP 42 192.168.11.203 is at 00:0c:2
3 0.00017600192.168.11.202 192.168.11.203 ICMP 74 Echo (ping) request Jd=0x03
| 4 0.00027900192.168.11.203 192.168.11.202 ICMP 74 Echo (pi nq? reply id=0x03ﬂ
4 »

Type: IP

# Internet Protocol version 4, Src:
® Internet Control Message Protocol

Address: vmware_49:67:8a (00:0C:29:

S RIS A SR L R S e

R R i 1€

= Source: vmware_6h:6bh:aa (00:0c:29:6b:

Address: vmware_6b:6b:aa (00:0¢:29:
S S SRR R S Y R

SO

LG
IG

(0x0800)

bytes on wire (592 hits), 74 bytes captured (592 bits) on interface 0

:20:6b:6h:aa), Dst: vmware_40:67:8a (00:0c:20:49:67:8a)

49:67:8a)

bit: Globally unigue address (factory default)
bit: Individual address (unicast)

6h:aa)

6h:6b:aa)

bit: Globally unigue address (factory default)
bit: Individual address (unicast)

192.168.11.202 (192.168.11.202), Dst: 192.168.11.203 (192.168.1

| 2

G2 E! 29 6b 6b aa OB 00 45 00
0010 00 3c 00 24 00 00 80 01 a0 f7 cO a8 Ob ca cO a8 . <. 3
0020 Ob ch 08 00 48 5¢c 03 00 02 00 61 62 63 64 65 66 H\ . abcdef
0030 67 68 69 6a 6b 6¢c 6d 6e 6f 70 71 72 73 74 75 76 gh1]k1mn opqrstuv
0040 77 61 62 63 64 65 66 67 68 69

wahcdefg hi

@ *| Destination

Hardware Address (eth.dst), ... |Packets: 575 ' Displayed: 575 (100.0%) | Profie: Default

9 LR 45
ME 9 I H1, Y5 MAC HihiE>Ay 00 Oc 29 49 67 8a, H#bx MAC HihiE>y 00 Oc 29 6b 6b aa,
45 0x0800 CRREHEH> A 1P #1U0).

2.3.3 A wireshark ;#7242 (IP) i) 4 A

s 2 #4 Internet Protocol Versiond 52141 “+7 , W] CL#r 1P £da (0 145

¥y, Wk 10 AR

[ Capturing from

AHERE 4 [Tireshark 1.10.6

(#1.10.6 from master—1.10)] =8

File Edit Wiew Go Capture Analyze Statistics Telephony Tools Internals Help
0@ 4 m g | X AT LE|IBEE QQQ B | ¥ MME ~
Ho. |Time [Source Destination |Protocol [Length |Info ﬂ
2 0.00003800 vimware_49:67:8a vimware_éh:6h:aa ARP 42 192.168.11.203 is at 00:0c:2
3 0.00017600192.168.11.202 192.168.11.203 ICMP 74 Echo (ping) request id=0x03
4 N NNN2790N162 TAR 11 2032 107 1AR 11 202 TrMp 74 Echn (ninm) ranly id= nvnz_J

4

version: 4

# Internet Cont

Destination:
[source GeoIP: Unknown]
[Destination GeoIP: Unknown]

= Internet Protocol Version 4,

Header Tlength: 20 hytes
® Differentiated Services Field: Ox00 (DSCP 0x00: pefault; ECN: 0x00: NOt-ECT (Not ECN-Capahble

Total Length: 60

Identification: 0Ox00ed4 (228)
® Flags: Ox00

Fragment offset: 0

Time to Tive: 128

Protocol: ICMP (1)
# Header checksum: 0xa0f7 [validation disabled]

source: 192.168.11.202 (192.168.11.202)
152.168.11.203 (192.168.11.203)

rol Message Protocol

0030 67 68 69
0040 77 61 62

il | |
0000 49 29 6h

0010 24 E 7 C

0020 08 00 48 5¢C 03 00 02 00 61 62 63 64 65 66

6a 6b 6¢C 6d 6e 6f 70 71 72 73 74 75 76 g 1]k1mn opqrstuv

63 64 65 66 67 68 69

wahcdefyg hi

@ 7| Internet Protocol Version 4 (ip), 20 bytes

| Packets: 1620 ' Displaved: 1620 (100.0%) | Profile: Default
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TP HHa B S AT UL, 1% TP B AR E 8 20 7797, EEmJa 0 8 Ty 4 T 1P b

HEFD 4 i HAs 1P Ml A, JE 1P HiblN 0xc0a80bca (192. 168. 11.202),

IP Hihik 4 0xc0a80beb (192. 168. 11. 202)

2.3.4 ] wireshark 7341 TCP Wil i) TAELRE

AT ENE A telnet 155, W FEFR:

e BE® SE® BOW® #FEHW
Telnet
RRemovable Storage :
A BENIRS yResultant Set of Polic... B... Fa &
< ggﬂgggm % Routing and Remote Access E... =R #:
e ) . “4Secondary Logon B.. E.E?J E§$ %
AN, fEi‘Fiﬁ%ﬁiF%ﬁ@JlttHﬁm#@ﬁ ga:u\u—ny Accounts Manager g ggg gg ij
S RISR A REeE #:E. HEFEF TCE/IP Telnet B pServer . b & 4
REEE Pi, BFEET WIX M0 Windows B9 $yShell Hardware Detection ... BB3 B E~
4 = YL IRUIRSELE , ITEAP  @ysinple Mail Transfer P... ... OB3 B3 *:
R Y E 2 L P &hsing
! %’ ] mn:;L ggggfgg*ﬁmggmm?b “@Sinple TCR/IP Services X... E/8% Bsh &
o wERe = = BSnart Card [ Fah *:
BE RSP Service ®.. EBEB% 83 *:
NI 131 SUSMP Trap Service 5. Fah #:
2 #3IRE “Special Adninistration... fb... Fah #:
- wIns & Systen Event Notification M .. 7
?';. NS 4 Task Scheduler %® .. *:
4 Internet RRIRS (I5)° R4 TCP/TP NetBIOS Helper #®.. &
i,mqhmy #®. 7
4 Terninal Services ... EBsh Bsh &
@ Terninal Services Sess... fi... s *:
% Themes o £ &
TP AutoConnect Service  Thi... ES3) Fah
BUYTP VC Gateway Service Thi. .. Fah _I_j
4 | »
. I\rE (7

K11
Wit Jg )3 H telnet ARSs, 7E ClientA H# N\ : telnet 192.168.11.203, M
wireshark BJ PAffi$R2 TCP &) =X 4E F AL 2, N EPFTR:

(8 Capturing from AHEHE 4

[Tireshark 1.10.6 (v1.10.6 from master—1.10)]1

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

oo 4m | X2 a¢raTiI([EE I QAQD| FETM % -
Destination [Protocol [Length [Info i‘
934 :66C F02 DHCPv6 152 Solicit XID: Ox5fca0l CID: 0
i3 TCP
TCP
v 5 .168. TCP
.35454500192. .58.139 192.168.11. NBNS
9472800192 11.20 102,16 NEN
35501800192.168.11.202 192.168.11. NBNS

=l8ix|

Time Source
1 0.00000000 fe80: :f41.
2 1

)

60 veracity > telnet [ACK] Seq=
92 Name query NBSTAT *<00><00><
82 name cusryy NESTAT ¥<00><00
253 Name query response NBSTAT

PRCRG RN W
IRERT R PRV

36876700192.168.11.203 192.168. TELNET 75 Telnet Data ..

36929900192.168.11.202 192.168. TELNET 60 Telnet Data ... =
gl | >l
Frame 2: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on interface 0 5

# Ethernet II, Src: vmware_6b:6b:aa (00:0c:29:6h:6h:aa), Dst: vmware_49:67:8a (00:0c:29:49:67:8a)
@ Internet Protocol version 4, Src: 192.168.11.202 (192.168.11.202), Dst: 192.168.11.203 (192.168
= Transmission Control Protocol, Src Port: veracity (1062), Dst port: telnet (23), Seq: 0, Len: Q
Source port: veracity (1062)
pestination port: telnet (23)
[stream index: 0]
sequence number: Q (relative sequence numher)
Header Tlength: 28 bytes
# Flags: 0x002 (SYN)
window size value: 64240

@ 7| Frame (frame), 62 bytes | Packets: 99 ' Displayed: 99 (100.0%)

K 12

| Profile: Default
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