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Abstract — Group Authentication wusually checks
whether an individual user belongs to a pre-defined group
each time but cannot authenticate all users at once with-
out public key system. The paper proposes a Randomized
Component-based Asynchronous (t,m,n) Group Authenti-
cation ((t,m,n)-RCAGA) scheme. In the scheme, each user
uses the share of (t,n)-threshold secret sharing as the to-
ken, constructs a Randomized Component with the share
and verifies whether all users belong to a pre-defined group
at once without requiring all users to release randomized
components simultaneously. Moreover, each group mem-
ber just uses a single share as the token and the scheme
does not depend on any public key system. Therefore,
the proposed scheme is simple and flexible. Analyses show
the proposed scheme can resist up to t-1 group members
conspiring to forge a token, and an adversary is unable to
forge a valid token or derive a token from a Randomized
Component.

Key words — Randomized component, Group authen-

tication, Chinese remainder theorem, Asynchronous.
I. Introduction

Nowadays, group oriented applications such as online confer-
ence get more and more popular. In these applications, group
members interact with one another and security is one of the
main concerns. Take online conferences for example, members
are limited within a small scope if the topic of the conference
is confidential. In this case, each member would rather give
up the conference than leak confidential information to a spy.
Therefore, each member should be assured that all members
are legal before the conference.

It is actually an issue of group authentication, which guar-
antees all participants of the conference should be legal group
members. There are many group authentication schemes that
verify whether a user belongs to a group, i.e., they authenti-
cate a user each time. For example, Aboudagga et al.l! pro-
posed an authentication protocol named mGAP, which pre-
dicts nodes’ behavior and manages the authentication of mo-
bile groups and individual nodes during roaming across admin-
istrative domains. The protocol considers the limited resource
of mobile node in authentication. Chen et al.l?! presented a
similar group authentication protocol for roaming, in which,

authenticating the first mobile node requires the Server Node
to perform full authentication but the following authentication
of the other nodes can be simplified without decreasing the se-
curity. Sprague® published a group authentication method in
which pseudorandom number is used to authorize an anony-
mous individual or a member of a group to access some con-
tent.

There are also some group authentication schemes which
can authenticate all users at once, but most of them are based
on public key system. For example, In 2014, Yang et.al.l¥
proposed a general framework for group authentication, which
works in a one-to-multiple mode, where a party can authenti-
cate several parties mutually, and allows member-to-member
authentication and server-to-client authentication. As a gen-
eral framework, the scheme allows using different public cryp-
tographic primitives such as Diffie-Hellman key exchange sys-
tem, Discrete Logarithm Problem (DLP) or elliptic curve dis-
crete logarithm problem (ECDLP). In 2015, Wang et.al.!) pro-
posed an group authentication for Ad Hoc networks without
a group manager, which is an identity-based scheme based
on bilinear pairings. In the scheme, all group members can
be authenticated by using Gentry and Ramzan’s Identity-
based Multi-signature Scheme.
need more computing effort when compared with symmetric

However, bilinear pairings

cryptographic system, which makes it unsuitable for platforms
with low computing power. There are many other similar

group authentication schemes, e.g.,Ref.[6].

There are also some group authentication scheme not
based on public key system, for example, Martucci et al.l”)
proposed a lightweight group authentication mechanism for
ad hoc network by using a pre-shared secret. The scheme is
used to check whether nodes of an ad hoc network belong to
a group but needs loose synchronization among the devices’
real time clocks to thwart replay attacks. However, the syn-
chronization of clocks is complicated especially in distributed
networks.

(t,n) threshold secret sharing (or (t,7)-SS)® is a funda-
mental cryptographic primitive which divides a secret into n
shares such that ¢ or more than ¢ shares can recover the secret
while less than ¢ shares cannot. Unlike public key cryptogra-
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phy, (t,n)-SS schemes seldom depend on some hard problem,
and thus are efficient in computation.

In order to improve the efficiency of group authentication,
Harn'” introduced the notion of t-threshold, m-user and n-
group authentication (or (¢,m,n) group authentication), and
proposed 3 schemes based on Shamir’s (¢, n)-threshold secret
sharing[g]. In the asynchronous (¢, m,n) group authentication
scheme, k polynomials are used to generate k shares for each
group member as the token and users are allowed to release
their authentication components asynchronously. An (¢, m,n)
group authentication scheme guarantees that m(m > t) users
are of the same group if they all can recover the same secret
successfully, and up to ¢ — 1 colluded group members can-
not forge any valid token. Although the scheme is not based
on public key, it requires as many as k polynomials and k is
restricted by t as well as n. Therefore, it is not efficient and
flexible enough. Based on the notion of (¢, m,n) group authen-
tication, Parikshit N. Mahalle, et.al.l! developed a group au-
thentication (TCGA) scheme for the Internet of Things, which
uses Paillier Threshold Cryptography as the underlying secret
sharing scheme.
lic key variant of the (¢,m) threshold scheme. However, it is
doubtful whether or not the TCGA scheme is appropriate for
Internet of Things because most nodes in Internet of Things
are low in computing power. Moreover, the scheme does not
mention how to use Paillier Threshold Cryptography to con-
struct the (¢, m,n) group authentication. In fact, the way to
construct a (t,m,n) group authentication highly depends on
the underlying (¢,n) threshold secret sharing scheme.

Paillier Threshold Cryptography is a pub-

Actually, we can utilize Randomized Components
(RC)I2131 in (t,n) secret sharing schemes to make the above
(t,m,n) group authentication scheme more efficient and flexi-
ble. A RC binds the share of a participant with the identities
of all the other participants during the secret reconstruction.
RCs serve as 2 functions, protecting the contained share and
recovering the secret. Therefore, the paper focuses on how to
construct a more efficient and flexible asynchronous (¢, m,n)
group authentication scheme with the same functionalities as
Harn’s scheme and put forwards a RC based Asynchronous
(t,m,n) Group Authentication scheme, which uses a Chinese
Remainder Theorem based (¢, n)-SS.

The rest of paper is organized as follows, section II presents
some preliminaries, section III describes the system model of
our scheme; the scheme is proposed in section IV and security
analyses are given in section V. Section VI summarizes the
properties and compares the proposed scheme with Harn’s.
Section VII concludes the paper.

I1. Preliminaries

This section gives some preliminaries including Chinese Re-
mainder Theorem, Asmuth-Bloom’s (¢,7n)-SS scheme, Ran-
domized Component and Harn’s (¢, m, n) Asynchronous Group
Authentication Scheme.

1. Chinese Remainder Theorem (CRT)

For the following system of equations,

r = s1 mod P1;
x = s2 mod pa;

T = 5¢ mod py;

one solution can be determined as x =

t

Z y:8:N/p; mod N,where all moduli are pairwise coprime,
i=1
ie., ged(pi,p;) = 1, for ¢ # 4, y;N/pimodp; = 1 and
N=pi-p-..-ps

CRT was used in constructing (t,n) secret sharing
schemes!®14,

2. Asumth-Bloom’s (t,n) Secret Sharing!®

Our proposed scheme is built on the variant of Asumth-
Bloom’s (¢,n) Secret Sharing, the original scheme consists of
the following 2 steps.

1) Share generation. Assume that U = {U;]i = 1,2, ...,n}
are n shareholders. The dealer first picks an integer po and a
sequence of pairwise coprime positive integers, po < p1 < ... <
Pn, such that p-pr_ty2-...-pn < p1-p2-....ps and ged(po, pi) = 1,
i =1,2,...,n, where each p; is the public modulus associated
with Uj, t is the threshold. Then it randomly selects the secret
s within Z,, and an integer,c, such that s+apo € Zp, .ps-....p; -
Finally, it computes s; = (s + apo) mod p; and sends it to U;
as the share for i = 1,2, ...,n.

unique

2) Secret reconstruction. Suppose a group of m(m > t)
participants, Ur,, = {Ui,,Uiy,...,Ui,,} C U, with the cor-
responding shares {s;,, Sis, ..., Si,, } and public modulus set
Pi,, = {Di1sPigy--s Pirn + accordingly, wants to recover the
secret s, each participant Uij (Uij € Uy,,) releases the share
si; to the others. On obtaining all shares in {s;,, Siy, .-, Si, }
,Uij recovers s as s = Z;nzl yijsijN/pij mod N, where N =
H;.n:l Pi;, ¥i; is the multiplicative inverse of N/p;; modulo p;; .

3. Randomized Component

In 2015, we proposed the notion of Randomized Compo-
nent (or RC)!213) for secret sharing, which adds new fine fea-
tures to traditional (¢,n) secret sharing schemes and is suitable
for constructing asynchronous (¢, m,n)-group authentication
schemes.

During the secret reconstruction of a (¢,n)-SS, a RC binds
the share and all participants together by a random number,
In other words, all
participants form a tightly coupled group by each producing a
RC with the share, and thus recovering the secret requires each
participant to have a valid share and actually join the secret
reconstruction. Therefore, RCs improve the security of secret
sharing and are more suitable for group oriented applications
based on (t,n)-SS.

Formally, assume that S; and S are the share space and
secret space respectively in a (t,n)-SS, Un is the partici-
pant set consisting of m(m > t) shareholders, each partici-
pant U; (U; € Up,), with the share s;, constructs its RC ¢; as
ci = f(si, INFy,7;), where f: S; ><Si(m>><8 — S; is a function
over S;, INF,, is the public information of all m participants

and can be used to recover the secret.
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and 7; is a random integer uniformly selected over S. In this
case, the secret s can only be reconstructed from all m RCs.

A RC has 2 properties, 1) Share Protection: each RC,
e.g. ¢; can protect the share s; from exposure; 2) Secret Re-
coverability: the secret can be recovered from all RCs. As
a concrete type, CRT- based RCs will be constructed in the
proposed asynchronous (¢, m,n) group authentication scheme.

4. Harn’s Asynchronous Group Authentication

In 2013, Harn proposed an asynchronous (t,m,n) group
authentication scheme!*”! based on Shamir’s (¢,n)-SS, which
can check whether m users belong to a pre-defined group. It
consists of the following 2 steps.

1) Token generation. Assume there are totally n group
members, {U;|i = 1,2,...,n}, in the scheme, each member U;
with the public information x;. The Group Manager (GM),
coordinator of the scheme, selects k random polynomials,
fi(z),l =1,2,..., k, with degree t —1 each, and produces tokens
filzs),l = 1,2, ..., k, for each group member U;,(i.e..kt >n—1
). For the secret s, GM finds integers,w;,d;,7 = 1,2,..., k, in
GF(p), such that s = Zle d; f;(wj), where w; # wj, for ev-
ery pair of ¢ and j.GM publishes integers wj,d;,j = 1,2, ..., k,
and H(s), where H(.) is a one way hash function.

2) Group authentication. Assume that m out of n
users, e.g., {U;li = 1,2,...m},(t < m < n) for simplic-
ity, need to be authenticated, each user U; uses its to-
kens fi(zi),l = 1,2,..,k, to compute and release ¢; =
Zle d; fi(xi) HTZLT# (wj — xr)/(x; — z,) mod p to the oth-
ers. Knowing {cl|i = 1,2,..,m}, each user computes
s'=y " cimod p, If H(s")=H(s) all users are authenticated
successfully, otherwise, there is at least one non-member in
{Usli =1,2,...,m}.

Remark: the scheme can authenticate m users all at once
on the condition kt > n—1, which means that each user needs
to have k tokens, and k is restricted by the threshold ¢ and the
total number of group members n .
not efficient and flexible enough.

Therefore, the scheme is

I11.System Model

1. Entities

Assume that there are 3 types of entities in the pro-
posed asynchronous (¢, m, n) group authentication scheme, the
Group Manager (GM), group members and some adversaries.

a) Group Manager (GM): he Group Manager is the coor-
dinator of the scheme, which is trusted by all group members
and responsible for the setup and distributing a token (share)
to each member. It is assumed that a secure channel exits be-
tween GM and each group member, that is, GM can dispatch
a token securely to each member.

b) Group Members: all Group members belong to a pre-
defined group. Before authentication, each group member ob-
tains a token (i.e., shares of a secret sharing) from GM se-
curely. All entities, including Group members and adversaries,
are called users when they participate in group authentication.
We assume that every 2 users share a private channel to ex-
change RCs during authentication, the same group of users is
never authenticated twice and the token of a group member
cannot be obtained from inside the group member.

¢) Adversaries: There are 2 types of adversaries, Insiders
and Outsiders.

2. Adversary Model

In the scheme, each group member has a token generated
by GM. Besides, there are 2 types of adversaries.

a) Outsiders: An Outsider does not belong to the above
group and thus has no valid token. However, during the group
authentication, an outsider may crack some private channels,
intercept RCs, try to derive a valid token and impersonate the
owner of the token; it may also directly forge a token for itself.

b) Insiders: An Insider is a legal group member, which pos-
sesses a valid token. However, ¢t — 1 Insiders may conspire to
forge a valid token for some Outsiders. We assume that there
are at most t — 1 Insiders in the proposed scheme. Besides, an
Insider never leak its share to Outsiders.

The scheme is supposed to prevent any Outsider from ob-
taining a valid token or thwart ¢ — 1 Insider conspiring to forge
a token.

IV.Proposed RC based Asynchronous
(t,m,n) Group Authentication

1. Overview

The proposed RC based Asynchronous (¢, m,n) Group Au-
thentication ((¢,m,n)-RCAGA) scheme aims to verify whether
all users are of a pre-defined group at once rather than authen-
ticate each individual user. It doesn’t require users to release
their tokens simultaneously. To attain this goal, the scheme
employs shares of a (t,n)-secret sharing as tokens of group
members and publishes H(s), the one way hash value of the
secret as the proof.

In (t,m,n)-RCAGA, each user releases a RC which is con-
structed with the token, this process need not occur simul-
taneously. Upon collecting all RCs from the others, the user
recover a value s’ and check whether H(s’) and H(s) are equal.
If both values are equal, all users are group members; other-
wise, at least one user is not group member (non-member).

However, if each user is allowed to release the token (i.e.,
share) instead of RC asynchronously and there are more than
t users, including a non-member, to be authenticated, the non-
member may collect at least ¢ shares to generate a valid share
as the token temporarily and thus passes the group authenti-
cation.

Therefore, the proposed scheme utilizes RCs instead of to-
kens during group authentication; i.e., all users release RCs to
reconstruct a value s’ for authentication. From the properties
of RCs, we know that the secret can be recovered, i.e., s’=s
only from all valid RCs. Therefore, the RC-based scheme can
guarantee all users belong to the same group only if they all
have a valid RC each, i.e., they all have valid tokens (shares).

2. Proposed scheme

The proposed (t,m,n)-RCAGA consists of 3 steps, 1)
Token Generation, 2) Randomized Component Construction
based on CRT and 3) Group Authentication.

1) Token Generation. Assume that U = {U;|i = 1,2, ...,n},
are n group members. The Group Manager (GM) first picks
an large integer po and a sequence of pairwise coprime positive
integers,pop < p1 < ... < Pn, such that pi CPn—t42 e P <
pr-p2 - e, mpy/(po — 1) < pi and ged(po,pi) = 1,
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i =1,2,...,n, where each p; is the public modulus associated
with U;, t(t < n) is the threshold. Next it randomly selects
a value s € Zp  and a private integer,a, such that s + apo €
) /po ] Then, GM computes s; = (s + apo) mod p;
n. Fi-
, Pn,n,t and H (s) publicly known while

Z[oy 2.
and securely sends it to U; as the token for ¢ = 1,2, ...,

nally, it makes po, p1, ...
keeps « in secret, where H(.) is a public one-way hash function.

2) Randomized Component Construction based on CRT.
If m(n > m >t) users, Ur,, = {Ui;, Ui,, ..., Us,, } C U with the
corresponding shares Sr,, = {si,, Sis, .-+, Si,, } and public mod-
uli Pr,,, = {piy»Pisy .-y Pire }» Need to be authenticated, each
user Uij (Uij € Ur,,) constructs a Randomized Component
(RC) as

Ci; = (Sijyij N/pij + TijpoN/pij) mod N (2)

m
where y; . (N/pi;) mod p;; = 1,N = [[ pi; and ry; is uniformly
j=1
selected within Zp, by U;;.
3) Group Authentication.
are from the same group, each user,U;; (U;; € Ur,), re-
leases the RC c¢;; within Uy, . After obtaining all RCs,

To decide whether all users

{cij 7 =1,2,...,m}, Ui; computes s’zz ci; mod N mod po.
j=1
If H(s') = H(s), all users in U;,, belong to the same group;

otherwise, Uy, includes at least one non-member.
3. Correctness
The following fact guarantees that all users are authenti-

cated successfully in the case of s’ = s due to

’
s = Cij mod N mod po

j=1
m

Z (si;4i;N/pi; mod N + 7;,poN/pi; mod N)
modN mod po

= (s+apo+ Z (ri;poN/p;;) mod N) mod N mod po
j=1
= (s4+apo+ Y ri;poN/pi;) mod N mod po
ji=1
Jm
= (s4+apo+ Y ri;poN/pi;) mod po = s.
=1
Recall p2 - pr—t42 oo " Pn < P1- P2 -
p1 and (s + apo) € Z[p, ps-...
> ri;poN/pi; < mpiN/pi;

j=1
m

> ri;poN/pi;) mod N=(s +apo + Y ri;poN/pi;).

= j=1

-pe,npy/(po — 1) <

pe)/po] < N/po, we have

< (1—$)N and thus (s + apo +

V. Security Analyses

As mentioned previously,po is a large integer in a cryptographic
sense, i.e., 1/po is negligible. In our scheme, an Outsider may
intercept a RC released by a user if it cracks the private chan-
nel successfully. However, due to Theorem 1, it is impossible
for an Outsider to derive the token from a RC with the prob-
ability more than 1/po and thus the scheme is secure even if a
RC is accidentally exposed to an Outsider

Theorem 1 In the proposed scheme, an Outsider can-
not derive the token from a released Randomized Component,
i.e., given the RC ¢i; = (si;4i;N/pi; + ri;poN/pi;) mod N,

the Outsider cannot derive the token s;; with the probability
more than 1/pg.
Proof Given

Cij

= (SijyijN/pij JrriijN/pij) mod N (3)

the Outsider has ¢;;p;; /N = (sijyij + rijpo) mod p;, i.e.,

si; = (ci;pi; /N = ri;po)y;;" mod p;, (4)
where y is the multiplicative inverse of Yi; mod p; . ;
ie. N/pzj mod pi;, note that ¢;; is the multiple of N/pz be-
cause of Eq.(3). Apparently, given c¢;;,po, p;; and N in Eq.(4),
there must exist a distinct value of s;; for each different
ri; € Zp, since both N/pi; and po are relatively prime to
pi;. Since r;; is uniformly distributed over Z, , there are po
possible values of s;; satisfying Eq.(3), each with the identical
probability. Therefore, an Outsider derives the token s;; from
exactly with the probability 1/po.

Inc; = (sijyijN/pij +r¢jpoN/pij) mod N,
if s; ; and 7; ; are random variables uniformly distributed over
Zpi’v and Zp0 respectively, then c¢;;p;; /N mod pi; has the uni-

Cij

Lemma 1

J
form distribution over [0, p;;), for given p;,,po and N, where
vi; is the multiplicative inverse of N/p;; mod p;;.

Proof «c¢i; = (si;yi;N/pi; + ri;poN/pi;) mod N is fol-
lowed by ci;pi; /N = (si;9i; + ri;po) mod pi;, let a;; =
ci;pi; /N mod p;; , we have

Ai; = (Sijyij + Tijpo) mod Pi; (5)

in which each value of s;; € Z,

i
fixed 7;; because of ged(yi;, pi;) = 1. Similarly, each value of
ri; € Zp also corresponds a distinct a;; € Z - for fixed Si;
due to ged(po,pi;) = 1. Consequently, there are totally p;;po
values of ai; when Si; and Ti; uniformly vary within Z,

produces a distinct a;; for

~and
Pi;

ZpO respectively, each distinct value appears po times. There-
fore, each distinct value of a;; € Z, has the possibility of

po/pijpo = 1/p1] That is,ci; pi; /N mod pi; has the uniform
distribution over [0,p;, ) for given p;,, po and N. In other words,
Cij is uniformly distributed over all multiples of N/p; ; within
[0,N).

Theorem 2 In the proposed scheme, an Outsider cannot
manage to impersonate a group member by replaying a previ-
ously released Randomized Component of the group member
in a new group authentication.

Proof From the adversary model,
group never be authenticated twice. Thus, we assume with-
out losing generality that a user U, released a RC ¢}, =
(Sim¥i,, N’ /Diry + TipupoN'/pi,,) mod N’ during the authen-
tication of the group U;, = {Uj,Ui,,...,U, } C U in the
past, which is obtained later by the Outsider Up ,where N’ =
pglpiz...pim, Py is the public modulus of U;;,j = 1,2,...,m
Now Uo impersonates Us,, and replays ¢;  in the authentica-
tion of the new group Ur,, = {Ui,,Ui,, ..., Ui, } € U. In this
case, the other users don’t notice the impersonation of Up
and still consider Uo as Us,,. Each of them, e.g.,U;; (1 < j <

it is known that a

m — 1), constructs and releases a RC ¢;; = (si;4:;, N/pi; +
’ m—1

7i;p0N/p;i;) mod N, and finally computes s" = (ijl ci; +

¢,,) mod N, where N = p; pi,...p; . However, successful
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group authentication requires s’ = (Z;n:_ll ci;+c;,, ) mod N =

Z;nzl ci;mod N = s . That is, ¢, = ¢, mod N, note
that cgm is known for Up while ¢;,, mod N is uniformly dis-
tributed over {iN/p;,|i = 0,1,...,pi,, — 1} from Lemma I,
which means that even if ¢}  is a multiple of N/p;,, , the
probability of ¢; = ¢;,, mod N is at most 1/p;,,, which is
negligible. Therefore,Uop cannot impersonate a group member
by replaying an old RC.

Theorem 3 an Outsider cannot pass the group authen-
tication by forging a RC.

Proof(Omitted) the proof is similar to that of Theorem

In some case, some Insiders may conspire to try to jointly
produce a valid token for an Outsider, Theorem 4 demon-
strates the security of our scheme in this aspect.

Theorem 4
for an Outsider.

t—1 Insiders cannot figure out a valid token

Proof In the proof, all parameters are the same as in
Section 1V.2, so we would not repeat their explanation here if
unnecessary.

We consider the extreme case that ¢ — 1 out of n group
members Ui—1 = {U;li = n —t+ 2,...,n}, try to derive a
valid token, each group member U; has the public modulus
p; and token s; , where s; = s 4+ apo mod p;,s € Zp0 and
s+ apo € Zf(fﬁ yrept) /By To derive a valid token, they
have to first figure out X = s+ apo € Z[(Pl Py-pt)/P
then compute a token, e.g., s; = X mod pj;, p; is designated
as the new public modulus of an Outsider.

Knowing {pn—i+2)s D(n—t+4)s -, Pn}, Ui—1 can solve
the following system of equations to obtain X' ¢

Zp(nitw)p(nitﬁ)mpn by Chinese Remainder Theorem with
I

o1 and

= X mod pin_t19)P(n—t+3)--Pn- 1€, X = X +
AD(n—t+2)P(n—t+3)---Pn, for integer some X .
X' = S(n—t+2) mod P(n—t+2)
X' = $(n—t+3) mod P(n—t43)
X' = S(n—t4a) mod P(n_tya)
(6)
X' = s, mod p,
0 By ‘V.--] \'_ "By
L f | |
I T 1 T Ll T 1
5§ X X =s5+ap,
Ni = pip2...pt; Ni—1 = P(n—t42)P(n—t+3)--Pn;

Fig. 1. Relationship among parameters in Theorem 4

However, we know from Fig.1 that there are at least
(Nt/po)/Nt—1= p1p2...pt/PoP(n—t+2)P(n—1+3)---Pn > Po DPOSSi-
ble values of X satisfying X = X' + Apop(n—t+3)...pn due to
pg “Pn—t42) * e Pn < D1 P2 e Pt Note that when U;_4
conspire, N;_1,the product of t—1 public moduli has the largest
value and thus there are the least possible values of \ satisfying
X = X"+ Ap(n—t+42)P(n—143)--Pn-

Therefore, the probability for ¢ — 1 Insiders to conspire to
derive a valid token is 1/po, which is negligible.

VI. Properties and Comparisons

In this section, we will summarize the properties of our scheme
and make comparisons with Harn’s Asynchronous (¢, m,n)
group authentication scheme.

1. Properties

1) Efficiency. Traditional group authentications authenti-
cate one user each time. However, in our proposed group au-
thentication scheme, each user authenticates all users at once
just by recovering the secret s. Moreover, the proposed scheme
is not based on public key systems and thus is more efficient
in computation. That is, our scheme can efficiently decide
whether all users are legal group members.

2) Simplicity and Flexibility. Our scheme allows each
group member to have only one token, and one can flexibly
choose parameters in the underlying secret sharing scheme,
such as the threshold and the total number of group members.

3) Security. Due to the underlying (¢,n) secret sharing
scheme, our scheme guarantees that even up to t — 1 Insiders
cannot to derive a valid token. In addition, the token of a
group member is protected by the RC as shown in Theorem 1,
and thus the group member doesn’t need to worry about the
exposure of its token during group authentication. Moreover,
our scheme does not utilize any public key cryptographic prim-
itives (i.e., it does not depend on any hard problem) and thus
it is more desirable than those based on public key systems.

2. Comparisons

Because of the similarity to Harn’s (¢, m,n) Asynchronous
Group Authentication, we will compare our scheme with it in
the following 2 aspects.

1) Flexibility. Harn’s scheme uses k(k > 2) polynomials
of degree t — 1 to generate t — 1 shares for each of n group
members as the token. It requires kt > n — 1 to guarantee
the security, which implies that the threshold ¢ is restricted by
the number of polynomials k£ and the total number of group
members n. Therefore, the scheme is not flexible especially
when n is large.

For example, if there are 1000 group members in all and
Harn’s scheme uses polynomials of degree 2 to generate tokens,
then at least 500 polynomials are required, which means each
group member has to hold 500 shares as the token and thus
the scheme is too inefficient. If the scheme uses 2 polynomi-
als, then more than half group members need to participate
in the group authentication, which is usually impractical to
have such high threshold in applications with a large number
of group members.

In contrast, each group member in our scheme just need
one share as the token, and the threshold ¢ is basically inde-
pendent of the total number of group members n. our scheme
allows GM to choose t flexibly even for a large n as long as
n > t holds. Therefore our scheme is more flexible than Harn’s.

2) The ratio of token size/secret size. The ratio of token
size/secret size is an important metrics to measure the effi-
ciency of group authentication. Apparently, the less the ratio
is, the better a group authentication scheme is.

In Harn’s scheme, each group member has k (k > 2)
shares as token which is k times of the secret s in size, because
each share and the secret s are from the same finite field in
the underlying Shamir’s SS. Compared with Harn’s scheme,
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group member U, in our scheme has the token s, € Z,, with
the largest size log,p,, while the secret s has the size log,po,
since npd/(po — 1) < p1 < pn,we can control p, such that
npa/(po — 1) < pn < pd holds, i.e., the size of a token is no
more than 3 times of the secret (note that po is much larger
than n ). Therefore, our scheme is more efficient than Harn’s
in the ratio of token size/secret size.

VII. Conclusion and Future Work

The paper proposed an asynchronous (¢,m,n) group au-
thentication scheme based on Randomized Components in a
(t,n) secret sharing, which verifies whether all users belong to
the same group at once. In the scheme, each user has a single
share of a (¢, n) secret sharing scheme as the token, constructs
a RC and recovers the secret to authenticate all users at once.
The scheme does not depend on any public key system. Com-
pared with Harn’s scheme, the proposed scheme is simpler and
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