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AR B 7%
= E 75| (Discretionary Access Control , ]
FRDAC)

FPR “HE” e mEuERFEDRRRE AL 3R
ERDR “HT7 FRRE T AN

C24%
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MAC)
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o i SQL # GRANT iEH)#1 REVOKE & 4A) s£31
o P ARR LR
BT R
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R FEIE R G AU DT R

X%i SRS LA E%F i PRSI INSERTAUR
— N, —EBEMEX EEE
¥iE | AR CREATE SCHEMA INSERTHPR, 75 H F #)$H
a AL AR TR IR, T
3 A% | CREATE TABLE, ALTER TABLE FERLEIA,  HoAh A iR Bk B
B | A CREATE VIEW 7, B BME.
=5l CREATE INDEX
HiE | EAER SELECT, INSERT, UPDATE, DELETE,
FIAT & REFERENCES,
| ALL PRIVILEGES 25564 FE P42 A5 UPDATE— 51
HE | B SELECT, INSERT, UPDATE, HIRURET, F P BEGZ S AR
REFERENCES 3 2 ) B e 5 S T AR
ALL PRIVILEGES iy
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4.2.1 Al iR 5 55
4.2.2 f7 B il

4.2.3 H A BRI J7 vk
4.2.4 A5 AL

4.2.5 B & E At

4.2.6 R il A7 BRI 75 %
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4.2.4 35 [T

—. GRANT
o GRANTIE &) B — Mg 2
GRANT <t R>[<BUR>]...
[ON <X SR> <K G 44>]
TO <H >[L<H F>l...
[WITH GRANT OPTIONJ;
o BN NS ERAER RATR B BRAERR IR T e A
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GRANT (%2)

K HGRANT:
DBAEEEH L, R T mysqlF HrootH )
B EXNZal#E (BJJEEOwner)
A =R H

& Z R EI P
— A EE B P
PUBLIC (&A&H )
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WITH GRANT OPTION-F4]J

7 WITH GRANT OPTION-F4J:
o g WLV
0 WAERE: FELIE

0 AN SCVFIEIAR AL

Ul > U2 > U3 — U4
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(1] HEEHStudent BRI RFZZE FH U1
GRANT SELECT

ON TABLE Student
TO Ul
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[%51]2] E5%FStudentE F CourseZ 2R 1 H P
U241U3

GRANT ALL PRIVILIGES

ON TABLE Student, Course
TO U2, U3;
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[13] 5T 2 SCH) & WA R % F B H

GRANT SELECT
ON TABLE SC
TO PUBLIG;
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[514] & W StudentRAME AL 5 IR IR 4T &

U4

GRANT UPDATE(Sno), SELECT
ON TABLE Student
TO U4,

Xt & P 8] FR A LA A 23 W B i L AR L e 1 81 44
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[%15] 5T FRSCHIINSERTHR% T U5H

VRt AR BEABR 4% T Ho At

GRANT INSERT

ON TABLE SC

TO U5

WITH GRANT OPTION,;
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PATHI5fE, USAMUIHA T M RSCHIINSERTALR

B AT DLAE 3 AN PR -

[516] GRANT INSERT ON TABLE SC TO U6
WITH GRANT OPTION;

[FE, U6it Al LUK A PR 1% T U7:
[%17] GRANT INSERT ON TABLE SC TO U7;
{HU7 A e AR B AL IR
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FRIEALIR (52

TREMTT [F] 2] [F7] KiERJG, SE-REEEEFRH PR

& N K
BAHP2Z | AP 2 | BIEEXNRA RTHERERE | BEREN
DBA Ul % & Student SELECT g
DBA U2 5% Z& Student ALL Afe
DBA U2 = Z Course ALL N
DBA U3 5% Z Student ALL Afe
DBA U3 = Z Course ALL R
DBA PUBLIC K ASC SELECT Afe
DBA U4 % & Student SELECT ANRE
DBA U4 B UPDATE AgE
Student.Sno

DBA U5 K ASC INSERT f
U5 U6 K ARSC INSERT HE
U6 U7 K ASC INSERT ANRE
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—. REVOKE
T BIAUR T LA DB A Bk

i [

A (22

L ¥ A FHREVOKEIE A1)

REVOKEE ] ) — Mg 2N -
REVOKE <t PE>[, <t fE>]...
[ON <X R RAS <Kf H 44>]

FROM <

1P >[L<H F>]..[CASCADEIRESTRICTI;
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REVOKE (%£)

[%18]1 ) P UMB S 22 A4 =5 B A R Yz [

REVOKE UPDATE(Sno)
ON TABLE Student
FROM U4;
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REVOKE (%£)

[%i9] Wi =l A

| X 2R SCHIE AR

REVOKE SELECT
ON TABLE SC
FROM PUBLIC;
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%1101 R P USKTSCHR K INSERTAL PR I [

REVOKE (%)

REVOKE INSERT
ON TABLE SC
FROM U5 CASCADE;
R F FUSHIINSERTAR BR WAL [ F B i i 251 2% Bk

(CASCADE) &

EXS WAL

H

=324

H

H

¥ MNUBAE RS HIBUER
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AT [Ble] 2] [Fho] ERJE, FHAE-REEEEEFE KA BURE

X5&

AL F 4 WENHFE | BEENRYE | AFHRERE | 8 E5HREN
DBA Ul X ZStudent SELECT AN

DBA U2 % % Student ALL AN

DBA U2 X Z Course ALL NIz

DBA U3 X Z Student ALL AN

DBA U3 < Z Course ALL Nz

DBA U4 % ZStudent SELECT AN
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NS /NG SQL RIS IR AZ AU L]

DBA: I A X REI AR
AR A PR 4 T AN 5] 1) FH
HP . A B SRR R E 5 HERERR
GRANT: #TFHARH
BRI
“OREERRAL” VAT BT
PR % T 1 & AU TAE 2 25 SCER W] | REV OKEE AU [H]
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A (28)

=. BEEIEERAHIBUR
RS B B — AR BN R

DBATE QI &2 FH i SEBH

CREATE USERE A A% 2
CREATE USER <username>
[WITH] [DBA | RESOURCE | CONNECT ]
[IDENTIFIED BY 'password'];
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i (22)

AT A] B HAT I HERAE

AR CREATE | CREATE CREATE | &BFEIEE AT
USER SCHEMA TABLE P8 2 TR

DBA A PA A] PA a] PA A] PA

RESOU | ANA] LA ] A AJ LA RS

RCE

CONNE | AHJ LA AT LA ANE] DA Al LA, (HZR4E A

CT WAL PR

BUFR 5 FT AT AR HE R
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B A AR
Show grants for USERNAME;

select * from mysql.user where user= USERNAME;

BWHTAR

select * from mysql.user # myysql 2l 7 o R
5 R R L 5L BRI 0P

KA 2o AR (S B & mysql.dbik

RN R IR PUE Bt X &2mysql.tables priv

H A PR AC K Emysql.column_ priv
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4.2.1 F P iR 5 5]
4.2.2 FFEUE ]

4.2.3 5 EAFBEER| A
4.2.4 A5 A

4.2.5 HIEEA D

4.2.6 S| R BRI 715
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0 —. HABEREE
CREATE ROLE <fitt4>

0 T AR

GRANT <#fR> [, <tfR>] ...

ON <X ZRASIT R 4
TO<Aft> [, <Af>] ...
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(B

= B—MAaE T HAAR A EBEHF
GRANT <fifa1> [, <fAfa2>] ...
TO <fAt3> [, <FHF1>] ...

[ WITH ADMIN OPTION ]

WITH ADMIN OPTION---3R15 FEFH AR i) /8 (. B A 7 A BAFE
XMAR AR T HALA R

0. A EBRRRU[E
REVOKE <t [RE> [, <fFfRE>] ...

ON <X H K> <Kt R 44>
FROM <fftt> [, <fAfe>] ...



BsFEME (80

[B111] I8 A RSSO — HABR T — 1 H P
o 3
1. Bt — 1At Rl

CREATE ROLE R1;

2. R G HHGRANTIER], {#AEBR1HA StudentR ]
SELECT. UPDATE. INSERTAH{JE.

GRANT SELECT, UPDATE, INSERT
ON TABLE Student
TO R1;
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3. BIXNMNAHEBERTT
&) mﬁﬁ@/\mé%ma

\

GRANT R1

—a

TO -
4. 7] PA— Ik HEIE

||

4

IR1EK

REVOKE R1

FROM +
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EM (Z2)

(#1121 BRI RIB M
GRANT DELETE

ON TABLE Student
TO R1
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EM (Z2)

[%113]
REVOKE SELECT
ON TABLE Student
FROM R1;
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AR B 7%
= E 75| (Discretionary Access Control , ]
FRDAC)
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Par
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&) 4.2.6 sl HUEE KT VA

5l A7 Z ] (MAC)
PRUE S AR Y P

ZEEHE]
BT ERT]
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il il A S 1 iR (82)

HuUKE PR (Label)
#4% (Top Secret)
ML% (Secret)

A]{g (Confidential)
AFF (Public)

FARBIRBUR EE AR IR N R UEZ: 7] (Clearance Level)
FARRIBUREFMC R A Z 2 (Classification Level)
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DACEMACIE [F# lKDBMS ) 22 4 1.7
SCIIMACH B 5 4652 PIDAC
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DAC + MACZERBREHE
SQLIEVE T & B XK &
l

DAC #& &

ZERE

MAC v &
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4.1 THENLZ MR
4.2 B P 22 A 4
4.3 LB

4.4 #=il (Audit)
4.5 HHEINE

4.6 HEZEMERYF
4.7 /N
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DR 1) R4 ) To AU BRI B8 500 ) F P R iie K

KR SR — 72
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ASEIN NG

[Fl14]3 LT ENLR FZAERAE, FEXHZAE R SELECTA R
2T EF, 0B BRI rE EER PR % T 5K #H

ST ENL R AR PLECS_Student
CREATE VIEW CS_Student

AS
SELECT *

FROM Student
WHERE Sdept='CS';
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L EIRLA] (Z2)

FEAL I B — 20 5 SO BB FR
GRANT SELECT
ON CS_Student
TO £ ;

GRANT ALL PRIVILIGES
ON CS_Student

TO 5KHH;

An Introduction to Database System

5/5/2021



122
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4.2 B e

4.3 HLE L

4.4 #Hit (Audit)
4.5 s N

4.6 HEZ2MiR
4.7 /N
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#H i HE (Audit Log)
Re FH 7 X5 00 e B R B E il e Bl
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F &8 i
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ZR DA K & Fh KRB (1 SQLRAE

R I
DBAKE
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1 AUDITiER]: & B & 1HIhEE

1 NOAUDITER]: BUHE#H1HThEE
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Hil (4

[ 91151 XHEHSCH L HIBR 524 S CRHOH B AF HEAT 31
AUDIT ALTER, UPDATE
ON SC;

(#1161 BXIEXTSCERK)— Y& it
NOAUDIT ALTER, UPDATE
ON SC;
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SEIREE B R = R BR %
PN B N
PR B2 AR
CERAR N
H 7 B D ge
IHIISOL FJGRANTIE A MREVOKEE 7] S
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CREATE ROLEEHAIE AT
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