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- 5ERIE: FRiRiERE

» AR REA SRR /I3
- HENIE? ECR! (B U)
- BERETHESXTIRRLXATHEE, BJSE LU TMMESRRIE:
» Python#i2 (582175-5829T58F53)
 https://www.bilibili.com/video/BV1ws411i7/Dr/
* Python[EREERIE
 https://www.bilibili.com/video/BV1Yh41107Sz
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https://github.com/facert/awesome-spider
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https://github.com/Krl1s77/Python-crawler-tutorial-starts-from-zero
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 ME/)VEER Charlesilie
https://blog.csdn.net/HeyShHeyou/article/details/90452656

« FHLAPP fiddlerd[lE&
https.//zhuanlan.zhihu.com/p/34430703
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P =div class="container"= - </div=
¥ <nav class="main-menu"=
¥ <div class="container" style="z-index: 1@;"=
<a class="toggle"></a>
*<zul class="menu"=>
Valjs mm e
/ <a href="xxgk/xxji.htm" title=""##HR">SHN</a> N\
' ¥ <ul=
vaoli=
<a href="xxgk/xxjj.htm" title="*2#ERET">E®HET</a>
=/ li=
¥oli=
<a href="xxgk/xrld.htm" title="I{EME">MEFREF</a>
=/ 1li=
Yaoli=
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http://www.ustc.edu.cn/2062/list.htm

*  HTMLRYRBIESR
<IDOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">

<html>
<head>
<title> This is the title but often omitted </title>
</head>
<body>
<img src = “urll” alt="text”>
other text
<a href = “url2” title="anchor text”> this is link text </a> \
</body> htm
</html> S e e e
o Ji}’?ef‘*"”_“:ew e es T



- HTMLAREBISHIEXHXF

« <head><title> text </text></head>
- EEFRRSETHASZ— (URL, I, HES)
« <img src="url” alt="text”>

- BlRfEiR, ALAREIRAIE “MXFE]

o <a href=“url” title="“text’”>link text</a>

IR

R HIEH

- FHFERETRTINSRRRZERE AR e\
<htm!> ‘d="ht\'“‘—“e\:::e"““e,a““‘—"*x—‘%\\\



- HTTPRIEFELE

. BN AEEMY (HyperText Transport Protocol)
{EFETCP 2 £ (IBK/NEATL)
* BIFE—TCP IEZ LRZNHTTPIEK
« TELER (MNEBEFIRE)
- B ERSSEE (DNS) B2IRSSa5EARYIPHBIL
ITCPHIARSS BREELEA R
+ RIZHTTPIEX (f5/40, GETEKPOST)
o FHIWHTTPMZESL
« FWHTMLMIIAZS




telnet www.ics.uci.edu 80
User agent's Trying 128.195.1.77...
roqu?stn Connected to lolth.ics.uci.edu. Refer to RFC 2616
Escape character is ‘*)’.
Server's GET http://www.ics.uci.edu/ HTTP/1.1
response Host: www.ics.uci.edu

\—’H‘I‘TPII.I 200 OK

Date: Wed, 25 Sep 2002 19:43:12 GMT

Server: Apache/1.3.26 (Unix) PHP/4.1.2 mod_ssl/2.8.10 OpenSSL/0.9.6e
X-Powered-By: PHP/4.1.2
HTML code of | Transfer-Encoding: chunked
returned Content-Type: text/html *
webpage
\ £00

<!DOCTYPE HTML PUBLIC *"-//W3C//DTD HTML 4.0 Transitional//EN*">
<html>
<head>

<title>Information and Computer Science at the University of
California, Irvine</title>

Example of the use of the GET method in an HTTP 1.1 session.



- HTTPRIIASNEE S =

nHR oRER

1% BR, RS|UENER, FTEBKREDREHITIRE
2 P, EAFR TR TE

3** BEER, FERH—PARELISSRIER

4 EFIREIR, BREEEBIRAIETHIEK

5** RSEsER, IRSH/EVIEBKRNIEFRETHER

BEEO (LSRR AIRZSED, 40 200 (OK) , 403 (Forbidden) , 404 (Not Found) ......



- URLBIEFIEE:

. F—EZBRTEMSF (Universal Resource Locator)

« LIEMZE— (IREHR) ATWnRERNESREFTE.

 URL—AizEPYERT2E R :
* BIAISIRAVERZUIINY URL
« FHEEERIENS. Uniform Reso*urce Locator
. FEESMER, REEER. — "
o

. BN E TR, @%ﬂﬁhhgﬁr

protocol omain (n:
(HyperText Transfer)




- URL5SIPiBHEAIRIRIE R

- —fRMs, ERSIPHIMETF—RINAIRER

- SCOARERT, HESIPHit 2 BEFESFAINI K ER

XJ—: ERRIGRKRER

- —X9%Z: oJReHTFREIIENSE, FE5Z 1 URLIRETZEIE—IP
« {5an, www.pku.edu.cn / www.gh.pku.edu.cn ZEERIRETE162.105.129.12

£, BERTENLRREAE, FRASIASIZARERWebARSS 25

- Z¥J—: TJEERTFDONSEHIASE, LANXIE

b RAEYR

- {540, 21M182.61.200.x395www.baidu.com BRET,

Al

- FIRAIZEM: WAwWwWwWITREHITAY. comeBERIFRER (ETRI! ? )



http://www.pku.edu.cn/
http://www.gh.pku.edu.cn/
http://www.baidu.com/
http://www.玩原神玩的.com/

- URLHEEIRENSHEMN

- Bir: EEIMIEHFrEURLEVRAEES
« URLESMIESENE, BRZIRIKIEARURLIERAIERIMIT
- FEXJURL: EAHURLIEERE, TEHITHNST

« URLEYAHSEIISR
« AREURLE]gEEMARE—MIT
« URLHVBI\F EEIRETCARS

. ZRIUSHE (Windex.html) , TSHANEIAT

+ IS SEIGSE
- FEhEE
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EREIERG




- —EEURLEGEICRUEIE

« URLEYEARHRL: ¥/ WAL wmO) B/ &80 [? Eifl#Fragment
« protocol ://hostname[:port]/path/ [;parameters][?query]#fragment
o« —LEIAJURLAGEM RS
* URLIMXZAENZRV NG
e HTTP:// WWW.BAIDU.COM -> http://www.baidu.com
+ fflFRFragment (#) EZEZRIEAE, W?, &
 http://www.example.com#seo -> http://www.example.com
+ MFREVAIE SRS REYIwWww

 http://www.example.com/index.html -> http://example.com



http://www.baidu.com/
http://www.baidu.com/
http://www.example.com/#seo
http://www.example.com/
http://www.example.com/index.html
http://example.com/

- DNSHIEAELEFER

. B Z% (Domain Name System)
o B2 FIPHEUHB B METRI— 1N D VAR E.

- DNSHulfEMTRIEER NEERRIN, EEia

//@ﬁ_l 12.1"

AU DOSHYTL IR

root
nameserver

DNS Recurser

O

— —

Ul Try 207.142.131.234 Dy

org.
nameserver

wikipedia.org.
nameserver

1984104

204.74.112.1

207.142.131.234




- IRHADNSIEEERITGE

(AYAY

o YR SDNSEEITELLAILR
« FF47 DNS Client

o %27Z cache DNS results

 FMEY prefetch client



17 DNS Client

« FHTRIMEILERATClient
« BT Z MERAYF TR
« BT IREHSNMEITIEK
- 1RESFESNDNS serverZ [E)ff a5 EL
- a0, FRIBEENURLAITEZSEE




« #&1F cache DNS results

» IE/NDNSZEFRIEEM

- HFEEEURLIIENNERES, NRIREDNSEF, SEMAEEN
DNSHxSS=8, MMmEpkRIUTE4EARSIE (DOS) RIBIER.,

© ERXIVIRRIMIUER (MBHAER)  AIFIBEMERNFTIIDNSHRET,
EERENIRM DS EHYIREN, fRREPRERXI T DNSIRSS=aHIESD.

- DNSEFHIRE
* InternetfDNSE A EEARIFT, HEEFANRZFIIPER
s EFPEESDERIHTWAKX, HEEEEERFT




- FRBY prefetch client

« AT ROEGFERSRAENAOMUAORTE, REEFENRIZIEDNSEESR

« SEEFERFHNXH: FF -
* DNSTRENRIEARLTER
 IHTRINIAEZEIRIRITR
+  M<href>EEFIRENENE

I 7 A7, FE - A

. EETFIRSS SRIRADNSIRITB R

- ZREFHAEDNSEF+H (tBefgEH L, thrlge

ISR T

A L)




- Sitemap, RIHE

+ TUEARSS =R B RAFRTsitemap.xml, J9TEHISAIMENAIER N
- DENERBIERAIMT (WFEEEREFRRE S BB HEANANE)
» Changefreq BERIRMIEE R EFSNERAAE, LAMEMRIERIFIE

<?xml version="1.0" encoding="UTF-8"7>
<urlset xmlns="http://www.sitemaps.org/schemas/sitemap/0.9">
<url>
<loc>http://www.company.com/</loc>
<lastmod>2008-01-15</lastmod>
<changefreq>monthly</changefreq>
<priority>0.7</priority>
</url>
<url>

<loc>http://www.company.com/items?item=truck</loc>
<changefreq>weekly</changefreq>

</url>

<url>
<loc>http://www.company.com/items?item=bicycle</loc>
<changefreq>daily</changefreq>

</url>

</urlset>




- Sitemap, RIHE

o M PREAF P Mubuh it E-BEMRA  (http://www.gov.cn/baidu.xml)

v<{urlset>
v<url>
<lastmod>2021-09-13T11:34:06-08:00</lastmod>
/url
v<url>
<loc>http://www. gov. cn/xinwen/2021-09/13/content 5636985. htm</loc>
<lastmod>2021-09-13T10:34:16-08:00</lastmod>
<Sfurly
v<url>
<locrhttp://www. gov. cn/xinwen/2021-09/13/content 5636984. htm</loc>
<lastmod>2021-09-13T10:31:16-08:00</lastmod>
<Surly
v<url>
<locrhttp://www. gov. cn/xinwen/2021-09/13/content_5636981. htm</loc>
<lastmod>2021-09-13T10:28:06-08:00</lastmod>
<furly
v<url>
<locrhttp://www. gov. cn/xinwen/2021-09/13/content_5636980. htm</loc>
<lastmod>2021-09-13T10:26:34-08:00</lastmod>
<Sfurly
v<url>
<locrhttp://www. gov. cn/xinwen/2021-09/13/content 5636979. htm</loc>
<lastmod>2021-09-13T10:26:09-08:00</lastmod>
<Sfurly
v<url>
<locrhttp://www. gov. cn/xinwen/2021-09/13/content_5636977. htm</loc>
<lastmod>2021-09-13T10:20:15-08:00</lastmod>
<furly

nt 5636996, htm</loc>




- Robots Exclusion, HERHX

* SitemapE7tIFY, MRobotsEHERMY

. EIRZEEVRYR B RBEISHrobots.txt, B8— NN IRRFIEE, HATIRSE
seza HRYITE R &

- 40, BEHFEIRYRobots.txt (news.qg.com/robots.txt)

User-agent: *

Disallow:

Sitemap: //www.qqg.com/sitemap_index.xml
Sitemap: http://news.qq.com/topic_sitemap.xml



Robots

- Robots Exclusion, HERHX

o ZF]: PREATFI P MubAIRobots.txt  (www.gov.cn/robots.txt)

User—agent: #*
Allow: /1
Sitemap:http://www. gov. cn/baidu. xml

Sitemap:http://www. gov. cn/google. xml

Sitemap:http://www. gov. en/bing. xml
Sitemap:http://www. gov. cn/sogou. xml
Disallow:/2016gov/
Disallow:/2016shuju/
Disallow:/2016guoqing/
Disallow:/2016zhengce/
Disallow:/2016hudong/
Disallow:/2016fuwu/
Disallow:/2016xinwen/
Disallow:/premier/
Disallow:/2016guowuyuan/
Disallow:/2016public/
Disallow:/2016ducha/
Disallow:/guowuvuan/vangjing/
Disallow:/guowuvuan/vj. htm
Disallow:/cl6629/gwyld_vj. htm
Disallow:/guowuyuan/vj_hy. htm
Disallow:/guoqing/2013-03/16/content_2583121. htm

Disallow:/guowuvuan/2015-12/24/content 5027563. htm



Robots

- Robots Exclusion, HERHX

+ ZIRHIEIHIRR, —ARRIS R
- ZIRHIET ETME | REEHTS
- {BER], BASUIEES EHEFIZIRG

\E-—Hf—u”iﬁ Ezﬂ.
https://iwww.tmall.com/ + - 29095214}
FIFZRUTrobots IXUAHERRBIES (FRENSEE IS |, ROTOHBLREIINES

A - TEEEE
& C & tmall.com/robots.txt
https://ai.taocbao.com/ ~ - 30551}
User-agent: * Rz robots I HHFAERRGIIE S (REISES IS | Z o N X RENNE
DiS&llOW: / HOAR - 7RIS

mai.taobao.com/ + - 84835
FF iz RIrobots CSHAERRAIIES (FREISES EIE) |, FEoNMZRENAS
it - TRRIES
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- APIRNEFELE

- NFTERIEZEO (Application Programming Interface)
« 2000%F, SalesforcefeBay¥E 7 HCORIAPI, FEFRRAILAGRIF FE—EA

FREUR, MIBRTES, Y MusEHRAPIFIT A AT IRRE,
. BIFFHIIAP RS ESOMFMESHOIE, SEESS. iRk &t
OAE. FERR. HRICAIWeD 2 ORHUARIBEESS, OIS ERIT AEBHRIMEL

- [EHS, MIRAPIEAFRARRE 7 —MEREF

HORLR TS = o
oLFAPI

- EEREEIRYIZR, S, BREE
Application Programming Interface

* EHBISONEYXMLEFRETVHETERY IR




- EFAPIRIELHECAN 3l

In [28]:

import urllib.request as request
import json
url = 'https://api.douban.com/v2/movie/top250"
crawl_content = request.urlopen(url).read()
top20 = json.loads(crawl_content.decode('utf8'))['subjects’]
for movie in top20:
url = 'https://api.douban.com/vZ/movie/' + movie['id']
movieContent = request.urlopen(url).read()
print| json.loads(movieContent.decode( 'utfg'))

'min': 0}, 'author': [{'name': '35 {8Hi#P3F Frank Dar
abont'}], ‘alt_title': 'ﬁﬁﬁﬁ‘]ﬁg / ﬁ%ﬁ'\i(r&) i maqe': ‘https://img3.doubanio.com/view/photo/s_ratio_poster/publ
ic/p4B0747492.jpg’, 'title': 'The Shawshank Redemption', 'summary': '20t¥240ERFK, IERAMNBERTREE (B - TERF 14
m Robbins #ff) %ﬁﬁgi?-&n!ﬁ‘JﬁAﬁﬁﬁﬁi)\ﬁ. EREZAHEHPRNERA, SRELUTAXLESY, EERNETNIRIETRBETRRIEHREN
A%, REBA, RERNBIALTHEELNNE (F18-BB2 Morgan Freeman ifi) , IERNABECHFRIETF. DULHEN, —AFHRE, ¥
BHERESRER. BEMRE. REBENFERTEIETFECHREZE. GFASSMNTLMR, FHEMERRER. ERE, FREESHEENRZE
EILAREIHRIZLE, XKEAX, MEURSPBENPESIEMNBRETALZER, EERNEANSRNEEMSER[OFVELNEGAE,. MXTFH

{'rating': {'max': 10, 'average': 'numRaters': 947593,

FANEE, HUFEEX—EIRHRT —F. . \nFHIRIBEERERTSF 2 (stephen Edwin King) MRAEBE. ', 'attrs': {'pubdate’': ['1
994-09-10 (BB BHT) ', '1994-10-14(3%[E) '), 'language': ['RiB'], 'title': ['The Shawshank Redemption'], 'country':

['2#E'), 'writer': ['II=3-{83I#43 Frank Darabont',
ont'], 'cast': ['%i -FEM Tim Robbins', 'FFR.-BEH Morgan Freeman',
ler', 'REF-%B Clancy Brown', '&MR-MBHF Gil Bellows', 'B5% -FHiWl Mark Rolston',
HBEB8 Jeffrey DeMunn', 'fiE.-FHEB{AH Larry Brandenburg', 'B/R-FBIEF Neil Giuntoli',
'AD-BF /R pavid Proval', '#§8%.F#8IE Joseph Ragno', 'BMW-ZEFRFAHI Jude Ciccolella'],

'), 'year': ['1994'], 'movie_type': ['JBSE', 'Ei§')), 'id': 'https://api.douban.com/movie/1292052',
‘https://m.douban.com/movie/subject/1292052/', 'alt': 'https://movie.douban.com/movie/1292052"', 'tags':

'Wi®35 &= Stephen King'], 'director': ['#=3-{8#IF43 Frank Darab
'$#1%7-}# Bob Gunton', 'FME HWEW william Sad
EISHT - B434 James Whitmore', '/
‘#MB -FLE Brian Libby',
‘movie_duration': ['l142 &
‘mobile_link':
[{'count': 19

4779, 'name': '#£88'}, {'count': 165432, ‘'name': 'B}E'}, {'count': 147828, 'name': '{f§2'}, {'count': 133384, 'name':
"BH'}, {'count': 98525, 'name’: '¥#[E'), {'count': 94751, 'name': 'AM'}, {'count': 73431, ‘'name': 'A%'}, {'coun
‘name': 'BIfF'}1)

t': 60696,
od s _a (OSSN et e ia

P -a PSSR | A =

\
]
\
.
]
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|

|

»

g e

ZHE{HEAYAPI,

B REHI20EERER




- HFAPIRYEUREICH—RS RIS

SRR
ID, 1A FAPI
*EIEHEE

RN EAEN
ER BT

REFREZE N FHAPIZRER

RS RS B WIRIDF R

1, B3-4L0[eF BRI, RAIEREENTTIRIDIINAYFHEE.,
ASESHMAFIRID, HHREGMIESEE,

S



SHEHEI

- Token®#i&E, {EF

- APIRYERFZRFSDIAIL (

. {ERToken AIETIE

JFIRIN) , MoTokentBHTFERINGHIE
PRI NE A S

» Token RUERGTEIRV TIKSERT, EREBEATNKSEZE

« BN{sE Token EZKH

A Authorization R

ZITH-E% ;7 \ﬁ'ﬁff

equest

Res
\Utho t ant
; uthaorizatic ant
Client
ccess Tok
E  Access Token
Re

I Protected Resource

/

= Ea&iZ TokenRPA]

B BIEAAP ARSI




- EREIERIR (1) © XML

- A EfRICiES (Extensible Markup Language)
« B MITAFYN B CRIRCIEEHITENXNRIES.

- FRMHES— RS EEIA NI, TN IR IR RIS a2,

o XMLABELFHTMLAERERTE :

A EIT_ FE3

S E: HTMLATIF

I

PR E T R R R

- SMESE: HTMLASZERR

SHIEMIRDR, XMLAYSEEEHHR

FPEITEMIFNAREIE, MEXMLA,

A

FENFEIEE, REERTERNRIIFREX,

. IR

I

¥ o] ARSI T 4513258,

AILA

2

JSE: HTMUSEIRAE ISR, TIXMLAE]
EE—NEERR, (AL



+ XML {HRILHISEFRRK
L —— BB XMLESBRE A STRSF

- =venue:
<address_1>162 Winn St</address_1=
=state=MA=</state=
<zip=01803</zip> N - /\ -
<lat=42.504240</lat= Et?EgXM Ly$é1gﬁ EI 1%— I *E-Ij 5
<repinned=False</repinned: 7N AN
<name>American Legion Hall</name:

ity =Burlingt [eit - N
S meenn {5an, FEASLAIS/item
<country=us</country>

Zlon=-71.185790</lonz
= /venue

_ ifEE;l'a bel=Price</label= E.I*E. J[=] ?ﬁggﬁz“%j1¢é§$@

<accepts=amazon</accepts>
scurrency =USD</currency =

<description:=per person</description= AN - E

::amamft:: 10.?]<:f!|]mount:=- g 1&”9” I <Venue>£:‘@l E <C|ty>1|:|1%\

<required=0=/required =
<ffee=
<status=past</status=

<description><b>Looks like the storm predicte

confirm the band. More details will follow. - - Ny /T -
holidi_lyE with _old frien_ds and_ new at a spe: ﬁﬁ’l% Egjz/ \-LEM\éij’I%d:E ’\_\L Egéﬁ%j& \-LE
American Legion Hall in Burlington (right c

be a cash bar. You are welcome to invite fz

done so on your reply, Itwillnelpme keer B[N  <7ip>5</zip>AYBXTHHIN

soon as you know you can attend. If you h

we had a gift exchange which was alot of { S - o B N N/ L) \
receiving yourself. <br />Hope it will be a ;::I%\ , ﬁﬁ"%ﬂgi\dz/ \18'@%\4&%&%'@

<how_to_find_us>We have rented the hall...so0




- EMRWEIRERIR (2) : JSON

« JS MgZFRE (JavaScript Object Notation)
» BERRISHEHREIN, KATESE TRIEESHINAMEL.
. ENSIIEWINEIREIEES ISON R NI S ETZAEFI3CIRIE S,
« ZTAREHRES, EEZ T, FENEET NBERRE,

"name":"Michael",

—

"address":

{
“city":"Beijing",
“street":" Chaoyang Road ",
"postcode":100025

)




« JSONSXMLAIX7!

+ XMLEWER: B\F—. tnf, BRSEMRFHITTERE, HEXZ
« XMLEJERR: MXHRK, MHEUER, MirErBH(ES, TFEX

 JSONBYHfA
. BIRERIURES, BTILE, EREUEE, SREEA
. SHSMIES, SR, ARG TEIRRE;
. BYEIRORIRSBIRLADER, AT TR TIE. { JSON}

4




>200</

>Return Successdl!</ > XM L—%JSON

>

JSONFRRY7 A MNE 15
T 1" FEEEFIRIAER
" "Y FBRNERARIER

1

M

" REEMANDRA, 7 " JRERDIRT

ABFRTLE, ISONENRE, BELREEER T

=RAICHETAEXT

/1

X
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- ERREMNEE

PROCEDURE SPIDER 1 (G)
Let ROOT :=any URL from G
Initialize STACK <stack data structure>
Let STACK := push(ROOT, STACK)
Initialize COLLECTION <big file of URL-page pairs>

While STACK is not empty,
URLcurr := pop(STACK)
PAGE := look-up(URLcurr)
STORE(<URLcurr , PAGE>, COLLECTION)
For every URLI in PAGE,
push(URLI , STACK)
Return COLLECTION

ERTEXUBS :

HEIE

A

an

BhRLEx

<HYIR)RR?

i EVSESEEN) P I m b

Gl

S ER—ERD?



- REREIAISHHEE

PROCEDURE SPIDER(G, {SEEDS})

Initialize COLLECTION <big file of URL-page pairs> RIRTZE
Initialize VISITED <big hash-table> :
SR =i [VAN
For every ROOT in SEEDS *U - BlgTabIeHIEB'% SE2=nb7J
Initialize STACK <stack data structure> HFfFESIEH[ECENNES
Let STACK = h(ROOT, STACK == = N s
e P ) B B FEERRERS

While STACK is not empty,
Do URLcurr := pop(STACK)
Until URLcurr is not in COLLECTION

insert-hash(URLcurr , VISITED)

PAGE := look-up(URLcurr)
STORE(<URLcurr , PAGE>, COLLECTION)
For every URLI in PAGE,

push(URLi , STACK)

Return COLLECTION



- ESTERYEER)

« NMNURLABTEEESE, BMFEARURL, tBrlgeSERUXERE
- EEEEERNGA
@3GF0 (Checksumming) , FFEZFHHHTIN, BRNEEHEERIGF]
- TRPR: EEFIAERER (FTELIRF)
- IEUESXERIENTGE: IB8ERNE
1) XWNEHITDIESE, FE{iTn-gramBS
+ 2) BkEEBDn-gramAATERINX—3HE
o 3) XIHIEFHIn-gramFITES, LURTFHEZRAEFIRII B /)N
o+ 4) TFHEBFHEENSEIEN, BEEFEEEIHERS|F




- ESTERY SR

Tropical fish include fish found in tropical environments around the world,
including both freshwater and salt water species.

a) R A

tropical fish include, fish include fish, include fish found, fish found in, found in
tropical, in tropical environments, tropical environments around, environments
around the, around the world, the world including, world including both, including
both freshwater, both freshwater and, freshwater and salt, and salt water, salt
water species

b) 3-gram

938 664 463 822 492 798 78 969 143 236 913 908 694 553 870 779
c) B

664 492 236 908
d) {# B 0 mod 4 EFEAIMFE

314 RO GE R 3B
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tiom of benehmark datasets, 1 is also encouraged hat statis-
tics information including geography, gender, ethnicity and
other demographic informatian should be provided, for thase
datasets containing information about people,

52 Intersectional Fairness

The investigation of intersectional fairness, ie., combina
tion of multiple sensitive attributes, is relatively lacking i
current reseatch. Toke bias mitigation for examplk, eutrent
work generally focus on one kind of bins. Although this may
increase model faieness in terus of  speeific bias, it is highly

e cxbibiting discriminatin towards a snblvison g
e, African American women or women o oF 60
Similaely for DNN sl o ecuting oul, ovem i the de.
binsed model I8 free of gonder s hard to guarantee

thae the model is ot bisse towares ther proecind 1.
tibutes, .5 ace, age. Mote work 1 necdec 45 figume out
methods which are effective for identification and i
of intersectional binsee.

53  Fairness and Utility Trade-off

The removal of bias could possibly hurt the model's ability
Tor main prediction task. For instance, adversarial training
conld increase faieness with respect 1o d
measurcment, A possible defiiency of this mitigation sou-
tion is that it could compromise overall

oo

attracted much attention recently. We present a clear cate-
orization of unfairness and introduce the most widely used
meswrements of firnes. Ty iiroduing interpeeabiliy
s an essential ingredient, we also give & comprehensive
overview of existing bias detection and mitigation techniques
from the computational perspective. The model bias Lo
same extent exposes binses present in our saciety. To re-
ally benefit our society, DNN models are supposeed to 1e-
hese biases instes of amplifying biases. In future
endeavor from different. disciplines, including computer sci-
atistics, cognitive science, should be joined together
ta climinate disparity and promote fairness. In this way,
DNN systems could he readily applied for fairness sensitive
applications and really improve benefies of all groups.
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54 Formalization of Fairness

As the ficld of fairmess machine learning is cvolving auickly,
there is still no consensus about the measureraents of fair-
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- B—HNERSEE: I EfLEX

PROCEDURE SPIDER(G, {SEEDS})
Initialize COLLECTION <big file of URL-page pairs>// Z55R =&

Initialize VISITED <big hash-table>// 2i/7[aJURL FlJ3
For every ROOT in SEEDS
Initialize QUEUE <queue data structure>// {F[EEXURL A%
Let QUEUE := EnQueue(ROOT, QUEUE)
While QUEUE is not empty,
Do URLcurr := DeQueue(QUEUE)

Until URLcurr is not in VISITED
insert-hash(URLcurr , VISITED)
PAGE := look-up(URLcurr )// [€EXTRHE

STORE(<URLcurr , PAGE>, COLLECTION = B4t
(<URLeu o ) ARE4EEF—URLIAS,
For every URL i in PAGE,// §&52EN
> L4
EnQueue(URL, QUEUE) %1&5‘&_4

Return COLLECTION



- BTHERSREE: REMLEE




- BMEMRRE: REMTEE

PROCEDURE SPIDER(G, {SEEDS})
Initialize COLLECTION <big file of URL-page pairs>// Z55R =&

Initialize VISITED <big hash-table>// Bif{aJURL %3
For every ROOT in SEEDS
Initialize STACK <stack data structure>// 1FEEXURL %
Let STACK := push(ROOT, STACK)
While STACK is not empty,
Do URLcurr := pop(STACK)
Until URLcurr is not in VISITED
insert-hash(URLcurr , VISITED)
PAGE := look-up(URLcurr )// [€ENTQH

STORE(<URLcurr , PAGE>, COLLECTION = B /1t >
(<RLec o : ARRUERF—URLEE,
For every URLi in PAGE,// $E32E
S L
push(URLi , STACK) Soifad

Return COLLECTION
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-« I'E or FERKEE?
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- BltH, MmAERIER

. ERMEHERARTFE:, BEIERIA#LEIRENE S MusER
- IE, RRB—ERI—TRENSIEIRER

o 1

TWHAT' YOU THINK I'M A ROBOT!?

Please show you're not a robot
I'm not a robot

We don’t think. We know.
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requests

html = requests.get( ) .content
(html.decode())
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requests

headers {"User-Agent™: zilla/5.0 (Macintosh; Intel Mac 0S X 10.13; rv:9527.0) Gecko/20100101 Firefox/9527.0"}

resp requests.get("http //147 0. 0 1", headers headers)
print(resp.status code)
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