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ABSTRACT

Recent studies have shown that the non-additive distortion
model of Decomposing Joint Distortion (𝐷𝑒𝐽𝑜𝑖𝑛) can work
well for spatial image steganography by defining joint distor-
tion with the principle of Synchronizing Modification Direc-
tions (SMD). However, no principles have yet produced to
instruct the definition of joint distortion for JPEG steganog-
raphy. Experimental results indicate that SMD can not be
directly used for JPEG images, which means that simply
pursuing modification directions clustered does not help im-
prove the steganographic security. In this paper, we inspect
the embedding change from the spatial domain and pro-
pose a principle of Block Boundary Continuity (BBC) for
defining JPEG joint distortion, which aims to restrain block-
ing artifacts caused by inter-block adjacent modifications
and thus effectively preserve the spatial continuity at block
boundaries. According to BBC, whether inter-block adjacen-
t modifications should be synchronized or desynchronized
is related to the DCT mode and the adjacent direction of
inter-block coefficients (horizontal or vertical). When built
into 𝐷𝑒𝐽𝑜𝑖𝑛, experiments demonstrate that BBC does help
improve state-of-the-art additive distortion schemes in terms
of relatively large embedding payloads against modern JPEG
steganalyzers.
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1 INTRODUCTION

Modern steganography is a science and art of covert communi-
cation that changes the original digital media slightly in order
to hide secret messages without drawing suspicions from ste-
ganalysis [5, 13]. Currently, the most effective steganographic
schemes are based on the framework of minimizing distortion,
which defines the distortion as the sum of embedding cost at
each individual cover element. And Syndrome-Trellis Codes
(STCs) [4] provide a general and efficient coding method that
can asymptotically approach the theoretical bound of aver-
age embedding distortion for arbitrary additive distortion
function.

As a widely adopted format for image storage and trans-
mission, JPEG steganography has become a research hotspot
over the past few years. To date, there exist many content-
adaptive algorithms designed for JPEG steganography, such
as J-UNIWARD [10], UED [7], UERD [8], IUERD [15], HDS
[18], RBV [19]. The embedding distortion of J-UNIWARD
(UNIversal WAvelet Relative Distortion) [10] is computed
as a sum of relative changes of coefficients in a directional
filter bank decomposition of the decompressed cover image.
Followed by the concept in spirit of “spread spectrum com-
munication”, UED (Uniform Embedding Distortion) [7] and
UERD (Uniform Embedding Revisited Distortion) [8] with
low complexity uniformly spread the embedding modifica-
tions to DCT coefficients of all possible magnitudes. IUERD
(Improved UERD) [15] works quite well in the intersections
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between smooth and texture regions by exploring the corre-
lation among neighboring DCT blocks more efficiently. After
decompressing the image, HDS (Hybrid DiStortion) [18] ex-
ploits block fluctuation via the prediction error of pixel and
combines quantization step to form a hybrid distortion func-
tion, while RBV (Residual Block Value) [19] uses a wavelet
filter bank to filter the decompressed image and obtains
residual block values to measure block fluctuation, which
can effectively identify complex discernible objects and their
orientation from the spatial domain.

Above adaptive steganographic methods are based on ad-
ditive distortion model, in which the modifications on cover
elements are assumed to be independent and thus minimizing
the overall distortions is equivalent to minimizing the sum
of costs of all individual modified elements. Intuitively, non-
additive distortion model is more suitable for natural images
because the embedding changes on adjacent cover elements
will interact mutually and the interplay among them would
sometimes disturb the spatial continuity and correlation in
natural images. Recent studies on spatial image steganogra-
phy show that non-additive distortion models work best in
resisting modern steganalysis equipped with high-dimensional
features. Li et al. [14] and Denemark et al. [2] independently
introduced a similar and effective strategy for exploiting the
mutual impact of adjacent modifications. In [14], the cover
image is decomposed into several sub-images, and additive
distortion is individually minimized in each of the sub-images
while the costs of cover elements within each sub-image are
dynamically updated according to the modification directions
of the embedded sub-images. The strategy used in [14] and
[2] is generalized as “updating distortion” (abbreviated to
𝑈𝑝𝐷𝑖𝑠𝑡) in this paper. Since that how to design efficient cod-
ing schemes for non-additive distortion function is commonly
recognized as an important open problem for steganography
by the academia [11], Zhang et al. [20] proposed a general
framework called 𝐷𝑒𝐽𝑜𝑖𝑛 attempting to solve this problem,
in which the joint distortion of cover element block is first-
ly defined and then decomposed into additive distortion on
individual elements. It has been proved that 𝐷𝑒𝐽𝑜𝑖𝑛 can
approach the lower bound of average joint distortion for a
given payload. We mainly use 𝐷𝑒𝐽𝑜𝑖𝑛 for JPEG non-additive
distortion steganography, and also combine it with 𝑈𝑝𝐷𝑖𝑠𝑡
to enhance the steganographic security in this paper.

With the aforementioned non-additive models, finding
some rules or principles for defining reasonable joint dis-
tortion or updating distortion availably in various kinds of
covers has become a critical issue for non-additive distortion
steganography. Regrettably, there emerges only one practical
principle for defining non-additive distortion that works well
for spatial images. The principle of Synchronizing Modifica-
tion Directions (SMD) used in [2, 14, 20] aims to cluster mod-
ification directions of adjacent pixels by decreasing the costs
on changes in the same direction and increasing that in the
opposite direction. However, experimental results show that
SMD could not be directly applied to JPEG images, meaning
that simply pursuing the synchronization of modification

directions among adjacent DCT coefficients (intra-block or
inter-block) does not improve the security of steganography.
Intuitively, the interplay among adjacent modifications is
more complicated since changing one DCT coefficient will
make diverse impacts on the whole 8× 8 block. As for the
most popular image format, it is still unclear how to define
non-additive distortion for JPEG steganography.

In this paper, we present a principle called Block Boundary
Continuity (BBC) for exploiting the interactive impact of
changes between adjacent inter-block coefficients. Inspecting
the embedding change from the spatial domain, the goal of
the principle is to preserve spatial continuity at block bound-
aries via restraining blocking artifacts caused by adjacent
modifications on inter-block coefficients, and thus effectively
maintain the spatial continuity and neighboring relativity
in natural images. According to BBC, the encouraged mod-
ification direction is not only related to the mode of DCT
coefficient but also the adjacent direction of inter-block coef-
ficients (horizontal or vertical), so the changed directions of
some adjacent inter-block coefficients may be the same where-
as others should be the opposite. When built into 𝐷𝑒𝐽𝑜𝑖𝑛,
experimental results show that BBC can help improve the
performances of recent additive distortion schemes in resisting
the state-of-the-art JPEG steganalyzers.

The rest of this paper is organized as follows. In Section
2, the model of 𝐷𝑒𝐽𝑜𝑖𝑛 for non-additive distortion steganog-
raphy are briefly reviewed. We elaborate the principle of
BBC and show its effectiveness in resisting steganalysis via a
simulation experiment in Section 3. The definition of JPEG
joint distortion with BBC is provided in Section 4. Experi-
mental results and comparisons are presented in Section 5.
The paper is concluded in Section 6.

2 MODEL OF DECOMPOSING JOINT
DISTORTION

In this paper, sets and matrices are written in boldface,
and 𝑘-ary entropy function is denoted by 𝐻𝑘(𝜋1, · · · , 𝜋𝑘) for∑︀𝑘

𝑖=1 𝜋𝑖 = 1. The embedding operation on cover element is
ternary embedding with I = {+1,−1, 0}, where 0 denotes no
modification.

Previous adaptive steganography usually defines additive
cost 𝑐𝑖 on single cover element 𝑒𝑖 for 𝑖 = 1, · · · , 𝑛. In the mod-
el of 𝐷𝑒𝐽𝑜𝑖𝑛 established in [20], joint distortion on element
block need to be defined firstly according to the additive
distortion and a specific principle. The joint distortion of
each block is still additive, but it is unpractical to directly
apply STCs because the number of modification patterns
within a block is large that causes a high computational
complexity. Therefore, 𝐷𝑒𝐽𝑜𝑖𝑛 carries out a two-round em-
bedding strategy by decomposing the joint distortion into
distortions on individual elements, and thus STCs can be
used to embed message efficiently. Without loss of generality,
Figure 1 illustrates the example of the decomposition coding
process on the 1× 2 block.
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Figure 1: Illustration of 𝐷𝑒𝐽𝑜𝑖𝑛 on 1× 2 element block.

Assume that the joint distortion of the block (𝑒𝑖,1, 𝑒𝑖,2) is

𝜌(𝑖)(𝑙, 𝑟), which denotes the distortion introduced by modify-
ing (𝑒𝑖,1, 𝑒𝑖,2) to (𝑒𝑖,1 + 𝑙, 𝑒𝑖,2 + 𝑟) for (𝑙, 𝑟) ∈ I2. For a given
message length 𝐿, following the maximum entropy principle,
the optimal joint modification probability 𝜋(𝑖) has a Gibbs
distribution [3], and is given by

𝜋(𝑖)(𝑙, 𝑟) =
exp

(︀
− 𝜆𝜌(𝑖)(𝑙, 𝑟)

)︀∑︀
(𝑝,𝑞)∈I2 exp

(︀
− 𝜆𝜌(𝑖)(𝑝, 𝑞)

)︀ , (𝑙, 𝑟) ∈ I2, (1)

which satisfies 𝐿 =
∑︀𝑁

𝑖=1 𝐻9(𝜋
(𝑖)), where 𝑁 is the number

of element blocks.
In the first round, the margin probability 𝜋

(𝑖)
1 on 𝑒𝑖,1 is

calculated by

𝜋
(𝑖)
1 (𝑙) =

∑︁
𝑟∈I

𝜋(𝑖)(𝑙, 𝑟), 𝑙 ∈ I. (2)

As proved in [3], 𝜋
(𝑖)
1 (𝑙) can be transformed to the correspond-

ing distortion 𝜌
(𝑖)
1 (𝑙) by

𝜌
(𝑖)
1 (𝑙) = ln

𝜋
(𝑖)
1 (0)

𝜋
(𝑖)
1 (𝑙)

, 𝑙 ∈ I, (3)

and after that, ±1 STCs can be applied to embed message
into 𝑒1,1, · · · , 𝑒𝑖,1, · · · , 𝑒𝑁,1 efficiently.

In the second round, the conditional probability 𝜋
(𝑖)

2|𝑙 (𝑟) on

𝑒𝑖,2 is calculated by

𝜋
(𝑖)

2|𝑙 =
𝜋(𝑖)(𝑙, 𝑟)

𝜋
(𝑖)
1 (𝑙)

, 𝑟 ∈ I, 𝑙 ∈ I, (4)

which denotes the probability such that 𝑒𝑖,2 is changed to
𝑒𝑖,2 + 𝑟 under the condition of 𝑒𝑖,1 having been changed to
𝑒𝑖,1 + 𝑙 in the first round. After transforming the conditional
probability to the corresponding distortion as done in the
first round, message is embedded into 𝑒1,2, · · · , 𝑒𝑖,2, · · · , 𝑒𝑁,2

with ±1 STCs.
Demonstrably, we will embed 𝐿1 =

∑︀𝑁
𝑖=1 𝐻3(𝜋

(𝑖)
1 ) bits of

message in the first round and 𝐿2=
∑︀𝑁

𝑖=1

∑︀
𝑙∈𝐼 𝜋

(𝑖)
1 (𝑙)𝐻3(𝜋

(𝑖)

2|𝑙)

in the second round. By chain rule, totally 𝐿1 + 𝐿2 =∑︀𝑁
𝑖=1 𝐻9(𝜋

(𝑖)) = 𝐿 bits of message are embedded into the
cover image. It has been proved in [20] that 𝐷𝑒𝐽𝑜𝑖𝑛 can
minimize the joint distortion defined on element blocks of
any size, such as 𝐷𝑒𝐽𝑜𝑖𝑛 on 2-element blocks (abbreviated to
𝐷𝑒𝐽𝑜𝑖𝑛2) and 4-element blocks (abbreviated to 𝐷𝑒𝐽𝑜𝑖𝑛4).

Obviously, 𝐷𝑒𝐽𝑜𝑖𝑛 implicitly introduces non-additivity by
distinguishing the joint distortions of different joint modifica-
tion patterns in element block and executing a decomposition
coding algorithm for embedding. Note that the definition of
joint distortion is guided by some specific and instructive
principles for various kinds of covers. We will discuss an
effective principle for defining JPEG joint distortion in the
next section.

3 THE PRINCIPLE OF BLOCK
BOUNDARY CONTINUITY

Currently, there is no effective principle proposed to instruct
the definition of joint distortion for JPEG steganography. In
this section, we elaborate a principle called Block Boundary
Continuity (BBC), which considers the spatial interactions
of modifications on coefficients at the same DCT mode in
adjacent blocks. The pair of coefficients at the same DCT
mode in adjacent blocks is called the inter-block neighbors
for short.

3.1 Embedding Change in Spatial Domain

In JPEG standard, the image is split into blocks of 8 × 8
pixels, and each block is converted to a frequency-domain
representation by 2-D DCT transform

𝐹 (𝑢, 𝑣)= 1
4
𝜉(𝑢)𝜉(𝑣)

[︃
7∑︀

𝑥=0

7∑︀
𝑦=0

𝑓(𝑥, 𝑦)·cos (2𝑥+1)𝑢𝜋
16

·cos (2𝑦+1)𝑣𝜋
16

]︃
,

(5)
where 𝑓(·) and 𝐹 (·) are respectively the pixel value and the
DCT coefficient. (𝑥, 𝑦) represents the location of pixel in the
spatial block where 𝑥, 𝑦 ∈ {0, 1, · · · , 7} are respectively the
row and column coordinate, and (𝑢, 𝑣) is the DCT mode
where 𝑢, 𝑣 ∈ {0, 1, · · · , 7} are the horizontal and vertical
spatial frequency respectively.

𝜉(𝑢), 𝜉(𝑣) =

{︂
1/

√
2 if 𝑢, 𝑣 = 0

1 otherwise
(6)

are the normalizing scale factors to make the transformation
orthonormal. Then the quantized DCT coefficient 𝐹𝑞(𝑢, 𝑣) is
computed with a selected quality factor and rounded to the
nearest integer by

𝐹𝑞(𝑢, 𝑣) = 𝑟𝑜𝑢𝑛𝑑
(︁𝐹 (𝑢, 𝑣)

𝑄(𝑢, 𝑣)

)︁
, (7)
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where 𝑄(𝑢, 𝑣) is the quantization step of the DCT mode(u,v),
and JPEG steganography embeds message by modifying
these quantized DCT coefficients. In view of the neighboring
relativity in natural images, we attempt to inspect the em-
bedding change from the spatial domain according to 2-D
IDCT transform

𝑓(𝑥, 𝑦)= 1
4

[︂
7∑︀

𝑢=0

7∑︀
𝑣=0

𝜉(𝑢)𝜉(𝑣)𝑅(𝑢, 𝑣)·cos (2𝑥+1)𝑢𝜋
16

·cos (2𝑦+1)𝑣𝜋
16

]︂
,

(8)
where 𝑅(𝑢, 𝑣) = 𝐹𝑞(𝑢, 𝑣) × 𝑄(𝑢, 𝑣) is the reconstructed ap-
proximate coefficient after inverse quantization. Suppose
that a single quantized coefficient 𝐹𝑞(𝑢, 𝑣) is modified to

𝐹
′
𝑞 (𝑢, 𝑣)=𝐹𝑞(𝑢, 𝑣)+∆𝐹 , and equivalently 𝑅

′
(𝑢, 𝑣)=𝑅(𝑢, 𝑣)+

∆𝑅(𝑢, 𝑣) = 𝑅(𝑢, 𝑣)+𝑄(𝑢, 𝑣)×∆𝐹 , the change on the spatial
block can be computed by

∆𝑓𝑢,𝑣(𝑥, 𝑦,∆𝐹 )

=𝑓
′
(𝑥, 𝑦)− 𝑓(𝑥, 𝑦)

=
1

4
𝜉(𝑢)𝜉(𝑣)·∆𝑅(𝑢, 𝑣)·cos (2𝑥+ 1)𝑢𝜋

16
·cos (2𝑦 + 1)𝑣𝜋

16

= 1
4
𝜉(𝑢)𝜉(𝑣)·[𝑄(𝑢, 𝑣)×∆𝐹 ]·cos (2𝑥+1)𝑢𝜋

16
·cos (2𝑦+1)𝑣𝜋

16
.

(9)

For a given mode(u,v), we can draw the spatial change im-
age ∆Iu,v, which consists of 64 gray values ∆𝑓𝑢,𝑣(𝑥, 𝑦,∆𝐹 )
representing positive or negative increment of the original
pixel at position (x,y). We call ∆Iu,v the DCT base image
at mode(u,v). Without loss of generality, we select the quan-
tization matrix Q of quality factor 75, and take ∆𝐹 = +1
for illustration since ∆𝐹 = +1 and ∆𝐹 = −1 result in equal
and merely opposite spatial change. Obviously, for quality
factor 75 and ∆𝐹 = +1, there are 64 DCT base images in
total for all modes, and we draw them together in Figure
2(a). To clarify, the increments within each base image are
normalized respectively, and like ∆I7,7 in Figure 2(a), whiter
means larger increment and darker means larger decrement
within a base image.

In this paper, we just concentrate on the directions of
changes on original pixel values, i.e. increase or decrease.
When the magnitude is being neglected, the spatial change
can be binarized to ∆𝑓𝐵

𝑢,𝑣(𝑥, 𝑦,∆𝐹 ) = 𝑠𝑔𝑛
(︀
∆𝑓𝑢,𝑣(𝑥, 𝑦,∆𝐹 )

)︀
by the sign function

𝑠𝑔𝑛(𝜑) =

⎧⎨⎩
1 if 𝜑 > 0
0 if 𝜑 = 0
−1 if 𝜑 < 0

. (10)

Since 𝑠𝑔𝑛(𝜑1𝜑2) = 𝑠𝑔𝑛(𝜑1)× 𝑠𝑔𝑛(𝜑2), the binarized spatial
change

∆𝑓𝐵
𝑢,𝑣(𝑥, 𝑦,∆𝐹 )=𝑠𝑔𝑛

(︁
∆𝑓𝑢,𝑣(𝑥, 𝑦,∆𝐹 )

)︁
=𝑠𝑔𝑛

(︀
∆𝐹 ·cos (2𝑥+ 1)𝑢𝜋

16
·cos (2𝑦 + 1)𝑣𝜋

16

)︀
=
{︁ 1 =⇒ 𝑖𝑛𝑐𝑟𝑒𝑎𝑠𝑒

−1 =⇒ 𝑑𝑒𝑐𝑟𝑒𝑎𝑠𝑒
.

(11)

(a) (b)

Figure 2: Two kinds of DCT base images associated
with quality factor 75 and ∆𝐹 = +1, and the cor-
responding examples of mode(7,7). (𝑢, 𝑣) represents
the DCT mode where 𝑢, 𝑣 ∈ {0, 1, · · · , 7} are respec-
tively the horizontal and vertical spatial frequency,
and (x,y) represents the location of pixel in the s-
patial block where 𝑥, 𝑦 ∈ {0, 1, · · · , 7} are respectively
the row and column coordinate. (a) 64 base images
∆Iu,v, and a close-up of ∆I7,7. (b) 64 binarized base
images ∆IBu,v with blue representing increase and red

representing decrease, and a close-up of ∆IB7,7.

We also make ∆𝐹 = +1 and plot 64 binarized base images
∆IBu,v in Figure 2(b) with blue representing increase and

red representing decrease. From ∆IBu,v, it is easy to make
out the positive or negative change patterns on the spatial
block when the single DCT coefficient 𝐹𝑞(𝑢, 𝑣) is modified by
∆𝐹 = +1. For instance, modifying the DC coefficient 𝐹𝑞(0, 0)
by +1 generates increases on all the 8× 8 pixels; modifying
𝐹𝑞(0, 1) causes increases on the left half and decreases on
the right half of the spatial block, while modifying 𝐹𝑞(1, 0)
causes increases on the upper half and decreases on the lower
half of the spatial block. Obviously, with the mode being
higher, ∆IBu,v becomes more complicated in horizontal and
vertical direction.

3.2 Impact of Simultaneous Modifications
on Inter-block Neighbors

In the process of steganography, the cases of simultaneously
modifying inter-block neighbors are possible and common,
especially among coefficients of low frequency in textured re-
gions, for that we need to observe the combined influence on
adjacent spatial blocks. Denote the inter-block neighbors at
mode(u,v) by

(︀
𝐹 1
𝑞 (𝑢, 𝑣), 𝐹

2
𝑞 (𝑢, 𝑣)

)︀
and the simultaneous mod-

ifications on them by (∆𝐹1,∆𝐹2). The simultaneous modifica-
tions contain four pairs of nonzero joint modification patterns,
i.e., (∆𝐹1,∆𝐹2) ∈

{︀
(+1,+1), (+1,−1), (−1,+1), (−1,−1)

}︀
,
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(a) (b)

Figure 3: Combined impact on adjacent spatial block-
s when modifying horizontal inter-block neighbors at
mode DC with two kinds of joint modification pat-
terns. (a) Pattern (+1,+1). (b) Pattern (+1,-1).

where (+1,+1), (−1,−1) correspond to synchronizing modi-
fication directions and (+1,−1), (−1,+1) denote desynchro-
nizing modification directions. Without loss of generality, we
take (+1,+1) and (+1,−1) as examples of synchronization
and desynchronization, respectively.

As illustrated in Figure 3, when modifying the horizontal(︀
𝐹 1
𝑞 (0, 0), 𝐹

2
𝑞 (0, 0)

)︀
, the joint modification pattern of (+1,+1)

simultaneously increases pixel values of both adjacent blocks
and thus preserves the consistency of boundary between the
adjacent blocks, whereas (+1,−1) causes increases on the
left block but decreases on the right block, which leads to
a discontinuity at block boundary, i.e. blocking artifact. In
view of the neighboring relativity in natural images, (+1,−1)
is notably unreasonable because it breaks the local continuity
on adjacent blocks and brings about blocking artifact, which
would be captured and utilized by steganalysis as well. Hence
for a higher steganographic security, (+1,+1) is encouraged
and (+1,−1) should be avoided for DC inter-block neighbors.

Similarly, we need to maintain spatial continuity at block
boundaries if simultaneously modifying horizontal or vertical
inter-block neighbors at other modes. To clarify, the block
boundary consists of two columns or rows bordering two
adjacent spatial blocks, i.e., the union of the 7𝑡ℎ column
in the left block and the 0𝑡ℎ column in the right for the
horizontal, or the union of the 7𝑡ℎ row in the upper block
and the 0𝑡ℎ row in the lower for the vertical.

As illustrated in Figure 2(b), since ∆IBu,v are distinct with
different DCT modes, (+1,+1) may be not invariably suit-
able for each mode (differs from SMD in spatial images).
Figure 4 displays the combined impacts on adjacent block-
s when modifying horizontal or vertical

(︀
𝐹 1
𝑞 (0, 1), 𝐹

2
𝑞 (0, 1)

)︀
and

(︀
𝐹 1
𝑞 (1, 0), 𝐹

2
𝑞 (1, 0)

)︀
, where (+1,−1) seems to be more

preferable for some modes. In Figure 4(a)-(b) of horizontal
inter-block neighbors, (+1,−1) preserves the spatial conti-
nuity at block boundary for mode(0,1) but breaks that for
mode(1,0), so it should be encouraged for mode(0,1) but
discouraged for mode(1,0). The results about the vertical can
be observed from Figure 4(c)-(d), and Table 1 reports the

(a)

(b)

(c)

(d)

Figure 4: Combined impact on adjacent spatial block-
s when modifying horizontal or vertical inter-block
neighbors at mode(0,1) or mode(1,0) with (+1,+1)
and (+1,-1). (a) Horizontal inter-block neighbors at
mode(0,1). (b) Horizontal inter-block neighbors at
mode(1,0). (c) Vertical inter-block neighbors at mod-
e(0,1). (d) Vertical inter-block neighbors at mod-
e(1,0).

corresponding encouraged joint modification patterns, which
indicates that encouraged joint modification patterns are
related to the mode of coefficient and the adjacent direction
of inter-block neighbors.
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Table 1: The encouraged joint modification pattern
on horizontal or vertical inter-block neighbors at
mode(0,1) or mode(1,0).

Mode Horizontal Vertical

(0,1) (+1,−1) (+1,+1)
(1,0) (+1,+1) (+1,−1)

(a) (b)

Figure 5: Encouraged joint modification patterns of
64 DCT modes with two types of adjacent direction,
where green represents synchronization and orange
represents desynchronization. (a) Horizontal inter-
block neighbors. (b) Vertical inter-block neighbors.

3.3 Principle of BBC

Through observation from ∆IBu,v, we summarize the strategy
associated with encouraged joint modification patterns of all
the 64 DCT modes and two adjacent directions of inter-block
neighbors, as shown in Figure 5. The strategy is named the
principle of Block Boundary Continuity (BBC) as follows.

Principle of BBC.
(i) For horizontal

(︀
𝐹 1
𝑞 (𝑢, 𝑣), 𝐹

2
𝑞 (𝑢, 𝑣)

)︀
at mode(u,v), the

encouraged joint modification pattern

(∆𝐹1,∆𝐹2) =

{︂
(+1,+1) 𝑎𝑛𝑑 (−1,−1) 𝑓𝑜𝑟 𝑣 = 0, 2, 4, 6
(+1,−1) 𝑎𝑛𝑑 (−1,+1) 𝑓𝑜𝑟 𝑣 = 1, 3, 5, 7

.

(ii) For vertical
(︀
𝐹 1
𝑞 (𝑢, 𝑣), 𝐹

2
𝑞 (𝑢, 𝑣)

)︀
at mode(u,v), the en-

couraged joint modification pattern

(∆𝐹1,∆𝐹2) =

{︂
(+1,+1) 𝑎𝑛𝑑 (−1,−1) 𝑓𝑜𝑟 𝑢 = 0, 2, 4, 6
(+1,−1) 𝑎𝑛𝑑 (−1,+1) 𝑓𝑜𝑟 𝑢 = 1, 3, 5, 7

.

According to the principle of BBC, it is encouraged to
synchronize modification directions at modes of 𝑣 = 0, 2, 4, 6
and desynchronize that at modes of 𝑣 = 1, 3, 5, 7 for horizontal
inter-block neighbors, and meanwhile for vertical inter-block
neighbors, synchronization should be encouraged at modes of
𝑢 = 0, 2, 4, 6 and desynchronization at modes of 𝑢 = 1, 3, 5, 7.
With BBC, the neighboring relativity in natural images is
maintained, thus the modifications in DCT domain would be
more secure.

Here we take modifications on horizontal inter-block neigh-
bors as an example to prove the correctness of the BBC
principle. We further derive the formulas for judging whether
the joint modification pattern should be encouraged or not,
which are needful for the definition of joint distortion.

Proof. The block boundary of horizontally adjacent block-
s is the union of the 7𝑡ℎ column in the left block and the
0𝑡ℎ column in the right block. Let Φ𝑢,𝑣(𝑥,∆𝐹1,∆𝐹2) =
∆𝑓𝐵

𝑢,𝑣(𝑥, 7,∆𝐹1) ·∆𝑓𝐵
𝑢,𝑣(𝑥, 0,∆𝐹2) determine the consisten-

cy of the binarized spatial changes at two columns, and
Φ𝑢,𝑣(𝑥,∆𝐹1,∆𝐹2) = 1 means continuity while conversely
Φ𝑢,𝑣(𝑥,∆𝐹1,∆𝐹2) = −1 means discontinuity. From (11),

Φ𝑢,𝑣(𝑥,∆𝐹1,∆𝐹2)

=𝑠𝑔𝑛
(︀
∆𝐹1 ·∆𝐹2 ·cos2

(2𝑥+ 1)𝑢𝜋

16
·cos 15𝑣𝜋

16
·cos 𝑣𝜋

16

)︀
=𝑠𝑔𝑛

(︀
∆𝐹1 ·∆𝐹2 ·cos

15𝑣𝜋

16
·cos 𝑣𝜋

16

)︀
=𝑠𝑔𝑛

(︀
∆𝐹1 ·∆𝐹2 ·cos(𝑣𝜋 − 𝑣𝜋

16
)·cos 𝑣𝜋

16

)︀
=𝑠𝑔𝑛

(︀
∆𝐹1 ·∆𝐹2 ·[cos 𝑣𝜋 ·cos 𝑣𝜋

16
+sin 𝑣𝜋 ·sin 𝑣𝜋

16
]·cos 𝑣𝜋

16

)︀
=𝑠𝑔𝑛

(︀
∆𝐹1 ·∆𝐹2 ·cos 𝑣𝜋 ·cos2

𝑣𝜋

16

)︀
=𝑠𝑔𝑛

(︀
∆𝐹1 ·∆𝐹2 ·cos 𝑣𝜋

)︀
=∆𝐹1 ·∆𝐹2 ·cos 𝑣𝜋

=
{︁ ∆𝐹1 ·∆𝐹2 if 𝑣 = 0, 2, 4, 6

−∆𝐹1 ·∆𝐹2 if 𝑣 = 1, 3, 5, 7
.

So, taking ∆𝐹1 ·∆𝐹2 = 1 (synchronization) for 𝑣 = 0, 2, 4, 6
and ∆𝐹1 · ∆𝐹2 = −1 (desynchronization) for 𝑣 = 1, 3, 5, 7,
can maintain the continuity

(︀
Φ𝑢,𝑣(𝑥,∆𝐹1,∆𝐹2) = 1

)︀
, which

derives the principle about horizontal inter-block neighbors.
�

Since Φ𝑢,𝑣(𝑥,∆𝐹1,∆𝐹2) is independent of 𝑥, we denote it
by

Φℎ𝑜𝑟
𝑢,𝑣 (∆𝐹1,∆𝐹2) = ∆𝐹1 ·∆𝐹2 · cos 𝑣𝜋. (12)

Similarly, for vertical inter-block neighbors, Φ𝑢,𝑣(𝑦,∆𝐹1,∆𝐹2)
= ∆𝑓𝐵

𝑢,𝑣(7, 𝑦,∆𝐹1) ·∆𝑓𝐵
𝑢,𝑣(0, 𝑦,∆𝐹2) is denoted by

Φ𝑣𝑒𝑟
𝑢,𝑣 (∆𝐹1,∆𝐹2) = ∆𝐹1 ·∆𝐹2 · cos𝑢𝜋. (13)

Obviously, Φℎ𝑜𝑟
𝑢,𝑣 (∆𝐹1,∆𝐹2),Φ

𝑣𝑒𝑟
𝑢,𝑣 (∆𝐹1,∆𝐹2) = 1 correspond

to encouraged joint modification patterns, and conversely
Φℎ𝑜𝑟

𝑢,𝑣 (∆𝐹1,∆𝐹2),Φ
𝑣𝑒𝑟
𝑢,𝑣 (∆𝐹1,∆𝐹2) = −1 correspond to dis-

couraged joint modification patterns, which will be used in
the definition of joint distortion.

3.4 Verifying the Practicability of BBC

To verify whether the BBC principle is reasonable for JPEG
steganography, we perform a simulation as follows. Firstly,
10,000 gray-scale images of size 512× 512 pixels from BOSS-
Base1.01 [1] are JPEG compressed with quality factor 75,
and coefficients at mode(u,v) are extracted from DCT blocks
to form a sub-image of size 64 × 64, which is then divided
into non-overlapping blocks of size 8× 16. Secondly, a noise
pattern is added to each image block to simulate the effect of
data embedding. Two kinds of noise patterns in Figure 6 are

Session: JPEG & H.264 Steganography IH&MMSec’18, June 20–22, 2018, Innsbruck, Austria

10



(a) (b)

Figure 6: Two kinds of noise patterns where blue
means +1 and red means -1. (a) Noise pattern A.
(b) Noise pattern B.

Table 2: The MMD and the steganalytic perfor-
mance of individually adding noise pattern A or B
on coefficients at mode DC or mode(1,1).

Mode Pattern MMD Testing Error

DC
A 2.494×10−3 0.2540

B 5.716×10−3 0.0777

(1,1)
A 7.446×10−3 0.0478

B 5.443×10−3 0.0879

used, where modification directions are the same in Pattern A
but the opposite in Pattern B both in horizontal and vertical
directions. Thirdly, the DCTR-8,000D [9] features of the first
1,000 images are obtained and the MMD (maximum mean
discrepancy) [16], which quantifies the distance between the
feature set of cover images and that of stego images, is com-
puted for each noise pattern. Finally, we employ modern
steganalyzer with DCTR-8,000D to evaluate the performance
of each noise pattern on resisting steganalysis. Generally, a
lower MMD or a higher classification error corresponds to a
higher level of security.

Without loss of generality, we only demonstrate the exam-
ple of noise addition on coefficients at mode DC or mode(1,1)
individually. The results in Table 2 show that noise addition
of Pattern A is more secure for mode DC while Pattern B
is less harmful for mode(1,1), which ideally conforms to the
strategy in Figure 5. We also perform simulations with BBC
on coefficients at other modes and come to the same con-
clusion. Consequently, it is reasonable to employ the BBC
principle on directing the definition of joint distortion for
JPEG steganography.

4 DEFINING JPEG JOINT
DISTORTION WITH BBC

Under the guidance of the BBC principle, we define joint
distortion for DCT coefficients at the same mode. Firstly, the
initial distortion on single coefficient is defined by state-of-
the-art additive methods. Secondly, coefficients at each mode
are extracted from DCT blocks to form a sub-image Du,v of
size 𝑚

8
× 𝑛

8
(assume the size of the image is 𝑚× 𝑛), which is

then divided into non-overlapping joint blocks of the needed
size. The joint distortion on joint block in each sub-image

Du,v is computed on the basis of the initial distortion and
the BBC principle. Finally, joint distortions from all Du,vs
are composed into a sequence of joint distortion that can be
sent into 𝐷𝑒𝐽𝑜𝑖𝑛.

The division of a JPEG image into 1 × 2 joint blocks
(abbreviated to 2-Coeffs) and 2× 2 joint blocks (abbreviated
to 4-Coeffs) is depicted in Figure 7. For 2-Coeffs, Du,v is

divided into the joint block sequence 𝐵
(𝑖)
𝑢,𝑣 = (𝑑𝑖,1𝑢,𝑣, 𝑑

𝑖,2
𝑢,𝑣) for

𝑖 = 1, · · · , 𝑁 where 𝑁 = (𝑚
8
× 𝑛

8
)/2. For 4-Coeffs, Du,v is

divided into the joint block sequence 𝐵
(𝑖)
𝑢,𝑣 =

(︂
𝑑𝑖,1𝑢,𝑣, 𝑑

𝑖,2
𝑢,𝑣

𝑑𝑖,3𝑢,𝑣, 𝑑
𝑖,4
𝑢,𝑣

)︂
for 𝑖 = 1, · · · , 𝑁 where 𝑁 = (𝑚

8
× 𝑛

8
)/4.

Figure 7: The division of a JPEG image into 1 × 2
joint blocks and 2× 2 joint blocks.

4.1 Defining Horizontal 2-Coeffs Joint
Distortion

For the joint block 𝐵
(𝑖)
𝑢,𝑣 = (𝑑𝑖,1𝑢,𝑣, 𝑑

𝑖,2
𝑢,𝑣) in Du,v, denote the

initial cost on 𝑑𝑖,1𝑢,𝑣 by 𝑐𝑖,1𝑢,𝑣(∆𝐹1) for ∆𝐹1 ∈ I and the initial

cost on 𝑑𝑖,2𝑢,𝑣 by 𝑐𝑖,2𝑢,𝑣(∆𝐹2) for ∆𝐹2 ∈ I. The joint distortion

on 𝐵
(𝑖)
𝑢,𝑣 is defined by

𝜌
(𝑖)
𝑢,𝑣(Δ𝐹1,Δ𝐹2) = 𝜔𝑢,𝑣(Δ𝐹1,Δ𝐹2)×

(︁
𝑐𝑖,1𝑢,𝑣(Δ𝐹1) + 𝑐𝑖,2𝑢,𝑣(Δ𝐹2)

)︁
,

(14)

and the scaling function 𝜔𝑢,𝑣(∆𝐹1,∆𝐹2) is computed by

𝜔𝑢,𝑣(∆𝐹1,∆𝐹2) =

⎧⎨⎩
1/𝛼 if Φℎ𝑜𝑟

𝑢,𝑣 (∆𝐹1,∆𝐹2) = 1

𝛼 if Φℎ𝑜𝑟
𝑢,𝑣 (∆𝐹1,∆𝐹2) = −1

1 otherwise
,

(15)
where 𝛼 > 1 is to differentiate the costs of encouraged and
discouraged joint modification patterns. According to (12),
Φℎ𝑜𝑟

𝑢,𝑣 (∆𝐹1,∆𝐹2) = 1 corresponds to the encouraged joint
modification patterns, of which the costs will be reduced by
dividing 𝛼, and Φℎ𝑜𝑟

𝑢,𝑣 (∆𝐹1,∆𝐹2) = −1 corresponds to the
discouraged joint modification patterns, of which the costs
will be enlarged by multiplying 𝛼. A larger 𝛼 means a better
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differentiation but inevitably causes more modifications. Since
too many modifications would make a greatly bad influence
on steganographic security, 𝛼 could not be too large. We
set 𝛼 = 1.5 experimentally, and embed message by using
𝐷𝑒𝐽𝑜𝑖𝑛2 on 2-Coeffs from all Du,vs to minimize the joint
distortion defined in (14).

4.2 Combining 𝐷𝑒𝐽𝑜𝑖𝑛2 with 𝑈𝑝𝐷𝑖𝑠𝑡

Since the joint distortion on horizontal 2-Coeffs only reflects
the mutual impact of modifications in horizontal direction,
we can incorporate the mutual impact in vertical direction
by applying 𝑈𝑝𝐷𝑖𝑠𝑡 upon 2-Coeffs if taking 2-Coeffs as a
super-coefficient. To do that, we firstly embed half of pay-
load into the 2-Coeffs in odd rows by using 𝐷𝑒𝐽𝑜𝑖𝑛2. As
illustrated in Figure 8, the joint distortion on the 2-Coeffs in
even rows will be updated according to the changed results
of the odd 2-Coeffs (in the same Du,v) above and under it.
We finally embed the rest payload into the even 2-Coeffs
by using 𝐷𝑒𝐽𝑜𝑖𝑛2 on the updated joint distortion that con-
siders the impact of modifications both in horizontal and
vertical directions. The combination of 𝑈𝑝𝐷𝑖𝑠𝑡 and 𝐷𝑒𝐽𝑜𝑖𝑛2

is abbreviated to 𝑈𝑝𝐷𝑖𝑠𝑡-𝐷𝑒𝐽𝑜𝑖𝑛2.

Figure 8: Illustration of 𝑈𝑝𝐷𝑖𝑠𝑡 upon 2-Coeffs.

Assume that in the first round, the above odd block (𝑝1, 𝑝2)
has been changed to (𝑝1+∆𝐹1

′, 𝑝2+∆𝐹2
′) and the under odd

block (𝑞1, 𝑞2) has been changed to (𝑞1 +∆𝐹1
′′, 𝑞2 +∆𝐹2

′′),
and then the joint distortion 𝜌𝑢,𝑣(∆𝐹1,∆𝐹2) on the current
even block (𝑡1, 𝑡2) will be updated to 𝜌𝑢𝑝𝑑𝑎𝑡𝑒𝑢,𝑣 (∆𝐹1,∆𝐹2) by

𝜌𝑢𝑝𝑑𝑎𝑡𝑒𝑢,𝑣 (∆𝐹1,∆𝐹2) =
∏︁

(Δ1,Δ2)

𝜀𝑢,𝑣(∆1,∆2)×𝜌𝑢,𝑣(∆𝐹1,∆𝐹2),

(16)
where

𝜀𝑢,𝑣(∆1,∆2) =

{︂
𝛽 if Φ𝑣𝑒𝑟

𝑢,𝑣 (∆1,∆2) = 1
1 otherwise

, (17)

and

(∆1,∆2) ∈
{︁
(∆𝐹1,∆𝐹1

′), (∆𝐹1,∆𝐹1
′′), (∆𝐹2,∆𝐹2

′), (∆𝐹2,∆𝐹2
′′)
}︁

corresponds to four pairs of vertically adjacent modifications.
With (13), 𝛽 < 1 has the same effect as 𝛼 in (15), and we set
𝛽 = 0.6 experimentally in this paper.

4.3 Defining 4-Coeffs Joint Distortion

For the joint block 𝐵
(𝑖)
𝑢,𝑣 =

(︂
𝑑𝑖,1𝑢,𝑣, 𝑑

𝑖,2
𝑢,𝑣

𝑑𝑖,3𝑢,𝑣, 𝑑
𝑖,4
𝑢,𝑣

)︂
in Du,v, denote

the initial cost on 𝑑𝑖,𝑗𝑢,𝑣 by 𝑐𝑖,𝑗𝑢,𝑣(∆𝑗) for 𝑗 ∈ {1, 2, 3, 4}. The
joint distortion on 𝐵

(𝑖)
𝑢,𝑣 is defined by

𝜌(𝑖)𝑢,𝑣(∆1,∆2,∆3,∆4) = 𝜔𝑢,𝑣(∆1,∆2,∆3,∆4)×
4∑︁

𝑗=1

𝑐𝑖,𝑗𝑢,𝑣(∆𝑗).

(18)
The scaling function 𝜔𝑢,𝑣(∆1,∆2,∆3,∆4) is a ratio between
the number of discouraged modification pairs

(︀
determined

by 𝑜𝑢,𝑣(∆𝑝,∆𝑞)
)︀
and the number of encouraged modification

pairs
(︀
determined by 𝑠𝑢,𝑣(∆𝑝,∆𝑞)

)︀
, which is computed by

𝜔𝑢,𝑣(∆1,∆2,∆3,∆4) =
𝜃 +

∑︀
(𝑝,𝑞) 𝑜𝑢,𝑣(∆𝑝,∆𝑞)

𝜃 +
∑︀

(𝑝,𝑞) 𝑠𝑢,𝑣(∆𝑝,∆𝑞)
, (19)

where

𝑠𝑢,𝑣(∆𝑝,∆𝑞)=

{︃ 1 if
(︀
𝑚𝑜𝑑(𝑝+𝑞,2)=1 && Φℎ𝑜𝑟

𝑢,𝑣 (∆𝑝,∆𝑞)=1
)︀

1 if
(︀
𝑚𝑜𝑑(𝑝+𝑞,2)=0 && Φ𝑣𝑒𝑟

𝑢,𝑣 (∆𝑝,∆𝑞)=1
)︀

0 otherwise
,

(20)

𝑜𝑢,𝑣(∆𝑝,∆𝑞)=

{︃1 if
(︀
𝑚𝑜𝑑(𝑝+𝑞,2)=1 && Φℎ𝑜𝑟

𝑢,𝑣 (∆𝑝,∆𝑞)=−1
)︀

1 if
(︀
𝑚𝑜𝑑(𝑝+𝑞,2)=0 && Φ𝑣𝑒𝑟

𝑢,𝑣 (∆𝑝,∆𝑞)=−1
)︀

0 otherwise
,

(21)
and (𝑝, 𝑞) ∈

{︀
(1, 2), (1, 3), (2, 4), (3, 4)

}︀
corresponds to four

pairs of horizontally
(︀
mod(𝑝+ 𝑞, 2) = 1

)︀
or vertically

(︀
mod

(𝑝+ 𝑞, 2) = 0
)︀
adjacent modifications within 𝐵

(𝑖)
𝑢,𝑣. With (12)

and (13), 𝜃 > 1 has the same effect as 𝛼 and 𝛽. We set
𝜃 = 3 experimentally and embed message by using 𝐷𝑒𝐽𝑜𝑖𝑛4

on 4-Coeffs from all Du,vs to minimize the joint distortion
defined in (18).

5 EXPERIMENTAL RESULTS AND
ANALYSIS

In this section, experimental results are presented to demon-
strate the feasibility and effectiveness of the BBC principle.
We compare the performances of BBC-based schemes with
several state-of-the-art additive schemes, including UERD [8],
J-UNIWARD [10], IUERD [15], HDS [18] and RBV [19], on
resisting the detection of DCTR-8,000D [9] and GFR-17,000D
[17] under several quality factors.

5.1 Experiment Setup

All experiments are conducted on BOSSBase 1.01 [1], which
contains 10,000 gray-scale images of size 512× 512 pixels. All
of the images are compressed into JPEG domain with quality
factor 𝑄𝐹 = 50, 75, 90 respectively, which are then adopted as
datasets for experimental comparisons. We replace STCs with
an optimal embedding simulator [6] to reduce experimental
complexity. The payloads range from 0.1 to 0.5 bpnzac (bit
per nonzero AC coefficient) with a step of 0.1 bpnzac. The
detector is trained by using state-of-the-art DCTR-8,000D [9]
and GFR-17,000D [17] with the FLD ensemble [12] by default,
which minimizes the total classification error probability
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Figure 9: Detection errors for UERD and the corre-
sponding BBC-based schemes against DCTR under
QF=75.

under equal priors 𝑃𝐸 = min𝑃𝐹𝐴
1
2
(𝑃𝐹𝐴 + 𝑃𝑀𝐷) where 𝑃𝐹𝐴

and 𝑃𝑀𝐷 are the false-alarm probability and the missed-
detection probability respectively. The ultimate security is
qualified by average error rate 𝑃𝐸 averaged over 10 random
5000/5000 splits of the dataset, and larger 𝑃𝐸 means stronger
security.

5.2 Comparison and Visualization of
𝐷𝑒𝐽𝑜𝑖𝑛2, 𝐷𝑒𝐽𝑜𝑖𝑛4 and 𝑈𝑝𝐷𝑖𝑠𝑡-𝐷𝑒𝐽𝑜𝑖𝑛2

Taking UERD as the initial distortion, we compare the
steganographic securities of 𝐷𝑒𝐽𝑜𝑖𝑛2, 𝐷𝑒𝐽𝑜𝑖𝑛4 and 𝑈𝑝𝐷𝑖𝑠𝑡-
𝐷𝑒𝐽𝑜𝑖𝑛2 on resisting DCTR-8,000D with payloads of 0.1-0.5
bpnzac under 𝑄𝐹 = 75. As reported in Figure 9, three
BBC-based schemes can outperform UERD, and because of
incorporating the mutual impact of modifications in vertical
direction, 𝐷𝑒𝐽𝑜𝑖𝑛4 and 𝑈𝑝𝐷𝑖𝑠𝑡-𝐷𝑒𝐽𝑜𝑖𝑛2 are more secure
than 𝐷𝑒𝐽𝑜𝑖𝑛2. For intuitively understanding the effect of
BBC in JPEG steganography, an example is provided in Fig-
ure 10 to visualize the embedding changes in spatial domain.
The sample cover image of size 128 × 128 pixels, contain-
ing smooth, edges and textured regions, is cropped from
the full-size image “1013.jpg”. It is clear that BBC-based
schemes do maintain spatial continuity at block boundaries,
and 𝑈𝑝𝐷𝑖𝑠𝑡-𝐷𝑒𝐽𝑜𝑖𝑛2 preserves a wider range of continuity
so that it can slightly outperform 𝐷𝑒𝐽𝑜𝑖𝑛4. Hence, we select
𝑈𝑝𝐷𝑖𝑠𝑡-𝐷𝑒𝐽𝑜𝑖𝑛2 for the following experiments.

5.3 Comparison with State-of-the-art
Additive Distortion Functions

Since UERD and J-UNIWARD have become the mainstream
methods in JPEG steganography, we compare the stegano-
graphic securities of UERD-𝑈𝑝𝐷𝑖𝑠𝑡-𝐷𝑒𝐽𝑜𝑖𝑛2 and J-UNI-
𝑈𝑝𝐷𝑖𝑠𝑡-𝐷𝑒𝐽𝑜𝑖𝑛2 with that of the initial distortion UERD
and J-UNIWARD against DCTR-8,000D and GFR-17,000D

(a) Full-size image (b) Cropped cover image

(c) UERD (d) UERD-𝐷𝑒𝐽𝑜𝑖𝑛2

(e) UERD-𝐷𝑒𝐽𝑜𝑖𝑛4 (f) UERD-𝑈𝑝𝐷𝑖𝑠𝑡-𝐷𝑒𝐽𝑜𝑖𝑛2

Figure 10: The spatial changes (c)-(f) of the cropped
cover image (b) with payload 0.5 bpnzac, QF=75,
using UERD and the corresponding BBC-based
schemes respectively, where white represents in-
crease (≥ 1) and dark represents decrease (≤ −1).

under 𝑄𝐹 = 50, 75, 90. For 𝑄𝐹 = 75 in Figure 12, the BBC-
based schemes perform better than the initial distortions
in all cases, and improvements are larger than 1% at high
payloads (≥0.3bpnzac) both for UERD and J-UNIWARD.
As shown in Figure 11, improvements are more outstanding
for 𝑄𝐹 = 50, even with small payloads. However for 𝑄𝐹 = 90
in Figure 13, promotions from BBC are relatively mild. We
attribute this phenomenon to the degree of blocking artifact
caused by modifications on inter-block neighbors with differ-
ent QFs. It is clear in (9) that with the QF becoming smaller
and equivalently the quantization matrix Q becoming larger,
modifying a DCT coefficient is creating a larger impact on
spatial block, so unreasonable joint modifications would in-
evitably lead to more severe blocking artifacts. Although the
magnitudes of spatial changes are neglected in this paper,
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(a) (b)

Figure 11: Detection errors for UERD, J-UNIWARD and their corresponding BBC-based 𝑈𝑝𝐷𝑖𝑠𝑡-𝐷𝑒𝐽𝑜𝑖𝑛2

against two steganalysis features under QF=50. (a) DCTR. (b) GFR.

(a) (b)

Figure 12: Detection errors for UERD, J-UNIWARD and their corresponding BBC-based 𝑈𝑝𝐷𝑖𝑠𝑡-𝐷𝑒𝐽𝑜𝑖𝑛2

against two steganalysis features under QF=75. (a) DCTR. (b) GFR.

(a) (b)

Figure 13: Detection errors for UERD, J-UNIWARD and their corresponding BBC-based 𝑈𝑝𝐷𝑖𝑠𝑡-𝐷𝑒𝐽𝑜𝑖𝑛2

against two steganalysis features under QF=90. (a) DCTR. (b) GFR.
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Table 3: Detection errors at 0.3 bpnzac for three nov-
el additive schemes (IUERD, HDS and RBV) and
their corresponding BBC-based schemes on BOSS-
base1.01 using the FLD ensemble classifier with two
feature sets under quality factor 75.

Embedding Method DCTR GFR

IUERD .2287 ± .0019 .2011 ± .0020

IUERD-𝑈𝑝𝐷𝑖𝑠𝑡-𝐷𝑒𝐽𝑜𝑖𝑛2 .2447 ± .0017 .2198 ± .0025

HDS .2292 ± .0022 .1841 ± .0024
HDS-𝑈𝑝𝐷𝑖𝑠𝑡-𝐷𝑒𝐽𝑜𝑖𝑛2 .2420 ± .0018 .1993 ± .0023

RBV .2420 ± .0019 .1996 ± .0027

RBV-𝑈𝑝𝐷𝑖𝑠𝑡-𝐷𝑒𝐽𝑜𝑖𝑛2 .2541 ± .0014 .2171 ± .0021

the principle of BBC is in reality designed to utilize block-
ing artifacts, so the BBC-based schemes can work better
with small QFs and correspondingly the highly compressed
JPEG images. Table 4 reports the security performances of
the involved schemes against two steganalysis features under
quality factor 50, 75 and 90.

We also test three novel additive distortions IUERD, HDS,
RBV and their corresponding BBC-based 𝑈𝑝𝐷𝑖𝑠𝑡-𝐷𝑒𝐽𝑜𝑖𝑛2

at 0.3bpnzac under 𝑄𝐹 = 75, to verify whether the BBC
principle can be generalizable to other additive schemes. It
confirms in Table 3 that deploying BBC into non-additive
scheme is beneficial to steganographic security. To date, RBV-
𝑈𝑝𝐷𝑖𝑠𝑡-𝐷𝑒𝐽𝑜𝑖𝑛2 achieves the state-of-the-art security per-
formance for JPEG steganography when resisting DCTR-
8,000D, while IUERD-𝑈𝑝𝐷𝑖𝑠𝑡-𝐷𝑒𝐽𝑜𝑖𝑛2 and RBV-𝑈𝑝𝐷𝑖𝑠𝑡-
𝐷𝑒𝐽𝑜𝑖𝑛2 receive the same best security against GFR-17,000D,
of which the improvements to the initial distortions are ap-
parent by about 1.8%.

6 CONCLUSION

Nowadays, non-additive distortion schemes with the principle
of SMD have been proved to be tremendously beneficial for
spatial image steganography. However, experimental result-
s show that SMD could not be directly applied to JPEG
steganography, and thus finding some principles appropri-
ate for JPEG steganography has become an essential and
interesting research problem.

In this paper, we introduce a principle of Block Boundary
Continuity (BBC) for defining JPEG joint distortion, which
tactfully and initiatively inspects the combined embedding
changes on adjacent blocks from the spatial domain. Ac-
cording to BBC, the changed directions of some inter-block
neighbors may be the same while others should be the op-
posite, which is related to the DCT mode and the adjacent
direction of inter-block neighbors (horizontal or vertical).
The principle aims at preserving spatial continuity at block
boundaries through restraining blocking artifacts caused by
joint modifications, so the neighboring relativity in natural
images is maintained and thus modifications in DCT domain
would be more secure. Experiments demonstrate that when

configured into the model of 𝐷𝑒𝐽𝑜𝑖𝑛, BBC does help im-
prove state-of-the-art JPEG additive schemes in terms of
relatively large embedding payloads against modern JPEG
steganalyzers.

Since the magnitude of spatial change is neglected in this
paper, we only exploit the spatial continuity at block bound-
aries in a simplified and rough way. How to precisely measure
the degree of continuity or blocking artifact to enhance the
security of JPEG steganography will be further explored in
the future.
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