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Abstract—Device to device (D2D) communication is expected to
become a promising technology of the next-generation wireless
communication systems. Security issues have become technical
barriers of D2D communication due to its “open-air” nature
and lack of centralized control. Generating symmetric keys
individually on different communication parties without key
exchange or distribution is desirable but challenging. Recent
work has proposed to extract keys from the measurement of
physical layer random variations of a wireless channel, e.g.,
the channel state information (CSI) from orthogonal frequency-
division multiplexing (OFDM). Existing CSI-based key extraction
methods usually use the measurement results of individual
subcarriers. However, our real world experiment results show
that CSI measurements from near-by subcarriers have strong
correlations and a generated key may have a large proportion
of repeated bit segments. Hence attackers may crack the key
in a relatively short time and hence reduce the security level
of the generated keys. In this work, we propose a fast secret
key extraction protocol, called KEEP. KEEP uses a validation-
recombination mechanism to obtain consistent secret keys from
CSI measurements of all subcarriers. It achieves high security
level of the keys and fast key-generation rate. We implement
KEEP using off-the-shelf 802.11n devices and evaluate its per-
formance via extensive experiments. Both theoretical analysis and
experimental results demonstrate that KEEP is safer and more
effective than the state-of-the-art approaches.

I. INTRODUCTION

Device to device (D2D) communication provides techno-
logical support for local area services (local content sharing,
mobile offline payment, etc.) that appear to be a promising
component in next generation wireless communication sys-
tems. D2D communication is vulnerable to various attacks
due to its “open air” nature and lack of centralized control.
Cryptographic key establishment is a fundamental requirement
of secure communication that supports confidentiality and
authentication services, and is crucial for preserving user
privacy [22] [24] [23] [13]. Achieving fast and reliable key
agreement between wireless communication parties using a
shared channel is challenging but desired due to its efficiency
[12] [14] [2].

One recent trend in this regard is to allow two parties to
build keys separately using inherent wireless channel proper-
ties [16]. Such secret key generation process consists of three

technological components: random bit generation, information
reconciliation, and privacy amplification [15] [17]. In random
bit generation, a quantization method is used to convert
measurement values of some “random” signal to information
bits. A good quantizer (e.g., [11]) can maximize the mutual
information between two communicating entities (say, Alice
and Bob) without information leakage. The information rec-
onciliation process uses either error correcting codes [5] or
interactive information reconciliation protocols (e.g., Cascade
[3]), to find and remove inconsistent bits in two bitstreams gen-
erated by the two end-parties. Privacy amplification [17] [19]
[10] protect the confidentiality and privacy of key generation
using cryptographical tools such as universal hash functions.

Existing key extraction protocols mainly use received signal
strength (RSS) and other channel information of a single
frequency to generate a bit stream as the key [21] [9] [7]
[11]. Mathur et al. [16] propose a solution to extract a secret
key from unauthenticated wireless channels using channel
impulse response and amplitude measurements. Such channel
randomness can also be exploited for device pairing [8] and
authentication [20]. Extracting secret keys over MIMO was
recently introduced in [18].

Using RSS to generate keys has the following drawbacks:
(1) Bit generation rate is low, because each sample can only
provide one RSS value. (2) It is vulnerable to predictable chan-
nel attacks, because RSS reading will increase and decrease
if the channel is blocked periodically. (3) It cannot work well
in static scenarios due to infrequent and small-scale variations
in channel measurements.

To address these issues, recent studies propose to extract
secret keys using channel state information (CSI) available
from Orthogonal Frequency-Division Multiplexing (OFDM)
[29]. Different from RSS, CSI is a fine-grained metric derived
from the physical layer. It consists of 56 pairs of amplitude
and phase belonging to 56 subcarriers in frequency domain,
which can be utilized to achieve higher generation bit rate.

However, in our experimental study we find that adjacent or
near-by subcarriers have similar physical characteristics, thus
CSI measurements from them may have strong correlations.
A key generated from near-by subcarriers may have a large
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