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Outline: Part II 
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Theoretical Framework: Efficiency, Privacy, and Verifiable 



Motivation:  
 Mobile, Social, Cloud and Privacy 
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Internet of Things 

Sense everything everywhere! 
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motivation 



Location 

Transportation 

Social state 

Activities 

Contacts 

Schedule 

Mobile Social Networks 
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Share everything everywhere! 

motivation 



Online User Behavior  
From  
• Online payment 
• Online browsing 
• Electronic Medical record 
• Credit record 
• SNS --- “like” 

Infer 
• Your age 
• Your profession 
• Your income 
• Home address 
• emotions 
• …. 
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Infer everything everywhere! 

motivation 



More risk in big data 

• 12 TB of Tweets 
• 1G photos,10M videos per week 
• 5 million trade events 
• 3PB camera data per day in 

Beijing 
• 2.7ZB data created in 2012  
     =2,700,000,000TB 

 
 

Big data may increase the power and prevalence of privacy leakages. 
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Who can observe those? 

Insurance Companies 

Hiring Managers 

Creditors 
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motivation 



Not Trustworthy Companies 

12 
motivation 



Snowden Effect: We do care, a lot! 

• > 70%: No one should ever be 
allowed to have access to my 
personal data or web behavior. 
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• < 25%: ok with trading some of 
personal information in exchange 
for more relevant advertising. 
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Introduction 

Scary? 



Countermeasures?? 
 



Lock Everything？ 

16 
motivation 

• Example : computing and search functionalities disabled. 



Lock Everything？ 
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motivation 

• Problems : Data quality, utility, networking, etc. 
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Our Goal 

19 
motivation 
 



Protections on Data 
in mobile social networks & mobile devices 
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Privacy Issues in Real World 

in Real World 



Privacy in 
Location 

Data 

Privacy in 
Image Data 

Privacy in 
Personal 
Devices 
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in Real World 



Privacy in 
Location 

Data 

Privacy in 
Image 

Privacy in 
Personal 
Devices 
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in Real World 



Crowdsourcing using location data reported by users. 

23 
Privacy-preserving High-quality Map Generation with Participatory sensing   (IEEE INFOCOM 2014) 

Accuracy Privacy Trade-off 

Trace Leakage in Crowdsoured Map 

in Real World 
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in Real World 

Trace from location data 
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Exploit the Voronoi diagram’s properties 
and curve-reconstruction properties 
 
Manipulate the data publication 
 

• data density related to curvature of 
the route 

 

Privacy-preserving High-quality Map Generation with Participatory sensing   (IEEE INFOCOM 2014) in Real World 

Make it impossible! 
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Good accuracy, Good Privacy 



Location, Location, 
Location 
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Search Me If You Can: Privacy-Preserving Location Query Service（IEEE INFOCOM, 2013） 28 

Location leakage in LBS 

in Real World 
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1 2 

4 3 

publisher querier 

Search Me If You Can: Privacy-Preserving Location Query Service（IEEE INFOCOM, 2013） 

Our Design Strategy 

in Real World 

Attribute Based Encryption 

Functional Encryption 
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1 2 

4 3 

publisher querier 

1. Encrypted location 
2. Encrypted query 
3. Relayed encrypted query 
4. Encrypted result 

Search Me If You Can: Privacy-Preserving Location Query Service（IEEE INFOCOM, 2013） 
in Real World 

Big picture of the solution 
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Publisher Querier 

Search Me If You Can: Privacy-Preserving Location Query Service（IEEE INFOCOM, 2013） 

Encrypted query 

Encrypted result 

in Real World 

Homomorphic Operations 
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C/S model 
publisher 

publisher 

publisher 

querier 

querier 

querier 

Search Me If You Can: Privacy-Preserving Location Query Service（IEEE INFOCOM, 2013） 

Our solution relies on C/S model 

System Model 
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publisher 

querier 

P2P model 

Message in a sealed bottle: Privacy preserving friending in social networks (IEEE ICDCS 2013) 

Same idea can be applied in a P2P network too 

Different System Model 

C/S model 

P2P model 
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publisher 

querier 

relay 

relay 

relay 

Message in a sealed bottle: Privacy preserving friending in social networks (IEEE ICDCS 2013) 

I’m not the one 

I’m not the one 

I’m not the one 

I’m the one !! 

I need to find you! 

Query contents may be general profile information 

Sketch of Our Solution in P2P 

P2P model 
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publisher 

querier 

Message in a sealed bottle: Privacy preserving friending in social networks (IEEE ICDCS 2013) 

1. ID examination 
2. Query response 

Sketch of Our Solution in P2P 

Two Critical Parts 

relay 

relay 

relay 



• Use common attributes 
between matching users to 
encrypt a message with a secret 
channel key 
 

• Only a matching user can 
decrypt the message efficiently.  
 

• In one round simultaneously  
• privacy-preserving matching 
• secure channel construction 

Basic Mechanism 

Message in a sealed bottle: Privacy preserving friending in social networks (IEEE ICDCS 2013) 36 



1. Profile Key Generation 

Message in a sealed bottle: Privacy preserving friending in social networks (IEEE ICDCS 2013) 37 

• Profile key is generated from request profile. 
• Used to encrypt communication key. 



2. Remainder Vector 

Message in a sealed bottle: Privacy preserving friending in social networks (IEEE ICDCS 2013) 38 

• Remainder vector of the profile vector is yield for fast exclusion 
by a large portion of unmatched persons.  



Privacy in 
Location 

Data 

Privacy in 
Image Data 

Privacy in 
Personal 
Devices 

39 

in Real World 
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Privacy in images 

in Real World 



Captured 

41 

in Real World 
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Current protection against cameras 

in Real World 



Privacy Concern Expressed & Respected 
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Our Interactive solution 

in Real World 

1. Photo taken 
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in Real World 

Interactive solution 

1. Photo taken 
2. Broadcast 
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No! No! 

in Real World 

Interactive solution 

1. Photo taken 
2. Broadcast 
3. Privacy Request 
• Sending his photo 
using face features 
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Various sanitization in reality (eg: blur) 

in Real World 

Interactive solution 

1. Photo taken 
2. Broadcast 
3. Privacy Request 
4. Sanitize Image 
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Evaluation setting 
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Diversity and consistency 

Self Similarity 

Cross Similarity 
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Communication overhead is  
less than 1KB for each neighbor 
Less than 10KB for the photographer 

Performance 
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in Real World 

Non-interactive solution 

1. Photo taken 

Privacy.Tag: Privacy Expressed and Respected (ACM SenSys 2014) 



52 

in Real World 

Non-interactive solution 

1. Photo taken 
 

2. Privacy Seeker? 

Privacy.Tag: Privacy Expressed and Respected (ACM SenSys 2014) 
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in Real World 

Non-interactive solution 

1. Photo taken 
 

2. Privacy Seeker? 
 

3. Enforce privacy 
Conceal image: blur 

Privacy.Tag: Privacy Expressed and Respected (ACM SenSys 2014) 
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in Real World 
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Typical image search 

Face search 

in Real World 

Image feature search 

Metadata search 
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Publish public part, control secret part 

in Real World 

Concealing with image search enabled 

1. Image separation 

2. Search key encryption & 
access control 

3. PP Vector search using HE 
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Key for search 

ABE 

Key is required to conduct ‘search’ 

in Real World 

Concealing with image search enabled 

1. Image separation 

2. Search key encryption & 
access control 

3. PP Vector search using HE 
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? 

Searched 

in Real World 

Concealing with image search enabled 

1. Image separation 

2. Search key encryption & 
access control 

3. PP Vector search using HE 



Performance: Image File Size 
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• 3000 real-life photos. 



Performance: Processing Time 

•Client side 
• About 0.5s per image 

using labtop 

 

•Cloud Side 
• About 0.2s per image 

using labtop 
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Privacy in 
Location 

Data 

Privacy in 
Image Data 

Privacy in 
Personal 
Devices 
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in Real World 
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Continuous and Oblivious Authentication 

in Real World 
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in Real World 

Biometric feature as evidence 
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Micro-behavior difference 
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Micro-behavior difference 
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Diversity and consistency 
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Flow of our predictive model 

in Real World 
ACM MobiCom 2013,  Poster 
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Accuracy performance 



Rejection and acceptance accuracy 
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Theoretic Frameworks 
for Data Sharing 

70 

Theories 



•Calculating average salary of a company? 

• Finding the most frequent events, places? 

•Analyze statistics on sensitive individual data? 
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Privacy-Preserving Data Aggregation without Secure Channel: Multivariate Polynomial Evaluation (IEEE INFOCOM, 2013) 

Collusion-Tolerable Privacy-Preserving Sum and Product Calculation without Secure Channel (IEEE TDSC, 2014) Theories 

Data mining everywhere 



Modeling Privacy-Preserving Data Mining 

72 

x1 

x2 

Privacy-Preserving Data Aggregation without Secure Channel: Multivariate Polynomial Evaluation (IEEE INFOCOM, 2013) 
Collusion-Tolerable Privacy-Preserving Sum and Product Calculation without Secure Channel (IEEE TDSC, 2014) 

General polynomial 

Theories 



Adversaries 

Malicious semi-active adversary 

•Deviate from the protocol specification  
•Without affecting final result. 
•Eg: passive rushing attacker 
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Privacy-Preserving Data Aggregation without Secure Channel: Multivariate Polynomial Evaluation (IEEE INFOCOM, 2013) 

Collusion-Tolerable Privacy-Preserving Sum and Product Calculation without Secure Channel (IEEE TDSC, 2014) Theories 



Existing approaches (practice & academic) 

• Cryptographic approaches  
• SMC, secure secret sharing 

• Change the data precision & accuracy 
• Perturbation 

• Value distortion (e.g. differential privacy in database) 

• Add dummy data, dummy users 

• Change the data owners 

• Anonymization  
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slow 

approximated 

data is open & 
de-anonymization works 

Privacy-Preserving Data Aggregation without Secure Channel: Multivariate Polynomial Evaluation (IEEE INFOCOM, 2013) 
Collusion-Tolerable Privacy-Preserving Sum and Product Calculation without Secure Channel (IEEE TDSC, 2014) Theories 



Our contributions 

Unsecured channel: Our communication channels are open to anyone, 
and we can still achieve privacy and security. 

 

Theoretically provable privacy 

 

Low computation overhead: Running time (computation only) is 10-
1000 times less than SMC. 
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Privacy-Preserving Data Aggregation without Secure Channel: Multivariate Polynomial Evaluation (IEEE INFOCOM, 2013) 

Collusion-Tolerable Privacy-Preserving Sum and Product Calculation without Secure Channel (IEEE TDSC, 2014) Theories 



Simple observation 

• Polynomial = Multiplications ( * ) & Additions (+) 

Inspired by the observation :  

• Multi-party Product & Sum calculation protocols 

Design two novel protocols 

76 
Privacy-Preserving Data Aggregation without Secure Channel: Multivariate Polynomial Evaluation (IEEE INFOCOM, 2013) 

Collusion-Tolerable Privacy-Preserving Sum and Product Calculation without Secure Channel (IEEE TDSC, 2014) Theories 



Product Protocol 

77 

Integers, 
modulo P 

Privacy-Preserving Data Aggregation without Secure Channel: Multivariate Polynomial Evaluation (IEEE INFOCOM, 2013) 
Collusion-Tolerable Privacy-Preserving Sum and Product Calculation without Secure Channel (IEEE TDSC, 2014) 

Random mask 

Theories 

Random, selected by i 



Sum Protocol 
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Use product 
protocol 

Privacy-Preserving Data Aggregation without Secure Channel: Multivariate Polynomial Evaluation (IEEE INFOCOM, 2013) 
Collusion-Tolerable Privacy-Preserving Sum and Product Calculation without Secure Channel (IEEE TDSC, 2014) Theories 



Put All Together 

79 
Privacy-Preserving Data Aggregation without Secure Channel: Multivariate Polynomial Evaluation (IEEE INFOCOM, 2013) 

Collusion-Tolerable Privacy-Preserving Sum and Product Calculation without Secure Channel (IEEE TDSC, 2014) Theories 



Run time comparison 

80 

Gates 64 128 256 512 1024 
Run 
time 
(ms) 

130 234 440 770 1394 

26 additions in our schemes are equivalent to a 1066-gate circuit.  
 

FairplayMP by Ben et al.  (SMC implementation) 

 Our run time :  microseconds. 

Privacy-Preserving Data Aggregation without Secure Channel: Multivariate Polynomial Evaluation (IEEE INFOCOM, 2013) 
Collusion-Tolerable Privacy-Preserving Sum and Product Calculation without Secure Channel (IEEE TDSC, 2014) Theories 



In arbitrary user groups 

81 
Newly submitted work Theories 



Inspired by secret sharing! 
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Theories Newly submitted work 
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Theories Newly submitted work 



Detailed Protocol Description 

84 
Newly submitted work 

Secret parameters 

Theories 



Verifiable Private Multi-party Computation: Ranging and Ranking（IEEE INFOCOM 2013） 

Data Providers 

Cloud: Storage/Computing 

End- Users 

Will results from other 
users be trustable? 

Will computations 
from “cloud” be 

trustable? 

Will data from a 
user be trustable? 
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Illegally altered inputs? 



Challenges: 
Secure yet Efficient Computation 

for Big Data Era 
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87 

Conclusion 
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Conclusion 

Efficiency, Efficiency 

 

 Computing is not powerful enough 
 

 Efficiency may be equally important 
as security/privacy 
 Security often requires efficiency 

drop 
 
 
 

Efficiency is the key! 
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Conclusion 

Even our own methods 

 

 Even our super-efficient 
microsecond-level operation may 
be unacceptable. 

 
 Needless to talk about other 

millisecond-level or even second-
level operations. 
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Conclusion 

New Security/Privacy Metrics? 

Current security guarantees 
 

 Randomness or indistinguishability 
may become obsolete. 

 
Variety & volume of big data are 

attacker-friendly 
 
  

 
 
 

Current security guarantees are not enough! 
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Past Future 

Data Volume Security Risk Challenge 

Overall challenge 

Performance challenge 

Security challenge 

Still a very long way to go… 

Conclusion 



Utility Privacy 

Efficiency 

 
 

Multi-party 
Computation 

Approximated 
Algorithms 

 
 

Recent works 

Next step ? 

in Big Data 

in Big Data 

in Big Data 

Conclusion 
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Thanks for you attention! 

  Thank you ! 

 Xiang-Yang Li (李向阳) 

Professor,  IIT, USA 
www.cs.iit.edu/~xli 
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xli@cs.iit.edu 
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