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@ System components
@ OS Services
@ System Calls & Types
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o EMERZAVFE

©Q B ERFNIHMSERANIRR
o HTEIREY
0 ZiEtER
@ OS structure
@ Virtual Machine
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Outline
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@ System components
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System components

System components

@ Process Management, HEE1E

@ Main Memory Management, N8
© /0O System Management, I/O&1E

@ File Management, X4 &

© Secondary-Storage Management, {#f7//MFETE
@ Command-Interpreter System, Sp<SHRIRER ST

@ Protection System, {&{F
© Networking, 4§
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1 process(or processor) management

o ZEINET, WIERANEITRDECELAIETE (process) J9E(,
EtA RS ETRE] AL 0HIEEE (process management) .

(1) process control

@ create/destroy a process;
suspend(}EiE)/resume(tkE) a process

@ process state(HFEIRZ) transfering
o —fizHprocess control primitives(#i2iEHIEIE) =
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1 process(or processor) management

(2) process synchronization([E:5)

o AFEZNHIEEEAEMIET, MiEIsynchronization
mechanism([EZEH1H),

@ including
process mutual exclution/synchronization(H2ER/FEE);
dead-lock avoidance, prevention, detection and resolution

(FEabEEse. L. ANFLHER)
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1 process(or processor) management

(3) Process communication

o ETHIESIE, W: MNHIE. TEHE. FTENATEERE
BIEEES
o AU
directly(EE(E):
Pa&msg, Pgliimsg
Pa ™2 Py
indirectly(jE#5E(S):
Pa&msgZ|rhiEIsLiR(@mailbox), PgMHRIEJSLRIIMSg

Pa ™4 MailBox ™4 pg
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1 process(or processor) management

(4) Job scheduling and process scheduling
@ Job scheduling:

RIS EVERIR, WARTELHE, FEIFHNHET.
@ Process scheduling:

MR R, HECPU, EZiE1T.
@ Schedule algorithms:

FCFS, {5ctNE
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2 Main Memory Management(fZi&E1E)

@ Main Memory, MM:
a large array of words or bytes, each with its own address
A repository of quickly accessible data shared by CPU and I/O
devices
A volatile storage device
Maybe the most architecture-specified component of OS

@ Activities

@ Keeping track of memory usage
@ Deciding which processes to load
© Allocating and deallocating memory space
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2 Main Memory Management(fZi&E1E)

GOAL: HfERAFER, BiReFICSFAR J
(1) Memory allocation (3) Memory mapping, IfF
0 BEHE: R
0 B DEL: (RIFEREFH O MHHBBRE:EE
#oh 0 BIET|AB BT (IEXT L)

EcAnElIhEE -
(4) Memory expansion, A
(2) Memory protection =7
0 fl: RE . TREHFSE, ° *UFHETE&S?K, MWEE Y
SRIEOHTHAGE (— AESE
BRI o Ry WRANER
4 IhRELA ISR

y
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3 1/O system management

@ 1/0 subsystem(I//OF &%)
» To hide the peculiarities of specific hardware devices from the
user
@ Maybe the most complicate component and has largest line
of code (LOC)
» Various device

@ Consists of
@ Buffering, caching, and spooling
@ A general device-driver interface
© Drivers(3kzh) for specific hardware device
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3 1/O system management

GOAL: 12 =I/OFIBERMEE, HERF J

(1) ZHhEE

Buffer(&[X): FASRARRCPU-I/OX/&, ul: CPUIRNIRZ Bl
X,

(2) device allocation(iZF 5 FL)
i I®RT, IRBEHEE, |/OBENSEFIEIIL

(3) Drivers
o IZFIRFHITILIRAVRIE, BEE. BELUANECPULET.
o IREAIE/IKEMEFNEERIERF1/OBK, BalttialiEEiEr. |
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3 1/O system management

(4) Device Independence (888 714) and
virtual device (FEHIIER)
@ Device independence(iR&IRITH):
Blprogram5E{REIRE LK.
{FprogramZFEEM, EINT IBEM.

@ Virtual device
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4 File management(SU4ETE)

@ A file is a collection of related information defined by its
creator.
» Commonly, programs & data
» A logical storage unit
@ Activities

@ File creation and deletion

© Directory(BE#) creation and deletion

© Support of primitives for manipulating files and directories
© Mapping files onto secondary storage

© File backup(&{#7) on stable (nonvolatile) storage media
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4 File management(SU4ETE)

GOAL: 5fEAF, RitZett J

(1) XHEFC=ENEE
o fi: MHRFHRIENIHREENDEELRBRIIEX, iR
it "—ER" Jmzss.

(2) Directory management(HRE1E)
o FAFKRERFHN, IEEERE.

(3) XHrYiE. SEEMERYES] (BIRIF)
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5 Secondary storage management({{FETE)

@ Usually disks used to store data that does not fit in main
memory or data that must be kept fora “long” period of
time.

@ Proper management is of central importance

» Entire speed of computer operation hinges on disk subsystem
and its algorithms

@ Activities

@ Free-space management
@ Storage allocation
© Disk scheduling

@ Some storage need not be fast
» Tertiary storage includes optical storage, magnetic tape
» Still must be managed

» Varies between WORM (write-once, read-many-times) and
RW (read- write)
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6 User Interface & Command-interpreter
system (8RR R ST)
User Interface(FBF#EN) J

(1) ap<#xM
o H—4H "®p<" &AM, HABRNFIRINARED

BVRFED: A—HRRIR(Fi< N SHERIEFATER
B (AMERFED) - BICLE{RIkRBAH

(2) RO

@ system call(Z4iER )
o SRESHIFEREL, WCE

(3) EfzEO
o N windJcopyS 4, KR "#B" XK5Thk, 4@, AT
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6 User Interface & Command-interpreter
system(an S TERER D)

@ Command-interpreter(fp S HERIERR):
» The interface between the user and the OS
» allows users to directly enter commands
» In the kernel or as a special program

@ Function: To get the next command statement and execute
it. Examples:
» Control-card interpreter(i=H-RAFEFIERR): batch system
» Command-line interpreter(fF S1TREEFIER): DOS
» Shell: UNIX
» GUI(BIRZE RS E): Macintosh, whindows, ...

@ Implementation of command

» a part of the command interpreter, or
a system program, such as UNIX.
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6 User Interface & Command-interpre

system(Ap SHERRZRSE): Examples

Helcome to M5-DU5 7. 1. ..
Copyright HMicrosoft Corp. ALl rights reserwed

Hiller wi.8 Copyright 1995 UVincent Penguerc'h. All Right=z Rezerwved.
Hiller installed in mMemory.

DOSHEY Inztalled.

NOSLFH A.320: loaded consuming 11848 bptes.

SHARE 7,18 (Revizion 4,11, 1492)

Copyright (c) 1989-2HHA3 Datalight, Inc,

installed

CuoteMouze w1.9.1 [DO5]
Imztalled at P5E-2 port

Locking wvolumes, .
Howm you are in M3-D05S 7,18 prompt. Type "HELP® for help.

Lot
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6 User Interface & Command-interpreter
system (Ep SRR ESt): Examples

@ i) linux-2.6.26 : bash &% & &
MfF MW EE O OB®E BE BB
xlanchen@ubuntu:~/workspace$ cd linux-2.6.26/

) >

xlanchen@ubuntu:~/workspace/linux-2.6.26% 1s

arch Kbuild samples

block kernel scripts

COPYING Llih security

CREDITS MAINTAINERS sound

icrypto Makefile System.map

Documentation mm tags

Idrivers modules.order  temp

fs Module.symvers usr

include net virt

|init README

ipc REPORTING-BUGS wmlinux.o

xlanchen@ubuntu:~/workspace/linux-2.6.26%

'xlanchen@ubuntu:~/workspace/linux-2.6.26%

_xlanchen@ubuntu:~/workspace/linux-2.6.26%

‘xlanchen@ubuntu:~/workspace/linux-2.6.26%

x lanchen@ubuntu: ~/workspace/linux-2.6.26% B

xlanchen@ubuntu:~/workspace/linux-2.6.26%
2.6

.26% 11

Cibale

Exlanchen@ubuntu:—-/workspace/linux-

l linux-2.6.26 | bash J
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6 User Interface & Command-interpreter
system(Ap S HETRZRST): Examples
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6 User Interface & Command-interpre
system(Ap SHERRZRSE): Examples

I ¢t E:\WFINDOWS\system32\cad. exe i

fricrosoft Windows XP [ 5.1.26801
<> WAV 1985-2881 Microsoft Corp.

E:\%%menﬁﬁgg S%t_:%i:gs\xlanchen)dir
IEENEE B e RS,
THIFFIS -2 34FB-B3E?

E:\Documents and Settings“xlanchen E’\]EST{L

2811-89-81 = <DIR>
2911-87-81 = <DIR> .-
2011-09-01 : <DIR> [ FFif ] S8
2811-89-81 s <{DIR> My Documents
2011-89-61 2 <DIR> Favorites
2811-89-81 : <DIR> =m|

8 I o F1

6 ~BEF 16.633.316.864 QT

E:\Documents and Settings‘csclanchen>
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7 Protection and Security system

@ Protection — any mechanism for controlling access of
processes or users to resources defined by the OS

@ Security — defense of the system against internal and
external attacks
» Huge range, including denial-of-service, worms, viruses,
identity theft, theft of service
@ Systems generally first distinguish among users, to
determine who can do what
» User identities (user IDs, security IDs)

* associated with all files, processes of that user to determine
access control

» Group identifier (group ID)
» Privilege escalation allows user to change to effective ID with
more rights
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Outline
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@ OS Services
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OS Services
BERFISMINEE, REEEMN RS RS AR
o KHFIHEITIERF
o IRHBTI/ORIE
o IBMHSERFE N EIRIE
o IRMHBEIRS
o IRMHERICNIRSS
o WHENDEHITEIR
o XWHRIFEAIERAITHRIT (1IEMK)
o XIRSAITIRIF

BERFIRHIRSIIREARSTN——system calls(RGTEA) J
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Outline
Q RERGNAER. RS, T

@ System Calls & Types
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System Calls

@ Programming interface to the services provided by the OS
@ Typically written in a high-level language (C or C++)

@ Mostly accessed by programs via a high-level Application
Program Interface (API) rather than direct system call use

@ Three most common APIs are
» Win32 API for Windows,
» POSIX API for POSIX-based systems (including virtually all
versions of UNIX, Linux, and Mac OS X),
» and Java API for the Java virtual machine (JVM)

@ Why use APIs rather than system calls?
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Example of System Calls

@ System call sequence to copy the contents of one file to
another file

source file | |destination file

(" Example System Call Sequence )
Acquire input file name
Write prompt to screen
Accept input
Acquire output file name
Write prompt to screen
Accept input
Open the input file
if file doesn’t exist, abort
Create output file
if file exists, abort
Loop
Read from input file
Write to output file
Until read fails
Close output file
Write completion message to screen
\_Terminate normally Y,

&= xlanchen@ustc.edu.cn http://staff.u0117401: Operating System E{EFRS/RIE. March 28,2019  22/73



Example of Standard API

@ Consider the ReadFile() function
» Win32 APl—a function for reading from a file

Return value

l

BOOL ReadFile ¢ (HANDLE file,

T LPVOID buffer,
DWORD bytes To Read, | parameters
LPDWORD bytes Read,
LPOVERLAPPEDI);

@ A description of the parameters passed to ReadFile()
» HANDLE file—the file to be read
» LPVOID buffer—a buffer where the data will be read into and

written from
» DWORD bytesToRead—the number of bytes to be read into

function name

the buffer

» LPDWORD bytesRead—the number of bytes read during the
last read

» LPOVERLAPPED ovl—indicates if overlapped I/O is being
used
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System Call Implementation

@ Typically, a number associated with each system call
» System-call interface maintains a table indexed according to
these numbers
@ The system call interface invokes intended system call in OS
kernel and returns status of the system call and any return
values

@ The caller need know NOTHING about how the system call is
implemented
» Just needs to obey API and understand what OS will do as a
result call
» Most details of OS interface hidden from programmer by API

* Managed by run-time support library (set of functions built into
libraries included with compiler)
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AP| — System Call — OS Relationship

user application

user
mode
system call interface —

kernel JY
mode open()

- Implementation

ol of open()

i » System call

return
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Standard C Library Example

#include <stdio.h>
int main()

{

print( “Greatings” );

user
mode

standard C library —

kernel
mode

write()
system call
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System Call Parameter Passing(Z£U&i#)

@ Often, more information is required than simply identity of
desired system call
» Exact type and amount of information vary according to OS
and call
@ Three general methods used to pass parameters to the OS
@ Simplest: pass the parameters in registers
* In some cases, may be more parameters than registers
© Parameters stored in a block, or table, in memory, and
address of block passed as a parameter in a register
* Linux and Solaris
© Parameters placed, or pushed, onto the stack by the program
and popped off the stack by the operating system

Block and stack methods do not limit the number or length of
parameters being passed J
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Parameter Passing via Table

X: parameters
for call

> use parameters || code for
load address X _/ from table X system
> call 13

system call 13 7| a

user program

operating system
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Types of System Calls
@ Process control GHFEREHIZE)
» Command interface via the command interpreter, or, GUI via
a window system
» Load and execute a program
* Control a running program: halt its execution either normally
(end) or abnormally (abort)
» Programming:
* create process, terminate process
* get/set process attributes
* wait for time, wait event, signal event
* allocate/free memory

» debugging: trace, ptrace, etc.
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Types of System Calls

@ Process control GHFRIEEHIZK)

» example: process control of MS-DOS

a single-tasking system

* start with its command interpreter
* for a command: does not create a new process

(1) load and execute
(2) resume

free memory

free memory

process
command d
interpreter comman
interpreter
kernel kernel

(a)

(b)

pE&= xlanchen@ustc.edu.cn http://staff.ud117401: Operating System #2{EZRFt/RIEE
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Types of System Calls
@ Process control (HFEFEHIZE)
» example: process control of FreeBSD
a multitasking system

* a shell is run when a user logs on

* for a command: fork()+exec(), and
wait for the process to finish, or
runs the process “in the background”

process D

free memory

process C

interpreter

process B

kernel
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Types of System Calls

@ Process control GHFEIZHIZE)

Q file Management(SZ{4ETEE)
» create/delete file
» open/close, read/write/reposition
» get/set file attributes
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Types of System Calls

@ Process control GHFEIZHIZE)

Q file Management(ST{4ETE)

© Device Management(iZRFETHX)
request/release device
read/write/reposition

get/set device attributes
logically attach/detach devices

vy vy VvYyy
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Types of System Calls

@ Process control (HF2iEH2K)

@ file Management(SZ{4ETEE)

© Device Management(iREEEX)

@ communications(BE%)

create/delete communication connection
send/receive messages

transfer status information
attach/detach remote devides

v vy VvYy
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Types of System Calls
@ Process control (HiEFEHIZE)
Q file Management(STAETEXK)
© Device Management(iRfZ ETHX)
© communications(&(F5)
» Message-passing model
* Message-passing model and Shared-memory model

Process A @ 1 Process A
1
Process B @«— Shared memory j
2 :‘ 2
Process B
kernel @? kernel
msg passing shared memory
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Types of System Calls

@ Process control (iHFEISHIE)
@ file Management(SU{4ETEE)
© Device Management(iI8ZETEZE)
© communications(&EZ)
@ infomation maintenance({SE4EK)
» get/set time/date/system data/process, file, device attributes

@ Others

pE&= xlanchen@ustc.edu.cn http://staff.ud117401: Operating System #2{EZRFt/RIEE March 28, 2019 29/73



Outline
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@ system programs
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system programs

@ A collection of system programs
provide a conveniet environment for program
development and execute.
» file management/modification, status information,
programming-language support, program loading and
execution, communications

Different users and APPs
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o BMERFAVFE
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EERGERYE (7]

1FHK&

o HiTvs. HE&
HITRIERSRSNBUHER—HNRE.
HARARS I SHER—RBEERRRE.

@ Program vs. Process(i##Z )

Program: ERZSSCiE;

Process: THZSECH
A program in execution.
RERTPEM IS THHEANERD ERIE AR,
SINGAEfS, MINETHRAZE LTS,
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EAFRGRIHL

2HE
o R FIEAHNEFSNFAIITHOHIELEFR
o HRHE= VS. ERTiAE
BRHEE: —EREERADF—NHELEZERR
BEFAE: #MEDPREERN IRRER: £F—RIEBRRF—
HEBIERYEIR

HEMAZERIFERRNAORE SRS, |
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A ERGFHMSE

3 REL
o FEil: BTREMEIAIL— ML hE NS AT R,
o ENEE—WIEREMXIMAIEIMANBIEREE, WEIIREH
EE VAR YIRS IR/,

154
o TATHEARTRA,
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EoEIR R FRISRIREL

o (EFRIHEIREY
o KFEtER

pE&= xlanchen@ustc.edu.cn http://staff.ud117401: Operating System #2{EZRFt/RIEE



Outline

@ EERGIIHSIERANR RN
o HiFERY
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PHEEE

0 HIEX—ARIE, RYIERE20tHLE60FHHE, EMBETFME
(MIT) BIMULTICSERFFIIBMATIRICTSS/360RFH35| ARY

o MUCIRIERFEBLAHFZ (Process) AEH(IRDBEEIELIEN. A
= /OFEANSZHHEIR, LAIMHTENRSRFHLIEFITN

il
o BESREMEANI(IF, TEAEHEEIE. HiZEH. HiER
&, HERBEUNRHIERAES
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PHEEE

o HIZRVMIIES(E)
> g%?zl‘@qﬂﬁ’ﬂﬁﬁ\ RIS RARE 7 — MHIERTREITRY

o HiEHAFRE LT
> BIEREFIEET. MEISEHAN AR S ras
> RE T MNHERI SR TIER.
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P RE

o HIZAE
> BERRERALICENHAIEHIR R,
» BAEPREERIIHEEE A RAZ O IIRERHFE %
» BAEEAGEARAEEH AR, THREIEANHE L.,
» RERNRAES LSS
* EE R AR,
* BTN SRS SRR
* %giﬁﬂﬁgﬁii
*

pR&E= xlanchen@ustc.edu.cn http://staff.u0117401: Operating System EMERST/RIEE March 28,2019  40/73



PHEEE

o HIZEBE(EHH!
> ATHEZAZIRMER
> BRHEZ A TBERIE—IRIZ.
> BERTS, HIEZESCNBEL/REHERARENSIRINA.
» ERAHEREENHERE
* (55, (S8, BiE. HEM. =EEF.
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@ EERGIIHSIERANR RN
o LfEtER
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57 e LTt

o LHEtRENHIEEEVR R,
> ISHZROHUT L R MBHEARF R O B sk,
SR T LA,
o LiERIESTEHESSERRYAITHIT
> FELAERE, PHERILARBEGERY, BAILARSEARN.
> (ESEHIEIEE PRIBIE A LA AR R EAERY.
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Outline
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@ OS structure
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OS structure

o HR{HRZELEN (Software Architecture)
SRR FRIEIEEEIESEAER.
@ BassTE2003F XTI AR EEIEN :

> BRI REERE—TIRREN, ZEMERRMITR. TR
AR, TRZENXRR" .

o Ft, OSKREMB N T/LANITE:
> OSHYDIREFEIRZANMABERMAY, BIRAH AR TTER?
> OSHITHEEEIRAIIPLH SR/ BIEEEE AT UAY?
» OSHYTRERRIR Z [RR MR B #8R4FRY?
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OS structures

@ OS as a system software, is large and complex

@ Software engineering: to function properly and be
modified easily
» partition into small components (vs. one monolithic system)
» carefully define the inputs, outputs and function of each
module

@ How the OS components are interconnected and melded
into a kernel

@ Simple structure(F4513, SHEIREELET)

@ Monolithic kernel (B—AR#%)

© Modular kernel (1&3R{£4543)

Q layered approach(B/R4E#3)

© Microkernel( the first and the second generation)
O Hybrid structure((R& M%)

@ Exokernel(9MZ)
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1 simple structure(fZEaL5H)

@ Initially,
» Not a well-defined structure
* Started as small, simple, and limited systems
» limited by hardware perfromance and software technique at
that time
» no clear system structure((REEMANRR LM )
o EMERRINREERFABFR N RRFERE—R, EE—Mtit=SE
Lizf7, BRZERLEEERERA
@ Example: MS-DOS, the original UNIX and some early or small
embedded system

[ xlanchen@ustc.edu.cn http://staff.u0117401: Operating System #E{ERF/RIEE March 28,2019  48/73



Example: MS-DOS

@ Example: MS-DOS, written to provide the most functionality
in the least space
» Not divided into modules
» The interfaces & levels of functionality aren’ t well separated

* APP can access the basic I/O routines
* Limited by hardware Intel 8088, no dual mode & hardware
protection

p&&= xlanchen@ustc.edu.cn http://staff.ud117401: Operating System #2{EZRFt[RIEEE



2 Monolithic structure (Ba—p#%4543)

o fEERMTAEMRE L. HE L. FMEEUURRERFNIFE
KRR, BERGHEEE THIIARE
> system call(ZRFMA): EERMERESAFNAEFREIE,
» kernel: everything below the system call and above the
physical HW.

» BEEERMERARIREHRHS . TR BINARXR LRSS
» R T BR—RY. (NMHBRRURIERFRZ
@ This is called
Monolithic structure/ Monolithic kernel ((E—XKR#Z)
» FAFNAREEEE TR/ BE/AFBEBNA N ERRIERR
RHAIBRSS
» ARPRARRFZEBEIEMIPCHITERS
e disadvantage: difficult to implement and maintain.
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Example

System progra

Kernel:

a large
number of
functions for
one level
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3 Modular kernel(1&t{k4553)

o MERHITARANAR, B— KRS FRFEMRA T
Rt A&
> BHRZIEIE X 7 RIFAIAR SR BRI TR At
> E—EEE LIRS TRERGAIT LY.
@ Some techniques
» Object-oriented programming
» dynamical link
» dynamical loading

@ Example implementations of UNIX, such as Solaris, Linux, and
Mac OS X.
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Solaris Modular structure

@ the Solaris OS structure = a core kernel + 7 types of
loadable kernel modules.

scheduling
classes
device and
bus drivers
core Solaris
miscellaneous kernel
modules
STREAMS
modules

loadable
system calls
executable

formats
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4 layered approach(ExRg5+4)
o SR OSEIERZ BIREREFIMEERMAINXR, Fal
HREINERISR, AR ER
@ In the layered approach,
» the system is broken up into a number of layers/levels
* Bottom layer (layer 0): HW;
Highest (layer N): the user interface.

» each layer can only use the operations provided by
lower-level layers, and provides certain operatons to
higher-level layers

» each layer hides the existence of certain data structures,
operations and hardware from higher-level layers.

layer N
user interface

layer 0
hardware
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layered approach(E)xz5#4)

@ Advantage is simplicity of contruction and debugging.

» debugged from the first layer up to the higher-level layers.

@ Disadvantage:

» Difficulty: appropriately dedining the various layers.
» tend to be less efficient
* have caused a small backlash against layering.

Bl Bl Bl

‘Applicﬂlioﬂ-pmg.rmnmingintcrfuce | AP extension |
Subsystem ‘ Subsystem [ subsystem | Fewer layers,
more functionality
System
kemel ®  Memory management

®  Task dispatching
® Device management

Divice driver | Divice driver | Divice driver Divice

el ] f———

0S/2 is a descendant of MS-DOS that adds multitasking & dual-
mode operating, ...
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layered approach

o IRIEE—ENIFERZBEEFERABAXR, BREWH K
b lyaws)
» FHNRIERZ, 1968FEDijkstraSFARNTHER S
» EFRURERS, NZCESKFRISUBRIER SR,
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5 Microkernels(fR#%) |

Application
Program

Device
Driver

4

i
message !

Interprocess
Communication

memory
management
microkernel

CPU
scheduling

4

1

1

‘ Al

hardware

Al

Architecture of a typical microkernel

user
mode

kernel
mode

@ Mid-1980s, Richard Rashid, CMU, an OS called Mach that
modularized the kernel using the microkernel approach.

» all nonessential components are removed from the kernel
and implemented as system and user-level programs
running in user-space.

» a smaller kernel, the function including:

* provide minimal process and memory management
* mainly, provide a communication facility between client and

server program: message passing(iEE{&i%)
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5 Microkernels(fiA#%) Il

@ Benefit:
» ease of extending the OS.(A]¥ FEtE)
» easy to port from one hardware design to another.(RJ#51E %)
» more security and reliability.(Z£ M0 5EMH)
@ Example:
» Mach, Tru64 UNIX via Mach kernel, QNX.
» Windows NT?—Windows XP
@ Disadvantage:
» performance decrease due to increased system function
overhead.

@ the first generation of microkernels (5—N#Z%)
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the second generation of microkernels(Z8 _{{{H
%)

@ One approach to solve the performance problem of
microkernel

> IPCt
» called the second generation of microkernel
» typical example: L4
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6 hybrid structure(B&W#%)

@ another approach to solve the performance problem of
micorkernel: hybrid structure
> g;ﬂ;“-iﬂP\]*%#TB—%?&%@E’\JHE%EF%'%EIEIXEDEF%E%DD)\EUWH

» #NWindows NT 4. 0iBEFRAEI I RZLISE L,

o XMTTEHISS T IMARBRBER SR oit. R REES
ERTHRAMLR
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Example

Windows NT C/S structure

@ The first release of Windows NT has a layered microkernel
organization.
» Low performance <Windes 95
@ Windows NT 4.0: some layers moved from user space to
kernel space and integrating them more closely.

@ Windows XP: more monolithic than microkernel.
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the Mac OS X structure

application environments
and common services

kernel BSD
environment

Mach

@ layered technique with one layer consists of the Mach microkernel

@ Mach provides memory management, support for remote precedure calls
(RPCs, im#2id#2i8A) and IPC facilities include message passing, and thread
scheduling.

@ BSD kernel provides a BSD command line interface, support for
networking and file systems, and an inplementation of POSIX APlIs, include
Pthreads.

@ Additionally, an 1/0O kit for development of device drivers and dynamically
loadable modules, which referred as kernel extensions
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7 £%: Exokernel(9M%)

o ExokernelifftH T/MZAIES:, EIENGRIFRSZOIFEEIEG
=
> fESMEESIE, N RRGAEREERAIRE. BIGTERmYS
iR, THSAEIRGT, |/OFISRINLAEESMATERIRERFENZ
PIRHAMSERER IR, IR R, AFEFEd
AR BRI U SEN I B R IR B iR,
o IMREEIR] LB Rl R EE R — P iiim Azl
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BERGRRENG

M EIROSIR R R AR RS IEFRILAB
o [RYTEREMLIIN, BFRFETEFE—IAZ
> E&’I‘E’ﬂ&ﬁ%‘iﬁﬁij*&ﬁ/ﬁ’%‘/ﬁéﬁﬂﬁﬁﬂ’ﬂﬁiﬁiﬁﬁP\J&EPT%{J’—(EI’\JHE

73
> RIZREMER Z B AR EER I ERER
(MEEAENZEEBRY)
o BRFRGRMAZIMIEFFRYMS EHIE/ ZAE
> BRI N RMINEEIINETHIR ERFIIRERR
> IR/ AR BB AR EE SR TS,
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Outline

@ EERGIIHSIERANR RN

@ Virtual Machine
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Virtual Machine(GE#1#1)

@ A virtual machine takes the layered approach to its logical
conclusion.
» It treats hardware and the OS kernel as though they were all
hardware
» A virtual machine provides an interface identical to the
underlying bare hardware
@ The OS creates the illusion of multiple processes, each
executing on its own processor with its own (virtual)
memory
@ The resources of the physical computer are shared to create
the virtual machines
» CPU scheduling can create the appearance that users have
their own processor
» Spooling and a file system can provide virtual card readers
and virtual line printers
» A normal user time-sharing terminal serves as the virtual
machine operator’ s console
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system model

processes

kernel

hardware

(©)

@ Advantage:

programming
interface

» pretection via isolation
» OS developed online over virtual machine

processes | oo cesses processes
kernel kernel kernel
VM1 VM2 VM3

virtual-machine
implementation

hardware

(b)
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Example: VMWare Virtual Machine

application application application application
guest operating | guest operating | guest operating
system system system
(free BSD) (Windows NT) (Windows XP)
virtual CPU virtual CPU virtual CPU
virtual memory | virtual memory | virtual memory
virtual devices virtual devices virtual devices
virtualization layer
host operating system
(Linux)
hardware
CPU I/O devices

f&&= xlanchen@ustc.edu.cn http://staff.ud117401: Operating System #2{EZRS/RIE.

March 28, 2019

68/73



Example: Java Virtual Machines

Java API
.class files

Java program
.class files

----» class loader [«--|--

Y
Java
interpreter

Y

host system
(Windows,Linux,etc)
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° RHFRIT S
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OS design and implementation

@ The first problem in designing a OS is to define goals(B#x)
and specifications(Hig).
» requirement(&3Kk)

@ One important principle: the separation of policy from
mechanism#HIF1ZREETESD =)
» mechanisms(#/l#l) determine how to do something(n{a]>kft);
» policies(&H§) determine what will be done(fif+4).
» Example: timer(GERJ88). priority(ffi54k); microkernel VS.
Apple Macintosh

@ implementation
» Traditionally: assembly language(iC4RiES)—Now:
higher-level languages such as C/C++
* advantage: write the OS faster, more cmpact(£i%), easier o
understand and debug, easier to port(##a), ...
* possible disadvantages: speed|and storage requirementst . No
longer a major issue.
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@ System components
@ OS Services
@ System Calls & Types
@ system programs

o EMERZAVFE

©Q B ERFNIHMSERANIRR
o HTEIREY
0 ZiEtER
@ OS structure
@ Virtual Machine

° RFERIT S

Q 1z
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