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@ cat /proc/lnterrupts

/proc/interrupts:
to display every IRQ vector in use by the system
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o TR#k B (Maskable interrupt)

o 1/0% % % 84 B A b i35 £ (IRQ)AR =T VA = 2 o1 B ik b 1 o
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i (masked) F= 3F B # (unmasked)
o JMHP U (Nonmaskable interrupt, NMI)

o AR UM EEFHA 31 AT R H P B o
o AR AU S K AT

(xlanchen@ustc.edu.cn) (THEAULE  Linux > #rChapter 5 P Bife 5 October 21, 2014 10 / 69


mailto:xlanchen@ustc.edu.cn

¥ fe 7% (IntelUA% )

°o FHEIA

o ZIERIEM A F

o WCPUMATAR A BRI 3] — AN H & et = 4 »
doid S R0

o BMAEFF
o WHBER RGBT H LT A » BF BintRIBELAARL
o E WM Ak b ur”
o f4eLinux{® A int 0x80% %I A %M

xlanchene@ustc.edu.cn) 1t Linus F: #rChapter 5 P Bf October 21, 2014 10 / 69


mailto:xlanchen@ustc.edu.cn

¥ fe 7% (IntelUA% )

o M TRAEEIKMAT » RIBEE M (B A7 R E
FERAZMEA T BeiptGi) B9FRE » TAHE—F 454 :
Q [ (fault) : eip=7] AL A48 409 bt
o METMALE » LR AFE » B8 S EH AT
o Wik WH¥
Q Pt (trap) @ eip=F /& BIMAT GG L6933k o
Q@ 4% ¥ ak(abort) :eip=? ? ?
0 RAFEWMHIE o eiplAiK » RHBHN LIS Hohghie

% #fChapter 5 ¥ ¥ife 7% October 21, 2014 10 / 69

Linux#g

(xlanchen@ustc.edu.cn) ( H’Ff- ML


mailto:xlanchen@ustc.edu.cn

o HAFW A FF B0 255 76—k (84%1) kARiR
IntelfRE A F T &= o
o MM FH O EMFFOGELELH
o A PHIGET AT PRIZH BN ARERRT

(xlancheneustc.edu.cn) (7+] L % #fChapter 5 ¥ ¥ife 7% October 21, 2014 11 / 69


mailto:xlanchen@ustc.edu.cn

BT A A

o HANELY R B W iE KRG EAL G BAAH —FARH
IRQ(Interrupt ReQuest)&gii 4k

o FTH BIRQLAT 5 — AP Brdz 4] & 694 A\ 5] By A ik

o T W{EH & 5CPUAJINTRS] byda &

% & 1RQ o BT INTR

e pH R e E

CPU

o HTiEH B HIT T I H1E :

Q@ ULALIRQEL > M3l ZEFTAE

Q R/ REF HAAIRE L
Q FEesbiE 5 iRt ey P EidE
Q EINMGE B FHIEH B G—A1/03% 7 » A f AFCPU

AR HIELERBEIANGE

@ 5 R1EF R FE A EINIRS| By » BP ZCPU L & & — /> i
Q F4& > HACPURZAIIZT s B EE » FFINIRS| By

Q BEF—%

&2 (xlanchen@ustc.edu.cn) (I EALE  Linuxdg 4 Chapter 5 P Wife 7% October 21, 2014 12 / 69


mailto:xlanchen@ustc.edu.cn

IRQ o T ) % 5

o P WTEH] B 2t #r A B9 IRQE MO 45 IR JF % 5
e IRO > IR1 > --- » IR7
o Intel# P WidEHl £ 2 H 6 b BT 1 & 5 32744 >
A TRQE 5B 8 T 6 B AR K A
0 32+0 ~ 32+1 ~ -
o TulafPBTiEH K mA :
o et P& Fa94h o K
o A HLIFN R/ BER FIRQA
0 EE
Q Fik+F%:
o BB FU RAE R
o —EHUME » PUTIEH B LA BAL £ FICPU
Q A AWM/ BIEIRQE, + 4B Rk &
o AWM PUTIEH K RALEI
o EHMAHRMIELSBIECPUTHRAF

(xlanchen@ustc.edu.cn) (THEAULE  Linux > #rChapter 5 P Bife 5 October 21, 2014 13 / 69


mailto:xlanchen@ustc.edu.cn

1386 :

o CPUTT VAR e FT A 89 =T B i F B
o EflagsPIFts & :
0=% J B 3
1= F B o
o X P WIES » CPUT A W4 4] 35 & A 69 4L4T o B7% K
o MAZFAEMAclifestids 4o 3 Fhf X EZtr &

£ WA A P B 0 & Ninclude/asm-x86/irqflags.h

static inline void native irq disable(void) {

asm volatile(” cli” : : :” memory” );
static inline void native irq enable(void) {
asm volatile(” sti” : : :” memory” );
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@ 8259A : X EARLPH G EF
o B arch/x86/kerne1/18259 32.c::init 8259A()

void init 8259A(int auto_eoi) {

/
*/
outb_pic(0x11, PIC_MASTER CMD); /* ICW1: select 8259A-1 init */
outb pic(0x20 + 0, PIC MASTER IMR); /* ICW2: 8259A-1 IR0-7 mapped to 0x20-0x27 */
outb_pic(1U << PIC_CASCADE_ IR, PIC_MASTER IMR); /* 8259A-1 (the master) has a
slave on IR2 */

if (auto_eoi) /* master does Auto EOI */

outb_pic(MASTER ICWA DEFAULT | PIC_ICWA_AEOI, PIC MASTER IMR);
else /* master expects normal EOI */

outb_pic(MASTER ICWA DEFAULT, PIC_MASTER IMR):

outb_pic - this has to work on a wide range of PC hardware.

outb _pic(0x11, PIC_SLAVE CMD); /* ICWl: select 8259A-2 init */

outb_pic(0x20 + 8, PIC_SLAVE IMR); /* ICW2: 8259A-2 TRO-7 mapped to 0x28-0x2f */
outb_pic(PIC_CASCADE IR, PIC SLAVE IMR); /* 8259A-2 is a slave on master s IR2 */
outb_pic(SLAVE_ICWA DEFAULT, PIC_SLAVE IMR): /*
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@ 8259A : Ik /i E L ANIRQA o % March/x86/kernel/i8259 32.c

void disable 8259A irq(unsigned int irq) {
unsigned int mask = 1 << irq;
unsigned long flags;
spin_lock irqgsave(&i8259A lock, flags);

cached_irq_mask |= mask;
if (irq & 8)

outb(cached slave mask, PIC _SLAVE IMR);
else

outb(cached master mask, PIC MASTER IMR);
spin_unlock_irqrestore(&i8259A_lock, flags);

unsigned int cached_irq_mask = Oxffff; J

include/asm-x86/18259.h P :

#define _ byte(x, y) (((unsigned char *)&(y))[x])
#define cached master mask (__byte(0, cached irq mask))
#define cached slave mask (__byte(l, cached irq mask))
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@ 8259A : Ik /i E L ANIRQA o % March/x86/kernel/i8259 32.c

void enable 8259A irq(unsigned int irq) {

unsigned int mask = ~(1 << irq);
unsigned long flags;
spin_lock irqgsave(&i8259A lock, flags);
cached_irq_mask &= mask;
if (irq & 8)

outb(cached slave mask, PIC _SLAVE IMR);
else

outb(cached master mask, PIC MASTER IMR);
spin_unlock_irqrestore(&i8259A_lock, flags);

unsigned int cached_irq_mask = Oxffff; J

include/asm-x86/18259.h P :

#define _ byte(x, y) (((unsigned char *)&(y))[x])
#define cached master mask (__byte(0, cached irq mask))
#define cached slave mask (__byte(l, cached irq mask))
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0 X86L R R AT K208 RE 8 7% o
o Nk F iR A AL AR FF AR X 6945 &
o ABAFBNFAFTRET —ANEHFFTLELSF

# Exception type Exception handler Signal
0 | Divide error fault divide_error() SIGFPE
1 | Debug fault/trap | debug() SIGTRAP
2 NMI interrupt nmi() None

3 | Breakpoint trap int3() SIGTRAP
4 | Overflow trap overflow() SIGSEGV
5 | Bounds check fault bounds () SIGSEGV
6 | Invalid opcode fault invalid_op() SIGILL
7 Device not available fault device not_available() SIGSEGV
8 Double fault Abort doubleffault() SIGSEGV
9 | Coprocessor segment overrun | fault coprocessor_segment_overrun() SIGFPE
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# Exception type Exception handler Signal
10 | Invalid TSS fault | invalid_tss() SIGSEGV
11 Segment not present fault segment_not_present() SIGBUS
12 | Stack exception fault | stack_segment() SIGBUS
13 General protection fault general protection() SIGSEGV
14 Page Fault fault pageifault() SIGSEGV
15 Intel reserved - None None

16 Floating-pointer error fault COProcessor_error SIGFPE
17 | Alignment check fault | alignment_ check() SIGBUS
18 | Machine check Abort | machine_check() None

19 SIMD floating point fault simd_coprocessor_error() SIGFPE
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o W7 35 3 £F & (Interrupt Descriptor Table » IDT)

Task Gate Descriptor
63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 1514 13121110 9 8 7 6 5 4 3 2 1 0
Interrupt Gate Descriptor

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 1514 13121110 9 8 7 6 5 4 3 2 1 0

Trap Gate Descriptor
63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 1514 13 12 1110 9 8 7 6 5 4 3 210
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VN D S
S ANPW /% | AR RAER
esp Ss ’ esp?
eflags eflags » csHneip oA
€ cflags S
ei cs
8KB union P esp A
l eip
l esp

thread_info thread_info
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esp
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1~ SRS B K AT IDT & 69 #1746 1L

@ arch/x86/boot/pm.c: :go_to_protected _mode P
P M setup_idt kw5t —ANlE it 89 IDT &

struct gdt_ptr {
ul6 len;
u32 ptr;
} _attribute  ((packed));

static void setup idt(void) {
static const struct gdt ptr null_idt = {0, 0};

» 9

asm volatile(” 1idtl %07 : : " m” (null_idt));

o it » IDTRAGARIMNIE A A0 LK EMEAAO
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2 ~ idt_table®#1F #7145 1L

@ idt table# & L » % Rarch/x86/kernel/traps 32.c

gate _desc idt table[256]
__attribute_ ((__section_ (7 .data.idt” ))) = { { { {0, 0 } } }, };

HEP o Y]iﬂﬂifrgate desc it include/asm- x86/desc defs.h¥P & L :
struct desc_struct {
union {
struct {
unsigned int a;
unsigned int b;

%
struct {
ul6 1imit0;
ul6 baseO;
unsigned basel: 8, type: 4, s: 1, dpl: 2, p: 1;
unsigned limit: 4, avl: 1, 1: 1, d: 1, g: 1, base2: 8;
IE

%

} __attribute_ ((packed));

typedef struct desc_struct gate desc;
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2 ~ idt_table®y 41 ¥ 451k

@ idt table®y#n ¥ indait Ay :
@ /ignore int() HFE £2564idt_table & »
% Warch/x86/kernel/head 32.S::setup_idt
@ 1 Mlearly_divide_err ~ early_illegal_opcode >
early protection_fault#frearly page fault#r4s4t

x5 8 R ¥

setup_idt

/*

setup_idt

* sets up a idt with 256 entries pointing to

ignore_int, interrupt gates. It doesn’ t actually load

* idt - that can be done only after paging has been enabled
* and the kernel moved to PAGE_OFFSET. Interrupts

* are enabled elsewhere, when we can be relatively

sure everything is ok.

* Warning: %esi is live across this function.

*/
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2 ~ idt_table®y 41 ¥ 451k

setup_idt:
lea ignore_int,%edx
movl $(__KERNEL_CS << 186),%eax
movw %dx,%ax /* selector = 0x0010 = cs */
movw $0x8E00,%dx /* interrupt gate - dpl=0, present */
lea idt_table,%edi
mov $256, %ecx
rp_sidt:
movl %eax, (%edi)
movl %edx,4(%edi)
addl $8,%edi dec %ecx
Jne rp_sidt
.

28 / 69
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2 ~ idt_table®y 41 ¥ 451k

ignore_ int

- - pushl 24(%esp)
/* This is the default interrupt ~ handler i) E/ pushl 32(%esp)

ALIGN pushl 40(%esp)

ignore_int: pushl $int msg

cld #ifdef CONFIG_EARLY PRINTK
#ifdef CONFIG PRINIK call early printk

pushl %eax #else

pushl %ecx call printk

pushl %edx #endif

pushl %es addl $(5%4),%esp

pushl %ds popl %ds

movl $(__ KERNEL DS),%eax popl %es

movl %eax,%ds popl %edx

movl %eax,%es popl %ecx

cmpl $2,early_recursion_flag popl %eax

Jje hlt_loop #endif

incl early_recursion_flag iret

pushl 16(%esp) ’

v
int_msg:
.asciz ” Unknown interrupt or fault at EIP %p %p %p\n~ J
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2 ~ idt_table®y 41 ¥ 451k

@ XlLearly page fault 45
early_page_ fault:

movl $14,%edx o LB AEME F "%" e AR O
Jmp early_fault ;Q,H;J:—Fi
early_fault:
cld
#endif
#ifdef CONFIG_PRINTK enc?
h #endif
pusha call dump_stack

movl $(_ KERNEL DS),%eax
movl %eax,%ds
movl %eax,%es
cmpl $2,early_recursion_flag |

hlt_loop:
hlt gmp hlt_loop

Je hlt_loop fault_msg:
incl early_recursion_flag /* fa;lt info: */
movl %cr?, Seax ascii ” BUG: Int %d: CR2 %p\n” /* pusha regs: */
pushl %eax . .ascii ” EDI %p EST %p EBP %p ESP %p\n”
pushl %edx /* trapno */ .ascii ” EBX %p EDX %p ECX %p EAX %p\n” /* fault
pushl $fault_msg frame: */

#ifdef CONFIG_EARLY_PRINIK .ascii 7 err %p EIP %p CS %p flg %p\n”

# call early printk .ascii ” Stack: %p %p %p %p %p %p %p %p\n’

else .ascii ” %p %p %p %p %p %p %p %p\n~

call printk

.asciz
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3 ~ Start_kernel #idt_tablefyf41t

o intif S AFAPFH#HELLE—ANFHZT » LAET IARL0-255
iEZE—/EF o f]4eint3
A TR P Aintdg S EFEU P B F 7% » IDTH
AT B4R NS 8% B AR B
o AmA P #AEANLAEREE—NREFT > Fldeint 0x80
AT BN — & 0 A Zde AR 2 69 P BT K G BT R A 9 A AR % B RS
o Wit > Linuxfex8665 W77/ ] 69 Ak b
SEILT Linux & P W] ~ TG 1A= A 407
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3 ~ Start_kernel #idt_tablefyf41t

@ Linux® P ¥l
o MP AMHARTEF R —AMIntel T W] (4L A0) »
A ey R iria s PHITRE  FARERNES

Q Linux® A 411
Q@ AP AYGHRTAFREG— N Intel FEHTT(HFREAI)
BH AR RBEEANinxFELERSE > SMNH G
354540128 c At s AP AT TLAKAHint3 » into »
boundfrint $0x80w % iC %354

Q Linux#9T&5tT]
Q@ AP AYHARTRF R —ANIntel FHHT(FFALA0)
KA linuxF 5 & AR B8 i [ 80
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3 ~ Start_kernel #idt_tablefyf41t

o TZIMRALMAn X8 R A RAIDTFREIT >
% W,include/asm-x86/desc.h

static inline void set intr gate(unsigned int n, void *addr) { \
BUG_ON((unsigned)n > OxFF);
_set_gate(n, GATE INTERRUPT, addr, 0, 0, _ KERNEL CS);

}

static inline void set system intr gate(unsigned int n, void *addr) {
BUG_ON((unsigned)n > OxFF);
_set_gate(n, GATE_INTERRUPT, addr, 0x3, 0, _ KERNEL CS);

}

static inline void set trap gate(unsigned int n, void *addr) {
BUG_ON((unsigned)n > OxFF);
_set_gate(n, GATE_TRAP, addr, 0, 0, _ KERNEL CS);

}

static inline void set system gate(unsigned int n, void *addr) {

2

_set_gate(n, GATE TRAP, addr, 0x3, 0, _ KERNEL CS);
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3 ~ Start_kernel #idt_tablefyf41t

o TIHMRALZMA X HE A K AIDTPRE] »
% Minclude/asm-x86/desc.h

static inline void pack gate(gate desc *gate, unsigned char type,
unsigned long base, unsigned dpl, unsigned flags,
unsigned short seg) {
gate->a = (seg << 16) | (base & Oxffff);
gate->b = (base & Oxffff0000) | (((0x80 | type | (dpl << 5)) & Oxff) << 8);
}

static inline void set gate(int gate, unsigned type, void *addr,
unsigned dpl, unsigned ist, unsigned seg) {
gate_desc s;
pack gate(&s, type, (unsigned long)addr, dpl, ist, seg);

write idt_entry(idt_table, gate, &s);
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3 ~ Start_kernel #idt_tablefyf41t

@ Start_kernel ¥ #9IDT & #4514 : trap_init » init IRQ

void __init trap_init(void) { ...
set_trap gate(0, &divide_error);
set_intr gate(l, &debug);
set_intr_gate(2, &nmi);
set_system intr gate(3, &int3); /* int3/4 can be called from all */
set_system_gate(4, &overflow);
set_trap_gate(5, &bounds);
set_trap_gate(6, &invalid _op);
set_trap _gate(7, &device not_available);
set_task_gate(8, GDT_ENTRY_DOUBLEFAULT TSS):
set_trap_gate(Q, &coprocessor_segment_overrun);
set_trap_gate(10, &invalid TSS);
set_trap gate(11l, &segment not present);
set_trap_gate(12, &stack segment);
set_trap _gate(13, &general protection);
set_intr_gate(14, &page fault);

set_trap_gate(19, &simd_coprocessor_error);
set system gate(SYSCALL VECTOR, &system call);
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3 ~ Start_kernel #idt_tablefyf41t

@ Start_kernel 89 IDT & #7451t : trap_init » init_IRQ
init IRQ() PBPnative init IRQ()

void _ init native init IRQ(void) {

/* all the set up before the call gates are initialised */
pre_intr_init_hook();

for (i = 0; i < (NR_VECTORS - FIRST EXTERNAL VECTOR); i++) {
int vector = FIRST EXTERNAL VECTOR + i;
if (i >= NR_IRQS)
break;
/* SYSCALL_VECTOR was reserved in trap init. */
if (!test_bit(vector, used_vectors))
set_intr_gate(vector, interrupt[i])
}
/* setup after call gates are initialised (usually add in
* the architecture specific gates)
*
/

intr_init_hook();
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@ CPUZ A B KA F A d linux iR A H4aE &4 -

X —ANRrFREAEN > AE®RE G A FFOHELRE A
Wome LT —AMNRE &M

0 FHATEH —AMr LR > d Z3 LR
© AICE S i

E}

.‘?74
s
o I

Q EABSHRBRTRERSHFHEENNE

@ ifiitret_from_ exception() % 4 A2 51
entry_32.S» FIXI|CIEZT HEFK G E AL
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Fw a3

0 VA4S T 7% 694 32 A 4] :

o ftarch/x86/kernel/traps_32.c::trap_init¥ °
145 F 7 9L A O HFK % E A page_fault

set_intr_gate(14, &page fault); J

o page faultfy /R & ffarch/x86/kernel/traps 32.c P ¥ A A :

asmlinkage void page fault(void); J

o page fault¥®IF k& #arch/x86/kernel/entry 32.SF
VAL Y i 89 7% X L 8%

KPROBE_ENTRY (page_fault)
pushl $do_page fault

error_code:
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o WAI45H T A 9L LA H| :
o ftarch/x86/kernel/traps_32.c::trap_init¥ °
145 F % 094 3 O R A% % B Hpage fault

set_intr gate(14, &page fault);

° pageifaultﬁﬁ Ja Al ];Earch/xSG/kernel/trap3732 .C ‘:F piid ‘%7 B4

asmlinkage void page fault(void);

" SLET 89 Ss )
o page fault%FF L& farch/x86 i A% esp
VAIL Y A8 89 94 X € LAY eflags
cs
KPROBE_ENTRY (page_fault) CHD
error code
e do_page_fault
pushl $do_page fault ¥ esp

error_code:

thread_info
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Fw a3

@ fi%error code » % Narch/x86/kernel/entry 32.S

error_code:
/* the function address is in %fs’ s slot on the stack */
pushl %es
pushl %ds
pushl %eax
pushl %ebp
pushl %edi
pushl %esi
pushl %edx
pushl %ecx
pushl %ebx
cld
pushl %fs
movl $(__KERNEL_PERCPU), %ecx
movl %ecx, %fs
popl %ecx
movl PT_FS(%esp), %edi # get the function address
movl PT_ORIG_EAX(%esp), %edx # get the error code
movl $-1, PT_ORIG_EAX(%esp) # no syscall to restart
mov %ecx, PT_FS(%esp)
movl $(__USER DS), %ecx
movl f%ecx, %ds
movl f%ecx, %es
movl %esp,%eax # pt_regs pointer
call *%edi
Jmp ret_from_exception
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Fw a3

e IiEerror_code » % JLarch/x86/ket

error_code:
/* the function address is in %fs’ s slot on the stack */
pushl %es
pushl %ds
pushl %eax
pushl %ebp
pushl %edi
pushl %esi
pushl %edx
pushl %ecx
pushl %ebx
cld
pushl %fs
movl $(__KERNEL_PERCPU), %ecx
movl %ecx, %fs
popl %ecx
movl PT_FS(%esp), %edi # get the function address
movl PT_ORIG_EAX(%esp), %edx # get the error code
movl $-1, PT_ORIG_EAX(%esp) # no syscall to restart
mov %ecx, PT_FS(%esp)
movl $(__USER_DS), %ecx
movl %ecx, %ds
movl %ecx, %es
movl %esp,%eax # pt_regs pointer
call *%edi
Jmp ret_from_exception

iE4Tcallds 4 AT

A% AR

ediy :

do_page_fault

edx :
error_code

eax# :

pt_regsig 4t

SS

esp

eflags

Ccs

eip

-1

fs

es

ds

eax

ebp

edi

esi

edx

ecx

ebx

thread_info

esp
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) e o A
@ izerror code » % Rarch/x86/kef &47calldd4 o5
P A AR esp

error_code: eflags
/* the function address is in %fs’ s slot on the stack */ cs

pushl %es 5

pushl %ds e1p

pushl %eax .. -1

pushl %ebp edlﬁ . fs

pIelil Eed] do_page_fault es

pushl %esi - - ds

pushl %edx o

pushl %ecx S

pushl %ebx edxﬁ : ebp

cld error_code edi

pushl %fs esi

movl $(__KERNEL_PERCPU), %ecx 3

movl %ecx, %fs eax)‘b N SO

popl %ecx b,% ecx

movl PT_FS(%esp), %edi # get the function address pt_FEgS;}a + ebx

movl PT_ORIG_EAX(%esp), %edx # get the error code L esp

movl $-1, PT_ORIG_EAX(%esp) # no syscall to restart

mov %ecx, PT_FS(%esp)

movl § = o

mov1 do_page faultX F 45 54545 »

movl _ _

S 23 2
nov1 8 H— NS KL E eax
call
K Ry .
gmp rd % ———/I\Qkif(ﬂy\ E] edx thread_info
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@ do_page faultffarch/x86/mm/fault.cP & 3L

void _ kprobes do_page fault(struct pt regs *regs, unsigned long error code) {
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o pt_regsZE M (R EAHAFH LT L)

% Winclude/asm-x86/ptrace.h EfTcal 145 &7 ss
A% &R esp
struct pt_regs { efiigs
unsigned long bx; oip
unsigned long cx; =1
unsigned long dx; edif : fs
unsigned long si; do_page_fault es
unsigned long di; ds
unsigned long bp; edxy : ZZi
unsigned long ax; error_code edi
unsigned long ds; esi
unsigned long es; cax : edx
unsigned long fs; /* int gs; */ pt_regsis 4t Zgz
unsigned long orig_ax; 1 esp
unsigned long ip;
unsigned long cs;
unsigned long flags;
unsigned long sp;
unsigned long ss;
}s thread_info
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o LCHELL N » RIFB AR T HRE A > CPUM
call *%edi
RERLSOT -85 BgsiT B

e Jjmp ret_from_exception
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Q RAELTX
Q AAFTAKNCIES H%f( 4ado_page fault
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T AR SR BT A » BTVAT 16 £ 34 S At 42
& % —AMF 5 3R0KAY
o T HA A LA b P BT :
o I/0% & & & FuriF R
o B 4Y & B
o XX E A B (f£SMP, Symmetric Multiprocessor b4 )
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I/0F Bk 32

o I/0F Wi 32 AL 5 sbo/il R4y R E VAL % ML & Pl REEIR %

o e JUAME BT XA Z Bl — AN TRQZ
(2482594 B: 4L R A8 R HE 154R TRQ%, »
BT vASME 3 ZIRQE AR E # 49)
AR ERA AP W6 & R R T T AR 19 A
o ZEMWUARA KRR 87 X ik B
Q@ IRQEE
P 7 4b T AR B AT AP TR 4442 (interrupt service routines,
ISRs) © &NSR{~/\5$&K%( L ZTRQZ ) AR % 89 &%k
Q IRQ#J?’&éJ\
IRQ&EM 0 e B2 5 — Ak &4 XA
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CE TR

Vector range Use

0-19 (0x0-0x13) Nonmaskable interrupts and exceptions
20-31 (0x14-0x1f) Intel reserved
32-127(0x20-0x7f) External interrupts (IRQs)

128 (0x80) Programmed exception for system calls
129-238 (0x81-0Oxee) | External interrupts (IRQs)
239 (0xef) Local APIC timer interrupt

240-250 (0xf0-0xfa) | Reserved by Linux for future use
251-255 (0xfb-0xff) | Interprocessor interrupts

xlanchen@ustc.edu.cn) (7t L Chapter 5 P WA= 7% October 21, 2014 36 / 69


mailto:xlanchen@ustc.edu.cn

IRQ | INT Hardware Device

0 32 Timer

1 33 Keyboard

2 34 PIC cascading

3 35 Second serial port

4 36 Frist serial port

6 38 Floppy disk

8 40 System clock

10 42 Network interface

11 43 USB port, sound card

12 44 PS/2 mouse

13 45 Mathematical coprocessor

14 46 EIDE disk controller s first chain
15 47 | EIDE disk controller s second chain
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SR o Bl o BT S ARAEAR BUE P T AL AL P SR

Linux ¥ J& % 4 ¥ W7 AT 8 BAF 74 =

Q@ X &t (critical)
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Q I %4t (noncritical)
Jof5 AR A AL R A S Pl 6 B IE E A (Bl e i T — MG
i) o XA BRI TR 0 Hbd PR AR B AT
A — A A P WA LT

Q kX AZ TR (noncritical deferrable)
eGP R S N LA R (Fleiest KL TR
MK AP Lk QL AL A2) o X SR AR =T A AE R 4% K 0GB
] 8] [¥& i % vk R AZARAE 0 A AR GG AL & FAFRUE o
M AZ R T 230 9 T —AMLF] ke — AN E A &3 69 B AU B s
8 % Bk AT X R 1R
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o TEFIATW A XE R A > PTA G1/0F B2k 3LAL 54T
AT @ A48 ] g & R ARAE
Q EAMBHERRAEIRGEA T A BHAZE
Q M ELAIRQBIR EHPICK E— AR A
W AHFPICH —F & F B
Q HATHEFXAIRQEY AT A & &89 F Wi IR 56122
Q #kFlret_from_intr()&giik
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A& 2% b W7 4k 32

o A% AnAnt » B March/x86/kernel/i8259 32.c::init_IRQ()
TR #7649 o W7 ] A Aole B P BT 5k E 7 IDT

/* Overridden in paravirt.c */
void init IRQ(void) _ attribute  ((weak, alias(” native init IRQ” )));

void _ init native init IRQ(void) {

for (i = 0; i < (NR_VECTORS - FIRST EXTERNAL VECTOR); i++) {
int vector = FIRST EXTERNAL VECTOR + i;
if (i >= NR_IRQS)
break;
/* SYSCALL_VECTOR was reserved in trap_init. =/
if (!test_bit(vector, used_vectors))
set_intr gate(vector, interrupt[i]);

o MR interruptF A PR A TR BT
T4 IR AR B ML AL o
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A& 2% b W7 4k 32

o Interrupt#( % » /& include/asm-x86/hw_irq 32.h#% & BH %

extern void (xconst interrupt[NR_IRQS]) (void);
e w LAk g > % Narch/x86/kernel/entry 32.S

.section .rodata,” a”
ENTRY (interrupt)
.text
ENTRY(irq_entries_start)
vector=0
.rept NR_IRQS
g pushl $~(vector)
Jmp common_interrupt
.previous
.long 1b
.text
vector=vector+1l
.endr
END(irq_entries_start)
.previous
END(interrupt)
.previous
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A& 2% b W7 4k 32

o Interrupt#( %1 » /& include/asm-x86/hw_irq 32.h#% & BH %

extern void (xconst intpyiz A k: ss
esp
fe 7 L iR S0 » %4 Narch/x8 efizgs
.section .rodata,” a” eip esp
ENTRY (interrupt)
.text
ENTRY(irq_entries_start)
vector=0
.rept NR_IRQS
g pushl $~(vector)
Jmp common_interrupt
.previous
.long 1b
.text
vector=vector+1l
.endr
END(irq_entries_start)
.previous
END(interrupt)
.previous thread_info
—
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A& 2% b W7 4k 32

o Interrupt#( %1 » /& include/asm-x86/hw_irq 32.h#% & BH %

extern void (xconst intpyiz A k: ss
esp
{e % L e4x 485 » % Rarch/x8 o
.section .rodata,” a” ?1p
~vector
ENTRY (interrupt) T esp
.text
ENTRY(irq_entries_start)
vector=0
.rept NR_IRQS
g pushl $~(vector)
Jmp common_interrupt
.previous
.long 1b
.text
vector=vector+1l
.endr
END(irq_entries_start)
.previous
END(interrupt)
.previous thread_info
—
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A& 2% b W7 4k 32

@ arch/x86/kernel/entry 32.S::common_interrupt#

/*
* the CPU automatically disables interrupts when executing an IRQ vector,
* so IRQ-flags tracing has to follow that:
*/
ALIGN
common_interrupt:
SAVE_ALL
TRACE_IRQS_OFF
movl %esp,%eax
call do_IRQ
Jmp ret_from_intr
ENDPROC(common_interrupt)
CFI_ENDPROC
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K 2% o W &b 32

H o arch/x86/kernel/entry_32.S::SAVE ALL » 45 54T :

#define SAVE_ALL \
cld; \
pushl %fs; \
pushl %es; \
pushl %ds; \
pushl %eax;
pushl %ebp;
pushl %edi;
pushl %esi;
pushl %edx;
pushl %ecx;
pushl %ebx; \
movl $(__ USER DS), %edx; \
movl %edx, %ds; \
movl %edx, %es; \
movl $(__ KERNEL PERCPU), %edx; \
movl %edx, %fs

s
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A& 2% b W7 4k 32

H P > arch/x86/kernel/entry 32.¢

#define SAVE_ALL \
cld; \

pushl
pushl
pushl
pushl
pushl
pushl
pushl
pushl
pushl
pushl
movl
mov1l
movl
mov1l
movl

%fs; \
%es; \
%ds; \
%eax;
%ebp;
%edi;
%esi;
%edx ;
%ecx;
%ebx; \

\
\
\
\
\
\

$(__USER DS),

%edx, %ds; \
%edx, %es; \

$(__KERNEL_PERCPU),

%edx, %fs

%edx;

\

%edx; \

iE4Fcalldg 4 AT
M AZ AR

eax ¥ :
pt_regs3& 4t

SS

esp

eflags

Ccs

eip

~vector

fs

€es

ds

eax

ebp

edi

esi

edx

thread_info

esp

- 5 W Bide A 3
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A& 2% b W7 4k 32

@ do IRQfxarch/x86/kernel/irq 32.cP & 3L »
G R F G Beaxtt &
(eaxffcommon_interrupt P 18 ¥4 M 69pt_regsE 4y )

unsigned int do_IRQ(struct pt_regs xregs) {...}

o I BAPHAF AT (BPIKRPHILLIE) 4

Q KT EEiE &AM
Q REFALELE R
Q 8 Fdo_IRQ

Q k4 F|ret_from_intr
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o B f i 4 & irq_descl ]

@ do IRQfxarch/x86/kernel/irq 32.c P %4k » &% A
HIRAEHME RGP BRI &L irq_desc|] :

unsigned int do IRQ(struct pt regs *regs) {
struct pt _regs *old resgs;
/* high bit used in ret_from code */
int irq = “regs->orig ax;
struct irq_desc *desc = irq desc + irq;

Q NFHELETLFHRMFiras

Q ALinux ¥ B4k F K 2] irq 5 2t 52 69 F W7 8 3 A desc

o Linux P B /F & © irq desc#rsa
8,4 TNR_IRQS(i % #4224=256-32) Airq_desc tHG#4F o
finclude/linux/irq.h¥ & Bf :

extern struct irq_desc irq_desc|NR_IRQS];
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F W 4 M AF R irq_descl ]

o PH A FIEL M irqg desciinclude/linux/irq.hP & 3L

o
* struct irq_desc - interrupt descriptor

*

ohandle_irq: highlevel irq-events handler [if NULL, _ do_IRQ()]
@chip: low level interrupt hardware access

@msi_desc: MSI descriptor

@handler_data: per-IRQ data for the irq_chip methods
@chip_data: platform-specific per-chip private data for the chip
methods, to allow shared chip implementations

@action: the irq action chain

@status: status information

@depth: disable-depth, for nested irq_disable() calls
@wake_depth: enable depth, for multiple set_irq wake() callers
@irq_count: stats field to detect stalled irgs
@irqs_unhandled: stats field for spurious unhandled interrupts
@last_unhandled: aging timer for unhandled count

@lock: locking for SMP

@affinity: IRQ affinity on SMP

@cpu: cpu index useful for balancing

@pending_mask: pending rebalanced interrupts

@dir: /proc/irq/ procfs entry

@affinity_entry: /proc/irq/smpiaffinity procfs entry on SMP
@name: flow handler name for /proc/interrupts output

¥

¥

*

*

*

*

*

*

%

%

*

%

%

%

*

%

*

*

*
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F W 4 M AF R irq_descl ]

o PHI A FIEL MW irq desc i include/linux/irq.hP & 3L

struct irq_desc {
irq_flow_handler_t handle_irq;
struct irq_chip *chip;
struct msi_desc *msi_desc;
void *handler_data;
void *chip_data;
struct irqaction *action; /* IRQ action list */
unsigned int status; /* IRQ status */
unsigned int depth; /* nested irq disables */
unsigned int wake_depth; /* nested wake enables */
unsigned int irq_count; /* For detecting broken IRQs */
unsigned int irqs_unhandled;
unsigned long last_unhandled; /* Aging timer for unhandled count */
spinlock t lock;

const char *name;
) cacheline_internodealigned_in_smp;
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F W 4 M AF R irq_descl ]

o PUIRUMAF Rirq_desc|]89 & LA Aty inisit >
% Wkernel/irq/handle.c
struct irq desc irq desc[NR IRQS| _ cacheline aligned in smp = {
[0 ... NR IRQS-1] =
.status = IRQ DISABLED,
.chip = &no_irq_chip,
.handle_irq = handle_bad_irq,
.depth = 1,
.lock = _ SPIN LOCK UNLOCKED(irq desc->lock),
#ifdef CONFIG_SMP
.affinity = CPU_MASK_ALL
#endif
}
IE
w

o Linux P B3 A Rirq desc| |89 /U R4 IBE LM LA

@ irqaction$kIE % #

@ irq_chip
© irq flow_handler_t
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irq actionZkiE £

@ irqaction#k &4 » %4 Minclude/linux/interrupt.h

o MR FEIIRQH £ F > 4hap L Firq Y45 R &A 45 T F W7 -
iR £ F—Airq® 43 £ —Mactionk F o & P BT REHFF P
#actiondd 445 &

struct irqaction {
irq_handler_t handler;
unsigned long flags;
cpumask_t mask;
const char *name;
void *dev_id;
struct irqaction *next;
int irq;
struct proc_dir_entry *dir;

o & Eirqaction® FH 4L : kernel/irq/manage.c::setup_irq

lancheneustc.edu.cn M Linuxdd %, ¥ Chapter 5 P Wifn 7% October 21 42 / 69


mailto:xlanchen@ustc.edu.cn

irq actionZkiE £

o VARYAR BT 4 45] o f2 B4 b BT #m44 AL B JE M BT 4 89 irqaction
(% Warch/x86/mach-default/setup.c)

static struct irqaction irq0 = {
.handler = timer_interrupt,
.flags = IRQF_DISABLED | IRQF NOBALANCING | IRQF IRQPOLL,
.mask = CPU_MASK_NONE,
.name = ~ timer”’
IE
/**
* time_init_hook - do any specific initialisations for the system timer.
E3

* Description:

Must plug the system timer interrupt source at HZ into the IRQ listed
* in irq_vectors.h:TIMER_IRQ
e/

void __init time_init_hook(void) {

irq0.mask = cpumask of cpu(0);

setup_irq(0, &irq0);

*
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&M

o HHBTEPICH B WAL I/0F]42 » % Ninclude/linux/irq.h

/=

* struct irq_chip - hardware interrupt chip descriptor

¥

@name: name for /proc/interrupts

@startup: start up the interrupt (defaults to ->enable if NULL)
@shutdown: shut down the interrupt (defaults to ->disable if NULL)
@enable: enable the interrupt (defaults to chip->unmask if NULL)
@disable: disable the interrupt (defaults to chip->mask if NULL)
@ack: start of a new interrupt

@mask: mask an interrupt source

@mask_ack: ack and mask an interrupt source

@unmask: unmask an interrupt source

@eoi: end of interrupt - chip level

@end: end of interrupt - flow level

@set_affinity: set the CPU affinity on SMP machines

@retrigger: resend an IRQ to the CPU

@set_type: set the flow type (IRQ_TYPE_LEVEL/SYC‘) of an IRQ
@set_wake: enable/disable power-management wake-on of an IRQ

*

*

*

*

*

*

*

%

%

%

%

%

%

*

@release: release function solely used by UML
@typename: obsoleted by name, kept as migration helper

¥
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o A4 TPICH B Ik K 1/0M5]42 » %

struct irq_chip {
const char *name;
unsigned int (*startup)(unsigned int irq);

void
void
void
void
void
void
void
void
void
void

(*shutdown) (unsigned int irq);

(*enable)(unsigned int irq);

(*disable)(unsigned int irq);

(*ack)(unsigned int irq);

(*mask) (unsigned int irq);

(*mask_ack)(unsigned int irq);

(*unmask) (unsigned int irq);

(*eoi)(unsigned int irq);

(*end)(unsigned int irq);

(*set_affinity)(unsigned int irq, cpumask_t dest);

int (*retrigger)(unsigned int irq);

int (*set_type)(unsigned int irq, unsigned int flow_type);

int (*set_wake)(unsigned int irq, unsigned int on);

Minclude/linux/irq.h
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irq_chipZX & 2

@ 42825989 1irq chip » % Warch/x86/kernel/i8259 32.c

static struct irq chip i8259A chip = {
.name = ~ XT-PIC” ,
.mask = disable 8259A irq,
.disable = disable_8259A_irq,
.unmask = enable 8259A irq,
.mask_ack = mask_and_ack_8259A,

anchen@ustc.edu.cn g S i ffChapter 5 P BT
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irq_chipZX & % #)

o A—/AFBXEirq_chiphy HEKA
e set _irq chip and handler name

@ set_irq_chip

o =F

@ %4 : f£init IRQ (BPnative init IRQ) P » @AM &Y
pre_intr _init_hook ¥ 4= T & 3L (arch/x86/mach-

default/setup.c)
void _ init pre_intr_init_hook(void) {
init_ISA_irqgs();
}

R P 5 init ISA irgqsiffarch/x86/kernel/i8259 32.c P & 3L
void __init init_ISA irgs (void) {

for (i = 0; i < 16; i++) {
set_irq _chip and handler name(i, &i8259A chip, handle level irq,

»

XT” );
}
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irq_chipZX & 2

@ X 4w : arch/x86/kernel/i8259 32.c::make 8259A irq

void make 8259A irq(unsigned int irq)

{
disable irq nosync(irq);
io_apic_irgs &= ~(l<<irq);
set_irq chip and handler name(irq, &i8259A chip, handle level irq, ~ XTI~ );
enable irq(irq);
}

anchen@u:
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% Tirq flow handler t

@ #£°4 Hyhandle bad_irq
__set_irq_handlerik & handle irq#Zx3E R

handle level irq +—8259
handle_simple irq
handle_fasteoi_irq

handle_edge irq

handle percpu_irq

@ Xkernel/irq/chip.c::handle level irqX# )| :
7 Flkernel/irq/handle.c: :handle IRQ event »
% — 8 Fatction->handler » M i 3% &40 £ 89
BT AL IR R R AF A B AT
@ % Taction->handler (% &#8 % &9 Wi 4k 22 K40 )
frkernel/irq/manage.c::setup irqff » Wirqaction% 4T o
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@ Linux iz b 4 g P A ST R L 4R 4

@ do_IRQfY P B4k 32 g 42
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do_IRQ &)1 Jf| A= 1% &

o £ Ado_IRQZ AT » &G ET X
BEZ )G BWE LT L
o frinterrupt| |48 & L #Y P WTLL AL F P

o AT HALEE BT A o T 8 — B35 4
interrupt[irq]:
pushl $~(vector)
Jmp common_interrupt
o X BAFTA 6 BTAL I AL AT AR F 69 AR A
common_interrupt:
SAVE_ALL
movl %esp,%eax
call do_IRQ
Jmp $ret_from_intr
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arch/x86/kernel/irq 32.c::do IRQ()

o do_TRQ() &% 8 F MR A5 :

int irq = “regs->orig ax; //1
irq_desc[irq]—>hand1e_irq(irq, desc); //2
mask _ack irq(desc, irq); //3
handle IRQ event(irq,&regs,irq desc[irq].action); //4
irq_desc|irq].handler->end(irq); //5
4 8T 35 //6

o L& TAR A 8 P T 6B

o 267 BT AL B é)4% » 248259 » A handle_level irq

o 34] L APICH) T BT » H 4 A X KXIRQE o (A AT LR KA F 1)

@ 478 M handle IRQ event()AT P BTAR & 1942 »

#l4atimer interrupt
o 56 mPICE # M F X £ IRQE » AP TR £ A & iy
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kernel/irq/handle.c::handle IRQ evnet()

Fo v BT AR 515 A2

o — /NP WTIR %1142 2 I, — A 4F € X & 093 4F -
handle IRQ evnet() i Z iRk K18 F X 1k &5 42
o EANREARF EWATT 4o T A S AKAG :
do{
action->handler(irq,action->dev_id,regs);
action = action->next;
}while (action)
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© Linuxt94 P BT ~ tasklet A AT ¥4
@ Linux# 3k ¥ Wisoftirg
@ Tasklet
o LAFM 7| fe THEAAR
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WP BT ~ tasklet VA R T FR 4

o ALK THRPH RAMRLEE » T AP BT
40 32| A2 P B BCE ko ARIE4R4E 69 P W7ok R BT R
o Linux2.648 8 7 =4 7 ik kAT T R4B4E (H%)

Q KFH
o YW ABHEL R (RIFFHAL)
Q tasklet

o TaskletfEZR P Wiz L,
o —ALRMW : f£ Bl —/CPU_L 4k F Wi /tasklet Rif &
o Tasklet™ VAfe E4TI B fe#n it (4o A — R AZAE R ET)

@ 4K ( work queues )
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WP BT ~ tasklet VA R T FR 4

o —MmF 5 TR KRF LT AIATAF B

Q ik :
L —ANF G T AL R R R WF A ARSI B AT

Q #iF:

11%37 RHFAET R EF AT
Q Gk :

BB T — AT IR R XA BB E A R A EE 4T
Q #4T

FAE R BB AT TR

(xlanchen@ustc.edu.cn) (THEAULE  Linux > #rChapter 5 P Bife 5 October 21, 2014 50 / 69


mailto:xlanchen@ustc.edu.cn

a Linux## F Wi ~ tasklet A & T ¥4
@ Linux#)3 P Bisoftirg
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P Wisoftirq B I 42 FIE LM

@ Linux2.6.264% 1 A [RAIK & B >
B K% Ninclude/linux/interrupt.h

enum

HI_SOFTIRQ=0,
TIMER_SOFTIRQ,
NET_TX_ SOFTIRQ,
NET_RX_SOFTIRQ,
BLOCK_SOFTIRQ,
TASKLET SOFTIRQ,
SCHED_SOFTIRQ,
#ifdef CONFIG HIGH RES TIMERS
HRTIMER_SOFTIRQ,
#endif
RCU_SOFTIRQ, /* Preferable RCU should always be the last softirq */
IE

o P WTHIG T A A
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P Wisoftirq B I 42 FIE LM

o WPH ¥ & ksoftirq vec® L » % Nkernel/softirq.c
static struct softirq_action softirq vec[82] _ cacheline aligned in_smp; J

0 H— /R PH @& dIE L Hsoftirq action@ L »
4 Ninclude/1inux/interrupt.h

struct softirq_action {
void (*action)(struct softirq action *);
void *data;

%
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AR P B g ERARAE

o R P HTH) XA L4

Q KT WHEHILIL

Q K FHiaaRA

Q P Wiy B A8 iE ? ? local_bh_enable/disable
Q KFWaghEios®
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1~ P W &2 8 Andsib

o M1t Z$ Hkernel/softirq.c::open_softirq

void open_softirq(int nr, void (*action)(struct softirq action*), void *data)
{

softirq vec[nr].data = data;

softirq vec[nr].action = action;

1] 4o
fikernel/softirq.c::softirq_init¥ :

open_softirq(TASKLET SOFTIRQ, tasklet_action, NULL);

open_softirq(HI_SOFTIRQ, tasklet_hi_action, NULL);

fnet/core/dev.c: ‘net_dev_init P o

open_softirq(NET TX SOFTIRQ, net tx_action, NULL);
open_softirq(NET RX SOFTIRQ, net_rx action, NULL);
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3~ R PR AR R

o M PWARE K Araise softirq » &t Ff BCPUH
irq_stat:: softirq pending P #9xf m 4z & 1

irq_statiE X, 7Z}')_[binclude/asm — x86/hardirq_32.h

typedef struct {
unsigned int  softirq pending;

} cacheline_aligned irq_cpustat_t;

DECLARE PER CPU(irq cpustat t, irq stat);

e raise_softirqg
—raise_softirq irqoff
—»include/linux/interrupt.h::__raise_softirq_irqoff

#define _ raise softirq_irqoff(nr) do { or_ softirq pending(1UL << (nr)); } while (0) J
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A4~ Pt EAe b 1

@ Zlocal softirq pending() Al T 7 7] BT /& CPU#Y
irq_stat::_ softirq pendingi&

o &RBAFR I > LFIGKI AT TH K P B
EA P B A > 3L M do_softirg o
LAPE AL s ARA R E B o Blde
78l local_bh_enable & #7 i & 3k P Wi ot
L do_IRQT AL T 1/0F B 9 28 S B 22
ﬁ}]lg/\ﬁ’&é/] # #2ksoftirqd ik & B2 it

o LHEANKME L EARPHHAEA » 3L M do_softirg
o R WA XA AZ_ do_softirg
0 ERFERX—IRPHZ)GE » 25 X I XH H IR P BT EE >
)”“Jﬁ-bﬁiﬁhﬁ’ff)’{q’tﬁkﬁib;ﬁi ;
FEPATAB T —F R > s Bksof tirqd# A2 4k 4 4L E
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A~ RPH A EFLE I

asmlinkage void _ do_softirq(void) {

restart: /* Reset the pending bitmask before enabling irqs */
set_softirq_pending(0);
local_irq enable();
h = softirq_vec;
do {
if (pending & 1) {
h->action(h);
rcu_bh_gsctr_inc(cpu);
}
h++;
pending >>= 1;
} while (pending);
local_irq disable();
pending = local softirq pending();
if (pending && —max_restart)
goto restart;
if (pending) wakeup softirqd();
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Ksoftirqd N #% & 42

o Linuxft #1454t 0F 98 M kernel/softirq.c: :spawn_ksoftirqd()
A H— N E B CPUR E — ANksof tirqd A B & A2
static DEFINE PER CPU(struct task struct *, ksoftirqd);

o Bl #Eksoftirqdfy XK A .
p = kthread create(ksoftirqd, hcpu, ~ ksoftirqd/%d” , hotcpu);

kthread bind(p, hotcpu);
per_cpu(ksoftirqd, hotcpu) = p;
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Ksoftirqd N #% & 42

o LBt > ksoftirqd M A% & A2 A4k ok 62

/*
* we cannot loop indefinitely here to avoid userspace starvation,
* but we also don’ t want to introduce a worst case 1/HZ latency
* to the pending events, so lets the scheduler to balance
* the softirq load for us.

*/

static inline void wakeup softirqd(void) {

/* Interrupts are disabled: no need to stop preemption */
struct task struct *tsk =  get cpu var(ksoftirqd);
if (tsk && tsk->state != TASK_RUNNING)

wake up process(tsk);

}
@ B4 » fEdo_softifq()F PB4 % 2% T Rpending #9 2k F Bf
Z )G 0 ZERINUK FH IR P Bipending » Mk B ksoftirqd N A% &AL
if (pending)
wakeup softirqd(); J
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Ksoftirqd N #% & 42

o ksoftirqd M 4% & 42 89 4 TAE &
while (local softirq pending()) {

do_softirq();

o 1 Mps -lef& Aksoftirqd®4z & » Blhe#t 25 ~ K AR
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e Linux## F Wi ~ tasklet A & T ¥4

@ Tasklet
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o Tasklet ZT1/0RFHFLH b LI TR R GG k7 ik o
LRPHZ EEIH,

Q tasklet#) B LM AL M7
Q taskletfyif fl BAn X0
@ tasklettg 3
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1 ~ tasklet®y B M A H w47

@ taskletfy LB 44 : tasklet struct
% Winclude/linux/interrupt.h

struct tasklet_struct {
struct tasklet struct *next;
unsigned long state;
atomic_t count;
void (*func)(unsigned long);
unsigned long data;

}s
o statefd : tasklet® X &
enum {
TASKLET STATE SCHED, /* Tasklet is scheduled for execution */
TASKLET STATE_RUN /* Tasklet is running (SMP only) */
I

o countfl : tasklet®y & #k 1§
o >0 : Ak
o =0 : KA MMk
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1 ~ tasklet®y B M A H w47

@ taskletfgZH47 : Taskletde 51k Sk i tasklet

o 7B\ 5 A ACPUM tasklet _vecAntasklet hi vectk & P
o fE& kT A4 T » % Wkernel/softirq.c

/* Tasklets */
struct tasklet head {
struct tasklet_struct *head;
struct tasklet_struct **tail;
¥
/* Some compilers disobey section attribute on statics when not initialized — RR */
static DEFINE PER CPU(struct tasklet head, tasklet vec) = { NULL };
static DEFINE PER CPU(struct tasklet head, tasklet hi vec) = { NULL };

o X M A percputk & fikernel/softirq.c::softirq_init¥P
H# AT AR o
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2 ~ Tasklethy4E il B4 x4 0

o % & Hi¥ Mtasklethl » T IAx M4 T F ik # 47

Q o fic— A tasklet®)$IB &4 » F i1t
=== 4T 58 (Z L) —Atasklet
Q T WAZIL/ A HIX Mtasklet
=== S TR LT —MEFAFIE A tasklett) F 2
Q T XABLE X Atasklet
====iX /~taskletfk3H A tasklet_vecH Ftasklet hi_vech)
A8 2 CPUBG#E & L o 4 f2 B3 09 B LA B L 32

@ taskletf) 451tk : kernel/softirq::tasklet init
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2 ~ Tasklet 4% F] 48 % 4% 0

Q taskletfyZ bfo 3 ¢+ F#FH L
o tasklet_enable
@ tasklet_struct::countikl
o tasklet disablefetasklet disable nosync
@ tasklet_struct::countiml
o % Ninclude/linux/interrupt.h » 3T —/~CL 2K E i tasklet

o countf K T0 > & ~taskletih F ik » FAebHEE
e countfiFF0» &3
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@ taskletfgigt &

o M tasklet_schedule® &
tasklet _hi_schedulet4tasketdd A 3| 2t & 89 4% & P

o AW : L4 & P Mgtasklet » BPIRA N
TASKLET STATE SCHED » &% & 46 A

o RM2 . #iFE— Mtasklethi » & F ZAk K AR Z I P W »
1% fFtasklet H AL 4G 5| A4 2

xlanchen@ustc.edu.cn) 5 Linu> 7 #Chapter 5 P ¥f October 21, 2014

62 / 69


mailto:xlanchen@ustc.edu.cn

3~ taskletfy 4 32

o tasklet£ 3| /& 2 P BfTASKLET SOFTIRQ#=HI SOFTIRQ P 43 %| 4k 32
@ tasklet actionfrtasklet hi action%%|&
tasklet vecHrtasklet hi_vectk & F #9taskletdy 2 3E & 4

o KEICPURT & 8GRI » 38 I AT
o CA1H B AR EM A 3k Wi 6Y
;P BT 2 K4 0 % Mkernel/softirq.c::softirq init

open_softirq(TASKLET SOFTIRQ, tasklet_action, NULL);

open_softirq(HI_SOFTIRQ, tasklet_hi_action, NULL);
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o TAEMF|Fn TAF & A2
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TAER 5] Fn TAE A2

o MAFIELEM
o % JLkernel/workqueue.c:
@ workqueue_struct ; cpu_workqueue_struct
o % Ninclude/linux/workqueue.h

@ work struct ; delayed_work

@ A\ 7] ° % Wkernel/workqueue.c

e queue_work ; queue_delayed_work

o TAEMF|Aga 32

e run_workqueue
e worker thread

@ create_workqueue ] k&) & — AN TAE & A 7]

o A&Linux-2.6.26F » TAEE 7| 654|215
o H—F A/ IAEENI LB “events” #94E AL
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The end.

anchen@


mailto:xlanchen@ustc.edu.cn

	中断信号的作用和处理的一般原则 
	I/O设备如何引起CPU中断
	x86 CPU如何在硬件级处理中断信号
	中断和异常的硬件处理：进入中断/异常
	中断和异常的硬件处理：从中断/异常返回

	Linux内核中软件级中断处理及其数据结构
	初始化中断描述符表
	低级异常处理
	低级中断处理
	Linux体系无关部分的中断管理数据结构
	do_IRQ的中断处理过程

	Linux的软中断、tasklet以及下半部分
	Linux的软中断softirq
	Tasklet
	工作队列和工作线程

	作业

