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o API#J& G4
o RIFH3E HIALIR S — A4k > FAE A LR T A8 & 89 A 4098 A
o “1ESZHIFENTATABTMRA LAY HF R
o LibcF X L tJerrno® & &-2-4F T 89 4445

VAopenFrcreat A 4

int open(const char *pathname, int flags);
int open(const char *pathname, int flags, mode\ t mode);
int creat(const char *pathname, mode\ t mode);

RETURN VALUE
open() and creat() return the new file descriptor, or -1 if an error occurred (in

which case, errno is set appropriately).
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VAfs/open.c::sys_open# ]

asmlinkage long sys_open(const char _ user *filename, int flags, int mode) {...}

o AN 6YR G AL K B ALR CIE 69 ) E R
o MAZLAHEE I Merrnot &
o HEHBBAEAFFAAMAERIBEZERXERINTF
o LALLM B » RS fEAEG K Eerrno T & F
RE bR AR

(xlancheneustc.edu.cn) (1] Linux4g4F October 24, 2014


mailto:xlanchen@ustc.edu.cn

A G0 R A2 5 BB % 15) A2

o A YA A IEAL G b e b F AL TR AR5 6 45 M KL

Q &# fiﬁﬁl’\]#i”éifi&q’f%ﬁkyii*rﬁ FLRSE

(PFrRBWE#AZI AP APATHEEH LT )
Q AAAaE 8 A LG R Pl sys xxx 4 A LA A
@ Aidret from_sys_call() AL EARE

&2 (xlanchen@ustc.edu.cn) (F+HEAE Linuxdg Chapter 6 October 24, 2014


mailto:xlanchen@ustc.edu.cn

RRAARRF ~ HELE S AGARALERSE

B 2GR R IR 4| A2 2 ) 6 £ A&

User Mode Kernel Mode

T T T ST T T T T T T T T T T T T T T T N

|, ! I !
! 11: 1

| 1, system_ca
| xvzO{ |1 4 I
oo __,/” Lo L =7 sys_xyzO{ |
a0 = T oo [ 0 L |
X - int 0x80 h | ] ~ 4 } |
| N N .. NG| ) |
| ~d I N1 | syscall_exit: |
| } 1 AN |
| | 1| itet |
\ ! \ /
S e _ P2 N~ e ______ _

System call Wrapper routine System call System call
invocation in in libc standard handler service routine

application library

program
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2.1 A% AR »RE

e ATHAL AN T HEME R FHAZXIAK » AEELT
— ARG R 9k k& (dispatch table) o
o XA KA Msys_call_tablef ¥ » H % FA KM
(2.6.26F » EHEA32TAMER) :
o Fn AR AR5 Aty IR FHIALG A 0
o &
o sys_call table (syscall table 32.S¥AZentry 32.S1m /5 )
o AL AM Ay IREMN K] : syscall_table size
o AL AMMA4L : nr_syscalls

A

arch/x86/kernel/entry 32.S:

#define nr_syscalls ((syscall table size)/4)

section .rodata,” a”
#include ~ syscall table 32.S”
syscall_table_size=(.-sys_call_table)
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2.1 A% AR »RE

syscall table 32.S

ENTRY(sys_call table)
.long sys_restart_syscall /* 0 - old ” setup()” system call, used for restarting

*/

.long sys_exit

.long sys fork

.long sys_read

.long sys_write

.long sys_open /* 5 */
.long sys_close

.long sys_waitpid

long sys_getpid /* 20 */

long sys_eventfd

.long sys_fallocate

.long sys_timerfd settime /* 325 */
.long sys_timerfd_gettime

anchen@ustc.edu.cn) T+ 5 S i % #Chapter 6 5 P P 10 / 31


mailto:xlanchen@ustc.edu.cn

Q ZuAMbLH i L

o AL AMAIE K system call

lancheneustc.edu.cn 5 A % Chapter B October 24, 2014 11 / 31


mailto:xlanchen@ustc.edu.cn

2.2.1 2%\ amiib

o Linux4® ]l IDT & #9 % 0x80(=128) 1 (SYSCALL VECTOR) 1E 4 % %
1}% H ﬁl] AP ;;‘ﬁLinc1ude/asm—xSG/mach—default/irqivectors.h

o Linux## 1t B4 Flentry 32.S::system call kw451t & 4
WA E A2 > % Narch/x86/kernel/traps_32.c::trap_init()

#define SYSCALL VECTOR 0x80 J

setisystemﬁgate(SYSCALLiVECTOR, &system call); J

static inline void set system gate(unsigned int n, void *addr) {

_set_gate(n, GATE_TRAP, addr, 0x3, 0, _ KERNEL CS);

o 1% MIDPL(# il fF4FAR L) A3EGTEIHIT ¢
o ¥t Asystem_callbtZ: T P otk &
o AR P A#MARFFEANIT » BPAR P AF P4 A int
$0x80 & &% 84
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2.2.2 system call() &%k

@ % Mentry 32.S #HHEwT :

# system call handler stub
ENTRY (system call)
pushl %eax # save orig_eax
SAVE_ALL
GET_THREAD_INFO(%ebp)
# system call tracing in operation / emulation
/* Note, _TIF_SECCOMP is bit number 8, and so it needs testw and not testb */
testw
$(_TIF_SYSCALL EMU| TIF SYSCALL TRACE| TIF SECCOMP| TIF SYSCALL AUDIT),TI flags(%ebp)
Jnz syscall_trace_entry
cmpl $(nr_syscalls), %eax
Jae syscall_badsys
syscall_call:
call *sys call table(,%eax,4)
movl %eax,PT EAX(%esp) # store the return value
syscall exit:
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2.2.2 system call() &%k

@ % Jlentry 32.S> ¥R E4T :

# system call handler stub
ENTRY (system call)
pushl %eax # save orig eax
SAVE_ALL
GET_THREAD_ INFO(%ebp)
# system call tracing in operation / emulati
/* Note, _TIF SECCOMP is bit number 8, and s
testw
$(_TIF_SYSCALL_EMU|_TIF SYSCALL_TRACE|_ TIF_SECCO!
Jnz syscall_trace_entry
cmpl $(nr_syscalls), %eax
Jae syscall_badsys
syscall_call:
call *sys_call table(,%eax,4)
movl %eax,PT EAX(%esp) # store the return va
syscall_exit:

anchen@ustc.edu.cn
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SS

esp

eflags

Ccs

eip

I

thread_info

esp
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2.2.2 system call() &%k

@ % Jlentry 32.S> ¥R E4T :

# system call handler stub
ENTRY (system call)
pushl %eax # save orig eax
SAVE_ALL
GET_THREAD_ INFO(%ebp)
# system call tracing in operation / emulati
/* Note, _TIF SECCOMP is bit number 8, and s
testw
$(_TIF_SYSCALL_EMU|_TIF SYSCALL_TRACE|_ TIF_SECCO!
Jnz syscall_trace_entry
cmpl $(nr_syscalls), %eax
Jae syscall_badsys
syscall_call:
call *sys_call table(,%eax,4)
movl %eax,PT EAX(%esp) # store the return va
syscall_exit:

anchen@ustc.edu.cn
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SS

esp

eflags

Ccs

eip

eax=NR_xxx

|

thread_info

esp
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2.2.2 system call() &%k

@ % Jlentry 32.S> ¥R E4T :

# system call handler stub
ENTRY (system call)
pushl %eax # save orig eax
SAVE_ALL
GET_THREAD_ INFO(%ebp)
# system call tracing in operation / emulati
/* Note, _TIF SECCOMP is bit number 8, and s
testw
$(_TIF_SYSCALL_EMU|_TIF SYSCALL_TRACE|_ TIF_SECCO!
Jnz syscall_trace_entry
cmpl $(nr_syscalls), %eax
Jae syscall_badsys
syscall_call:
call *sys_call table(,%eax,4)
movl %eax,PT EAX(%esp) # store the return va
syscall_exit:

SAVE_ALLJS »
E4fcallfg 4
A A AR

SS

esp

eflags

Ccs

eip

eax=NR_xxx

fs

es

ds

eax

ebp

edi

esi

edx

ecx

ebx

|

thread_info

esp
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2.2.2 system call() &%k

o VAfork# 1| » #arch/x86/kernel/process _32.c¥P
sys_forkiK & LA :

asmlinkage int sys fork(struct pt regs regs) {...} J

o B s asmlinkage®y & 3L : % Winclude/asm-x86/1inkage.h

#define asmlinkage CPP_ASMLINKAGE  attribute ((regparm(0))) J

o At s sys fork( )X T LA MMEAEAE A » FE2ALELZST
— /A pt_regs&My 0 EFALERH o
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2.3.1 A4 85 %At

o ALMMALEZMANLE > Hlbe
o FEIR&G{AE
o P A#AHIENRN T T
o HERALSIGA P AR5 44 4 My b9 Hunk

@ system call&linux P AT A AL ARG A & » /445 -F
EVH—ASd o Pdeaxft % 09 2 4R 5

o 4 i — A AARF W Hwrite() » AP & £ I ATint
$0x80 AT b M decax F 4 B 91 B HA(BP__NR write) o
o BAFAHBHEEALibcE T oyt K 2478 - HILR P
— AR RCARERAR T
o Fa : MCEHRITRILYH » & int $0x80
o Pt Asystem callZ & » eaxdf % 09 A %18 H 5 0% s B A%
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2.3.1 A4 85 %At

o R%ALMEAFEFIL—NHE > fldo

asmlinkage ssize_t sys write(unsigned int fd, const char _ user *buf, size_t count); J

ssize t write(int fd, const void *buf, size t count); J

o THCHFH A fAr i A B LA FAAE AR A P AERK
MZEEAR)REZIA 2B AL AR Z AR ZE > €d
AP ERENT ABE > RET IR P ARB AR I > PTIA
BLAAeAE ) P AR T R B4R ) A AR AR

RPACERE fqpm MEACRE ik
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2.3.1 A4 85 %At

o MRk :
Q 7“int $O0x80IL4HIEAZ AT » AL AR AFILEANCPUY FH S o
Q@ EHNABARALZLEAREHIRZAT > Niie B ECPUE
BEFOLAEENB ABESERT » BPF Rpt_regs o

AP AECEHE mpp i MEACHE oy

# # SAVE_ALL }Dt_regs

o pt_regs P o) — & 5 BT A A58 A H R Fpt_regs K F it A
HF o flde

asmlinkage ssize t sys write(unsigned int fd, const char _ user *buf, size t count); J

asmlinkage int sys fork(struct pt_regs regs); J
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2.3.1 24 AR 5%

asmlinkage ssize t sys write(unsigned int fd,

const char _ user *buf,

size_t count); J

o & Ewrite() AL M
sys_writeR &1 42 % 4] :

o HZRIME ERMKEILd
buffrcountiXx = />4 %

o E#H Ewrite()WgH E 5|42
P s 4 A fEebx ~ ecxFredx
FHEBEFHRIEANZ L AR
B9 4E > KRG £ ¥ Asystem_call
Bt » SAVE_ALL& e 3X 2 & 7
BRAAMERTF > & Asys_write
MR %P1 A2 06 » 3T A LEAR B2
894 B AR B 3k e A R

B Rlsys_write

AR AZ S AR

SS

esp

eflags

Ccs

eip

eax=NR_write

fs

es

ds

eax

ebp

edi

esi

edx

ecx

ebx

I

thread_info

esp
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2.3.1 AGRAM SR

2 Awrite() 893 9 KL 4 AG

197897 000bed90 <_write>:
197898 bed90: 65 83 3d Oc 00 00 00 cmpl $0x0, %gs: 0xc
197899 bed97: 00
197900 bed98: 75 1d Jne bedb7 <_ write+0x27>
197901 bed9a: 53 push %ebx
197902 bed9b: 8b 54 24 10 mov 0x10(%esp),%edx
197903 bed9f: 8b 4c 24 Oc mov Oxc(%esp),%ecx
197904 beda3: 8b 5¢ 24 08 mov 0x8(%esp),%ebx
197905 beda7: b8 04 00 00 00 mov $0x4, %eax
197906 bedac: cd 80 int $0x80
197907 bedae: 5b pop %ebx
197908 bedaf: 3d 01 fO ff ff cmp $OxffFFfO01, %eax
197909 bedb4: 73 2d Jae bede3 <_ write+0x53>
197910 bedb6: c3 ret

v
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2.3.1 ALEM K 5EK

o Rikpt_regs B RNFHH
15 3 S B B A e TR
Q GAAKMKEFERLEFHE
B % BP324%
Q EAAMAET (eax) X9 %
AN KT REAB L6
(ebx » ecx » edx »

esi » edi » ebp)
o ?THRIANEZAMHRT

AR 28

pt_regs:

SS

esp

eflags

Ccs

eip

eax=NR_write

fs

es

ds

eax

ebp

edi

esi

edx

ecx

ebx

|

thread_info

esp
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2.3.2 AYLIR R R EE 6 1% %

o MR EBIAZ R EIEGHE NeaxF H 5 F
o EAELEMAT “return” AN > HHIFR A H TR

o sys_xxxiRE )5 » eax ¥ & 091 L BP 1R 44 Blpt_regs
G eaxFHEF  ALEWEA P LT » 4FReax
R P AR R

# system call handler stub
ENTRY(system_call)

syscall_call:
call *sys_call table(,%eax,4)

movl %eax,PT EAX(%esp) # store the return value
syscall_exit:

o Pldesys write()#gR EI{E o
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o fENAZAT AR P 691k KA » sb/iiTemtgie EATA 8

o AT @ tgwrite() AL » FAHFE — MR LA -
sys_write()sb /il # & X AFAA F A 52 L VAR A7 7 T8
— ARG - H A E TR GFALE 6 8 AR B ARIR >
o R EAE R AR AL AR T 0L IR R B — A i B
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0 RE—NAFIETH LM s RAABRLALECRETE
BAHAZ G AT A Z R 0 A RARIE ik
Q BIEXANAMNA T TR T AL M %
Q AR B TEIX AN M Hunk /| T PAGE_OFFSET
o M FH—Fr7ik:
o ThEf
o REFKBEAT » Rk
o MFH _Fr7ik:
0 Hik

o TUAEHEMPATIRT » RARMMER KB H R
o Mlinux2.2A4HATH —Fib b
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xR P ik A B b AL og Bk

o WAL =T A7 17 B BT A 69 W 5

o LML Pk — A RARMBAE A SR AE L A
HARZEFEECHER AR REEEENH

o /fﬂ;_inc1ude/asm—x86/uaccess_32.h“F’ :

/**

*

*

*

*

access_ok: - Checks if a user space pointer is valid

atype: Type of access: %VERIFY _READ or %VERIFY WRITE. Note that
%VERIFY_WRITE is a superset of %VERIFY READ - if it is safe

to write to a block, it is always safe to read from it.

@addr: User space pointer to start of block to check

@size: Size of block to check

Returns true (nonzero) if the memory block may be valid, false (zero)
if it is definitely invalid.

Note that, depending on architecture, this function probably just
checks that the pointer is in the user space range - after calling
this function, memory access functions may still return -EFAULT.

*/

#define access_ok(type, addr, size) (likely( range ok(addr, size) == 0))

anchen@ustc.edu.cn)
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xR P ik A B b AL og Bk

Returns 0 if the range is valid, nonzero otherwise.

This is equivalent to the following test:
* (u88)addr + (u33)size >= (u33)current->addr_limit.seg

* This needs 33-bit arithmetic. We have a carry...
*/
#define _ range ok(addr, size) \
A\
unsigned long flag, roksum; \
__chk_user_ptr(addr); \
asm(” addl %3,%1 ; sbbl %0,%0; cmpl %1,%4; sbbl $0,%0” \
27 =&r” (flag), ” =r” (roksum) \
2”17 (addr), 7 g” ((int)(size)), \
rm”  (current_thread_info()->addr_limit.seg)); \
flag; \

»

9]

Test whether a block of memory is a valid user space address.

(xlanchen@ustc.edu.cn
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xR P ik A B b AL og Bk

o Bd& ik
o R EHMH : addr+size-1
Q EGAEB3GHIF
Q AGARE S ATHAgHALF
o MTHFP#A : TXTSG
o T AMZAAL | T ld Al ¥ A46
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T 5] % 2 69 Mo bk % 1

o AGIAMM GBI T ZIFME %5 AALIIEE 7] 69 55

Function Action
get_user

Reads an integer value from user space(l, 2, or 4 bytes)
__get_user
put_user

Write an integer value to user space (1, 2, or 4 bytes)
__put_user

copy_from_user
Copies a block of arbitrary size from user space
__copy_~from_user

copy_to_user
Copies a block of arbitrary to user space
__copy_to_user

strncpy_from_user
Copies a null-terminated string from user space
__strncpy_from_user

strlen_user
Returns the length of a null-terminated string in user space
strnlen_user

clear_user
Fills a memory area in user space with zeros
__clear_user
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o MAZ #AL4E 1% 63 ht A F R AT A 1o &
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Q wTHRIANGET
Q@ W TIEIARNGET
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JEE BT By F|

o MEME » RAVEILAN [/ E L5 FA PRI ER o Kt
TAMEANERSER > —T k8 TREJR/E

o TV 5 B ] P Huak E ] 6945 bk —— P Ak 0 SR A
JEiRER TR » ARAE 5] Ae B 44 09 48 A3k k T AT

o Linux{# 1 T A% 2 WA

ex table,  start ex table, _ stop ex table

ftkernel/extable.c P
extern struct exception table entry _ start _ ex table[];
extern struct exception table entry _ stop  ex table[];

October 24, 2014 23 / 31
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FEE BT 69 H) 2

o _ex tablefy &R

6/uaccess_32 .hp

The exception table consists of pairs of addresses: the first is the
address of an instruction that is allowed to fault, and the second is
the address at which the program should continue. No registers are
modified, so it is entirely up to the continuation code to figure out
what to do.

*

*

*

All the routines below use bits of fixup code that are out of line
with the main instruction path. This means when everything is well,
we don’ t even have to jump over them. Further, they do not intrude
on our cache or tlb entries.

*
=
*
*/

struct exception table entry {

unsigned long insn, fixup;

b

o insn# 7 £ 7] Ae K45 6945 A3t
fixup A 5 EARA A O Hht
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FEE BT 69 H) 2

o AW RN ER

o search_exception_table() 4R 4B 42 69 4448 4ok »
EERIRS AR &

|
.

fkernel/extable.c P

/* Given an address, look for it in the exception tables. */
const struct exception_table_entry *search _exception_ tables(unsigned long addr) {
const struct exception_table_entry *e;

e = search_extable(__start__ex table, _ stop__ ex table-1, addr);
if (le)
e = search module extables(addr);
return e;
}
w
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o fixup exception()# st M search_ exception table() 3% 3|
FHEER  REKFERBLA T HAIE B B|pt_regsteipP

fxarch/x86/mm/extable.c ¥

int fixup exception(struct pt _regs *regs) {
const struct exception_table_entry *fixup;

fixup = search exception tables(regs->ip);
if (fixup) {

regs—>ip = fixup—>fixup;

return 1;

}

return 0;
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PAT T @894tk

arch/x86/mm/fault.c

void _ kprobes do_page fault(struct pt_regs *regs, unsigned long error_code) {

no_context:
/* Are we prepared to handle this kernel fault? */
if (fixup_exception(regs))
return;

o BB LRBEM AT RRLIWIELRET o LA > N
pt_regs®eipH A5 K A 15 E R A O Mk o
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Ziarch/x86/kernel/vm11nux 32.1ds.S%¥ :

. = ALIGN(16); /* Exception table */

__ex table : AT(ADDR(__ex_table) - LOAD OFFSET) {
__start___ex table = .;
*(__ex_table)
__stop___ex_table = .;
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o VA _get user 4] (% Rarch/x86/1ib/getuser 32.S 45 &)

/* * __get user X
** Inputs: %eax contains the address
** Outputs: %eax is error code (0 or -EFAULT)

* %edx contains zero-extended value e

CFI_STARTPROC
addl $1,%eax
Jc bad_get_user
GET_THREAD_INFO(%edx)
cmpl TI_addr_limit(%edx),%eax
Jae bad_get_user
2: movzwl -1(%eax),%edx
xorl %eax,%eax

*uo-
*/
.text
ENTRY(__get user 1)
CFI_STARTPROC
GET_THREAD_INFO(%edx)
cmpl TI addr_ limit(%edx),%eax
Jae bad_get_user

1: movzbl (%eax),%edx A

CFI_ENDPROC

ENDPROC(__ get user 2)
ret y

CFI_ENDPROC
ENDPROC(__get user_1)

xorl %eax,%eax
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ENTRY( _get user 4)
CFI_STARTPROC
addl $3,%eax
Jc bad_get user
GET_THREAD_INFO(%edx)
cmpl TI addr limit(%edx),%eax
Jae bad_get_user
3: movl -3(%eax),%edx
xorl %eax,%eax
ret
CFI_ENDPROC
ENDPROC(__get user_4)

anchen@ustc.edu.cn

bad_get_user:
CFI_STARTPROC
xorl %edx,%edx
movl $-14,%eax
ret
CFI_ENDPROC
END(bad_get user)
.section _ ex_table,” a”
.long 1b,bad get user
.long 2b,bad_get_user
.long 3b,bad get user
.previous
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arch/x86/kernel/entry_32.S::syscall_exit

o fork®) £ -F# AP hyRE » B%
arch/x86/kernel/entry 32.S::re_from frok

ENTRY(ret_from_fork)
CFI_STARTPROC
pushl %eax
CFI_ADJUST_CFA_OFFSET 4
call schedule_tail
GET_THREAD_INFO(%ebp)
popl %eax
CFI_ADJUST_CFA_OFFSET -4
pushl $0x0202 # Reset kernel eflags
CFI_ADJUST_CFA_OFFSET 4
popfl
CFI_ADJUST_CFA_OFFSET -4
Jmp syscall_exit

CFI_ENDPROC END(ret_from fork)
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ret_from_fork
ret_from_exception
ret_from_intr
syscall exit

RApA AN
%A IDT 4.
FH > AF| —) | T
5
% 4,98 A
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The end.
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