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System Mechanism

Voice assistants work like a relay, proxying and
translating conversation between users and sKkills
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Voice Squatting Attack

Voice assistants may fail to understand user’s
iIntention, and mistakenly invoke wrong skills
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Voice Squatting through Voice Squatting
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Measurements: Error-Prone Als
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6 100 invocation names for each platform

6 Human subjects & TTS services

0’ hose voice assistant platforms are error-prone when recognizing voice commands
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Recognition Mistake Rates

Measurements: Conflicting Skills

6 19% (3718) skills : same pronunciation

66 skills were named as “cat facts”,

and provided similar functions.

6 2.7% (531) skills: same pronunciation , but different spelling

0 1.8% (345) skills: longest prefix matching

6 Interesting cases
J dog fact

Defense

Both “SCUBA Diving Trivia” and “Soccer Geek",

me a dog fact

registered “space geek” as invocation names
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SRC Guess Game

Web Service

UIC: User Intention Classifier SRC: Skill Response Checker

Classify user’s intention as
context switching or not

Identify suspicious skill response,

such as fake skill recommendation
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