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Abstract — In this paper, we construct the twists of
twisted Edwards curves in Weierstrass form. Then we de-
fine a new twisted Ate pairing on twisted Weierstrass
curves named the Tx-Ate pairing. Following Miller’s al-
gorithm, we give a computation of the Tx-Ate pairing on
high degree twisted Weierstrass curves, where the point
operations are over Edwards form, and the computation of
Miller function is over Weierstrass form. Although, in one
doubling loop, our method to compute the Tx-Ate pair-
ing is a litter slower than the previously fastest method.
By twists, the Tx-Ate pairing can be calculated on more
twisted Weierstrass curves with short loop length. The Tx-
Ate pairing is even competitive with optimal Ate pairing
when they have the same short loop length.
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I. Introduction

Pairings on Elliptic curves have many applications
in cryptographic protocols. They have been used to
give one-round three-party key exchangelll, identity-
based encryption!?, pairing-based cryptography!®, short
signaturel* and many other schemes. Research on imple-
menting efficient pairings has focussed on reducing the
loop length!®~7) and on using high degree twists!®9).

Edwards elliptic curve is a quartic form introduced
by Edwards' in 2007, then it was generalized to twisted
Edwards curves by Bernstein et al.'Y. The point addition
formula of twisted Edwards curves is unified. In compar-
ison to Weierstrass curves, twisted Edwards curves pos-
sess a faster addition law. However, pairing computation
over Edwards curves is more complicated than that over
Weierstrass ones. The important problem is to compute
the Miller function. For Weierstrass curves, the function
is easy to obtain due to the chord-and-tangent rule for ad-
dition. However, the Edwards equation is of degree 4, i.e.,

any line has 4 intersections with the curves instead of 3 as
in the case of Weierstrass curves. So far, Aréne et al.['?]
and Le et al.'® gave a geometric method to calculate it
over twisted Edwards curves, but the formulas of the func-

[12] also gave an

tion are quite complicated. Aréne et al.
open problem whether optimal ate pairings can be com-
puted and whether the high degree twists can be used as
well for suitable pairing-friendly curves in Edwards form.
Since the twisted Edwards curve and its twists can not
both be in Edwards forms for twists of degree larger than
2, if we want to compute the optimal Ate pairing on Ed-
wards forms using the high degree twists, points addition
and Miller functions should be computed separately.
The best known algorithm for computing pairings is
Miller’s algorithm![!'¥. Each loop of this algorithm contains
two steps, updating points and updating Miller functions.
We want to combine the faster addition law of Edwards
form and the Miller function of Weierstrass form to com-
pute the two steps. Based on this idea, we construct iso-
morphisms between twisted Edwards curves and twisted
Weierstrass curves. Furthermore, on twisted Weierstrass
curves, we construct a new twisted Ate pairing called the
Tx-Ate pairing. By the isomorphisms and Miller’s algo-
rithm, we give an efficient computation of the new pairing,
in which the point operations are over twisted Edwards
curves and the computation of the Miller function is over
twisted Weierstrass curves. The Tx-Ate pairing provides
an implementation of the twisted Ate pairing on high-
degree twisted Weierstrass curves. We also give a com-
parison about various pairings. In one doubling loop, the
operation costs by our formulas are a little higher than
that by all previous fastest formulas for pairings. But, the
Tx-Ate pairing can be calculated on more twisted Weier-
strass curves with short loop length. We can get that the
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Tx-Ate pairing is even competitive with optimal Ate pair-
ing.

This paper is organized as follows. In Section II, we
give some notations and background. Section III contains
the main work of this paper, which is constructing the
twists of twisted Edwards curves and constructing the Tx-
Ate pairing. In Section IV, we compute the Tx-Ate pair-
ing on twisted Weierstrass curves with high degree twists.
Finally, Section V gives an explicit comparison about var-
ious pairings.

I1. Preliminaries

1. Forms and twists of elliptic curves

In this paper, let p > 3 be a prime number, ¢ = p”,
and F, be the finite field of order ¢. Let W} . be a Weier-
strass curve over I, defined as

Whye:v?=u+bu+tc (1)

A twisted Edwards curve is a quartic curve over F, defined
by
Euaq:ax® +y* =1+da*y?, a,dc F (2)

The addition law of twisted Edwards curves is given by
the following formula

T1y2 +Yi1T2  Y1y2 — aTIT )
1+ dzyzoyiys’ 1 — deizayiye

(3)
The unit is (0,1), the point (0,—1) has order 2, and the
inverse of a point (z,y) on E, 4 is (—z,y). As a special
case, the doubling formula is

(x1,91) + (22,92) = (

2zy y? — ax?
o) = (s (@)

The elliptic curve E' /I, is called a twist of degree g of

E/F, if there exists an isomorphism ¢ : E' — E over Fo
such that g is minimal with this property. Then the con-
dition g | #Aut(F) holds if and only if F admits a twist
of degree g. Pairing-friendly curves with twists of degree
higher than 2 arise from elliptic curves with j-invariants
J(E) =0 or 1728, see Ref.[15].

For the Weierstrass form, a twist of W}, . is given by

Whew: v? = ud + bwiu+ el w e Fyr (5)
The isomorphism between W, . and Wy, .., is
w . Wb,c - Wb,c,wa (U,’U) = (WQUaWSU) (6)

For the Edwards form, the twisted Edwards curve has j-
invariant j(E, 4) = 16(a® + 14ad + d?)3/ad(a — d)*, see
Ref.[16]. For twists of degree larger than 2, the twisted
Edwards curve and its twists can not both be in Edwards
forms, so the high degree twists of the twisted Edwards
curves should be in different forms.

2. Background on pairings

Let E be a nonsingular elliptic curve over F,. Let r be
a prime number and r | E(F,). Let k be the embedding
degree with respect to r, i.e., k is the minimal integer
such that 7 | (¢¥ —1). For the r-tortion subgroup, we have
E[r] € E(Fy ). Let P € E[r] and let f,. p € Fy(E) be such
that div(fy p) = r(P) —r(O). Let p. CF}, be the group
of r-th roots of unity. The reduced Tate pairing is given
by
7 E(F)[r] x E(Fgr)/TE(F %) — pir,
k_q

(P.Q) = frp(@)"~
Let ¢, be the g-th power Frobenius endomorphism on F
and ¢ be the trace of ¢,. The groups G; and G5 are the

eigenspaces of ¢, on Er], defined as follows

(7)

G1 = Elr] Nker(oy —[1]) = E(Fy)[r] (8)
Go = E[r] N ker(dg — [a]) € E(Fge)[r] (9)

Let T'=t — 1, then we have the reduced Ate pairing

a: Gy x Gy — puy, (Q,P)'—>J“T,Q(P)L;1 (10)

The Ate pairing was first introduced by Hess et al.['”]

in 2006. They simplified and extended the Eta pairing!!8]
to the case of ordinary curves. Assume that E has a twist
of degree g with g | k. Let e = k/g, and T, = T° mod r.
The reduced twisted Ate pairing is defined as

atwist . Gl x G2 — (P7 Q) — fTE,P(Q)q ;1 (11)

There are a series of variations of the Ate pairing, such as

[6] and so on.

R-Ate pairing!'!, optimal Ate pairing
3. Miller’s algorithm
The pairings over elliptic curves can be computed us-
ing the algorithm proposed by Miller!*. For example, if
we calculate the Ate pairing, one needs to compute the
function fr g, which is a double-and-add approach based
on the following observation
lm@,mie

frin@ = fm@fro-

(12)
Ulm+n]Q

l m n
— M@ 1o the Miller function, where

YUm+n]Q
lim)Q,[m]@ is the equation of the line through [m]@Q and

[n]Q and vpyin)q is the equation of the vertical line
through [m + n]Q.

Let ¢ : B/ — E,Q — @ be an isomorphism, where
E’ is a g-th twist of E. When implementing the Ate
pairing, instead of inputing the point @) on the curve
Gy C E(Fu)[r], one can take Q" € Gy C E'(Fye)[r]
(e = k/g). Points on the twisted curve are defined over
a smaller field, so the point operations are much faster.
The computation of a(¢(Q’), P) (shown in Algorithm 1)
consists of two parts: evaluation of the function frg at

Let gim)q,me

P and final exponentiation.
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Algorithm 1 Miller’s algorithm for the Ate pairing

Input: T € N, Q' € G5 not a multiple of P € Gy
k_1
Output: &(Q, P) = frp@n(P) 7
T = ijotjw, with ¢; € {0,1} and ¢; = 1.
R—qQ, fel
for j =1 —1 down to 0 do
J = 120, iy (P)s B = IR

if t; =1 then
/ ! /
= 19, ian (P) B — R +Q
end if
end for
fe f(q'“*l)/r
Return f

III. Computing the Twists and
Constructing a New Pairing

In the following, let

3 A

5 243 —9A
T 3B2

_ 2 —9A 1
©T T orm (13)

a+d)

with A = 2
friendly Weierstrass curve Wj . has a g-th twisted curve
Wh,c.w, we consider the isomorphisms between W3 ., and
E, 4. In the following, e = k/g with g = 2, 3,4, 6.

1. Twists on twisted Edwards curves

Lemma 1 Assume that g | k, w is a generator of F
over Fge and w9 € Fge, and the twisted Edwards curve
Eaa:az® +y? =1+ dz?y? is defined over F,. Then the
Weierstrass curve Wi, ., : v2 = u® + bw'u + cw over Fe

4
, B= 7 Suppose that the pairing-
a—

is a twist of degree g of E, 4. The isomorphism can be
given as

v: Ea,d — Wb,c,w;

(1+y)w?
o (s

The inverse transformation is

b Wb,c,w — Ea,dv
3Bwu — Aw?® 3Bu — Aw? — 3w? (15)
(u,v) — :
3Bv 3Bu — Aw? + 3w?

Aw? W3 (1 +y) ) (14)
3B’ Bz(1—vy)

Proof Firstly, it is easy to know that ¥ is well de-
fined, i.e. ¥(x,y) € Whc -

Now, we need to prove that ¥ is an isomorphism. It
suffices to prove that the map is one to one at the singu-
larity (exceptional points for the birational equivalence).
The map ¥ from E, g to Wy, is undefined at the points
x=0ory=1of Eq. The inverse map @ is undefined

A 2_3 2
at the pointszandu:u

5 .
1) If z = 0, the point (0, —1) on E, 4 of order 2 cor-
responds to the affine point of order 2 on W, . ,, namely

A 2
(%, 0); the point (0,1) is the unit on E, 4, and it maps

to the point at infinity of W4 ¢ .

2) f v = 0 and (A — 2)(A + 2) is a square
(i.e. ad is a square), then there are two more points
(—Aw2 +3w?/(A—-2)(A+2)

,0) on Wy . These two

points of order 2 correspond to the two points of order 2

at infinity on the desingularization of E, 4.

2 2 _ 6 _
M,theDUQZ(A 2)W.IfA 2

3) Ifu=

) Hu B3 B

is a square (i.e. d is a square), then there are two points

(A -3 fw? [A-2
3B’ B B

points correspond to the two points of order 4 at infinity

on the desingularization of E, 4.

In conclusion, if a is a square and d is not a square

) of order 4 on W .. These two

in F,, ¥ is an isomorphism. We choose a,d and w to sat-
isfy the conditions, then the field of definition of ¥ is F »
which is of degree g over Fgse. Hence, the twist degree is
g.

2. The Tx-Ate pairing on the twisted Weier-
strass curve

We now define a new twisted Ate pairing on the
twisted Weierstrass curves, which we call the Tx-Ate pair-
ing. We take the twisted points P’ and Q' as inputs in-
stead of P and ). The pairing is defined as follows:

k

o™ G x Gy = ey (PLQ) = frp(Q)
Here, P’ is a point of G| = 9(G1) € Wy o(Fyx)[r] and
Q' is a point of G4 = Y(G2) = Wi cw(Fge)[r], where ¢
is defined as Eq.(6). We call our new pairing the Tx-Ate

(16)

pairing for two reasons. Firstly it is like the twisted Ate
pairing (hence the Capital “T”); the main feature of the
Tx-Ate pairing is the isomorphism map %, in other words,
P € Wy (Fy)[r] is extended to P' € Wy o (Fu)[r] and
Q € Wye(Fy)lr] is compressed to Q" € Wi e o (Fge)[r]
(hence like the cross-twist, using the small “x”).

Theorem 1 The Tx-Ate pairing a?*(P’,Q’) is bi-
linear and non-degenerate.

Proof Let R',P" € Wy w(F+)[r] such that R =
™Y (R') and P = ¢p~1(P’). The slope Agp/ g and Ag/ pr

are

3u?, + bw! 3uf +b
)\R/ R = YR o = w UR+ :(.UAR_R (17)
’ 2’UR/ 2’UR ’
)‘R’,P’ = Yr — VP :va_vP :(U)\RJD (18)
UR — up’ UR — UPp
Thus, regardless of whether or not R’ = P/, we

have Mg/ pr = WAR,p. By (ug/,vg) = (ugw?, vow?) and
(urr,vr) = (upw?, vrW?), we get

ZR’,P’(QI) — (UQ’ — UR’)/\R’,P’ — (’UQ/ — UR/)
= lr p(Q)w’
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and

vri+p,0(Q') = ug — upi+pr = vR1po(Q)w?

We have the Miller function

b p (&) ) = 9apD(r,P)(Q)w

gADD(R/7P')(Q/) - m

and also gpou(r,r)(Q') = gpou(r,r)(Q)w.

For twists of degree ¢ = 2,4, w? = w&d:6) js in
a subfield of Fyx and thus vanishes in the final expo-
nentiation. Similarly, for ¢ = 3,6, w® and w% are both
in subfields of F,» and vanish in the final exponentia-
tion, too. So, aTX(P’,Q")8d9:6) = otwist(p, ()ecd(9:6),
OzTX(P/, Q/)
Since £ € p, and ged(m,r) = 1 (r is a prime number), we
get £ =1, d.e. a™(P,Q") = a™ist (P Q). If a'V'(P, Q)
is bilinear and non-degenerate, so is o™ (P, Q’).

Lemma 2 &(G)) C E, q(Fy)[r]-

Proof Let P = (u,v) € Gi = Wy o(Fy)[r], then
P = ¢(P) = (w?u,w3v) € G}. By the map & defined
in Eq.(15),

Let £ = and m = ged(g,6), then €™ = 1.

B(P') = (3Bw3u — Aw?® 3Buw? — Aw? — 3w2)
3Buw? " 3Buw? — Aw? 4 3w?
3Bu—A 3Bu—A-—3
( 3Bv ’3BuA+3)

By u,v, A, B € Fy, we get &(P') € E, 4(Fy)[r]-

IV. Computing the Tx-Ate Pairing on
Twisted Weierstrass Curves

Similar to the computation of the Ate pairing by Al-
gorithm 1, we have o™ (P’, Q') = o™ (¥ (P"),Q’), where
¥ is given in Lemma 1 and P” € &(G}) C E, q(Fy)[r] by
Lemma 2. In this section, we compute the Tx-Ate pairing
on Twisted Curves by Algorithm 2.

Algorithm 2 Miller’s algorithm for Tx-Ate pairing

Input: 7. € N, P” and Q'
PLES
Output: o™ (P, Q") = fr, wpmn(Q) 7
1 o

T, = ijosﬂ], with s; € {0,1} and s; = 1.

R — P”, f —1

for j =1 —1 down to 0 do

f — fng(R’),!I/(R/)(QI)7 R/ - [Q]Rl

if s; =1 then
= S99y wiony (@), R — R+ P"
end if
end for
f— f(qkfl)/r
Return f

In the following, we use m and s to denote the cost of
each multiplication and squaring in the field Fg, m, to de-
note the cost of multiplication by constant in the field F,.

Let k be even and we just calculate the Tx-Ate pairing on
twisted Weierstrass curves with high degree g = 4,6. We
will give explicit formulas for curves operations in projec-
tive coordinates.

1. The Tx-Ate pairing on v? = u3 4+ bw?u

In this case, j-invariant is 1728 and a = —d, the

curve v = u? 4 bwtu is a quartic twisted curve of

E,_q. We can get b = az by Eq.(13) and ¥ : (z,y) —

(u,v) = (aw2(1 + y), 2 (1 1Y)
2(L—y) ~ 2z(1-y)

and w? € Fqk/4.
Doubling loop Let R’ = (X2 : Y2 : Z5) satisfy the
homogeneous twisted Edwards curve equation. Let R =
aw2(22 + 5/2) GWBZQ(ZQ + 5/2)

), where w? € For/2

U(R' = = .

(F) 2Zs —Ya) ' 2X2(Za — Ya) (2, v2)
By the Eq.(4), (X3 : Y3 : Z3) = [2](X2 : Ya : Z3) has the
formulas:

X3 = 2X,Y5(272 — aX? —Y5)

Y = (V2 — aX3)(YZ + aX3)

Zs = (Y — aX3) (225 — aX3 - Y5)
Let Q" = (ug,vqr) € Wpo,u(Fyu/a)[r], then we give the
formulas for the computation of gr r(Q’)

3u + bw
v - - T g )

/ 2vq
— h=—
9r,r(Q") — =)

a(Ar v —w- Ag - ug — w3 A3)
8X22(Z2 - YQ)B’UQ(UQ/ — ’LL3)
S (Al U — W Ag CuQ — w3 . A3)F:;k/2

where v, = v /w? and

Ay =4X275(Zo — Yo)*(Zo + Ya)

Ay =2aX3(Zy — Ya)[(Z2 + Ya)? + Z5 + Y]

As =a(Zy +Y3)

{223(23 = Y3) — aX3[(Zo + Ya)? + Z5 + Y7}
Using the denominator elimination techniques, we just
need to calculate the reduced function g x(Q) = Aq -
v —w - Ag - ugr — w3 - As. While Ay, Ay, Ag € F, and
u@r,vg € Fyr/a is given, the evaluation at Q' can be com-
puted in 5™ (with %m each for multiplications by g
and vg).
Now, we compute X3,Y3, Z3 and A;,7 = 1,2,3 using

the following sequence of operations:

C=Xo+Ys, D=Xo+Zy, E=7Z,+Y,
F=X2 G=Y? H=2Z2 I=aF J=G-1I
K=G+I, L=2H-K, M=C? N=D?
O=E? P=I-(O+G+H), Q=22—-Y,

Xs=(M—-F-G)-L, Ys=J-K, Zy=J-L
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Ay =2(N-F-H)-(H-G)-Q
Ay =2Q-P, As=a-E-2H-(H-G)— P]

The total operation count for the above sequence of op-
k
erations is —m + 9m + 6s + 2m..
Addition loop Let P’ = (X; : Y7 : Z;) and

R = (X5 : Y2 : Z3), the addition (X3 : Y3 : Z3) =
(X1:Y1:Z7) 4+ (X2 : Ya: Z5) has the formulas:

X3 = Z1Z5(X1Ys — XoY1)[(Z122)* + aX1 X521 Y5

Ys = Z125(Y1Ys — aX1X2)[(Z12:)* — aX1X2Y1Yo]

Z3 = [(Z172)? + aX1 XoY1 V3] [(Z122)? — aX1 XY Y0)

For two given points P’ = W¥(P") = (u1,v1) =
aw2(Z1 + Yl) aw3Z1(Zl + Yl))
) and R = U(R') =
( 2(Z1 — Y1) 2X1(Z1 — Y1) (R')
(12, v2) = aw?(Zy +Ys) aw3Z3(Zs + Ys) we homog.
2T, - V)  2Xa(Ze—Ya) ) &
enize the Miller function:
V1 — V2
v — o1 = = (ug — u1)
gr r(Q) = —
U@ — us3
_ X% -n)?
Ar - (uqr — us)
Aq - vy —w~A2~UQl+w3~A3
Ay (ugr — us)

e (Al “vgr —w - Ag - ugy + w3 Ag) F;km
where

ANy =2¢1- X9 (Zy—Yoe)—2Xy - (Z2 4+ Y2)

Do =20 - Xo-(Zy—Yo) =22y (Z2+Y2)

N3 =acy- Xo(Zo +Y2) —acy - Zy - (Z2+Y3)

Zit 1 c H(Z 4+ 1) the values ¢y, ¢
;€2 = ) 1,C2

Z1—" X1(Z1 — 1)

do not change during the computation and can thus be

precomputed. We just need to calculate the reduced func-

tion g}/,R(Q/) = Al TV — W AQ CuUQ +w3 . Ag. While

A1, Aoy Ay € Fy and ugr,vgr € Fyi/a is given, the eval-

with Cc1 =

k k
uation at Q' can be computed in 5m (with " each for

multiplications by ug and vg/).
Now, using the following sequence of operations to
compute X3,Ys, Z3 and A;,i=1,2,3.

C=21-Zs, D=X,-Xo, E=Yi Yo
F=C? G=a-D, H=G-E, I=F+H
J=F—H, K=(Z+Ys), L=2X5 K
M=Xy-(Zy—Ys), N=2y-K

X;=C-I-(Xi+Y1) (Xo+Y2)— D~ E)
Ys=C-J-(E—QG), Zs=1-J, A1=2c-M—2L
A2:202'M72N7 Agz&CQ-L—acl-N

k
So, the total cost of the addition loop is §m—|— 13m+1s+

5m.. For mixed addition, i.e. Z; = 1, the total cost of the
addition loop is gm + 12m + 1s + dme.

2. The Tx-Ate pairing on v?2 = ud + cwb

In this case, the j-invariant is zero and a = (=7 &+
4/3)d. Assume that 6 | k, w is a generator of F . over
Fqk/e, wh e Fqk/e, wd e Fqk/s and w? € Fqk/2. If the curve
Wo,c,w 02 = u + cwb is a sextic twisted curve of Eq.q, we
can calculate the Tx-Ate pairing using the map ¥ defined
in Eq.(14).

Doubling loop

Let R = (X2 : Yo : Z3) and

(X5 : Y3 : Z3) = 2](X2 : Yo : Z3), R = W(R) =
(Z2 + YQ)WQ Aw2 ZQ(ZQ + Yg)wg
, = (ug,v2) and
B(Zy —Ya) 3B’ BX3(Zy —Y3)
Q" = (ug,vq) € Wocw(Fyuse)lr], we homogenize the
affine doubling line using the map ¥ and get
3u?
vQ = V2 — 2—1}2( Q — u2)
9r,r(Q) = 5
uQr —us3

Ay gy —w~A2~UQ/—w3~A3
1SBX3(Zs — Va) iy — )
S (Al CVQ — W Ay CUQ — w3 AS)]FZk/Z

where

Ay = 18B*X575(Z5 — Y2)*(Z2 + Ya)

Ay = 3BX5(Zy — Ya)[3(Z2 + Y2) + A(Zy — Y2))?

Az = 18BZ3(Zy + Y2)*(Zy — Ya)

—X3[3(Z2 + Ya) + A(Za — Ya))?

We need to calculate the reduced function g (Q') =
Ay vy —w - Ay - ug — w? - Ag. While Ay, Ay, Az € Fy
and ugr, vy € Fr/e is given, the evaluation at Q' can be
computed in gm (with gm each for multiplications by
ug and vg).

We compute X3,Y3, Z3 and A;,i = 1,2,3 using the
following operations:

C=Xo+Ys, D=X2 E=Y} F=Z73 G=a-D
H=E-G, I=FE+G, J=2F—-1, K=Xy+ 2>
L=2y4Y,, M=27Z-Y;, N=3B:-(F—-E)
O=3L+A-M, P=D-0% Q=3B-M
S=C*>-D-E, T=K?-D-F, X3=8-J
Ys=H-I, Z3=I1-J, A1=T-N-Q
Ay =Q-P, A3=6F-N-L—P-0O
The total count for the operations in doubling loop is

gm + 10m + 6s + 4m..
Addition loop Let P” (X1 : Y1 : Zy) and

R/ = (X2 : }/2 : ZQ), (Xg : }/3 : Zg) == (Xl . Yl . Z1)+(X2 .
Y2 : Z3). For the points P’ = W(P") = (uy,v1), R =
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U(R') = (u2,v2) and Q" = (ug’,vg’), we can use the for-

la (u,0) = Z+Y 2+A , Wb Z(Z+Y)
v =A\Bz-v" "3BY "B X(Z-Y)
and get

V1 — VU2

vQ — V1 — (uqr — u1)
U —u
gr r(Q) = —
uQr — us3
€ (Al CUQ — W Ny - uQ’ —|—w3 . A3)F2k/2
where

A1 = Xole1(Zy — Y2) — (Z2 + Ya)]

Do = c2Xo(Zo — Yo) — Z3(Z2 + Y3)

Ag = c3Xo[c1(Z2 — Y2) — (Z2 + Y2)]
—ca[caXo(Zoy — Ya) — Zo(Z2 + Y3)]

Z1+ Y1
- v 2 =

Z1—"

Zl(Zl +Y1) C1

ith ¢; = et St L
W1 C1 Xl(Zl_Y,l),Cg B

3¢+ A .
17, the values c1,co,c3,c4 do not change during

the computation and can thus be precomputed. Then
we just to calculate the reduced function gp p/(Q') =
N vgr —w - Dy ug +w? - Ag, the evaluation at Q' can
k

be computed in gm (with gm each for multiplications by
ug and vgr).

To calculate P” + R’ and the function gp/ r(Q’), one

k

needs —m + 13m + 1s + 5m, using the following sequence

of operations.

C—=271-Z, D=X,-Xo, E=Y;-Ys, F=C2
G—a-D, H=G.-E, I—=F+H, J=F—H
K=c1-(Z2—Y2) = (Z2+Ya)
L=cy - Xo-(Z2—-Y2), M=2y-(Z2+Y>)
Xz=C-1-(Xi+Y1) (X2+Y2)—D—E)
Ys=C-J-(E+G), Zs=1I-J
N =Xo- K, No=L—-—M, NAg=c3-DN1—cq-Lo

For mixed addition, i.e. Z; = 1, the total cost of the
addition loop is gm + 12m + 1s + dme.

We can calculate the Tx-Ate pairing on twisted Weier-
strass curves with g = 2 using the method above. The
following Table 1 shows the total costs of the opera-
tions about the calculation of the Tx-Ate pairing with
g = 2,4,6, for simplicity, Dbl represents doubling loop,
Add (mAdd) represents (mixed) addition loop.

V. Comparison and Conclusions

This part shows the efficiency of the Tx-Ate pairing.
Table 2 shows the comparison of the input parameters
of Miller’s algorithm between various pairings. Now, we
consider the function f; ¢(D) with s, C and D in Miller’s

algorithm. The number of calculation loops of Miller’s al-
gorithm is given by |log,s|, the point C is used for a lot of
computations such as the point operations and comput-
ing Miller functions, and the point D makes effect on the
denominator of Miller functions. As we all know, the Ate
pairing and the twisted Ate pairing are more efficient than
the Tate pairing. Furthermore, Costello et al.l® compared
the efficiency of optimal Ate pairing and the twisted Ate
paring, from Table 4 of Ref.[9], we can get that the loop
length of optimal Ate pairing is smaller than that of the
twisted Ate pairing in many cases, but in each loop, the
operation costs of optimal Ate pairing are always more
than that of the twisted Ate pairing. When k£ = 4,6,8
with twist degree g = 4,6,4, the twisted Ate paring is
more efficient than optimal Ate pairing.

Table 1. The costs of the Tx-Ate pairing

Dbl mAdd Add

Wit ¢t km 4+ 10m km 4+ 12m km + 13m

(g=2) +6s + 4mc +1s + 5bme +1s + 5mec
k k k

Wit o §m+9m §m+ 12m §m+ 13m

(9=4) +6s + 2me +1s + 5bme +15 4 5me
k k k

Wo, cws ngr 10m ngr 12m gm—l— 13m

(9=16) +6s + 4me +1s + bme +15 4 5me

Table 2. Input parameters of Miller function f, ¢ (D)

Pairing s C D
Tate r Wh,c(Fq) Wi o(Fx)
Ate t—1 Wb,c(Fqk) Wh,o(Fq)

Twisted Ate|(t —1)® mod r| Wy .(Fq) W, e(Fr)

Tx-Ate | (t —1)° mod 7| E4 4(Fq) Wt e, (Fge)

In this paper, we define a special twisted Ate pairing—
Tx-Ate pairing, which is defined on twisted Weierstrass
curves. From Table 2, the input parameters of Tx-Ate
pairing are computed in different forms of elliptic curves.
Now, we compare the Tx-Ate pairing with the twisted
Ate pairing computed total on Weierstrass curves and the
Tate pairing computed total on Edwards curves, in Ta-
ble 3, we give comparisons of our pairing formulas with
the previous fastest formulas. Because the cost for the

evaluation at @’ (%m) does not change during the com-
putation of pairinges, we do not comment on the cost in
Table 3. To compare across operations, we assume that
1s =~ 0.8m, 1m. =~ 0.5m in Table 4. We also give detailed
analyses of superior and inferior in the following.

1) In one Addition loop, the operation cost in this
paper is almost the same as those of the other two forms.

2) In one doubling loop, the operation costs of our for-
mulas are about 5m costs slower than that of computing
the Tate pairing over twisted Edwards curves. But, the
loop length of the Tate pairing is larger than the loop
length of the Tx-Ate pairing. The Tx-Ate pairing can not
be defined on twisted Edwards curves, because E, 4 and
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its

twists can not both be in Edwards forms for high twist

degree.

3) In one doubling loop, the operation costs of our

formulas are about 6m costs slower than that of previ-
ous fastest formulas to compute the twisted Ate pairing

in

short Weierstrass curves. From above discussion, in the

cases k = 4,6,8 with g = 4,6, 4, the loop length (¢ — 1)°
mod r can achieve the loop length of optimal Ate pairing,

the twisted Ate paring is more efficient than optimal Ate
pairing. Although our pairing is slower than the twisted
Ate pairing in one doubling loop. By twists, we can get
more twisted Weierstrass curves with short loop length

and can compute the Tx-Ate pairing on such pairing-

friendly curves. So, the Tx-Ate pairing calculated by our

method is also competitive with optimal Ate pairing when
they have the same short loop length.

Table 3. Comparing with the previous fastest formulas

g This paper |Total on Ea,d[m] Total on W@C[g]
Dbl [10m + 6s + 4mc| 6m + 5s + 2m¢ | Tm + 6s + 1m
g = 2|mAdd|12m + 1s + bmc 12m + 1me 12m + 2s
Add |13m + 1s + 5me 14m 4+ 1me 14m + 2s + 1me
Dbl | 9m + 6s + 2mc | 6m + 5s + 2mc | 2m + 8s + 1m
g = 4|mAdd|12m + 1s + 5mc 12m + 1me 9m + 5s
Add |13m + 1s + 5me 14m + 1me 12m + 7s
Dbl [10m + 6s + 4mc| 6m + 5s + 3mc | 2m + 7s + 1m,
g = 6/mAdd|12m + 1s + bm, 12m + 2me 10m + 2s + 1me
Add |13m + 1s + 5me 14m + 2me 13m + 2s + 1m
Table 4. Comparing across operations in Table 3
g This paper | Total on Ea’d[m] Total on Wb’c[g]
Dbl 16.8m 11m 12.3m
g=2|mAdd| 15.3m 12.8m 13.6m
Add 16.3m 14.8m 16.1m
Dbl 14.8m 11m 8.9m
g=4|mAdd| 15.3m 12.8m 13m
Add 16.3m 14.8m 17.6m
Dbl 16.8m 11.5m 8.1m
g = 6|mAdd 15.3m 13m 12.1m
Add 16.3m 15m 15.1m
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