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Theorem Proving for a Theory of Shape Graphs
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Abstract  Programs manipulating mutable data structures present a challenge for verification.
Deep aliasing inside data structures dramatically complicates reasoning statements manipulating
these structures. To analyze and verify programs manipulating mutable data structures, we
proposed the shape graph logic. Shape graphs describe point-to relations of statically declared
heap pointer variables and pointer fields of heap objects. They precisely express the validity of

pointers and the equalities between pointers, and can be used to judge whether two access expressions
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are aliases or not. The shape graph logic is an extension to Hoare logic, which directly uses shape
graphs as pointer assertions. This paper studies the equivalence theory and implication theory of
shape graphs, as well as their decision procedures and applications. First, we investigate the
shape graph theory using analogous methods to those in studying the theory of algebraic specification,
where shape graphs and their equivalence rules and implication rules are analogous to algebraic
terms and their equality rules and rewriting rules, respectively. Analogously, we define the
syntactic theory and semantic theory of shape graphs, and then define the shape graph rewriting
system as well as its termination, local confluence and confluence. Based on these definitions, we
present decision methods on deciding the equality and implication of shape graphs by rewriting
shape graphs. Secondly, we propose methods for automatically inferring loop-invariant shape
graphs as well as the pre- and post-shape graphs of recursive functions. With the help of the
decision procedures for the shape graph theory, the proposed method for inferring loop-invariant
shape graphs has been adapted from a general method for inferring loop invariants based on
abstract interpretation. Since a terminal recursive function has at least one non-recursive exit, the
initial post-shape graphs of the function can be inferred along the non-recursive path, and then
post-shape graphs can be iteratively inferred along the recursive paths. Accordingly, the pre- and
post-shape graphs of recursive functions can be inferred like the method inferring loop-invariant
shape graphs. Thirdly, by referencing the Nelson-Oppen combination method, we propose a
decision method for the combination of the theory of shape graphs and integer theory. For
mutable data structures, in addition to caring about whether nodes of a data structure form the
predetermined shape, features such as data arrangement between nodes are also cared. Such
features cannot be divorced from the shape feature of mutable data structures, and cannot be
verified alone. Therefore, according to the characteristics of verification conditions generated
from such programs, the proposed combination method uses shape graphs obtained from program
analysis to group symbolic assertions by shape graph nodes; then uses integer theory to infer as
many properties as possible for the nodes; and finally passes the grouped assertions and properties to
the Z3 theorem prover for automatic verification. This method can effectively avoid failures to
prove verification conditions. Based on the shape graph theory and the work of this paper, our
prototype of program verification system alleviates the burden of automated theorem provers, and
can verify programs manipulating more complex mutable data structures, such as insert functions
and delete functions of sorted circular doubly linked list, binary search tree, splay tree, treap,
balanced binary tree and AA tree.

Keywords shape graph logic; shape analysis; program verification; automated theorem proving;
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lenovo
附注
本处应修改为：
   若n1和n2是分别带e1与a1和e2与a2的同类节点，则应有a1 => \exists y1,…, yn. e1 == e2 /\ a2)，其中y1, …, yn是e2和a2中有而e1和a1中无的变量。若没有这样的变量y，则可简化为应有a1 => (e1 == e2 /\ a2)



124 i SRR TR P B Y HIE 2469

MEE RGEACFRIE R E G 15 24 H 6 2 R B 2L
TR RN At A 2 e R DU 2. 2 T R A (1) S 25 T
FWL Bl WeW, VW53 W, =>W Ml W,>W;
AT 55 (2) R (3D ZE W KL s |y 1 & T8 2 1 %o
WA U e A a RN HUBOR & R BLAE T R A
ZEM R X BT AS A R 25 R0

GV VGG, V= Go, B H 5E J7 3R]
I o WS AR B 3. 2 Y Y S A XA I s R Y (3D A
()PS5 R AT A5 .

B EHEAD G, A=j=m) MR HEK Y H.
NG AETT R VT R B AR R A G (T<i<<m)
(1) 52 2% AN 28 3k R 44 1 A0 U ) g AR R LR L (1
AN ) [R) 27 A ) 2% o fet R T 4R 3 0 2 TR
WXt G, 1T EE.

fan 27 B 11 RN TR AN 10 22— R0 A R
FAr 5 BEAE G R G, H i E 3R A B D)o A Rz
ZURANES G, 8% H 25 05 24 1E 1) 57 A5

WD XA G A<i<m), HFHELEEAN G,
A<<j<n) 18 G, MET G, W G, V-G, =
GV ooV Gy, s 85 W32 25 180 A BT

4 AR IR EF0E T & E A e
L AR B B HE BT

A RE S 3 TR BT BRI R T5 1 o 4 Wy
U6 PR AT AR L. A W7 5 3k B — A~ 22 bl m] A R
SRR A GO ER 2 INER

TR B 45 BEA S AS A S VR T 5 IS5
A I 27 0 B A 28 T AR P o 40 3 AN A2 S0 A
KAREFIBT T AR ER 20 A A2 25 o BRI J5 T2 AR 1l 2
PR BRI J 25 F PP A S AR B IR R 23 18

Xt 5y 2 R A5 AL R Ak PR 47 R T8 R S8 R
I REZ —

(1) T HR B 4544 b 0 48 A A B U ) 451
S BB AT AR K L BR T SR R A B 4 1)
FET 5 8 B8 B oh T AR [ AT oAb 22 1k,

(2) JEFR A 1 Bk Yk AR AE Xk B Bl 4 4 47 1
AT A MBS R PR R AT S A AR R T R
LRI AR A A R B IAAE PR R 5 S i IR A5 5
PRA AT AR A2

(3) 8B A 1 Bk Yk AR A A Xk i Bl 4 4 28 4
S LI 1) AT R B L 9F HAT AT RE H B AR A9 1
DU« 4 YO AL R AR AR AT B AL AL B A
PRARAT S5 A T AR A B ] 3 SCRRL 10 T v 431 2

7 P 9 0L 1) i £ 00k

XTI AN ARG IR B B A5 AT A2 b 75
WA BHAETE AR P L (9 8% 30 5 LR iy T R B A 1k 32 224K
BUAE AR T AR BT R B 22 4E b
4.1 THIFA IR B 4 BT S Tk B A 22

AR08 T4 5 e T 1 0 B A A SR A 4
TEIRA T AR B (4 e R AE 2R G P 13, 2 Rk
BRI A B G R T L B IR T A B
IZINLR

Xt TAE ¥R while (B) S
(D HEAEIH T &AGo=Gpre. 1=0.
(2) MR AR [ 28 3 g M G175
{G:NB}S{Gi1}.
(3) B S A H G, 1 ARG 1 =>Gig.
WD FEG =GV VG s WGy V-V G A AL AR
B i=i4-1, 57 (2).

13 JRFR A AT AR B 4 W 9 3 TS HE 2

TR ] 13 ) B HE SR A L R

(1) B (2) 5 AR 16 T IR 1B 322 8 1) B0 0] 1 45
Gli1s G NBREBREGMFF S Wi 5 B ryAEC.
bl ) 5 P AE TR A B S 48 ET B null 48
5] FH (dereference) ¥ 4E . W JC LW AT A . i &5
B,

(2) BEH OB g 248 B AR E L BETE
IR AR B AT AR A 1 e 40 1 A5 (R AR SR 1 45
P A B3O 2 AR R B AT AR R JEILAR R A5 A
SR 2R 3R U4 B RE AR 2 U (B 2 230D kAR I 10
fhy e ik 30 N 0 b G 002 SR SCik [10 ] 2R
2.3 745 B 2 R

G BEEFWHG =G V-V GIIEN R
R 3.3 I k.

PL 2.3 5 B R B i R AR (R ZA0 A — A
FI0) IR A TE AR B (B 8 (1)) By HE iy g 131, 4%
FEF A IR WL IR 14, B rh IR A0 A R 4851
AW REERAE . 5 1 REUGE Gi=>Go AT A S 2
WERGREIEM G.=>G, V G, W It G, V G, & 1§ ¥
RAEARE. T Go=>G,, I G, VG, 1] 1k Ky
G H FEARFAETUER GBI,
My 25 5. A5 2S5 R K 8(D).

4.2 HEZLLERITE

K13 L2 R TR T 3 A

(D B G iS4 fe % i 2.

(2) B3 (O B 1 2 X T B R A5 3 25 2R
7 2% 1k 3 PR T R A e B At 30R 1 4¢ 1.



2470 it "

Hl

2y e 2016 4

ptrl=head; ptr=head—>next; j=0;

while (ptr!=NULL){

ptrl
head

next

" head, next ]
(,1 G—B—> | N i
__

b IR A G R A AN AR e B A O AL
J==1HHRAE T . I j==14hF > =0,13 3G,

MG JTUEHAT HE2 UGE,

Mt 25 v ) () 73 AR G==2

head

G2 next

7 7>=0
B 14 TR R AN R 2R kA
(3) FHIR R A B AT R BT IR BIE S (D2
2 A X e 23 T
AR LR P AR T
(D ARSOATEIME S 1) B 46 AT B8 AR R 2 HE R
TR B AR AT YR HE AU B 1B 4% — Bl & 1 19
AL S iy 44 77 3 BE BT B I ) Rk S 10 2 09 1
D0 LA B AR ER A i B 51 AR B 2T D G 1 O
TE 3 T R DA S I 3 B A R R AR 2 R OG R
F 2 A 2 OB A I AR P .
Ao 3 R UL A L A S R TR (2) A SRR 1Y A
1 e R NLMEMTHE TR ) L IR B fE
0% i 5y » RIVAT LT e 46 35 a5 BT L35 09 19 5 Bcehih 220

JH 5 AH R R DU 0 2 M e K OR 3R OR.

(2) N 3 5 HIGH , J R P81 2538 O 2 0 T 15 1Y
LA EARSE T 0 DB e 45 15 i Z T 25000 5 R ) (e ==
e’ Na)=>a IRy IF B A 28 1k . T T AR SC I 43 H7.

X IEFMAR S B AL — A AT BR AR X T BR 4
1 UGE AT RUAI i) oAt 45 U A 30 19 25 SR IR
KL S BRI R R 45 RIB IR A FL L B 45y
SRR I RO A A A U GRS R
A8 Al 5 A YR AT R A8 A A [R). 25 108 B i Ik
261 AR ax+0 DAY R AR 1 UGE AU AR A
& d.BEJE A OGRS BB 02 o W s A AT
v =1 A iz 19 i AU A9 R0 (et
D)+ Cey+d) s i1 T Cax+b) LEAE H AT 3 A2 b A
A8, PR TE 1] 13 B8 vk Y R AR 18] 22 1) A 2 3 1 )
R R 7R B UCGE AT B R L WA
BT A A BOAS o b BT B A A R AU Y
LM A AR F R K PR IIE T I 4 1 R R
e HERF N ZME. 2RI 20 BT AT 1 & Hp R R 3R A
AR, ERIE (e==¢' Na)=a' IEH & &
k. P 14 7 A 3R AR AR R B 13 LA 450 19 X ¥k 4
RV OEE

73 —Ji A p= p—next X FE 4 EH KLY
TOLT S BREE 1 UGB AU AN o — R AU R R 45
IR P b BTG P W5 A ) B 25 0 L (H X
ANRET B O AR S8 M 45 1 . 3R W% 45 4
TR A ) S AT 5 RO S R SR R S
Hf & T 30 15 A A9 3 FIE o A4S 2 B0 R A9 1
UL TR A AR5 HEAR 2 A 75 BT AR BT 48 i
T L [ 1 5 AL R 4 S BOR T 3 (g AR
ST DU AE AR PR 2 SRS T AR A 2
R F R IF Ak kAR

(R URPO I R R S R e A R LT |2
AR R PR UCORE 2% 19 SR 1308 Oy NULL H
r AR ) AL AU R

p=nhead;

while( p—>r!=NULL){

p=p—>r; p—~>~1=NULL;

}
DA T FE Lk, A SRR — A g AR T 15
(D ZEFA D RIEARE L B 15(2) R 458 3 kAR
AR AR e ik 8 B 220k D i i &5 Al Y 3
e AR Y A, TR DA X1 4% 2 A R L A AR DU FE IR
0 5 2 R A A 08 5 BT R T S 2 ST 4
R R



124 i SRR TR P B Y HIE 2471

hea r LG
< } ; 1 TN [@D)
__

T rom

peli
l__ |
B 15 JF AR I bR I 4 0 Ao At i 5 1R 1) )

(3) 1 F 75 B 48 £ 1 S B0 R B B (2) 32 3]
(071 A A B o 7 0 B AR 25 TR A RE TR B A S 25 41
TR B A B 25 R UL 5 B P B R I — 8 FEHE 4
H18G =G VoV G L.

4.3 BIFRFEIEFRENER

it T A 28 U5 oA K, BT LM eR BT T IR 1B A Bl 4
W7 oA SIS TR IR T AR e DL B HR B =
L3R [T {EL R F8 £ 14 3% U1 BRI &5, R A i 87 326 1 R 530
IS NG e AR GRS Z NG

L AUH R EFRLIE 2 8 00h 15 BF B Y 3R [l {H
HRHETE AR 72 46 6F R K008 A s F AR ] S i T AR 29 3R
BRI 328 U1 P I B AT 25 T8 R 43 i i o IR . i 5 B
ZRR WE AR 4 B W B A TR R L0 1
PR BICIR [o] o5 AN BB A A S5 S48 B RIR [l 4R B2 Y
KFR L FTARE#N @ REUS TR B GRS SR 5 2
PR Sy & 1 45 T P R 0 RO AR L HL L ) 1 Y
SUTEBE S5 A8 v Y 7 B T B 2R, S L, BRI T TR
REE BB ok R LS. B 5L SR
i 1] [ — A1 8, I 0 SR 4 W R 830U TR AR AL

AT LR HE W06 B8 A8 T AR T S A: 325 4 3 87 o £k
JETEAR L TR 58 25 26 0k i 33 UE1 ok 85 A A Al 3 5
f 11 AT DA S T o 3 0 B AR A B R R T IR
(R, SR 5 FHAE 36 U B A% L AR At

Xof B4 3o VA BRI A R EOR T I 0 B )
T 8% A 38 VAL R P R n ke 0 o 8RR S B IR 1Y
HE W7 7 AR AR

(1) 38 3 A8 % 43 B - 0 2 R A IR rp R 3 05 Sty
AR R VA PIA T I A2 1) 1 R I . 3 BT U Y FRA T
%A% 0 TG 39 1 9 D ) 0 A0 R B R — NI A SR
AN G SCERAT (AR TE) 38 UH R FH 1) 4% 1R ) L B —
ANEA] L LA B2 TR AR B S BUAR O 8 L B E
AR 36 U5 0036 U1 Y AT 8 A2 4% — 45 T ) 9 40 2

(2) R BRI AR B Gy TS, 38 3 T AR BT 22
B RINAERN Gy s i FF{ Gy ) S (G b A 1=0.

(3) M4 TE AR & 32 8 5 gl A
(Gour 1 SrecA Gl b o Gy MIGAE R S, 1 BLAY
R RITE QNN IR 2 /N

O BB NG G =G

G EHG 1 =>G V- VG MG V-V G &K
JE AR IE s Wi =i+ 1,52 (3).

W 17 HHE BT 328 U R KA o BT S A% 1R S 40 BT e
HOAg AR 3 5 A 0T BT BR AR AN AR BE S 1A 13 )
ERAARTER KA AEARFERE OB G B
13 B e (D 2 (DD AT DL 3% — A

5 EREESMELHIELASH
FIETT &

TE R 7 56 UE A% J5L R v o 36 9IE 2% 1R 2R AR T 7 AR
P8 56 U 2% A 18— B R
(Gia ANQLV =V (G, ANQi.)=>
(Gon NQeo DV ==V (G N QL)
Horb Q URAT S Wi 5 195 B I H I 84 45 £ A
SEPEIRT S A RE S

SR E 2% 1R A IE B R TR R PR R A B P B R
HG A B E IR 8 5 B IR P 22 1) 25T e
W ARG AR I HE. HR.Q iR p—>d <<g—>nxt—
d XAERIWT S L T EAR SRR B FI By p—>d T g—
nxt—d J3 ] g RS 1Y A K.

TR AETEAR P o e 45749 A RT3 3 5] R
e Fla. X R BTE R B BSR4 M R BT
RIS, B 5A N MBI A G 1Y A E BB A
AR RGE R TIBE e Al a SR 7Y 7 B AR
I AR T R B e R a 2 PR E IR i
RO T T RO AR B B R (BD B K BUE
PR B = SO B g 52 1) 2 ik AN T 55 o 7
S o 2 A TP A 2 U R T Rl 5 ) R g
947 A7 TR 2% B A0 45 F Y a5 vy 3

ATV L A5 BEYE B P R IE B 7 5K
5.1 SZTHAELE LHXFEERAHIR

R SR TE S A B AR 3 A2 IR 5

(1) A R 2 e U 1R AR

PN T 96 UE TR TR R 20 B B BESE I R 51
TR AT WIS TRUTIR AL 75 TR AR B AT 5 A2 TR AR ] 3
18 b i TR



2472 it "

Hl

i 2016 4F

AL
-

(2) SIARA SR B

191 G % 2 PR B ARSI o B SRR T R S A
YA RS )BT A P AL X S M AR 45 ) U A
FE SC RIE PR E R I K E B VA AN Lo AR .

(3) 527 s BRI A G R M BT

R T H Y HE S B — A B A S S
SRR T 0 B 45 4 BT R E YL R EER B
SR R T A PR, OB T S 22 A £ R
7 3 IXRE B R A Y LA E W R B
ST )& T AR A5 AL

TE € SCE 3R BT LA ) Y J7 202 LA
oSBT BRI A A 2 50 13 9815 16, o5 —Fh
T3 SR SEE W R Z A AT IROC 2R AR i 2 T I
FH )R SO e Ak . 3 7 Ay XAl R 1 AR
FO A I T R 45V 5 28 B8 2548 1) 32t DA R e Y T

A SR AR G0 BB X TR OIR B R 4 R
AL I B A 3 R AR 455 e B A O =KL D
PRAE 2y 78 B0t 5 0 O 0 20 R 00 36 Tk 1 A A e B
HER T E LN
SortedList(Node” p) A

Jm: N. (p(—=nxt)”"==NULLA
Vi:l..m—1.p(—=nxt)''—>d<=p(—=nxt)'—d)

Horp Node 28 B /i typedef struct node{int d; struct
node” nxt}Node Z5H , HoH p(—=nxt) {0 F p—>nxt---
iAo nxt” FEZE P R ) 2 R
JC H AE U5 0] B8 AR 0 F Af B v 3K b L R T g AR
S T AR TE LI 2 SR AT LR .
52 HSHIEIES

A TR LAY I R AR G AL B e A 8
WA R IE A TE R 16, JLE BRI T -

—nxt, 3t

id € Identi fier (B )% H bR IRAT5)

in€ Sidenti fier(F2 7 WP 45 F RS T 1) 24 F48)
predicate definition

pd = predicate id(ppi .-, ppr) =a
predicate parameter

ppii=tid
parameter type

tii=int|tn*
property theorem

pt .= theorem a, =a; | theorem a; &a,
assertion(boolex p J&= A R Fe ik R, H= A= A wg 25)

a:i=boolexp|Yid:d.a|Jid:d.a|(a)
domain(intexp f&#E R ek 20, Hp= A Amg 20

dii=Z|NIN |intexp++intexp,
l-value

Lo = | lo(—id)™Mer

(Fifl Lo BRI exp H)—Fhik#H)

B 16 455 Wi iE S ARG %

(1) & 16 Hif— 78 73 2 H E I DL K % 261
1) 2Z A PR o BRI L S — BB A e W i iE . 1
i) o AT B A A R 2 s 2, PR T AT s B A
i
(2) By A B 16 /Y SCHE 2 5 /Y I8 5 b th B
728 B A A e R AR PR 2y 12 37
(3) T 1) 24 A% 6 1) 18 38 AR 2 B U e 1Y
A D[R] PR A% 1E s 46 S RL 2 SRR 0. TE S B
FEAE TR R 29 JF5 ST B8 5T 9 3t J7 . AT LA T4 B8
BN,
I T A B SRR A R R AT 4T R A
FEHL AP REER AN E LT
SortedList(Node* p)A
p==NULLYV p—>nxt==NULLYV
p—~>d<= p—>nxt—d N SortedList( p—nxt)
E—F A H L A BLLL p O 2R A U5 1R
72 MERIAA WS p!=NULL. SortedList f & M
R R KT7 A9, (H 2 70k Iy A B gk R,
il El 17 BBE A A R P A A PR CRF HOAS K
DT RS Hol Iy 7 1) & RSk e R L
I 5 T 3 3 B 1) v B L
SortedListSeg(Node” p,Node” g) &
p==qNq!=NULLV
p—>d<=p—>nxt—>d N\
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typedef struct node{struct node* nxt;int d;}Node; / * singly-linked list % /
/ % @assertion m= =length(head,nxt) A oldhead= =head A i:1..m—1. (head(—nxt)'~'—>d<=head(—>nxt)'—>d)
oldbead f 32 52 5 B 00 (6731 A28 25 Bt /
Node* insert(Node* head. int data) {
Node* ptr; Node* ptrl; Node* p;int j;
p=malloc(Node*) ; p—>d=data; p—>nxt=NULL3;
if(head= =NULL) { head= p;
Jelse if(p—>d<=head—>d) { p>nxt=head; head= p;
belse{
ptrl=head; ptr=head—>nxt; j=1;
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ptr==NULLAVi:1l..j—1. (head(—>nxt)! ! >d<=head(—>nxt)!—>d) A\ ptrl>d<p—>d \ j=>=1 )\ oldhead= = head * /
while((ptr | =NULL) &.&.(ptr—>d<<p—>d) ) { ptrl = ptr; ptr=ptr—nxt; j=;+1;}
p—nxt=ptrl—nxt; ptrl—>nxt=p;
}
return head;
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typedef struct node{struct node* 1;
struct node” r; int d; } Node;
/% @assertion sorted( p) Ay>data Agt(y, p)Az<"data Alt(z,p) */
Node* insert(Node* p,int data) {
if (p==NULL) {
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return p;
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Background

Logical inference is one approach of formal verification to
improve the dependability of software. It uses mathematical
methods to reason about software. Most logical inference
based researches such as Ynot design logic systems to reason
about programs and generate verification conditions (VCs),
then use certain theorem prover, e. g. Z3, to prove these
VCs. Although these tools have been developed in labs,
there are difficulties in automated theorem proving to support
verifying real-world software, including alias analysis, loop
invariant inference, expressivity of assertion languages.
design of domain-specific logics, etc.

To alleviate the burdens of automated theorem proving, we
consider lowering requirements on the capability of theorem
provers. We design mechanisms for programming languages
to raise the threshold of legal programs and reject some
programs containing errors logically. We also use program
analysis to collect information for verification.

Our current research concentrates on verifying pointer
programs manipulating mutable data structures in two
stages: shape analysis and program verification. First, we
propose shape graphs as assertions of pointer equality and
validity, and design a shape graph logic as an extension of
Hoare logic. The proposed logic includes inference rules for
in

statements manipulating pointers, which can be used

analyzing and verifying pointer programs. Second, we
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propose a shape system for PointerC language. It contains
shapes and their definitions, rules for shape inference and
shape checking. Third, we propose a method doing verifica-
tion using traditional Hoare logic directly by eliminating
aliasing with the aid of shape graphs. Finally, we implement
a prototype for automatically verifying pointer programs
manipulating data structures such as sorted circular doubly-
linked list, binary search trees, splay trees, treaps, AVL
trees and AA trees.

This paper is a complement to our paper A Shape Gra ph
Logic and a Shape System published in Journal of Com puter
Science and Technology, 28(6), 2013. We investigate the
theory of shape graphs and its decision method using
analogous methods to those in studying the theory of algebraic
specification. We then propose methods for inferring loop
invariant shape graphs, and the pre-/post-shape graphs of
recursive functions. We also propose a decision method for
the combination of the theory of shape graphs and integer
theory with respect to characteristics of VCs.
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