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A Comparable Code Obfuscation Framework Measuring Efficiency
Based on Abstract Interpretation

GAO Ying” CHEN Yi-Yun"?
D (Department o f Computer Science & Technology s University of Science & Technology of China, Hefei 230027)
2 (Laboratory of Computer Science, Institute of Software ., Chinese Academy of Sciences, Beijing 100080)

Abstract Code obfuscation, which is an effective program transformation, can obscure the pro-
gram understanding and thus protect the program from reverse engineering. There are a lot of ap-
plications about code obfuscation. This shows the efficiency of code obfuscation under some limit-
ed environments. So the proving of its efficiency is the prime problem of the research. But cur-
rent research takes no account of the semantic information. This paper constructs a semantics-
based comparable framework measuring obfuscation efficiency, which not only prove efficiency
under the limited environment of static analysis, but also can establish the formal foundation for
obfuscation efficiency comparison. The last part of the paper illustrates how the framework can

be applied to measure the efficiency of code obfuscation with an instantiation.
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AI[I]]‘U:{OQI')

Aln],=pG

AHEI(’Pu EZ]]P:A[[EI]]‘UUP(:A HEZ]]/)

B3 W ENE MR

JUASE B (Y ZEAS T8 SCREL:

act [L1: A—>Ls;]=A
var [L1:A—Ls;]=var [A]

lab [L1:A—Ly;]=1,
suc [L1:A—Ly;]=Ly

AR A FE AL e 51 L 50 18 SCAE A BR 22
FR IR S e SR AR B A T SR i SR T A b
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L
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B & S X T LR R AT 0. 3" = (&)
FRRKER O MBS e REl: SRR KERN
n RS .S ={U. . 2" R KERT 0 8yl
MEE:S =3 US"Rr-ARKERNES ;S =
So R KERNTLF BN ES. AIEEL o
> UZJFJWJZL’IJT%%mj‘jM #«52 ¢33 ¢"'-/\':F'
€33 ="US"RRBMEL. XN TFRF PEP
MRk S, i LR H 3 P> 3, 3 [P]=
{so=3 ) Uloss" los€ 3 Ns ¥ s}, if5 4l i X
AE Ry il G i R AE A B B v 1 SCY S 3L

NITETR SCRGE L g5 1L 1 E L

(D BRFICD M FVEVTFHHEE 0, o] JEHEE
p A EAERV BRG] & R

MFRFPEP.o|l,={e(y) |yEdom[p]NyE

~dom [T RINEE o WL E AL EER.

WHTEX T P AR P | 2 fE )y P e &
LEVERBRE. & L Hh

Xt FRFPEP,Pl,={yly€var[P]AyE V).

DB AT A=a Y ax ¥+ v a, FF
GIB=0by ¥ by v =+ ¥ b, 2 a1 =b) Na,=b, N (Vi€
(l,m) Vi€ (l.n).a, #0) . IBAFFH] A FlF 5

R e Al B.
4.2 ZOMLEREZE

BT 0BG S R 8 SO, TR T R IE 2k A T
iiE%E‘Ji?EFX%‘}?%dlE%”E%?ﬁiETM*EX%VTE’J

eI AL ] W B IE SO SC, ik B AT 2 4R
%ﬁﬂﬁ?ﬁ%ﬁiﬁﬁﬁﬁ‘ﬁ%%.

FE X R KA 0100 (T3V) =10, (0;V) o€ T}
a, (03 V) ={Aia, (0,3 V) } 50, (0,3 V) =pl|v,C). IR
WA T Hr R 32 GV B B 5.

?*Zﬂ‘]iﬁf%ﬂ’ﬂﬂ?m Wang™ [ & 55 1%, JEF

Bk R T W ok B T A R O I R S
FEIEEZ%J}&F%}L@%?%EPE’HZ L s 1 Cloak 2> By

Cloakware $ A& ; Wang™ [ 22 4> 1t HE 22
) Sandmark 35 H 5 Lit"' § £5 F 28 B398 51 19 2%
AL PR R B H P S 1B R R A .

JEAP A IR BRI Hoh — AN AR ER .
Collberg 7E3CHRL1 I 2 .

EX 11. ﬁﬂﬁ'ﬁ”‘ra VR FF i p BA TR
P g g 762K 230G R P R B0 HJ 7E S0 AT I
L3 i 1 »Lﬁﬂﬁi’%ﬁ’t%jﬂmﬁ%%. ek VoL
%fﬁ?ﬁi?iﬁ? wp S AR U R RS Ve
IR Al AR R RS DUME S 0 (2 B AT R
{E%E—KEE’J PR

A RSP A R i B e XA SR

11, Collbergt?
R

B BRI A Q= {l1— Ly 50,—L,}. 37X
BRI o PV TS S B 25 WSt X Hh A LS 00 2R
FNIRFRZ A LR A Bk A 2R 28 L (1<<i<<n).
Xif o ) 3 P T Ry S BB A WL X 1 43 SRR
BT LAE XN AL Ay —> Ly o050, : A, —> L, ).

S A 3 RELARLZ L 0 T 5 A I 4 o A o ok AR
HEAS H F IS B AT 2% A — 3, BRI 15 4 52 ok AE A8
o Hi )G A AEAR R B i S 1 4 25 T PR
PSR R 300 e 2R T Y A I AT RS R AR A5 Ik
X 0= sl L b AT R R RS 1)
FEm o L W RS SRS Q0 A TR S i
switch 17 g phi 7 S M E R SLEF. swVar & H
PRI AR S swo Viar (AR 3 38 R IR Y. X B
REEE ) VR, T2 ] DL 3 switeh 19 5 1
& {switch: swVar=Vh — [ ;-
Vi1, ) switch %5 gt T 03 S s B VE T A
T 73 SR Qaia, = {swVar =V — 15+
swVar=V'—1,}. B & R 2 m A a4k
Xf 4 AR i s Var WA SERE DR IIE 70 SR B A S
Q HH [ 9 e 35

L Ly s

s switch : swVar=

/W)\L s b
—37838

rii@e@*@*%e

phi
Ca) RS DK 2% iy 9 28 3] 0 121 (b)) B 4 il o Pl
B4 PRk AR iR J K
K5 25t Rk e k. Ho w: L— L

e AR AU I Y 5 SIS R A S X Q=

Loy L,y R TR T 5 k. FRATT 45 1 T F

SR AT 8 R B2 0 B 4 M R A o P i A i, X S

Wang * i FE V-3 0 AN ] L (EL2 ) B 36k sl 2 — Fib
P 0 R 3 R T 9D A D 1 DR IR i AR AR O
N R W SRR i B .

Ly

Input: 27 P(prspzsespa).
(Cowiteh ¥ Pi ¥ Cpni) 5
FLP = { . o
(Cwiteh ¥ i ¥ Coti ¥ Caip) || FL(P—p;),
o,

(D) Cawiteh = Uswiteh : {swVar=V'y -1 Nl=lab [p:]

(2) Cpni = CGuc(p) : {swVar :=V!} —=1}) N (I=next(p;))
(3) Cakip = Lphi : ki p = Lewiteh 5
(4) FLCP—p;) =P(p1 ;3
(5) next(C) =xq(lab [C])

=1
Vi>1

Pi—13piv15Da)

K5 TR R R
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4.3 EIEHIER

HR A FRATHE H 1) AR 2 B 0Pk LU B HE 42, S 441
AP 58025 9 3 A e 5 B O 1 R A 1 o B ORI
AR 2K 2 TE A P A AT UL ST SCAE M PR s 3 D R 1
AR 2 2R A5 1) AR A R A5 v L PR T R
FATIX HL 45 o T = i w2 HL AR ] o R
X FEAS G T AT B A T AR 2 L A HE R ) 2o 7
TEA A UE B 3k R A DA A B F AT I 3 Chittp: //ssg.
ustesz. edu. en/publication/jsj06_proof. doc)

1 EOFEE AW E EMN . S
fEEP(pis pos s p) € PSR O[Psvar [P]]=
O[FL(P)svar [P1]. BIF L FL & RO WL TE X
M E.

PR 2 A O LG BOHE R 1 S22 H A% st A2 Tk ]
PR A AL PR TR R WY P R Y
AR BT A AR R A AR R A RO i
2 ] DAE B R P B3 125 A Ak S B

B 2. JEFREASE MR e€uco(Z7),
R T R o(P)Ce(FL(P)). Bl FL(P) &% %t
B B R AR A A .

XAE BT FRATHE A AR o 2 Sk b A
2RSS I TR e SR WA RO R L SE R T R
AR Sk S e

7 S R O T A A AR R 2R A R AE 4
AR50 T 3 B S 49 1 R Xk B B L LU BRI A
AN IR oA A5 R W2, 24K, o m] DA T
A RPE PUAHE SRR B O AN (] 118 B30 105 R A7 28 0L b 52 451
A o DATIT ™A% L L0 A 03k 22 T] 1 A7 R 1

5 HXIELR

H AT e = M TE 208 SO £ R R A7 AR A ok 2K
A SO E B A 9, — S8 H B A B I A R F O A
$5 : Wang Al Ogiso >k i )z ok B0 L W3 A B 4R &
e UE B AR 2K 28 A 50k T g A R S )
B 28 25 2 e (%) 5 il 3k 1) A AT DL 9 Ak il e Pk A 5
RHLLBTM) n] #2232 [a] 8, i LBTM 0] $ 37 [n] 8 2
PSPACE-complete [, M i #f 3 H i Fi] ¢ 45 43 #7
AR AR P (1 Bt 23 B St PSPACE-complete [1.
Barak"™ f5 F W\ 25 15 43 # 14 52 2% M £A 1 ok 43 #r AR 1
KB A M L HE S T AR ok B A A T AE 2 K
HEZR A AZ 00 43 2 < SR LR & )@ 1k TE 1k T 4R
ik 2 B3R, Lynn' ™ 4] T Barak (19456, iE B
THR B ERICE Z 2RI BN E 4. X

SEIE AR AN S i T SO A, HUR A Ak i ik 45
S 3 5 43 AT B 1 R 43 A I TR b A S e 2SRy
T B B 1Y) 2R AR A RO E I S A FUE A3 A Sk
FR VL 43 A BF ] 55 T A8 9% i 45 L G 2 D 4 BT
S ST AN R I KA T 8
A SCEENT T UE AR o A O R BB HE S
H 9 A A o =2 R v Y AR it 5 0 5 e e )
V-5 o H i B A S0P I B AR T A R0 B Y e X
KA R R F ST Dalla ™ i TAE 5 R ATHY
TAE . W2 A —F R TR) « & 5, Dalla 119
AR AR X 0 7 SCHE N TR A R L H
(S8 1 T A AP B L AR SO T T R ARG
R RV Y BB HE R A RO B R A R
O BHE B2 e i — 3 40 75 B3 AT DATE N7 1 S
23 () b e PR ) 9 AT 8501 JBE 6 5 LUK, Dalla fif H i
Ao TR Al B ok K o — A R R
SRR TR B B9 T0 R S K 1 T, S 4 FR 2k 2T
XA 3 BT S AR AR AR SR A R A
A 2 HX AN 8BS AR 5 e Ja A AovE B
RYEHEE 7 H . Dalla §7 )& T Collberg # H i) ¥F 1 2k
AR potency PE 5T, 5 Y 7 T 22 48 Bif 5 o3 Br &5
R AN SE R A RO BE L 3XSE B g2 DA O AR R
SO T DA F il G S8R R Sk AT AR i R 2K
RN 58 S, PR AE RE (3G 0 B R I g Uk A T
T Fr A2 AL o ol 2 5 B B BRI T RS B2 L Dalla 194
B TG 1 ) 1 R Y A o 2 T ST R IR A B AIR TR B
OB R ORI IXORE YA RO B R R AN UE .
WA V2 A SO R AT 5E Collberg ™ i A #4
A TR v 0 A o B A SR 2 M R A O
T AN PR SOA R R T BE L AR v s B R H0
FAECE AR T v il e ik SCE5 ) 0 B PEAE O
I X B KT O AR 1 R SOR s Y TR AR
B T A P A o A Ik R R & R R AR R
TR 1] 58, A 0 2 3 ok e ) R 1 2 o B AL fnih
1R S8 PR 1 el S

6 ZERIF

A S FH A G Ak AR D G — I HEZROR 37 ik 2
SR AR A it % o DT SCHY #f B A S 1 AT ik
BA N CBAHEZR. VP2 BT C E IR T AU 2 2%
VD %2 4205 1 (0 Jm BRPE T AR SCRYS AR 45 1 B
A 45 5 9 IE T R GE B0 858 T B A o =22 4 g 4 1
T A i AT ie.
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many researches have shown the limitation of code obfusca-
tion as a security method, which puts the application of code
obfuscation into doubt. Therefore, how to measure and
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lem. The contribution of this paper is to present a new for-
mal framework for proving the efficiency of code obfuscation
algorithm. Based on abstract interpretation framework, the
authors construct the comparable code obfuscation f{rame-
work, which can formally prove its efficiency under the limit-

ed environment of static analysis and compare the efficiency

among code obfuscation algorithms.



