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Abstract: To olve XM L managerial security problem, an XML A ccessControl System w ith OptionalDTD (OD-XACS) ispro-
posed and its security is analyzed OD-XA CS supports complex XPathwith {//, *, [ 1} in access control rules W ithDTD,
access control rules are validated acocording to X Path satisfiability. M oreover, XPath redundancy in access control rules ispar-
tially elminated by N FA materialization Experimental results show that validation and redundancy elim ination of rulescan re-
lieve the burden on XM L query engine
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:s0 , stack )
:do , dstack )

N FA
DFA- p

star tD TDD ocument ()

(1) Push({s0}, stack);

(2) ds0= nevD State({s0});

(3) Push(ds0, dstack);

star tElementD ecl (a)

(1) new sset= trans(stack, a);

(2) Push(new sset, stack);

(3) new rsset= geiN FA ResultStates(nawv sset);
(4) nds= nevD State(new rsset);

(5) Push(nds, dstack);

(6) for each s in new sset

(7) foreach < p, pred> inLP(s)

(8) evaluatePred (pred, p);

(9) foreachp inLR(s)

(10)
endElementD ecl (a)

(1) sset= Pp (stack);

(2) ds= Pop (dstack);

(3) if (ds! = null)

(4) prevds= P (dstack);

(5) if (prevds= = null)

(6) prevds= nevD State();

(7)  add an edge from prevds to ds labeled a;
(8) Push(prevds, dstack);

(9) copySatis iedL B (ds, sset);

(10) for each s in dstack

setRes(p);

(11) foreach p iNLR(s)
(12) if (getRes(p) and all predicates of p satisfied)
(13) setSatid ied (s);

(14) for each s in sset

(15)  for each pred inLB (s)

(16) resetP red (pred);

endD TDD ocument ()

(1) deleteU nsatis iedD States();

(2) foreach predicate pred in rule X Path set
(3) deletelnvalidP redL ogicExp (pred);
(4) stop orwait another DTD document;
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star tXPath ()
(1) Push({s0}, xstack);
(2) QCa. clear();

star tNodeTest (n)

(1) sset= xtrans(xstack, n);

(2) for each pginLR’ (n)

(38) foreach prinLR (each s in sset)
(4) pa= nevL ocationStepL ist(s);
(5 palist= eliminateP redConf lict(pa);
(6) QCha. add (palist);
endNodeTest (n)

(1) sset= Pop (xstack);

endXPath ()

(1) stop orwait another tree pattern;
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