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Abstract Interpretation

» Abstract Interpretation: a solid mathematical foundation
for reasoning about static program analyses

- Is the analysis sound?
(Does it safely approximate the actual program behavior?)

- Is it as precise as possible for the currently used analysis lattice?
If not, where can precision losses arise?
Which precision losses can be avoided (without sacrificing

soundness)?

=>» Require: a precise definition of the semantics of the PL
and precise definitions of the analysis abstractions in terms
of the semantics
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Program Semantics as Constraint Systems

« Concrete state: program variables to integers

ConcreteStates = Vars — Z
 Constraint variable for each CFG node v
{lv} € ConcreteStates

- Denote the state at the program point immediately after v

entry

var Xx; I
X =0; i
var X
while (input) { I
X =X + 2; —
} ;f”_____mﬂwi“-——______ -0
f input
/ tmcfﬂ!xrr
RE IR — o\
X f2: IF 185 \ [E=s+2] \
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The Semantics of Expressions

 Concrete execution = Abstract execution
ceval: ConcreteStates x E.l'lt? — '@

- A concrete state p results in a set of possible integer

values

ceval(p, X) = {p(X)}

ceval(p,I) = {I}

ceval(p, input) = 7Z

ceval(p, By op Es) = {vy op va | v1 € ceval(p, E1) N wva € ceval(p, E)}

 Overload ceval to work on sets of concrete states

ceval( R, E) = U ceval(p, E)

peER



sSuccessors and Joins

 Possible successors of a CFG node relative to a
concrete state

=» work on a set of concrete states
csuce: ConcreteStates x Nodes — 'P( N nn'.r%,f-.')

csuce( R, v) U csuce(p,v)
pER

CJOIN (v) =

{p € ConcreteStates | 3w € Nodes: p € {{w]} A v € csuce(p,w)}



Semantics of Statements

A flow-insensitive analysis that tracks function
values:

I X=E} = {p}fl—} z] ‘p-‘: CJOIN(v) A z € ce-Lrﬂ.I[p,E}}

lvar X, ..., X} =
{p[}fl 21, .., X — 25] | pe CIOIN(viNzyeZN---Nzp €L

entryly = 10}

v} = CJOIN (v)



The Resulting Constraint System

* A program with n CFG nodes, v4, -+, v,
ol = cfo, (Lvalrs - oo s Lonlh)

{[’bz]} — 'ﬁfu({[?- 1l flonlt)
{[Un]} = cfo, ({lvdl}, .- -, Alva]h)

« Combine n functions into one
cf : (P(ConcreteStates )) — (P( C’o-mr'r'(‘).t(%St(z.t(e.s'))"
CF(Bsaands = ((,f.,,1 (100580 e i (B0 ,:1‘:,,_,))

r = cf ()



Example

var X;
X =0;

while (input) {

X =X + 2;

/

the least solution

}

solution 1 solution 2
Tentry] m i)
{{var xJ {[x— 2] | z € Z} {[x—=2z2]|2eZ}
ix = 8 - x= 0] 1x = 0]}
{{input]} {[x—2]2€{0,2,4,...}} | {[x— 2] | 2 € £}
{x=x+2} | {[x—2]|2€{2,4,...}} |{[x—=2]|2z€Z]
{lexit]} {[x—2]|2€{0,2,4,...}} | {[x— 2] | 2 € &}



A Fixed Point Theorem
for Continuous Functions

* f:L; = L, Is continuous If
fllA)=U.eafla) foreveryAcCL

 If f Is continuous

fiz(f) = Uio f*(L)

(even when L has infinite height!)

* ¢f IS continuous
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Semantics vs. Analysis

87} = {[a— 42,b— 87,c > 2] | z € Z}
a - b} ={[la— 42,b— 87,c+— —45|}

=la+,b—>+,c— T]
b]=[a—+b—+c— T]
a— +,b— +,cr— T]

|| & O
~N
j | —

var a,b,c:
= 42:

b = 87;

if (input) {
c=a+ b:

} else {
c=a - b;

}

mzt[}—{[aH 42,b — 87,c > 129],[a — 42,b — 87,c — —45]}
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Abstract Functions for Sign Analysis

 Abstract functions

ay: P(Z) — Sign
ap: P(ConcreteStates) — States ConcreteStates — Vars — 7,
Qe (?(Cﬂ?w?‘eteb'mtes))” — States" State = Vars — Sign

1 it D is empty

+ it D is nonempty and contains only positive integers
aa(D) = ¢ - if D is nonempty and contains only negative integers
® if D is nonempty and contains only the integer 0

h_I_ otherwise
for any D € 2°

op(R) = 0 where o(X) = a,({p(X) | p € R})
for any R C ConcreteStates and X € Vars

ae( Ry, ..., R,) = (ow(Ry), ..., ay(Ry,))
for any RL., .. R, C ConcreteStates
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Concretization Functions for Sign Analysis

 Concretization functions

Ya: Sign — P(Z)
T : States — P(ConcreteStates)
Ye: States™ — (P(ConcreteStates))”

0 ifs =1
{1,2,3,...} if s =+
Ya(s) =< {-1,-2,-3,...} ifs=-
{0} ifs=0
Z ifs=T

for any s € Sign

Tlo) = {p € ConcreteStates | p(X) € va(o(X)) for all X € Vars}
for any o € States



e Galois

Galois Connections

Theory P EEE

ST OAIERS Z ROELER

The pair of monotone functions, o and v, is called a Galois connection it

v o « is extensive r E y(a(z))forallz e L,

«v o 7y is reductive a(y(y)) Cyforally € Ly

(P(ConcreteStates))” States™ (P(ConcreteStates))” States™

all three pairs of abstraction and concretization
functions (o, 7a), (Op, ), and (g, ) from the
sign analysis example are Galois connections 1
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Galois Connections

* The concretization function uniquely determines
the abstraction function

Y(y) = ] x

relq where a(xz) y

o@= 1

ye La where xL~(y)
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Galois Connections

* For each of these two lattices, given the “obvious”
concretization function, iIs there an abstraction function
such that the concretization function and the abstraction

function form a Galois connection?

bigint
! |
7N int
0- 0+ / \
N 1 4 byte char
N/
bool
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Optimal Approximations

af is an optimal approximation of ¢f if

af = aocfon

(P(ConcreteStates))” States™
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Optimal Approximations in Sign Analysis?
* 15 optimal:

""l;.':sz — ‘-"a(ﬂ."a(sl) ; ":a(h‘z))

ppal is not optimal:
olx)=1

eval (o, x-X) =T

O, ((:eml(')-'b (). x—x)) =0

Even if we could make #ra! optimal, the analysis result is not always optimal:
X = 1lnput,;

y = X;
Z =X - Y;
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Conclusions

We need
- Static analysis (the analysis lattices and constraint rules)
- Language semantics (suitable collecting semantics)

- Abstract/concretization functions that specify the meaning of
the elements in the analysis lattice in terms of the semantic
lattice

... and then

- If each constituent of the analysis is a sound abstraction of its
semantic counterpart, then the analysis is sound

- If an abstraction is optimal, then it is as precise as possible,
relative to the choice of analysis lattice

- If the analysis is sound and complete, then the analysis result is
as precise as possible, relative to the choice of analysis lattice



