e s » ]
YA\ G

wsa./_}.“ . ‘
"‘;”r \M\re

Wep amd TE°

University of Science and Technology of China

Abstract Interpretation

Most content comes from http://cs.au.dk/~amoeller/spa/

KE

yuzhang@ustc.edu.cn

P EASFRK LS
T HEIAF EERFIE



http://cs.au.dk/~amoeller/spa/

\

& 24

(©))) Abstract Interpretation FEBZLLE G

University of Science and Technology of China

.
o % %
Tence

N
'
and Te°

Abstract Interpretation: a solid mathematical foundation for reasoning
about static program analyses

B |s the analysis sound?
(Does it safely approximate the actual program behavior?)

M |s it as precise as possible for the currently used analysis lattice?
If not, where can precision losses arise?

Which precision losses can be avoided (without sacrificing soundness)?

=»Require: a precise definition of the semantics of the PL

and precise definitions of the analysis abstractions in terms of the
semantics
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Concrete state: program variables to integers
ConcreteStates = Vars — Z

Constraint variable for each CFG node v
B {[v]} C ConcreteStates reachable states collecting semantics

B Denote the state at the program point immediately after v

entry

var X; I
X =0;
. ] Var X
while (input) { I
X=X + 2; x = 0
¥ - —HJ\
input -
RS T — ;me*idh,e xz=0
X T \ [x==+2] \
h_. exit |

Abstract Interpretation



The Semantics of Expressions FUBZLLL S

.
o o
e \‘\o\o
S oS
“Nce and TeC

Concrete execution = Abstract execution

ceval: ConcreteStates X Exp _:’

B Evaluate E relative to a concrete state p, and result in a set of possible integer values
ceval(p, X) = {p(X)}
ceval(p, 1) = {1}
ceval(p,input) = Z
ceval(p, Eyop Eo) = {vy op va | v1 € ceval(p, Ey) A vy € ceval(p, Es)}

Overload ceval to work on sets of concrete states
ceval : P(ConcreteStates) x Exp — P(Z)

ceval( R, E) = U ceval(p, E)

pER
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Possible successors of a CFG node relative to a concrete state
= work on a set of concrete states

csuce: P(ConcreteStates) x Nodes — P(Nodes)

ESU-ECI:R, "L’} — U ES'EEEEF-_ L.'j

peH

CJOIN (v) =

{p € ConcreteStates | 3w € Nodes: p € {w]} A v € esuce(p,w)]

Abstract Interpretation 6
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A flow-insensitive semantics analysis that tracks function values:

Assignment
[X=E}} = {p[X = 2] | p€ CJOIN(v) A z € ceval(p,E)}

Variable declaration

lvar Xy, ..., Xy} =
{pXi— 21,..., X =2, | pe CIOIN(V) A2y €LA---N2p €L

Initial state {lentry]} = {[]}

Others v} = CJOIN (v)

Abstract Interpretation 7
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A program with n CFG nodes, vy, -+, vy,

Wwili = cfo, (Lnfts oo Qvnly)
{[’v } = cfu({al .. fonl)

{[vn]} = cfo, ({val}; - {vn]})

Combine n functions into one

cf : (P(ConcreteStates))” — (P(ConcreteStates))"
& (B = 18, (B ool . (B 0i8h))

T = Ef[:-T-} the semantics of P
{[PH’ _ lfp(Cf) Ifp:least fixed point

Abstract Interpretation
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var X;

Xx =0;

while (input) {
X = X + 2;

}
solution 1 solution 2
{lentryl} {1} {1}
{{var x[} {x— 2] |2 € Z} {x— 2] |2 €Z}
{x = 6} {[x — 0]} - {lx—= 0]
}_input} {[x—2z]|2€{0,2,4,...}} X 2] | 2 € L}
{

1
x = x + 2} | {[x—=2]]2e{2,4,...}} |{x—2][2el}
exit]} {x—2]]2€{0,2,4,...}} | {

X+ 2| | 2 € L}

the least solution
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f:L, = L, is continuous if
fldA4)=U,c4 fla) for every AC L

If f Is continuous

fix(f) = Uifi{}fiU—}

(even when L has infinite height!)

cf Is continuous

Abstract Interpretation 10
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var a,b,c:
a = 42:

b = 8§7;

if (input) {

. C = a + h,
the semantics of P } else {

c =a - b;
{b = 87} ={[a— 42,b— 87,c > 2] | z € Z} }
fc =a - b}={lar 42,b— 87,c— —45|}
flexit] = {[a > 42,b > 87, ¢ > 129].[a > 42,b > 87, ¢ +> —45])

the analysis result of P
b=87]=[am+,b—+,c— T]

c=a-bl=a—+b—+c— T]
lexit) = [a— +,b— +,c+— T]

Abstract Interpretation 11
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Abstract functions

ay: P(Z) — Sign Sets of Concrete value - sets of abstract value
ap: P(ConcreteStates) — States ConcreteStates = Vars — 7
ac: (P(ConcreteStates))” — States™ State = Vars — Sign

n-tuple of sets of concrete states > those of abstract states
1 if D is empty

+ if D is nonempty and contains only positive integers

(D) = ¢ - if D is nonempty and contains only negative integers

0 if D is nonempty and contains only the integer 0

T otherwise

forany D€P(Z) 4 (R) = o where o(X) = aa({p(X) | p € R})
for any R C ConcreteStates and X € Vars

ac(Hy, ..., R,) = (ap(Rq),...,00(R,))
torany Ry, ..., R, C ConcreteStates

Abstract Interpretation 13
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Concretization functions
Ya: Sign — P(Z)
M : States — P(ConcreteStates)
Ye: States™ — (P(ConcreteStates))

i

T

) ifs=_1
{1,2,3,...} if s =+
Ya(s) =< {—1,-2,-3,...} ifs=-
10} ifs=20
L ifs=T

for any s € Sign

Y(o) = {p € ConcreteStates | p(X) € 1a(o(X)) for all X € Vars}
for any o € States

ﬂ_l"'c{‘jj_:. R :"::r?'!-:] — {’}'b(‘jl:]-. e A.f'b{ﬂ_n})
forany (oy,...,0,) € States™
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Galois Theory f1Z RIEit
B IS ANIER: ARMZE (Galois #)

The pair of monotone functions, o and v, is called a Galois connection if

v o« is extensive T E7(a(z))forallz € L,

o o v is reductive a(y(y)) Eyforally € Ly

(P(ConcreteStates))” States™ (P(ConcreteStates))” States™

all three pairs of abstraction and concretization
functions (ava, va), (On, ), and (o, 7.) from the

sign analysis example are Galois connections 1
Abstract Interpretation 15
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The concretization function uniquely determines the abstraction
function and vice versa.:

(y) = i z

relq where a(x)y

a(z) = B y

y€ La whete x[~(y)
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[1 For this lattice, given the “obvious” concretization function, is there an
abstraction function such that the concretization function and the abstraction
function form a Galois connection? [Not exist]

T How should we define a,({0})?
Exercise 11.22
/N
- 0+
NS
1
the concretization function
(@ ifs=_1
() — ¢ {0,1,2,3,...} if s = @+
0, -1,-2,-3,...} ifs=0-
i ifts=T

%
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Assume «a,({0})) =0_ and «,({0,1}) =0,

X = input > 3; Flow-insensitive sign analysis
1t (!'x) |

x — 0,
output Xx;

x — 0,

Flow-sensitive sign analysis
X = 1nput > 3;
1f (!'x) | |
output x; assert(1x): [u] = {U[I{ — aa({0})] if0 e ,-;a (o(x))

1 otherwise

x - 0,

J x — 0_
where o = JOIN (v)

Abstract Interpretation 18
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For ordinary Sign lattice

B: Z — Sign
Representation Function
+ ifd >0
B(d) =< - ifd<0
0 ifd=0

Abstraction Function

=| [{B(d) | d € D}
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al is an optimal approximation of cf if

af = oo cf on

(P(ConcreteStates))” States™
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* 1S optimal:

.‘51:':;.5'2 — (.l‘d(':f'a(b'l) ' ",J(S_g))

pval is not optimal:
olx)=1
eval(o,x-x) =T

oy, (ceval(yy (o), x-x)) = @

Even if we could make £/ optimal, the analysis result is not always optimal:
X input;
y = X,
zZ=X-Y;
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We need
B Static analysis (the analysis lattices and constraint rules)
B Language semantics (suitable collecting semantics)
B Abstract/concretization functions that specify the meaning of the elements in the
analysis lattice in terms of the semantic lattice
. and then

B If each constituent of the analysis is a sound abstraction of its semantic counterpairt,
then the analysis is sound

B |f an abstraction is optimal, then it is as precise as possible, relative to the choice of
analysis lattice

B |f the analysis is sound and complete, then the analysis result is as precise as
possible, relative to the choice of analysis lattice
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