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Dawson Engler: coverity [CACMZ2010]
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B REH, BXTHLERBEANEHISHERITAN

B FAGHNH AL 2L ERMR(false positives).
FREWEX, HiREHE

[CACM2010] A few billion lines of code later: using static analysis to find bugs in the real world

, Communication of the ACM, 53(2‘Z 66- 2? r“201+0 b)) FEM
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https://dl.acm.org/author_page.cfm?id=81100222430&coll=DL&dl=ACM&trk=0
https://dl.acm.org/author_page.cfm?id=81100222430&coll=DL&dl=ACM&trk=0
https://scan.coverity.com/
https://dl.acm.org/citation.cfm?id=1646353.1646374
https://dl.acm.org/citation.cfm?id=1646353.1646374
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[ B4 2015] B2 i A i 5o, 38(4):717-732, 2015.
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http://cjc.ict.ac.cn/online/cre/lzj-2015313123145.pdf
http://cjc.ict.ac.cn/online/cre/lzj-2015313123145.pdf
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1. inta=a,b= B, C=YV,; )(:0, YTO, z=0
2. /I symbolic a
3. intx=0,y=0,z=0; / \
4. if (a) { KD B<5
5. X=-2; | 7 \f
6. }
' 5 _I[]ﬁY '/
7. if (0 <5){ B3,
8. if(la&&c){y=1} ey t1/ \¢ (B9
9. z =2 y: =
10.} ‘l/ ar(B=5) | |
11. assert(x+y+z!=3) 5 ‘/
AA(B<S
(B<5) A (B<)nmy
—AaA(B<D)AY

g path condition
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ALK, FFHTTRAEEE ZWLFMTZNE
FEITHA R
B FHa9 T4E: James C. King. Symbolic execution and
program testing. CACM, 19(7):385-394, 1976. (& 51)
B A 1980°s HEAMLEAADLR
B 5T AMAD: KETROWTREEZ, FE2LKE
BRI LR ZETIHN, BEFREFAHFZL
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https://dl.acm.org/citation.cfm?id=360252
https://dl.acm.org/citation.cfm?id=360252
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HEN: RE®R. RERTE
HIEEBABISMT/SATK iR

B SMT= Satisfiability Modulo Theories =SAT++

B OPREBEIEF SR AERE. ARTTEL
B RKMEE: Z3A(LEARILLVMY), STP. Yices¥
L 10ERMBRT|MIL L

B KLEE (0sDI2008, C. Cadar, D.Engler%, fl FLLVM)

B [CACMZ013] Symbolic execution for software testing(30y+)

B [CSURZ2018] A Survey of Symbolic Execution Techniques
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https://github.com/Z3Prover/z3
https://stp.github.io/
http://yices.csl.sri.com/
https://hci.stanford.edu/cstr/reports/2008-03.pdf
https://www.doc.ic.ac.uk/~cristic/
https://www.doc.ic.ac.uk/~cristic/
https://web.stanford.edu/~engler/
https://dl.acm.org/citation.cfm?id=2408795
https://dl.acm.org/citation.cfm?id=3182657
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a:=n|X|-al|a0+a1]|a0-a1|alOxal1|al/a1
b:=bv|-b|b0OAb1|bOvb1|al=a1|al<al |a0>a1
c ::=skip | input(s) | X:=a | if bthen c else c
| cO; c1 | while bdoc|assertb

B nREK, XEXTE, bvAAFR{E

B cAW4A, afeby Al R EAfoA RA XXX

B Sym-whiled§OCaml5E #: https:/github.com/Isweet/sym-while
O syswhile.ml & S&#EFF, Blmain, BAPITERMSHAT
O lexer.mIGEERIR). parser.mly(EBEHR). ast.mI(AST)
O concrete.ml: f#BEHAT, MRERTEF|EHRIMES, Imp.runs

O symbol.ml, symbolic.ml: fF5#4T, RSN B ERFHF5FRER
N ER AR 2 B BR 5
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https://ocaml.org/
https://github.com/Isweet/sym-while
https://github.com/Isweet/sym-while
https://github.com/Isweet/sym-while
https://github.com/Isweet/sym-while
https://github.com/Isweet/sym-while
https://github.com/Isweet/sym-while/blob/master/src/symwhile.ml
https://github.com/Isweet/sym-while/blob/master/src/lexer.mll
https://github.com/Isweet/sym-while/blob/master/src/parser.mly
https://github.com/Isweet/sym-while/blob/master/src/ast.ml
https://github.com/Isweet/sym-while/blob/master/src/concrete.ml
https://github.com/Isweet/sym-while/blob/master/src/concrete.ml
https://github.com/Isweet/sym-while/blob/master/src/concrete.ml
https://github.com/Isweet/sym-while/blob/master/src/concrete.ml
https://github.com/Isweet/sym-while/blob/master/src/symbol.ml
https://github.com/Isweet/sym-while/blob/master/src/symbolic.ml
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ASRIEATEEILEE atm

ype arith = type boolean =
AEVar of string | BETrue
BEFalse

AEMum of int
BEENot of boolean

BEEAnd of boolean * boolean

|
AENegate of arith :
| BEOr of boolean * boolean
|
|
|

AEPlus of arith * arith

AEMinus of arith * arith

BELT of arith * arith
BEGT of arith * arith
BEEg of arith * arith

AEMult of arith * arith

AEDiv of arith * arith
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https://github.com/Isweet/sym-while/blob/master/src/ast.ml
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Eﬂ-qkn..\ . i‘% é'] %ﬁ concrete.ml

type conc_state = int S5tringMap.t

FoRAS: T2IH 542 Xfeskd L4 symbolic.ml
type sym state = (Symbol.int t StringMap.t) * Symbol.t

B Symbol.t:F RBFFREAXRXA

B Symbolint_t: A FF XX XA
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https://github.com/Isweet/sym-while/blob/master/src/concrete.ml
https://github.com/Isweet/sym-while/blob/master/src/symbolic.ml
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et rec eval (s : stmt) (s st : sym state) : answer =
let {env, pc) = s st in
| SIf (b, s1, s2) ->
let| =t_of _boolean b envin (* branch cond *)
let cond_true = LAnd (I, pc) in (* ... and path cond *)
let cond_false = LAnd ((LNot I), pc) in
let sat_true = check (z3_of _t cond_true) in
let sat_false = check (z3_of_t cond_false) in
(match sat_true with (* might do both branches *)
| Some _ -> ...(eval s1 (env, cond_true))
| None -> ...);

(match sat_false with
| Some _ ->...(eval s2 (env, cond_false))
| None -> ...);

KE: (BFRIHESER) ST 10
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B RS pe=0, 254 Htrue, KEHempty
st& A5 5 KA

—BRATH X, MAFHANH XA A KA (DepthFS)
HATREE, BESZAFTRE

ER 12 1R YE (path explosion)

B 5%, AR

1R R R

B XAKHZ: DFS (BRHAEX IS stuck) « BFS
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B RAREE: RTRAB S RN, AL 2N KESH
B A2 5 AT H R ADAG
O Zis: BRFERES; U: REZRPTEE
O E#ER
B AP (randomness)
O FELHLIE T — 242 (Random path)
O WREFHEIEIGEH, NEVHEREHER

O SFZAMERNENHIREN, FEPlE—%
fhr: AT EIME reproducibility
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B 298 Ry P AT AT R85

F ik &S T RIRR, HMERIKEYIEA

TiZA: BRFAETESFPEAI LGS

R Z A AEHeRE SR RiEa 69 TRk

KLEE: M 2+B£75] 5

SRIEE: BFS+BES|S

B FOK: Mmt—F%BE, BITHER

B FIK: NORFKFHREZ, tHBEEN—AN2IEH
FEFHHRZNE, BN EZNRRKBRFILEREREZ
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https://hci.stanford.edu/cstr/reports/2008-03.pdf
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&) sMTsRfEERHYIERE

SATRIRBERSMTRBZAI#Z%0

B SMT(T#HRHERER): BLRRABXNFXEL
B SAT: Z2MAABCNFEX A REX

B Ll FIAESMTE#E T IALREISATE#

B %L SMTASRXHKIALEXEN

) 8y F X x+0=x
B A #: read(x, write(42, x, A)) =42
O 422 TFir, ARKAH, xBRITER
B YA REKBENER;, BHRAALTE
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B DART (Godefroid and Sen, PLDI 2005)
B EXE (Cadar, Ganesh, Pawlowski, Dill, and Engler, CCS2006)

SAGE: MicrosoftBJconcolic\1TER (BIEF=
Mayhem(CMU), Angr(UCSB), Triton

Java Symbolic PathFinder
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http://osl.cs.illinois.edu/publications/conf/pldi/GodefroidKS05.html
http://osl.cs.illinois.edu/publications/conf/pldi/GodefroidKS05.html
https://patricegodefroid.github.io/
https://patricegodefroid.github.io/
https://web.stanford.edu/~engler/exe-ccs-06.ps
https://patricegodefroid.github.io/public_psfiles/ndss2008.pdf
https://users.ece.cmu.edu/~dbrumley/pdf/Cha et al._2012_Unleashing Mayhem on Binary Code.pdf
https://github.com/angr
https://github.com/JonathanSalwan/Triton
https://github.com/javapathfinder
https://github.com/javapathfinder
https://hci.stanford.edu/cstr/reports/2008-03.pdf

