44 3 ( ) Vol 44 No. 3
2005 5 ACTA SCIENTIARUM NATURALIUM UNIVERSITATIS SUNYATSENI May 2005
— I Pe , \ ‘\£ *
[SB (G5 KRB HKE 77
I, R, e
(1. 2.8 TAEKFRE L AR R, 7TéE 80 450002;
2. PEAF R RA R L EALARRE EERE, 4L 100039)
? .’ LSB o «“ ? 2
1SB . « 7 s
o (2 o 2",
. TP309 . A . 0529-6579 (2005) 03-0029-05
Fridiich 'Y DCT  (JPEG )
LSB ( F5, Oulguess),
M (43 2 , ]_SB
B )
( Kerckhoffs ). IS
LSB ISB
[5] . , ISB , «
| 1 2} ”» [19 2 y
« » ]_SB .
+ 2 s
“ 2 1 LSB
. Chandramouli'? . N 256 N
CN_ { Cly C2 0 CN}, SN: { S1s 82 . SN}
’ Ci Si
| [0, 255] . 1I<i<N. M= {m. mo,
Chandramouli »omjs LN, (
) mi € {0, 1}, 1<<iCL k
’ ’ 7
* . 2004— 10— 01

(60473022); (051101 1300

(1976 )s , ; . E-mail: . nlxdweiming @sohu, com



30

Y!? Y2$ Tty Ym

) 44
1sb ' L P Y= i) = 1<isd
k G
Vis Y2a v VI {an I’l>1}
Xi s 1<i<L XIZYI;Xn:XAF1+Yn9n>2
X1 =yixi = xi1 Ty, 1<Xi<<L {Xus n=1) ’
M= {mi, m2 -4 mL} {cxl,
>
Cor s C) ISB . S. 1 n (n=1) xr< x2
c 1SB < o Xs P { E| i<l -
X mi s d—1| n
i d+D
] = = <| ———
, “ISB 5 ( Crl ISB <Zn9 )(;] X1s )([ Xn} \{ dd ]
) « e 1 ,
) k’ [13 2
S s 1
1 r C |\
Yi, Yo s Yis [a =2r), ’
+1, at+d , a d - r
] o l_dlogzd—(d—l)logz(d+1)—|
d [43 2
P{Y1:a+i}=p:‘,1<i<d,2p:‘:1 1,
=1
a=0 (  a##0, 3
Y,i:Yi*a, Y,i) ’
3.1
1 ( )
7£ l_ « 2 ( )’
a_N ’ d_ [ Q 1] « ”
k, [43 ,”
2 J— ’
{Y1nn>1} {Y2nn>1}
, , P
( 1
)o R {Y/’l: l} :E, 1<l<d7 ]: 17 29
’ ( {)(/nn>1}y ]:19 2
’ LSB Xi = Yi: Xy = Xir + Yo n =2
), 1
2 n (n=1) X< X2
’ fxits < = X, p=P { <5< < 5 <<xpe K
t1-< b < Xy Xl.s1 = X1, “'Xl,sl_ = Xlis
« ” Xz,t]:xz.,l, "Xth:XZ,ja {xt1s - x1;p U
{xlly b .ij} — {XI, “cty Xn}},

B 121) 4]
@ d=2 ’ pﬂ<(128} ;

e



3 : ISB

31

[4]
@ 43 ,p,1<pn<[81] :

Q@ d=4 , p< “ﬁd;—“dl]n
) ’ «
2
2 r C A7
=2"), , no
« » L
no
i=2 w= T y%nwf
d=3 ,n = r4[0g36—10g80—‘+3;
Q@ d=4
o 2r
0 dlogad— (d— Dlog2(d+1)
3.2
’ r ’
o ). 0
Q" « ”
[61’
c, c
LSB 0—1 B"= (B, -
By)s  Biy, 1<i<<{N {0 1}.
M= { Mu, -+ Mu) M=
(Mo, - Mo}, ,
0—1 ,
B" .
ki ks
)(f: {Xu, - Xu
Y= (Xats o Xabs
sios. sts D'=
{dis - dy). ki n
Xi= {xu, =4 X}
w=lxiNp'hH . 1<i<<n
1O xu€xXiNx: ( ka
xi)  xu €D M DB, =1 (
) X1 ’

, D 2 ).

(@) X116Xyl’ﬂng 1<]<L9

X2; = X1is ]V[zj @Bx“ =0 , xu EDql
M BB, =1 ( ;
Xlis
: i My DB =1
X],'GD‘{ Mli @Bx”:O (
X1 ) )u
0—1 {ZH lgign}:
xli%XYﬂng Z,= M, @Bx“; X1i GX?HX;
Zi= My DB, DO - DB, ) D
(M @xh ) (M @xh @) = M EBM/‘,
Mi DB, . xu € XN Xz
Z[ — '
M @sz, xi € X7 ﬂ XLz
U=XiND'=27:.
XX 0—1
BN
(Z: 1<<i<n} 0—1
nn
N (2 4 )? b U
n [13 2 .
1 Ik n Dis (n)
_ _l [13 2 (13 2
=lU N, .
. ((n ”»
&
d,
(D Si S,
D'= {d\, --d;};
) 2
no. d<<3, n1=no; > 3, (d+
D no<gq, ng= (d+1) no, . n=gq,
Dn0: {d19 ttte dn }9 Dnl: {dh "ty an};
2d,
(3) n— |: ‘:| ’
d-+
k Xi= { Xkt ok
“n ” Disk (n)=‘|XZﬂD”‘|*£,

2



32

( ) 44
Dis, (n) ; Lena. bmp ,
@) | PSetl =2, PSet r=16 ki ki “Hideand
) 3 3 H Seek”lg] ) )
| PSet | > 2, PSet , “ 7, 3, n
D’lo « ”’ 1 8
{kis kats {ki, ka} , d , d=2
3 ., s 2
, 3 | =2 3 ) ,
PSet| =2, {kis kafs
o QH. .
B 9 BUE R 60 R I 45
Tah 1 Experimental data of divide and conquer attack
y 2 3 4 5 6 7 8 9
(0. 67) (0. 50) (0 40) 0. 33) (0.29) (0. 25 (0.22) (0 20)
n 2390 7188 186 193 170 152 141 133
ki n 31 5 3 1 4 7 5 1
ky —n 23 9 1 5 1 11 3 0
n 82 770 7 20 19 16 14 11
3.3 0 ;
{klv kz} ’ 1 9 ’
sTs 1
, St ki ) { su. 0 J 1, 3
S ki L) 1 ,
XL: X X
{x1, » Xehs V1N’\/—é; sy ki . a
b b
1 L B . Qa
(1) Vl*_z[sl-,xj_sl,x] x,j EXL (Q<1), {Sl,)r[/y ]—19 ) Ll} 5
1j=1 : '
Six, s j=1, , Li; 1 , Vi Q”%o
1 3 . v
@) vz—L—th[SQ,xh Sz.,xlh] x,hEXL ViZ> Vo, S ki s
2 i=
Sy K
S2,x h= 19 s L.
ih 20 8 ’
’ . 2
’ 0 LSB “Lina. bmp” “Baboon. bmp”
s S]|V ki ’ VI=> v,
b b
% 2 Lena bmp #= Baboon. bmp BE% %47 X 5~ 693X 3o $ 3%
Tah 2 Expenmental data of distinguishing keys on Lena hmp and Baboon bmp
( 2 3 4 5 6 7 8 9
(0. 67) (0. 50) (0 40) 0. 33) (0.29) (0. 25 (0.22) (0 20)
0 438 0 436 0 428 0452 0. 450 0 439 0. 440 0 604
Lena; v, (v,)
(0357 (03460 (0322 (@315 (@249 (@274 (024D (0 300
0 492 0 487 0 4638 0473 0. 456 0 473 0 535 0 581
Baboon: v, (v,)
(0.384) (0330 (032D (@337 (Q311) (@293 (0319 (0 357D




3 . ISB 33

[1] FRIDRICH J; GOLJAN M. Practical Steganalysis of Digital
ImagesState of the Art I Security and Watemmarking of
Multimedia Contents of EI SPIE] C]. 2002 4675. 1—13.

[2] ZHANG T, PING X J. A New Approach to Reliable
Detection of LSB Steganography in Nature Imageq J] . Signal

1 Processing, 2003, 83(10): 2085~ 2094.
Fig 1 Cover images [3] CHANDRAMOULI R. A Mathematical Framewoik for Active
Steganalysig J| . ACM Multimedia Systems Joumal, Special
Issue on Multimedia Watermaiking, 2003 9 (3). 301 —
311.
1SB [4 FRIDRICH } GOLJAN M, DU R. Searching for the Stego
Key I Security, Steganography and Watemaking of
Multimedia Contents of EI SPIF] C]. 2004 5306: 70— 82.

* [5] JOHNSON N F. Steganography Tools. Available from:
¢ 7, http: //Www.jjtc. Com/Security /stegtools. htm 2005.
o [6  SIEGENTHALER T. Deaypting a class of stream ciphers

using ciphertext only[ J] . IEEE Transactions on Computers
« » 1985, C— 34. 81— 85.
[7 FRIDRICH J, GOLJAN M. On Estimation of Secret Message

“ 7 ) LSB
Length in ISB Steganography in Spatial Domain // Security,
° Steganography and Watemmaking of Multimedia Contents of EI
¢ 0 @) SPIF (] . 2004. 5306: 23— 34.
o 2, . [8 SHAGGY Hide, Seek. Available from: http: /Avww. jitc. com/

security /sleglmls htm, 2005.

Approaches for Recovering Key of LSB Steganography

ZHANG Wei ming"*, LIU Jiufen"* , LI Shi qu'
(1. Institute of Infomation Engineering, Information Engineering University, Zhengzhou 450002, China;

2. State Key Laboratory of Information Security, Graduate School of the Chinese Academy Sciences,
Beijing 100039, China)

Abstract: As an important way of security analysis for the steganography, steganalysis has become a concernful topic in
the field of infomation hiding. And exiracting the hidden message by recovering the stego key is one of main aims of
steganalysis. To study how to search for the key of 1.SB steganography, firstly the theoretic analysis for the computational
complexity of key recovery on LSB steganography are made under the condition of “known cover” and “cover being
repeatedly used” respectively. Then under the latter condition, a key recovering method for ISB steganography of spatial
images is presented, which can reduce the computational complexity fom O 2" 0 ) by using the idea of
“divide and conquer attack” . And the experiment results show that this method is effective.
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