ISSN 1000-1239/CN 11-1777/ TP
Journal of Computer Research and Development 43 6 1058~1064 2006

LSB

450002

wenfenliu@sina.com

Detection of Secret Message in Spatial LLSB Steganography Based on Contaminated
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Abstract Information hiding technique is of great importance for network information security and how to
search and detect secret messages transferred in network is crucial and practical to safeguard the national
security. On Internet a large number of steganographic programs use the least significant bit LSB

embedding to hide message in digital images. Based on contaminated data analysis a new steganalytic
technique capable of a reliable detection of spatial LSB steganography is proposed and its mathematical
model is built . This method can not only detect the existence of hidden messages embedded in images fast
and reliably but also estimate accurately the amount of hidden messages embedded by using a sequentially

or randomly scattered algorithm.
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Table 2 Estimation of Embedding Rate in Lena
2 Lena
q Estimation
0 0.018
0.2 0.196
0.4 0.387
0.6 0.540
0.8 0.772
1.0 0.973
132
2%
5% 10 % 1

Lilies  Hills

q Estimation of Lilies Estimation of Hills
0 0.02886 0.02699

0.2 0.17754 0.25633

0.4 0.40201 0.45782

0.6 0.61012 0.64836

0.8 0.83082 0.83082

1.0 0.97899 0.98998

Fig. 1 The comparison of estimation to two pictures.
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Table 3 Estimation after Mean Modified

3
q Estimation of Lilies Estimation of Hills
0 0.01937 0.02871
0.2 0.19984 0.25164
0.4 0.40541 0.46359
0.6 0.61991 0.64743
0.8 0.79614 0.83537
1.0 0.98464 0.99401
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Table 4 Estimation of Hills after d-Value Modified

4 Hills d
q Estimation
0 0.028714

0.2 0.21726
0.4 0.39993
0.6 0.56418
0.8 0.79614
1.0 0.99401
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Fig. 2 Comparison curves of three detecting algorithms.
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Table 5 Comparison with RS and PS Steganalysis Technique
5 RS PS

My Method RS PS
q
®q o q ®q o q ®q o q
0 0.03071 0.012326 0.00231 0.015182 0.00067 0.021169
0.2 0.20413 0.020724 0.22124 0.017833 0.20514 0.018676
0.4 0.40694 0.021545 0.44601 0.013528 0.42702 0.015823
0.6 0.60273 0.021394 0.61875 0.036507 0.62633 0.029974
0.8 0.80707 0.023978 0.80677 0.032247 0.81409 0.027813
1.0 0.97467 0.014015 0.96987 0.041905 0.94931 0.022382
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Research Background

Mainly for the needs of copyright protection and secrecy communication information hiding technique has rapidly developed since
the end of last century. Steganography is an important branch of information hiding technique. It hides the existence of the secret
messages directly which is different from cryptography. Therefore how to search and detect these messages transferred in network
has become a new task for the national executive and intelligence departments. In this paper based on the thoughts of contamination
model we propose a new steganalysis method. This method is founded on analyzing some kinds of attack algorithms against
steganography which uses spatial LSBs in still images as carriers. It also can estimate the amount of hiden messages accurately. At the

same time the method prepares for a further study to extract the secret messages. Our work is supported by the National Science
Foundation of China 60473022 .



