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Abstract. By reversible data hiding, the original cover can be loss-
lessly restored after the embedded information is extracted. Kalker and
Willems established a rate-distortion model for reversible data hiding,
in which they proved the capacity bound and proposed a recursive code
construction. In this paper we improve the recursive construction by de-
signing a data embedding method for all-zero covers and a more efficient
compression algorithm. We prove that the proposed codes can approach
the capacity bound under various distortion constraints. We also apply
this coding method to RS method for spatial images, and the exper-
imental results show that the novel codes can significantly reduce the
embedding distortion.
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1 Introduction

Data hiding is a technique for embedding information into a cover media such
as images, audio and video files, which can be used for the purpose of media
notation, copyright protection, integrity authentication and covert communica-
tion, etc. Most data hiding methods embed messages into the cover media to
generate the marked media by only modifying the least significant part of the
cover, and thus keep perceptual transparency. The embedding process will usu-
ally introduce permanent distortion to the cover, that is, the original cover can
never be reconstructed from the marked cover. However, in some applications,
such as medical imagery, military imagery and law forensics, no degradation
of the original cover is allowed. In these cases, we need a special kind of data
hiding methods, referred to as reversible data hiding or lossless data hiding, by
which the original cover can be losslessly restored after the embedded message
is extracted.
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Many reversible data hiding methods have been proposed since it was intro-
duced. Fridrich et al. [1] presented a universal framework for reversible data hid-
ing, in which the embedding process is divided into three stages. In the first stage,
extract losslessly compressible features (or portions) from the original cover. The
second stage compresses the features with a lossless compression method, and
thus saves space for the payload (message). In the third stage, embed messages
into the feature sequence and generate the marked cover. One direct reversible
embedding method is to compress the feature sequence and append messages
after it to form a modified feature sequence, then replace the original features
by the modified features, and thus generate the marked cover. Therefore, after
extracting the message, the receiver can restore the original cover by decom-
pressing the features. Fridrich et al. [1] suggested the features that can exploit
characteristics of certain image formats, e.g., texture complexity for spatial im-
ages and middle frequency coefficients for JPEG images. Celik et al. [2] extended
Fridrich’s scheme by predicting multiple LSB planes. The same idea proposed
in [1] can also be used for reversible data embedding into binary images [3,4] or
videos [5,6].

To increase embedding capacity, the researchers desire to construct a longer
feature sequence that can be perfectly compressed. One of such constructions
is difference expansion (DE), first proposed by Tian [7], in which the features
are the differences between two neighboring pixels of pixel pairs. The features
are compressed by expansion, i.e., the differences are multiplied by 2, and thus
the least significant bits (LSBs) of the differences can be used for embedding
messages. The methods proposed in [8] and [9] can achieve better performance
by applying DE to the prediction-errors.

Another well-known strategy for reversible data hiding is histogram shift (HS),
in which the histogram of the image is used as the compressible feature because
the distribution of the pixel values of an image is usually uneven. To compress
the histogram, Ni et al. [10] proposed selecting a peak bin and a zero bin, and
shifting the bins between them toward the zero bin by one step. Therefore, the
bin neighboring to the peak bin is emptied out, which with the peak bin can be
used to represent 1 and 0 respectively. It is easy to see that steeper histogram
implies better compression rate, and usually the histogram of residuals is quite
steep. Thus, most state-of-the-art methods apply histogram shift to residuals of
the image [11,12].

According to the stage where distortion happens, we divide reversible data
hiding into two types as follows. Type-I: all distortion is introduced in the stage
of message embedding. Type-II: both compression stage and embedding stage
will introduce some distortion to the cover, and compression stage is responsible
for major distortion. The methods in [1,2,3,4,5,6] belong to Type-I; and yet both
DE-based methods [7,8,9] and HS-based methods [10,11,12] belong to Type-II.
Both types process the feature compression and data embedding in a separate
way. In the present paper, we pay our attention to designing joint coding of
compression and embedding for a binary feature sequence, which can be directly
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used to improve Type-I methods. In fact, schemes in Type-II can be converted
to Type-I, and we will discuss how to do such conversion in one of our coming
papers.

For the Type-I reversible data hiding, the core problem is how to reversibly
embed data into a compressible feature sequences with good performance. The
performance is measured by embedding rate versus distortion, which is a spe-
cial rate-distortion coding problem. A formal model for this problem has been
established by Kalker and Willems [13]. In [13], the authors obtained the rate-
distortion function, i.e., the upper bound of the embedding rate under a given
distortion constraint, and they also proposed a joint compression and embedding
code construction, called recursive code construction [13,14], which consists of a
non-reversible data embedding code and a conditional compression code.

In this paper, we improve the recursive construction to approach the rate-
distortion bound proved in [13]. In the novel construction, we use a data embed-
ding code for all-zero covers and a backward extraction strategy, which enable us
to design a very efficient conditional compression algorithm. The proposed codes
can be directly applied to Type-I reversible data hiding schemes and significantly
reduce the distortion for various given embedding rates.

The rest of this paper is organized as follows. The coding model, theoretical
upper bound of embedding rate and recursive construction are briefly introduced
in Section 2. The proposed coding method with the analysis of embedding rate
versus distortion is elaborated in Section 3. The experiment results on improving
RS schemes are given in Section 4. The paper is concluded with a discussion in
Section 5.

2 Coding Model and Recursive Construction

2.1 Coding Model

Throughout this paper, we denote matrices and vectors by boldface fonts, and
use the same notation for the random variable and its realization for simplicity.
We denote the entropy by H(X) and conditional entropy by H(X |Y ).

To do reversible data hiding, a compressible feature sequence should first be
extracted from the original cover. For Type-I schemes, the features can usually
be represented by a binary sequence. Therefore we directly take the binary fea-
ture sequence as the cover to discuss the coding method. A formal setup and
theory limit for reversible data hiding into a compressible sequence have been
established in [13] by Kalker and Weillems, and we follow their notation.

Assume that there is a memoryless source producing binary compressible
cover sequence x = (x1, x2, · · · , xN ) such that xi ∈ {0, 1} with the probabil-
ity P (xi = 0) = p0 and P (xi = 1) = p1, 1 ≤ i ≤ N . The assumption of
x being compressible implies that the ratios of 0’s and 1’s are biased. With-
out loss of generality, we assume that p0 > 1/2. We use Hamming distance to
measure the embedding distortion on the cover x. Because the message m is
usually compressed and encrypted before being embedded, we assume that the
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message is a binary random sequence. If we can reversibly embed L-length mes-
sage m = (m1, m2, · · · , mL) into x to get the marked cover y = (y1, y2, · · · , yN)
with d modifications on average, we define the embedding rate as ρ = L/N and
the distortion as Δ = d/N . Furthermore, we define the embedding efficiency as
e = ρ/Δ, which means the average number of bits embedded per unit distortion.
We hope to get high embedding efficiency for various given embedding rates.

A direct construction for reversible data hiding is proposed by Fridrich et al.
[1] as follows. First compress the cover x into a string Comp(x) with a lossless
compression algorithm Comp( ). The length of Comp(x) is approximately equal
to NH(p0). Therefore we can append N(1 − H(p0)) bits of message m after
Comp(x) to obtain y = Comp(x)||m. The recipient can extract the message m
from y and reconstruct x by decompressing Comp(x). As the bits of Comp(x) are
uncorrelated with those of x and the message m is random, the expectation of
distortion between x and y is 0.5. The embedding rate is equal to (1 − H(p0)),
which in fact is the maximum achievable embedding rate. If we only need to
embed a shorter message with length equal to αN(1 − H(p0)) for some α < 1,
we can execute the above-mentioned method on a fraction α of the symbols in x.
In this case, the embedding rate ρ = α(1 − H(p0)) and the distortion Δ = α/2.
Therefore, for the distortion constraint Δ, this simple method can achieve a
rate-distortion line

ρsim(p0, Δ) = 2Δ(1 − H(p0)) . (1)

Virtually, the simple method above is not optimal. In fact, this method achieves
only a lower and fixed embedding efficiency 2(1 − H(p0)).

The maximum embedding rate achievable within the distortion constraint Δ
is called the capacity under the distortion Δ. The following theorem proved by
Kalker et al. [13] gives expression of the capacity.

Theorem 1. [13] The reversible embedding capacity ρrev for a memoryless bi-
nary source with p0 ≥ 1/2 is, for 0 ≤ Δ ≤ 1/2, given by

ρrev(p0, Δ) = H(max(p0 − Δ, 1/2)) − H(p0) (2)

Note that the above bound can be increased for non-memoryless sequences,
but we assume the binary cover is memoryless throughout this paper and this
assumption in fact is suitable for most schemes.

2.2 Recursive Construction

To improve the embedding efficiency, Kalker et al. [13] proposed a recursive em-
bedding method, which consists of a non-reversible embedding algorithm and a
conditional compression algorithm. First select a non-reversible embedding code
E with distortion D and embedding rate R. Assume the binary cover sequence
x = (x1, x2, · · · , xN ) is sufficiently long. The sequence is segmented into disjoint
blocks of length K, such that x = x1||x2|| · · · ||xN/K . Without loss of general-
ity, we assume that N/K is a sufficiently large integer. By using the embedding
code E , KR bits of message m1 can be embedded into the first host block x1,
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resulting to the first marked block y1. The recipient can reconstruct x1 under
the condition of known-y1 because she can observe y1. Therefore the amount of
information needed to reconstruct x1 is equal to H(x1|y1), which means we can
compress x1 into a sequence of length H(x1|y1). This compressed sequence is
embedded into the second block x2, leaving room for KR−H(x1|y1) bits of aux-
iliary message. Similarly, the information for reconstructing x2 is embedded into
x3. This process is continued recursively until xK−1. For the last block xK , the
simple method described in Subsection 2.1 is used to complete a full reversible
data hiding method. When N and N/K are large enough, the distortion of this
method is equal to distortion of the code E , and the embedding rate is equal to
R − H(x1|y1)/K.

This recursive construction can achieve higher embedding efficiency than the
simple method because of two key points: 1) the data is embedded by an effi-
cient non-reversible embedding code; 2) the cover block is compressed under the
condition of corresponding marked block. However the recursive construction
proposed above cannot still approach the upper bound of embedding efficiency.

3 Improved Recursive Construction

3.1 Motivations and Overall Framework

In this section, we will improve the recursive construction to approach the upper
bound of embedding efficiency for various embedding rates. To do that, we first
observe the rate-distortion function (2), which shows that the maximum capacity
is equal to 1 − H(p0), and it can be achieved when distortion Δ = p0 − 1/2. In
Fig. 1, we draw the rate-distortion lines for p0 = 0.7 and 0.9, which show that
the capacity increases with distortion Δ for 0 ≤ Δ ≤ p0 − 1/2, but keeps equal
to 1 − H(p0) for p0 − 1/2 < Δ ≤ 1/2. Therefore, we only need to consider how
to construct codes for 0 ≤ Δ ≤ p0 − 1/2.

In Corollary 1 of [13], Kalker et al. proved that the optimal embedding manner
for 0 ≤ Δ ≤ p0 − 1/2 is that only the most probable symbol is allowed to be
modified. In other words, only zeros are allowed to be changed if p0 ≥ 1/2.

Inspired by the observation above, we improve the recursive construction as
follows. We only embed messages into zeros of the cover block xi = (xi,1, · · · , xi,k)
to obtain the marked block yi = (yi,1, · · · , yi,k), and thus only zeros in xi will
be modified for the ith block such that 1 ≤ i ≤ N/K − 1. Therefore, for the
position j such that yi,j = 0, the corresponding xi,j must also be equal to 0.
This property can be used to compress xi under the condition of known-yi. In
fact, we can first delete the symbol xi,j in xi at position j such that yi,j = 0
and obtain a subsequence of xi, denoted by x′

i, and then compress x′
i by a

lossless compression algorithm Comp( ). This method will extremely improve the
compression rate because most symbols in xi have been compressed by deletion.
The compressed x′

i, denoted by Comp(x′
i), cascaded with an auxiliary message

are embedded into the next block xi+1 to get the next marked block yi+1. To
extract the message and reconstruct the cover, the extraction process must be
performed via a backward manner. To extract message from yi, we first extract
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Fig. 1. Maximum capacity lines for p0 = 0.7 and 0.9

message from yi+1 and obtain x′
i by decompression. Combining x′

i and yi, we
can reconstruct xi and know the positions of zeros in xi. According to these
positions of zeros of xi, we can extract message from yi.

The detailed process and an example for embedding and extraction will be
described in Subsection 3.3. We now deal with the first problem, that is, how to
construct efficient codes for embedding data into an all-zero cover.

3.2 Data Embedding into All-Zero Covers

Data embedding into all-zero covers is just a special case of the coding model
in Section 2 with taking p0 = 1, which can be realized by a decompression
algorithm, e.g., the reverse zero-run length (RZL) coding proposed by Wong et
al. [6]. In this section, we proposed a more efficient embedding code by improving
the RZL method.

Assume the cover sequence x = (x1, x2, · · · , xN ) is an N -length all-zero cover,
which means every symbol xi = 0 for 1 ≤ i ≤ N . We want to embed a part of the
message sequence m = (m1, m2, · · · , mL, · · ·) into x. Two pointers, P1 and P2
are needed in the embedding process. P1 is used to label the last cover symbol
that has been modified, and P2 is used to count the number of message bits that
have been embedded. The following embedding construction is an rate-variable
coding method, in which the embedding rate is determined by a parameter k,
k ≥ 1. First set P1 = 0 and P2 = 0. The encoder reads the message bit mP2+1,
and there are two embedding cases according to the value of mP2+1.

Case 1. If mP2+1 = 0, set P1 = P1 + 2k, P2 = P2 + 1 and one bit mP2+1 is
embedded. In this case, no cover symbol is modified.
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Case 2. If mP2+1 = 1, read the next k bits (mP2+2, · · · , mP2+k+1), which
can be represented by a decimal integer belonging to [0, 2k − 1], denoted
by (mP2+2, · · · , mP2+k+1)int. Set P1 = P1 + (mP2+2, · · · , mP2+k+1)int +
1, P2 = P2 + k + 1, and flip xP1 from “0” to “1”. Thus, k + 1 bits
(mP2+1, · · · , mP2+k+1) are embedded, and only one cover symbol, xP1, is
modified.

For both cases, we have embedded the first P2 bits of message into the first P1
cover symbols. In the same manner, we continue to embed the rest message bits
(mP2+1, mP2+2, · · ·) into the rest cover symbols (xP1+1, · · · , xN ), until N−P1 <
2k. The obtained marked cover is denoted by y = (y1, y2, · · · , yN).

To extract the message from y, first set pointers P1 = 0 and P2 = 0. With
P1+1 as the start point, read a 2k length block from y, i.e., (yP1+1, · · · , yP1+2k).
There are also two cases according to whether the block (yP1+1, · · · , yP1+2k)
includes “1”.

Case 1. If all symbols in (yP1+1, · · · , yP1+2k) are equal to “0”, let the (P2+1)th
message bit mP2+1 = 0, P1 = P1 + 2k, and P2 = P2 + 1.

Case 2. If there exists symbol “1” in (yP1+1, · · · , yP1+2k), search for the first
index i such that yP1+i = 1 and yP1+1 = yP1+2 = · · · = yP1+i−1 = 0. The
integer i − 1 can be represented by a binary sequence consisting of k bits,
denoted by (i−1)bin. Let the (P2+1)th message bit mP2+1 = 1, the next k
bits (mP2+2, · · ·mP2+k+1) = (i− 1)bin, and P1 = P1 + i, P2 = P2 + k + 1.

In the same manner, extract messages from the rest symbols (yP1+1, · · · , yN)
until N − P1 < 2k and there is no symbol “1” in the rest N − P1 symbols of
the marked cover. Now we use a simple example to show the embedding and
extraction process of the method above.

Example 1. Take the parameter k = 2. Assume the cover is a 9-length all-zero
cover, i.e. N=9, and the message consists of 7 bits, as shown in Fig. 2. To embed
the message, first set pointers P1 = 0 and P2 = 0, and then do the following
three steps.

Step 1. Read m1 = 0, thus set P1 = P1 + 22 = 4, and P2 = P2 + 1 = 1.
Step 2. Read mP2+1 = m2. Because m2 = 1, read the next two message bits

(m3, m4) = (0, 1), which is interpreted as a decimal integer (0, 1)int = 1. Set
P1 = P1 + (0, 1)int + 1 = 6, P2 = P2 + k + 1 = 4, and flip xP1 = x6 to “1”.

Step 3. Read mP2+1 = m5. Because m5 = 1, read the next two message bits
(m6, m7) = (1, 0), interpreted as a decimal integer (1, 0)int = 2. Set P1 =
P1 + (1, 0)int + 1 = 9, P2 = P2 + k + 1 = 7, and flip xP1 = x9 to “1”. As
N − P1 = 9− 9 = 0 < 4, the embedding process stops. The marked cover is
denoted by y that is obtained by modifying the sixth and ninth bits of the
cover x.

To extract the message from y, we first set P1 = 0 and P2 = 0, and then do the
following three steps.
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Index 1 2 3 4 5 6 7 8 9 

Message m 0 1 0 1 1 1 0   

Cover x 0 0 0 0 0 0 0 0 0 

Marked cover y 0 0 0 0 0 1 0 0 1 

Embedding steps Step 1 Step 2 Step 3 
 

Fig. 2. Example of data embedding into all-zero covers

Step 1. Read the first four bits (y1, y2, y3, y4) = (0, 0, 0, 0) from y. Because this
is an all-zero block, set m1 = 0, P1 = P1 + 4 = 4, and P2 = P2 + 1 = 1.

Step 2. With P1 + 1 = 5 as the start point, read successive four bits (y5, y6,
y7, y8) = (0, 1, 0, 0). Because the first symbol “1” appears at the second
position in this block, i.e., the index i = 2 and (i − 1)bin = (0, 1). Let
mP2+1 = m2 = 1 and (m3, m4) = (i − 1)bin = (0, 1). Set P1 = P1 + i = 6
and P2 = P2 + 1 + k = 4.

Step 3. Although N −P1 = 9− 6 = 3 < 4, the extraction process will continue
because the last three symbols of y includes a “1”. The “1” appears at
the third position in (y7, y8, y9) = (0, 0, 1), so let the index i = 3 and thus
(i−1)bin = (1, 0). Thus, we extract the last three bits of messages such that
mP2+1 = m5 = 1 and (m6, m7) = (i − 1)bin = (1, 0).

In this example, we embed 7 bits of message into a 9-length cover with only 2
modifications. We denote this embedding method by E0. To analyze the em-
bedding rate and distortion of E0, we investigate the two cases in the em-
bedding process. In Case 1, we embed one bit into a 2k-length cover without
making any modification; in Case 2, we embed k + 1 bits of messages by ex-
pending n = (mP2+2, · · · , mP2+k+1)int + 1 cover symbols and one modification.
Because the message block (mP2+2, · · · , mP2+k+1) is random, the probability
P (n = j) = 1/2k for any j ∈ {1, 2, · · · , 2k}, and thus the expectation of n is
equal to

1
2k

(1 + 2 + · · · + 2k) =
2k + 1

2
. (3)

Therefore in Case 2, we on average embed k+1 bits into (2k+1)/2 cover symbols
with one modification. Because P (mP2+1 = 0) = P (mP2+1 = 1) = 1/2, the two
cases occur with equal probability . In summary, for one embedding step, the
average number of embedded bits is equal to

Nmess =
1
2
× 1 +

1
2
× (k + 1) =

k + 2
2

. (4)

The average number of expended cover symbols is equal to

Ncover =
1
2
× 2k +

1
2
× 2k + 1

2
=

2k+1 + 2k + 1
4

, (5)

and the average number of modifications is equal to
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Nmodi =
1
2
× 0 +

1
2
× 1 =

1
2

. (6)

Therefore the embedding rate R and distortion D of code E0 can be calculated
as follows

R0 =
Nmess
Ncover

=
2k + 4

2k+1 + 2k + 1
, D0 =

Nmodi
Ncover

=
2

2k+1 + 2k + 1
. (7)

3.3 Improved Recursive Construction

We use E0 as the non-reversible embedding code and design a corresponding com-
pression algorithm to improve the recursive construction in [13,14]. Assume that
the binary cover sequence x = (x1, x2, · · · , xN ) is generated from a memoryless
source satisfying P (xi = 0) = p0 and P (xi = 1) = p1. Firstly we divide x into
N/K disjoint blocks of length K, such that x = x1||x2|| · · · ||xN/K . In every block
we only embed messages into zero symbols via the embedding code E0. Therefore,
we can on average embed Kp0R0 bits into the Kp0 “0’s” of x1 = (x1,1, · · · , x1,K)
by flipping Kp0D0 “0’s” to “1’s” because the code E0 has embedding rate R0 and
distortion D0, yielding the first marked block y1 = (y1,1, · · · , y1,K). Therefore,
at the position j, such that 1 ≤ j ≤ K and y1,j = 0, the corresponding x1,j must
also be equal to “0”, because no “1” in x1 has been flipped to “0” in y1. We
use this property to compress x1 under the condition of known-y1 by deleting
all symbols in x1 at position j’s such that y1,j = 0, resulting to a subsequence
of x1. Denote this subsequence by x′

1, and thus x′
1 = {x1j |1 ≤ j ≤ K, y1j = 1}.

The ratio of zeros in y1 is equal to the ratio of non-modified zeros of x1, that is
p0(1−D0). Thus, the ratio of ones in y1 is equal to 1− p0(1−D0) = p1 + p0D0,
and the average length of x′

1 is equal to K(p1 +p0D0). In other words, under the
condition of known-y1, the block x1 is compressed to x′

1 with compression rate
p1 + p0D0, and we can reconstruct x1 by replacing ones of y1 by the symbols
of x′

1.
Furthermore we compress x′

1 with a lossless compression algorithm Comp( ),
e.g., an arithmetic coder. Denote the ratio of zeros and ones in x′

1 by q0 and q1

respectively, which can be easily computed as follows.

q0 =
p0D0

p1 + p0D0
, q1 =

p1

p1 + p0D0
. (8)

Therefore x′
1 can be compressed with the rate about equal to H(q0). In summary,

when y1 is known, the amount of information needed to reconstruct x1 is equal
to

K(p1 + p0D0)H(q0) . (9)

By using the code E0, the compressed information Comp(x′
1) is embedded into

the zeros of the next block x2, leaving room for K(p0R0 − (p1 + p0D0)H(q0))
bits of auxiliary message and resulting to the second marked block y2. The infor-
mation for reconstructing x2, denoted by Comp(x′

2) is embedded into the third
block x3. This process is continued recursively until the one but the last block
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xN/K . For the last block xN/K , we directly compress the block and make room
for K(1 − H(p0)) bits, into which we embed Comp(x′

N/K−1) for reconstructing
the second last block xN/K−1. In addition, we also embed the overhead infor-
mation, such as the value of p0, the block length K, and the parameter k used
by code E0, into the last block.

To extract the message and reconstruct the cover, the extraction process must
be performed in a backward manner. To extract messages from the ith block yi,
for 1 ≤ i ≤ N/K − 1, we must first extract messages from yi+1 and obtain x′

i

by decompression. Combining x′
i and yi, we can reconstruct xi and know the

positions of zeros in xi, according to which we can extract messages from yi by
using the code E0.

When N and N/K are large enough, the embedding rate and distortion of
the method above can be estimated by ρrec and Drec such that

ρrec = p0R0 − (p1 + p0D0)H(q0), Drec = p0D0 . (10)

When varying the parameter k in the code E0, we can get variable rate (R0, D0)
by Eq. (7), and thus yield rate-variable recursive construction with embedding
rate ρrec(k) and distortion Drec(k) as follows.

ρrec(k) = p0
2k + 4

2k+1 + 2k + 1
−

(
p1 + p0

2
2k+1 + 2k + 1

)
H(q0), (11)

Drec(k) = p0
2

2k+1 + 2k + 1
, k ≥ 1 . (12)

Now we use an example with only two blocks to illustrate the embedding and
extraction process of the method described above.

Example 2. This example is based on Example 1. As shown in Fig.3, the first
cover block x1 consists of ten symbols with only one “1”. The first seven message
bits are the same as in Example 1, which are embedded into the zeros of x1 and
generate a nine-length marked block as we have obtained in Example 1. We
denote this marked block in interim step by y′

1. Replace zeros of x1 by y′
1 and

generate the ultimate marked block y1. Denote the index set of 1’s in y1 by Ind1,
and thus Ind1 = {3, 7, 10}, according to which we extract bits from x1 and get
x′

1 = (x3, x7, x10) = (1, 0, 0). The sequence x′
1 is compressed to Comp(x′

1) and
then is embedded into the second block.

To reconstruct the cover block and extract messages from the marked block
y1, we first count the number of ones in y1 that is equal to 3. Second, we extract
messages from the second marked block and decompress the extracted messages
successively until we get a 3-length decompressed sequence which is just x′

1.
Thus, we can reconstruct x1 by replacing the ones of y1 by x′

1. After that
we know the index set of zeros in x1 such that Ind0 = {1, 2, 4, 5, 6, 7, 8, 9, 10},
according to which we extract bits from y1 and get the sequence y′

1. Finally, we
can extract the seven message bits from y′

1 by using the code E0.
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Index 1 2 3 4 5 6 7 8 9 10  Second Block 
message 0 1 0 1 1 1 0 …   … 

 

1y  0 0  0 0 0 1 0 0 1  
 

1x  0 0 1 0 0 0 0 0 0 0 … 
 

1y  0 0 1 0 0 0 1 0 0 1 Comp( 1x )… 
 

1x    1    0   0  

Comp( 1x ) Comp( 1x )  
 

Fig. 3. Example of improved recursive construction

3.4 Performance Comparison

We compare the coding method above with the codes proposed in [13] and [14].
In the original recursive construction [13], Kalker and Willems used Hamming
matrix embedding [16] as the non-reversible data embedding code, by which we
can embed k bits of message into 2k − 1 cover bits by at most one modification.
The Hamming codes modify zeros and ones with equal probability. Maas et al.
[14] improved the original recursive construction by adjusting Hamming code to
change more zeros than ones for the case k = 2.

Both theoretical and simulation results of the proposed method are compared
with the codes in [13,14] for p0 = 0.8 and 0.65. The simulation results are
obtained by embedding random messages into a 216-length cover. In the exper-
iments, we set the length of cover blocks K=200, and an adaptive arithmetic
coder [15] is used as the compression algorithm Comp( ). We compare the codes
by using the measurement of embedding efficiency versus embedding rate. As
shown in Fig.4, the proposed codes significantly outperform the codes presented
in [13,14]. For small p0 (p0 = 0.6), the embedding efficiency of codes in [13,14] is
close to that of simple codes, while the embedding efficiency of proposed codes
is still close to the upper bound. However, we note that the proposed codes with
small parameter k will perform poor when the value of p0 decreases. Therefore
we generate codes for p0 = 0.8 by using k = 1, 2, 3, 4, 5, while for p0 = 0.65
we only use k = 2, 3, 4, 5. The suitable coding parameters for p0 ∈ [0.54, 1] are
proposed in Table 1. When p0 is smaller than 0.54, the minimal parameter k
should further increase, but the capacity for such cases usually is too small for
practical applications.

Note that this construction can not reach the upper bound of embedding
efficiency because E0 is not optimal. If we use the decompressionor of an optimal
compression algorithm as coding method for all-zero covers, we have R0 = H(D0)
and then it is easy to prove that Eq. (10) is equivalent to Eq. (2). Therefore, the
proposed construction in fact is optimal for reversible data hiding.
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Fig. 4. Comparison of embedding efficiency vs. embedding rate between the proposed
codes and codes in [13, 14]

Table 1. Coding parameter k according to p0

p0 [0.66, 1] [0.58, 0.66) [0.54, 0.58) . . .

k ≥ 1 ≥ 2 ≥ 3 . . .
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4 Applications in Type-I Schemes

The coding method above can be directly applied to data hiding schemes that
belong to Type-I, such as the schemes in [1,2,3,4,5,6]. Taking the regular-singular
(RS) method in [1] as an example, we illustrate the ability of the proposed codes
for reducing embedding distortion.

The RS method [1] is proposed for spatial images by constructing compressible
features based on texture complexity. Assume the cover is a 8-bit grayscale
image. The image first is divided into small groups, e.g., n pixels per group.
A permutation F is used to flip the gray values, the amplitude of which is
controlled by a positive inter A. For instance, when A = 1, the flipping function
is as follows:

F : 0 ↔ 1, 2 ↔ 3, 4 ↔ 5, · · · , 254 ↔ 255 . (13)

For a pixel group G = (x1, · · ·xn), F (G) = (F (x1), · · ·F (xn)). A distinguishing
function f is used to detect the changing direction of the variation of the group.

f(G) =
n−1∑
i=1

|xi+1 − xi| . (14)

By using the functions F and f , the pixel group can be defined as regular (R) ,
singular (S), or unusable (U) such that

G ∈ R ⇔ f(F (G)) > f(G)
G ∈ S ⇔ f(F (G)) < f(G)
G ∈ U ⇔ f(F (G)) = f(G)

. (15)

For typical picture, adding some noise will lead to an increase of the variation,
so we expect a bias between the number of regular groups and the number of
singular groups. By assigning a “0” to a regular group and a “1” to a singular
group, we can generate a binary cover sequence satisfying p0 > 1/2. Flipping
between “0” to “1” can be realized by applying F to the corresponding pixel
group.

Usually larger amplitude A implies larger capacity but also larger embedding
distortion. In our experiments, we set A from 1 to 4, and the group size n = 4.
For each value of A, we embed messages with the original RS method and the
proposed codes into 10 test images [17] with size of 512 × 512 (see Fig.5), and
calculate the average embedding rate and average PSNR. We observed that the
ratio of zeros p0 in the RS sequence varies from 0.54 to 0.87. In our coding
method, we use the minimal parameter k according to p0 as proposed in Table

Fig. 5. Text images with size of 512 × 512
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Fig. 6. Experimental results on improving RS method

1. As shown in Fig.6, the proposed codes can significantly increase the PSNRs
for various embedding rates. Herein, the embedding rate is defined as bits carried
by per pixel (bpp).

5 Conclusion

Most state-of-the-art reversible data hiding schemes use a strategy with separate
processes of feature compression and message embedding. Kalker and Willems
noted that higher embedding rate under given distortion constraint may be
achieved by using joint encoding of feature compression and message embedding
and thus proposed the recursive code construction. In this paper we improve
the recursive construction by using not only the joint encoding above but also a
joint decoding of feature decompression and message extraction. The improved
codes can approach the capacity bound and significantly outperform previous
codes [13,14] by embedding efficiency.

The current codes are designed for embedding data into a biased 0-1sequence.
These kinds of codes cannot be directly used for the Type-II schemes such as
DE-based schemes and HS-based schemes, because the Type-II schemes generate
a binary feature sequence in a special compression manner that accounts for the
majority of the distortion. In one of our subsequent papers, we will discuss how
to convert the Type-II schemes to fit the coding model established by Kalker
and Willems [13] and apply the codes propose in the present paper to improve
these schemes.
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